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Fortinet Fast Track (FTT) — BBeaeHune B nporpammy

* CepI/IFl KOPOTKNX TEXHNYHECKNX TPEHWUHI OB 10 NPOAYKTaMm,

PELUEHNAM N TeXHoNoram Fortinet:

HaueneHbl Ha NnpakTM4Yeckme cUueHapumu UCNonb30BaHUS
25% Teopun + 75% nabopatopHbIX padboT
[MpogormkmnTensHOCTL — A0 S YacoB

KOHTEHT TPEHMHIOB He CBA3aH MeXAay co60on, MOXHO
NnpoxoAuTb B Nto6oK nocnegosBaTenbHOCTY

OddnanH nnn oHnanH dopmart NpoBeaEHNS

* HanpaBneHusa passBuTtmnsa u Lenu

YBenun4yeHue oOLlero KonimdecTsa TPEHNHIOB N TEM
[TocTossHHOE OOHOBIEHUA N aKTyanu3auua MaTepuanos
NEW! Murpauua Ha HoByto nnatdpopmy
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Cnucok TpeHuHroB Fortinet Fast Track Ha 2020 rog*

bpowitopa Fortinet Fast Track (cM. matepuansl ceMrUHapa No CChINKe)

1. Creating a Comprehensive Security Fabric 12. Fortinet Teleworker Solution Engineered for Remote and
2. What's New in Fortios (6.4) Secure Productivity (FG VPN + 2FA)
3. Achieve PCI DSS Compliance with FortiWeb (6.3) 13 Eg\rl\tl?é];lél\/ls?gljzr)lty IMFEnENEN S SHET M ENEEEmE Rl
4. SD-Branch: Securing your Network Access Infrastructure : : : :
with FortiSwitch, FortiAP & FortiLink (*hardware 14. I\R/IZ?\:Zeemeen?c():rgrﬁ)tlg( |(t|):/|\c/|)1;3(/)£:£agcilr;s with the Fabric
based*, 6.4) '
: : : o 15. Proactive Advanced Endpoint Protection, Visibility, and
Advanced Email Security with FortiMail (6.4) Control for Critical Assets (FortiClient / FortiEDR)
6. Attack/Defense Methodologies (*komaHaHble 16. Securely Embrace the 0T Revolution with FortiNAC (8.7)

COpeBHOBaHUSA™)

7. Constructing a Secure SD-WAN Architecture (6.4) 17. Threat Prevention and Detection With FortiDeceptor

8. Cybersecurity for Safe, Reliable, Secure Industrial 18. gﬁg W’gfﬂl{losg%gt{c;agg igatrrecil of Public Cloud Infrastructure
Control Systems (ICS) Network ’

9. Detecting Zero-Day Threats with FortiSandbox

10. Fortifying the Enterprise Network with NGFW (6.4)

11. Empowering Security Operations Leveraging FortiSOAR

19. FortiADC Application Delivery Without Limits (5.4)
20. (New!) Getting Started with the FortiGate Firewall v6.4
21. SOC Operations for the Security Fabric with FortiAnalyzer

22. Streamlining Automation Using Web Services APls

.. © Fortinet Inc. All Rights Re served. 4



Fortinet Fast Track — ueneBasa aygutopus

ObpasoBaTenbHble 3aga4u

Step Level Objective

) I_I peﬂHa3 Hal.le H bl ﬂnﬂ TeXH M quKMx NSE 1 Develop a foundational understanding of the ever-increasing threat landscape and of

Sacurity Assocate common network security concepts.

cn e u“an M CTO B I/I n on b3o BaTene ﬁ pe LIJ e H I/I IZ Develop the knowledge of Fortinet solutions required to address the threat landscape ﬁ
Becurity Assocate and security concerns discussed in NSE 1. %
() H e ﬂ Bﬂﬂ I'OTCﬂ 3a M e HOM (TOﬂ bKO non on H;l I'OT) m DEveIop lhe 5k|lls to desmbe ho».v It:: features of key Fortinet products are used to
nporpamm oby4yeHuna n ceptucpmkaumm NSE -
v F:RTINET
° I'IonyLleHme AONOJNTHUTEeJNIbHbIX 3HAHUU O
npoayKTax N peLlleHnsx, X BO3MOXKHOCTAX Fast Tracks
[ J I_I OJ-I yLI e H M e n pa KTM q ec KMX H a B bl Ko B """"*"“'“"' Opera‘[mn :;f FUF[IGH[B (lJE:nIL.;s”tuo sup;n;rl: Loh;pht‘::;l; I'Il:}l:{D:k ;;:Ic;l;;;rlléjglllt;:’e;sul -
MC" on b30 Ba H M;I I/I .quOH CTpa U‘Vl M 2:;2:2|:|§?3”8d understanding of how to implement network security management )
BO3MOXXHOCTEW Bl oo st ot sament oo B
Develop the knowledge to implement, troubleshoot, and centrally manage an E
® yBe pe H H OCTb n p M 06cy)|(ne H M M enterprise security infrastructure composed of multiple FortiGate devices.
TexHorormi v NpoaykTos Fortinet G
E:E © Fortinet Inc. All Rights Reserved. 5



Fortinet Fast Track — npocTo n yaobHo

NHdpacTpykTypa nabopaTtopHbIX 3adaHnm

BupTtyanbHbIX Knacc c
pa3BEpPHYTOU B 0bOnake

NHMPPaCTPYKTYpOun

MacwTtabupyemocTsb,
Krnaccbl 60nbLIOro pasmepa

Y Kagoro y4yacTHMKa cBoe
paboyee MecToO 1 CBOA
KOHCONb

[locTyn K Knaccy ¢
ncnorb3oBaHMEM BeO-
opay3epa n RDP 4yepes ceTb
UHTepHeT

cloudshare > Environments » Fortinet Fast Track - Security

y Fabric v1.1 (Gold)

Q g5 @~ -FEERTINET

Edit Networks

87 Workflows

@ All Systems Operationa

© Fortinet Inc. All Rights Reserved.
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Dirty NetWork.

FortiSandbox

FortiAn

FortiGate - East

WWWWWWWWWWWWWW

Select a node: = Malware Server

Advanced Mode

v or (€) Add Network

Malware Server

Hostname (7951869942

Net Adapters

Mac Address 00:50:56:33:c6:b3 (static)
>

Mac Address 00:50:56:9f:3f:0b (dynamic)
>

€© Add Adapter

Time Zone: UTC-07 ( )| © 2018 | | All rights reserved
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[lone3Hana nHopmauuna ans
obyyvarowmxcs

[ocTtyn K y4eOHOMY Knaccy u matepuanam



L
Joctyn kK nabopaTtopHou padote Fortinet Fast Track

[Moptan Fortinet NSE Institute nnu Learning Platform

I.I.Iaer ﬂ,ﬂﬂ ﬂOﬂ,Kﬂl‘OquMﬂ K "> Fortinet NSE Institute: Log into t X = =+
naboparopHon pabore:

&< Cc & training.fortinet.com

= F:iZRTINET | NSE Institute Lbrary Schedule Certifications ATC Network Security Academy Log in
1. [llepenTtn no cneunanbHOU
CCbIJIKE OT MHCTPYKTOPOB Log in
https://training.fortinet.com e e e
/course/view.php?id=XXX
(Npumep)

© O

/Partner Employee

Partner portal SSO for all Active directory credentials
Distributors, Advocate, Select, required. FortiToken used for
Advanced, Expert and Global secondary authentication.

level partners.

2. Boutun nog yyetHou
3anucbio Ha nopTarn

* Public — 3akasumku
(Customers)

 Partner — gns _—

napTHepoB (Partners)

method for access.

- © Fortinet Inc. All Rights Reserved.


https://training.fortinet.com/course/view.php?id=XXX

JocTtyn K nabopatopHoun pabote Fortinet Fast Track

Ecnn yuetHon 3anmncu Ha noptane FTNT NSE Institute HeT (training.fortinet.com)

« Ecnun y4yeTHasa 3anuchb
yTepsiHa, 3abbiTa, TO
3aperncTpupoBaTbCs
CHOBa Mo ccChblfike (Yepes
Public)

» https://training.fortinet.co
m/loqin/signup.php?

F:RTINET

Sign In

Enter your email address and password to access.

Username / email <o mm—
Password ——

[ Remember username

Forgotten your username or password?

Don't have an account? Sign Up

© Fortinet Inc. All Rights Reserved.

F:RTINET | NSE Institute

New Account -~———

Partners should not use the sign up form below. Please access the NSE
Institute via the Fortinet Partner Portal.

Email Address

nd y Pol : -
SUBMIT A




Kypc Fast Track

Bongute B cuctemMy ¢ NOMOLLLIO
COOTBETCTBYHOLLEro MeToga
ayTeHTUpukaymm

BeeauTte npenoctaBrieHHbIN

perncTpauuoHHbIn Koy (enrolment key)

JTabopaTtopHas paboTta gocTtynHa no
ccolnike Lab Activity

I §2F Fortinet NSE Institute: Log into © X

& @] B httpsy//training.fortinet.com/auth/sam|2/selectidp.p

= NSE Training Institute

Log in

Choose an authentication method

MaTepuansl Kypca 0yayT OOCTYrMHbI AN

3arpys3ku nocne 3aBepLUeHns

nabopaTtopHon paboTkl N MPOXOXOAEHUS

onpoca (survey)

O O

partners.

Public Partner Employee
Customers and public users please Partner portal S3O for all Active directory credentials
use this authentication method for Distributors, Advocate, Select, required. FortiToken used for

cccccc Advanced, Expert and Global level secondary authentication.

55 Lab Activity: FortiMail v6.4

© Fortinet Inc. All Rights Reserv
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n n
I ab A Ct I V I t i3 Upcoming Courses &3
& C @ training.fortinet.com/mod/lab/view.php?id=95476 w » e H

FEATINET
NSETraining |nstitute Library Schedule Certifications ATC Security Academy Program

* MHﬂMBMﬂ-yaanaﬂ cpefa C AOCTYNOM K AT Lab Activity: FortiMail v6.4

nabopartopHoi pabote e

(4| tiMail -
« Tononorus nabopaTopHOW —
’ ] @ umovox = | ) ‘

« OHNanH-pyKkoBOACTBO Mo flabopaTtopHoun S s S | ==

pabote FortiFIED .
* [Npsamoun gocTtyn K nabopaTopHbIM

ycTpoucTeam
=== © Fortinet Inc. All Rights Reserved. 11



|| u
— — O
Oc n K I O rtl I I I D I ab ‘ l I I d e i Upcoming Courses X | 1. Lab Activity: FortiMail v6.4 * Fortified *® +
c 8 9893-98-86284e5a26.dfw.labs.training.fortinet.com,7#/client/MQBjAG15c3Fs 0 » o H

....dfw.labs.training.fortinet.com wants to

Student

1. Ha cTtpaHuue Lab Activity nepengute R | :

= b: Topology

no ccoifike FortFIED B naHenun Fast Tracks e o
HaBUrauumn. - 30 Inprsanaion i

|:| See text and images copied to the clipboard
Scale Text

— 4.0: Content Disarm and Reconstru
— 5.0: URL Click Protection
— 6.0: Conclusion

Advanced Email Security Solution with FortiMail

O E O E

Email is a critical tool for business. But it's also a preferred delivery method for ransomware, phishing,
and compromise attacks. According to the 2019 Verizon report, 94% of malware was delivered via
malicious emails. Gartner asserts that advanced threats (such as ransomware and business email
compromise) are i e signature-based and reputation-based prevention mechanisms
that a secure email gateway (SEG) has traditionally used. FortiMail replaces incumbent secure email

2 . H a)l(M MTe H a CCbIJ-I Ky R D P , L-ITO6 bl gateways with a product tailored for advanced threat defense including Office 365 integration and

CTAP program. FortiMail email security shields users, and ultimately data, from a wide range of cyber

threats. These include: ever growing volumes of unwanted spam, socially engineered phishing and
OT Kp bl Tb H O Byl-o B K.I-I aﬂ Ky, COD.e p)Ka LLlyI-O business email compromise, accelerating variants of ransomware and other malware, increasingly
targeted attacks from adversaries of all kinds, and more.

PYKOBOACTBO MO nabopaTtopHon paboTe.

against malware, business email compromise, embedded active content, and advanced targeted
attacks via email.

3. Ecnu otobpaxaeTca npeagynpexaeHme,
paspeLunTe bpaysepy konuposaTb /
BCTaBNATb COAEPXMMOE BKNaaKN B
bydep obmeHa.

v
< >
&3 Ready Possible: 0 Points Values: 0/-0 Points
Ml R
-~ © Fortinet Inc. All Rights Reserved. 12



UHTepakTuBHbIN FortiFIED Lab Guide
Pasgen Stop and Think

y: FortiMail v6.4

= Enter a name

Log Analysis

Description Hint 1 Hint 2

= Application banner e —— e

@ b: Topology
W C Agenda
W 2.0: AntiVirus/AntiMalware
w a: Providing Protection Against Emerging Virus/M
W b Log Analysis
— 3.0: Impersonation Analysis
— 4.0: Content Disarm and Reconstruction

emember that the log files showed us that this was an executable file based attack and not URL based.

= Objectives list

PLEASE CLICK CONTINUE WHEN READ)

— 5.0: URL Click Protection
— 6.0: Conclusion

= Display tabs

* Rich text

= Answer choice
= Continue button
= Status bar

= Scale text slider

[1a. The email was sourced from a spoofed email address. [1d. The email was infected with malicious/phishing website links.

= Resize display bar

0 b. The default action for the antivirus profile applied was setto ‘Reject’ emails infected
with any virusimalware

[ c. The email contained vir.exe attachment that was infected with virus EICAR_TEST_FILE.

Request Hint (1)

= Hints

AER Possible: 3 Points Values: 53/-1 Peints

13




UHTepakTuBHbIN FortiFIED Lab Guide
Task Objective

Ycnex BbINONMHEHUA 3adaHuns
onpenensieTcsl CKPMNToOMm
nocne Ha)xartua Continue

Success unu Failure byoyr
yKa3aHbl B CTPOKE COCTOAHUS
status bar.

KHonka Solve moxeT bbITb
Mcnonb3oBaHa ans
aBTOMaTN4YeCKOro
NPOXOXAEHUA 3a4aHnS
(ncnonb3yuTe C
OCTOPOXHOCTbHO)

i2: Upcoming Courses i.3 Lab Activity: FortiMail v6.4

@ 9893-98-86284e5a26.dfw.labs.training.fortinet.com/?#/client/MQBJAG15c3Fs

AntiVirus/AntiMalware

Providing Protection Against Emerging Virus/Malware

Description

Background
Alice is a sales manager at Acme Corp sitting on the Windows Client machine. The attacker wants to infect Alice’s machine by sending her an EICAR virus
executable file in an email attachment.

Goal

For this objective, you will be working on the FortiMail, which can be accessed using the HTTPS link under the DMZ section on the sidebar.

Note: Unless otherwise indicated all username/passwords for the various web consoles are:
Password: Fortinetl!

Username: admin

The goal of this lab exercise is to configure FortiMail to protect Alice alice@acmecorp.net against the EICAR virus attack sent by the attacker via email.

Perform all configuration tasks within the acmecorp.net domain.
Success

In order to successfully complete this objective, you will need to use your knowledge of antivirus profiles and the recipient policy to reject any virus-based

attacks against acmecorp.net.

PLEASE CLICK CONTINUE WHEN READY

Request Hint (2) MNext hint will cost

Student

Scale Text
= & 10: Introduction -
& a: Instructions
& b: Topology
W Azenda
= W 2.0: AntiVirus/AntiMalware
@ a: Providing Protection Against Emerging Virus/M
= b: Log Analysis
— 3.0: Impersonation Analysis
— 4,0: Content Disarm and Reconstruction
— 5.0: URL Click Protection
= 6.0: Conclusion

v
< >

Continue

Ready

Possible: 10 Points Values: 10/-2 Points

14




[ocTyn K ycTponcTBam o C

&« (& @ training.fortinet.com/mod/lab/view.php?id=95476 b4
g. Php

FEATINET
NSETraining Institute Library Schedule Certifications ATC Security Academy Program

* CTaTyC : 1 | - Lab Activity: FortiMail v6.4
+ Active / Inactive / Unknowr .
FOI"tiMEIil * Return to this Lab Activity page to access additional devices.
« Metopg nogkntodeHns (Services) e _
« RDP/HTTPS /SSH
« HaxxmuTe, 4ToBObl OTKPbITH B HOBOW S EIEE O
BKNnagke S _d
« Oencteus (Actions) - |
 Power on / Shutdown / Revert -
* YyeTHble gaHHble (Credentials)
* Haxmunte, 4ToObI CKONMpPOBAaTL B
bydep obmeHa

- © Fortinet Inc. All Rights Reserved. 15



PerynupoBka OKOH

« [ocTtyn K
PYKOBOACTBY MO
nabopaTtopHom
pabote FortiFIED

« HocTtyn K ntobomy

APYyroMmy
YCTPOWUCTBY

© Fortinet Inc. All Rights Reserved.
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PerynupoBka OKOH Ha OgHOM MOHUTOpE

[lepeTawnte
BKagky u3
bpay3sepa, YToObI
OTOENUTb

Pacnonoxute okHa
OoK 0 OOK B
COOTBETCTBUU C
NMUYHBbIMU
npeanoYTeHNsIMN

[Mpoxoante
nadopaTopHyto
paboTy C
yOooobCcTBOM

[¢] @ 9893-98-86284e5a26.dfw.labs.training.fortinet.com/#/client/MQBjAG15c3Fs?pauth=helloworld

AntiVirus/AntiMalware

Providing Protection Against Emerging Virus/Malware

Description

Background
Alice is a sales manager at Acme Corp sitting on the Windows Client machine. The attacker wants to
infect Alice’s machine by sending her an EICAR virus executable file in an email attachment.

Goal
For this objective, you will be working on the FortiMail, which can be accessed using the HTTPS link
under the DMZ section on the sidebar.

Note: Unless otherwise indicated all username/passwords for the various web consoles are:

Username: admin Password: Fortinetl!

The goal of this lab exercise is to configure FortiMail to protect Alice alice@acmecorp.net against the
EICAR virus attack sent by the attacker via email. Perform all configuration tasks within the

ocmecorp.net domain.

Success
In order to successfully complete this objective, you will need to use your knowledge of antivirus

profiles and the recipient policy to reject any virus-based attacks against acmecorp.net.

PLEASE CLICK CONTINUE WHEN READY

PYPTPETEETA) Next hintwill cost

1 Points
Ready

© Fortinet Inc. All Rights Reserved.

BB EE

+

€

L

Possible: 10 Points.

- O
% (@ [c
O [(F ]
Score: 0 (0)
Student
Seale Text
1.0: Introduction ~
W a: Instructions
@ b: Topology
W c Agenda
2.0: AntiVirus/AntiMalware
@ a: Providing Protection Again
= b Log Analysis
3.0: Impersonation Analysis
4.0: Content Disarm and Reconstruy
5.0: URL Click Protection
6.0: Conclusion

Values: 10/-2 Points

FortiMail x e =
& [¢] & 192-168-0-123--9893-98-86284e5a26.dfw.labs.training.fortinet.com/admin/Admin.html#/dashboard_... ¥r » e H
FortiMail VM01  FortiMail @ L3 @~ adminv
@ Dashboard m Console ==Manage Widget  (CIReset Widget
s FortiView >
System Information S =-x
® Monitor
Serial number: FEVMO010000186115
¥ System 7 Uptime: 0dayl(s) 4 hour(s) 26 minute(s) 29 second(s)
& Domain & User > Systemtime: Thu, Dec 31, 2020 16:08:06 EST
5 Policy > | Reboot time: Thu, Dec 31,2020 11:41:37 EST

Profile >

Q Security >

& Encryption >

& Email Archiving >

B Log &Report >
Q

Firmware version:
System configuration:

Operation mode:

Current administrator:

HAmode:
Logdisi:
Mailbox disk:

Email throughput:

v6.4.1(GA), build414, 2020.07.19 [Update...

[Backup..] [Restore...]

Gateway +

admin (1intotal) [Details...]
Configured: off, Effective: off

Capacity 49 GB, Used 32 MB (0.07%), Free 49 GB
Capacity 198 GB, Used 605 ME (0.30%), Free 157 GB

0 messages per minute (last 60 minutes) Spam: 0, Not Spam: 0 messages per minute

License Information

AntiVirus:

AV definition:
AV engine:
Virus outbreak:

AntiSpam:

AS definition:
VM:
FortiSandbox:
FortiCloud:

System Resource
CPU usage:
Memory usage:
System load:

Loz disk usage:

Licensed (Expiry date: 2022-05-22)

Version 79.00863 (Last updated: 2020-08-24 13:51:07) [Update...]

Version 6.00147 (Last updated: 2020-04-17 18:37:00)

Licensed (Expiry date: 2022-05-22)
Licensed (Expiry date: 2022-05-22)

Version 7.00435 (Last updated: 2020-08-24 08:50:38)

Registered [Update..]

Disabled [Configure...]

Not Activated [Activate...]

re]
=

]

000

[#]

-
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Ncnonb3oBaHue niaHLweTa B KayecTBe
AONONTHUTENIbHOr0O MOHUTOPA

« OTKpONTE Dpay3ep n NnepengnTe rnog
cchbifike https://training.fortinet.com

FZATINET

 Bongnte B cuctemy n Hangute ¢ Dstboard

s o [Dynamic Cloud Security] Advanced Email
CBOW TekyLwmi kypc Fast Track Security Solution with FortiMail v6.4 (Fast

Track Session) - January 1, 2021

Introduction

« Takou Xe OOCTyn K YCTpOMUCTBaM,
Kak Ha pabo4en cTaHUunm

NET

© Fortinet Inc. All Rights Reserved.
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https://training.fortinet.com/

ANl R
===RTINET
Mo o6wmm Bonpocam, BONpocam y4acTusi U NpoBeaeHUst TPEHMHIOB

Fortinet Fast Track obpawiantecb Ha cis@fortinet.com
No TEXHUYECKNUM Bonpocam cis se@fortinet.com



