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O yem nounaeTt peyb...

v' O0B30p byHKUMOHaNbLHbIX BO3MOXHOCTen FortiAuthenticator

v' JInueH3npoBaHme U 0TKa3oyCTONYMBOCTb CUCTEMBI

v Metoabl FSSO

v SSO Mobility Agent (SSOMA)

v CueHapun aAByxdakTopHOM ayTeHTudmnkaumm Ha base sms, email nnu
MOOWUNBLHOIo TOKEHa

v' [pumep HacTporkn SSL-VPN ¢ aByxdaktopHom ayTeHTudmnkaymen Ha

ocHoBe FortiToken Mobile ¢ npumeHenHnem Push Notification
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O030p PYHKLMOHAJIbHEIX BO3MOXHOCTEN



CerogHsa ceTb He MMeeT rpaHuL

YcTaHoBIeHUe NMIMYHOCTU - KpaeyrosnbHbIN KaMeHb 3PPEKTUBHON NOMNMUTUKU
b6e3onacHoCTH

YnpaBneHue naeHtTudukaumen mn
AOCTYNOM:

OucunnnmnHa 6e3onacHoCTU, KOTopas
NO3BOMSAET HY>KHbIM NIOASAM MosiyyvaTb

AOCTYI K HY>KHbIM pecypCaM B HYXKHOE
BpeMA U MO NnpaBuJibHbIM NMPpU4YNHaM.
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HenpaBunbHoOe ncnonb3oBaHue YYeTHbIX AaHHbIX U
NPUBUIIErMn MOXeT CTaTb NPUYNHON B3rioMa
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Cnabas
ayTeHTudunkauma u
HenpaBunbLHoe
ynpasneHne OCTYyNnoMm
OenaroT CeTb
YA3BMMOW



Fortinet
Security
Fabric

KomnnekcHas

Obecne4yeHmne norHon BUANMOCTH
NOBEPXHOCTU LMPPOBON aTaku A1
nyywero ynpasneHnus puckamu b

UHTerpupoBaHHas

YMeHbLUEeHNE CIOXXHOCTU
CONPOBOXOEHUSA MHOXECTBA
pa3HOPOAHbIX NPOAYKTOB

ABTOMaTU3NpPOBaHHasA

YBennyeHne cKopocTu ynpaBneHus
N OTKNNKa
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YnpaBneHue
c¢abpukon

OT1KpbITan
aKkocuctema

CeTteBOM
pocTyn

Be3onacHble O6na4yHan
WLAN/LAN MH pacTpyKTypa
KoHeu4Hble
y3nbl S, MpunoxexHus

YnpaeneHue Ub



Be3onacHbIU AOCTYN ANA Nofib3oBaTesien

PelweHune Fortinet no ayteHTndukaummn u
ynpasfeHntio 4OCTYNOM MPOCToe N N3HayarnbHO
MHTerpupoBaHo ¢ Security Fabric

>| ||| & ‘-

FortiAuthenticator FortiTokens

Identity Access &
Management

» KOHTpOSb Npae goctyna ans Kaxgoro
nosfib3oBartens

» MHorodgaktopHasi ayTeHTUdMKauns

» YnobcTBo B noBcegHeBHOM paboTte (SSO)

=RTINET



YnpaBneHue naeHTudukaumen n gOCTyrnom ot
Fortinet

Ethernet
Bt 3 AD Collector Agent
« AyTeHTUdUMKauua U aBTopusauus 3 SADZ \
o = . . =W Certificate Server
> \% 9 FortiClient SSO Mobility Agent

Kerberos with NTLM Fallback

FSSiO i Cap Portal SSO

Fortinet Single Sign On
F—-\. Guest Portal

Single Sign On via SAML

REST API
‘Genenﬁ RSSO
AOByx c¢pakTopHas ayTeHTUpnKaums  Source’ ] Radius Accounting

ereless Syslog

* YnpaBneHue ceptudmkaramm

* YnpaBneHus rocteBbIM JOCTYNOM o , Saa$
SAML 2.0
AR office3s
FortiToken Goodl| ice 365
oogle oracLe $3
Two-Factor g salesforce.com *
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[JlononHuTenbHbIE NpenMyLlecTBa

* MHTerpauunsa c Fortinet Security Fabric

= Y0obcTBO B NnoBcegHeBHOM paboTe
bnarogapa TexHonorum Fortinet Single Sign-

On 6e3 yuepba beszonacHoOCTH
* [lopoepxka 2FA
* PasnunyHble BapuaHTbl ucnonHernms: HW,

VM, Cloud (Token)

= YNOOHbIN MHCTPYMEHT ynpaBrneHns
rOCTEBLIM JOCTYMNOM

F::RTINET © Fortinet Inc. All Rights Reserved.
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JIMIeH3PpOBaHME ¥ MOIEJIbHEIM Pl



MopoenbHbIU pﬂ.q FortiAuthenticator

FortiAuthenticator 200E FortiAuthenticator 400E ; FortiAuthenticator 1000D
s — . A [
He6onbwwue opraHnsauumn CpeaHue opraHusauum KpynHble opraHnsauum

=  Support up to 500 users =  Support up to 2,000 users =  Support up to 10,000 users

= HDD-1x1TB | = HDD-2x1TB | = 2 X 2TB SAS storage.

= 4 x10/100/1000 RJ45 ports | = 4 x10/100/1000 RJ45 ports | = 4 x10/100/1000 RJ45 ports

= Rack Mountable, 1U | = Rack Mountable, 1U | = 2xSFP

= Single AC PSU | = Single AC PSU | = Rack Mountable, 2U

3 ‘ = Dual AC PSU

FortiAuthenticator 2000E FortiAuthenticator 3000E FortiAuthenticator VM

FortiAuthenticator 2000E ‘ Eortithenticato 3000E ——

KpynHble opraHusauum / npoBangep MpoBanpep ycnyr KomnaHuu no6oro macwraba
ycnyr 1 ‘

=  Supports up to 20,000 Users =  Supports up to 40,000 Users = From 100 to 1M+ users

= 2 X 2TB SAS storage. | = 2 X2TB SAS storage i =  Unlimited CPU

= 4 x10/100/1000 RJ45 ports 3 = 4 x10/100/1000 RJ45 ports i =  Unlimited RAM

= 2xGESFP = 2xGESFP

*NMoppepxka CTEKNPOBaAHUSA NIULIEH3UW ANA
FAC-VM
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InueHsnpoBaHue FAC (1)

* JlnueHsupyetcs no 4wucny nons3oBarenen (User license)

« [na cueHapusa FSSO only Takke Heobxoanmbl User license

« HW mopgenb npeasaputensHO NponuueH3npoBaHa

VM mopenb: 6asoBasi VM-Base + gononHutensHblie Habopbl no 100, 1K,
10K and 100K nonb3oBatenen (nuueHsum ana VM CcTekmpyroTcs)

« Kaxabin Habop User upgrade licenses oTKpbIBaeT AOMNONMHUTESbHbIE

KBOTbl Ha PYHKUMKN FAC: Total Users (Local + Remote), FortiTokens, RADIUS Clients
(NAS Devices), User Groups, CA Certificates, User Certificates n ap.)

[lononHuTtenobHaa nHdgopmaums no KBotam Ha pyHkuum gna HW mogenen v
ons VM B datasheet un (bonee nogpobHo) B Release Notes B pasgenax
Maximum values for hardware appliances n Maximum values for VM
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InueHsnpoBaHue FAC (2)

« [na HA ognHakoBO NnUeH3npoBaHbl OOMMKHbI ObITb 00e HOAbI

* SMS nuueHsunpytotca otaensbHo (SMS-LIC-100), B Tom crniyvyae ecnuv oHu
oT Fortinet

* SMS uHTerpaums co ctopoHHum SMS Gateway He TpebyeT nuueH3nm

« Single Sign-On Mobility Agent (SSOMA) nuueHsunpyetca (FCC-FACXX-
LIC)

* JlnueH3nm Ha TokeHbl FortiToken Mobile nepencnonbaytoTcs B KnacTtepe
(TpebyeTca 1 nuueH3na Ha aBe HoAbl)

* Windows Domain Two Factor Authentication Agent He nuueH3npyetcs

F:RTINET
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CueHapmmM BBICOKOUM IOOCTYyNHOCTM (HA)



Bbicokasa goctynHocTb FortiAuthenticator

« CueHapun HA:
* Active/Passive — L2
* Active/Active — L3 Geo-Location HA

« HA Ponu:
* Cluster Members (A/P)
« Standalone Master (A/A)
* Load Balancing Slaves (A/A)
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Bbicokasa goctynHocTb FortiAuthenticator

* TpeboBaHusa k HA:

 Active/Passive (L2)
 [lnatdopmbl — oanHaKoBbIe
* [10 — ogHOM Bepcun
o JlnueHanu

« User Licenses - ognHakoBble
« Token License — oHa Ha KnacTep

 Active/Active (L3)
* [1natdopmbl — MOryT OTINYATbLCS
* [10 — ogHOM Bepcun
o JlnueHsnu

« User Licenses — MoryT otnnyatbcs (3aBUCUT OT cUeHapUn BHEOPEHUSA)
» Token License — ogHa Ha knactep

F:RTINET
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CueHapum HA

Cluster Member (Active-Passive)



HA Cluster Member (Active-Passive)

 Roles — Cluster Member

* Active unit — «kmBon»

« Passive unit — «B ropsiuem pesepBe»

FortiAuthenticator ive moce)

===y

= @) Dashboard |
- T |
» User Lookup
» HA Status

@ @ Administration

=RTINET

—_—

e

Node type

Role

Status

Cluster size
Heartbeat interface
Priority

Peer

Remote slaves status

Last log messages

e

|| | Enabled

9

Cluster member [View status details]
Slave

Cluster Slave

2

port1

Low

FAC-VMTM18002848
172.29.132.236 [Reachable]

2019-02-07 21:21:44 clock updated from master node, old time is '2019-02-07
21:21...

2019-02-07 06:16:16 LB device FAC-VM0A17001990 has joined the HA cluster
from 172.

2019-02-07 06:15:56 LB device FAC-VM0A17001990 failed to connect from
17229132

2019-02-07 04:10:34 clock updated from master node, old time is '2019-02-07
04:10...
[View all log records]

« B3aumopgenctBme y4acTHMKOB Kriactepa

Passive unit cneant 3a Active yepes HA
nHTepdgenc (L2)
Heartbeat traffic (HA Interface)

« Sentto 169.254.0.63, UDP port 720
(src/dst) to dst broadcast MAC (ff:ff.ff.ff.ff.ff)

« 1P 169.254.0.1/26 (high-priority) and
169.254.0.2 (low-priority)

« UDP Server 169.254.0.63

« Every second
CUHXpOHU3auuns KoHpurypaumm (HA
Interface)

« IPSec AES encrypted

« Every 2 seconds

PostgreSQL (HA interface)
« Slave to master

* Message based protocol — dst TCP/5432

18



HA Cluster Member (Active-Passive)

« Hactponka Master Unit HA (High Priority)

« Passive Unit ncnonesyet gpyron Cluster Member IP agpec B Ton e nogceTu

High Availability Settings

F

RTINET

=-® Dashboard

Enable HA

K
* Status | Role @ Cluster member
* HA Status i Standalone master
= "'g Network i Load-balancing slave
* Interfaces £
« DNS Interface port4 | v

» Static Routing
» Packet Capture

Cluster member IP address

172.31.0.172/255.255.255.0

=& Administration Admin access [ Telnet
» System Access it
i i HTTPS
i High Availability
) [ Admin access
» Firmware Upgrade REST AP
o
» Config Auto-backup [JHTTP
* SNMP SNMP
» Licensing
« FortiGuard Priority High | v
» FTP Servers
Password ssssssee
» Admin Profiles
= i Load-bal |
@ -] Messaging oad-balancing slaves IP address Delete

4k Add another

Monitored interfaces [portt

[Jport2

3

Authentication port3
Fortinet S50 Methods Monitored interfaces stability 5 (0-3600s)

Monitor

Certificate Management

period

OK

Cancel
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HA Cluster Member (Active-Passive)

 [locne Toro, kak Passive unit nnueH3npoBaH N HACTPOEH B KnacTtepe ¢
NCNONb30BaHMEM BblDpaHHOro rnopta, ctatyc HA mactepa AosmKeH bbIThb

creayoLLnM:

=] @ Dashboard

» Status

=-54) Network
* Interfaces
» DNS
» Static Routing
» Packet Capture
® {f} Administration
#- ] Messaging

F:RTINET

P Refresh
E |

Node 1 (This Node)

Node type Cluster member (master)
Priority High
Serial number FAC-VMTM18000480
Status Connected

Reachable

Cluster formed

Node 2
Node type Cluster member (slave)
Priority Low
Serial number FAC-VMTM18003004
Status ‘ Connected

[‘Cluster formed |

External IP 172.31.0171
Last heartbeat time . 0s ago

[Mpu co3gaHum knactepa crtaryc ‘Cluster
Formed’ gomkeH oTtobpaxkartbcs anst obomnx
HOO

20



HA Cluster Member (Active-Passive)
« ABTomartunyeckoe obHosreHune O (noasuncsa B FAC 5.5) B

. .
i u O CTy I-I H O TOJ I b KO H a ACt I Ve l | n It & @© Dashboard Fortinet recommends to save a copy of the current configuration before proceeding with the firmware upgrade.

* Status

Configuration Backup

4 Download backup file

» User Lookup

° * HA Status B | HAupgradetype: @ SELF: Perform upgrade of only this node's firmware (O BOTH: Perform a coordinated upgrade of both cluster members
HOBJ1€EHUE TOJ1bKO 3TOIO KOHUTAa Ui BCEro Kriacrtepa © £ o |
* Interfaces Start Upgrade | Cancel |
= DNS

» Static Routing
» Packet Capture
=] @ Administration

o [ HOBEHUSA e,
pouenypa obHosre | e
« Ob6pas O 3arpyxeH Ha Active Hoay
» Active Hopa 3arpyxaet obpas 1O Ha Passive Hoay R

Please watch the status of the slave node upgrade, The master node will update once it is

« HauynHaem obHoBRNeHmne Passive Hoabl

. Waiting for slaye to download image and reboot
« XXpoewm noka passive Hoga BeEpHETCA 1 byaeT cTaTtyc Uprading Skeve NoGe -

Please watch the status of the slave node upgrade, The master node will update once it is

up and sync
« HaunHaem o6HoBneHue Active Hoagbl -> reboot s —
pgrading Slave Node ...
b P a S S ive H Oﬂa CTa H O B M TCﬂ ACt i Ve Please watch the status of the slave node upgrade, The master node will update once it is

finished

i I_I e p BOHaA4allbHAsa ACtlve H Oﬂ'a BO3B pa LLI'a eTC4d N Non y\-| aeT Slave upgrade is complete, and the master will soon reboot
CTaTyC u p |/| | n Syn C Upgrading Firmware...

Your firmware is being upgraded. You will be redirected to the login page once your system is

» [lepBoHa4vanbHaa Active Hoga ctaHoBuTcs Active cHoBa

<:RTINET 21



CueHapum HA

Load-balanced slave (Active-Active)



HA Cluster Member (Active-Active)

* Ponu « Baanmopgeuncrteme mexny Master u LB-
.« Master slaves
« Cluster Members — BO3MOXHO * Cluster Member BsanmopgeuncTsyeT ¢ LB-
ckoHdurypuposatb redundant master, slaves yepes HA port UDP/721

co3naB A/P cluster

. Standalone Master « Standalone Master He TpebyeT HA port

- Load balanced slave — 0010 yaaneHHbIx * Heartbeat traffic
L3-cBsi3aHHbIX slaves * OpenVPN — UDP/1194

« Kaxnable 20 cek

» CuHXpoHM3auus KoHpurypauyum
« Tpadmk ayTeHTUdPMKaLNUM MOXET ObITb . OpenVPN — UDP/1194

pa3banaHcupoBaH cpeacTBaMu:
 NAS client load distribution
 Round Robin DNS

* BHewwHnn 6anaHCMPOBLLNK

F:i:RTINET 23



HA Cluster Member (Active-Active)

* MI3Ha4yanbHO b6bIN pa3paboTtan anga pennmkaunm TOKEHOB

° CI/IHXpOHI/I3I/IpyPOTCF| TOJ1bKO crnegyrwmne arneMeHTbl .
 Token & Seeds
 Local User DB
 Remote User DB
« Group mappings
« Token/User mappings
 RADIUS Attributes

Users ' User Profiles ' User Groups | User Group Membership | FortiTokens | Remote LDAP Users ' Remote RADIUS Users | LDAP Group Membership = RADIUS Group Membership | User RADIUS Attributes  Group RADIUS Attributes  LDAP RADIUS Attributes

V) V) <9 LV ) V) <9 V) V) V) o o

« ObbekTbl, Takme kak Remote Directory Servers OomkHbl ObITb HACTPOEHLI BPYYHYO Ha
Hogax Geo-HA Active

* HA nHTepdencol gomkHbl B3anmogencraoBatb 6e3 NAT
* [NogpnepxunBaetcs ao 10 Load-Balancing Slaves

F:i:RTINET 24



HA Cluster Member (Active-Active)

LB Slave

Forti Authenticator (Load-balancing slave mode) Logged in as admin @ @ =
| e ZERTINET
D Refresh | [ Rebuild Tables | [<f Reconnect
=& Dashboard
« Status Node 3 (This Node)
. Node type Load balancing slave
=4 Network Serial number FAC-VMO0A16000424
* Interfaces Status Connected
« DNS Reachable
« Static Routing Replication Status
* Packet Capture Users | User User User Group | FortiTokens | Remote LDAP | Remote RADIUS LDAP Group RADIUS Group User RADIUS Group RADIUS LDAP RADIUS
e @ Administration Profiles Groups Membership Users Users Membership Membership Attributes Attributes Attributes
= System Access
) o V] V] V] V] V] V] 0 ] V] 9 o )
= High Availability
» Firmware Upgrade S S S S SSSSSSSSssoosssssosses
» Config Auto-backup
Node 1
= SNMP
« Licensing Node type Cluster member (master)
« FortiGuard Priority High
« FTP Servers Serial number FAC-VMO0A16000422
Admin Profil Status Connected
= Admin Profiles Ronnrebis
#- -] Messagin
= aing External IP 10.10.10.10
Last heartbeat time 15s ago
Node 2
Node type Cluster member (slave)
Priority Low

Authentication

Fortinet SSO Methods

Logging

Serial number

FAC-VMO0A16000423

Status Connected
pga Reachable
) External IP 10.10.10.100
Certificate Management
Last heartbeat time 15s ago

F:RTINET
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HA Cluster Member (Active-Active)

* Bua co ctopoHbl Master

FortiAuthenticator o e I 0| I
Videos Help Logout
D Refresh
=-@® Dashboard
= Status Node 1 (This Node)
b m Node type Cluster member (master)
=)- |5
= @ Network Priority High
= Interfaces
Serial number FAC-VM0A16000422
= DNS
. . Status Connected
= Static Routing Reachable
= Packet Capture Chistar formed
=-&* Administration
= System Access
= High Availability Node 2
» Firmware Upgrade Node type Cluster member (slave)
= Config Auto-backup Priority Low
= SNMP Serial number FAC-VMOA16000423
* Licensing Status Connected
» FortiGuard Reachable
Cluster formed
« FTP Servers
1P 10.10.10.1
= Admin Profiles Extema 0-10-10.100
&1 Messaging Last heartbeat time 0s ago
= SMTP Servers
= Email Services
= SMS Gateways Node 3
Node type Load balancing slave
Serial number FAC-VMOA16000424
Status Connected
Reachable
Extemal IP 10.10.10.200
Last heartbeat time 16s ago
Replication Status
Users User User User Group FortiTokens | Remote LDAP Remote RADIUS LDAP Group RADIUS Group User RADIUS Group RADIUS LDAP RADIUS
Authentication Profiles Groups Membership Users Users Membership Membership Attributes Attributes Attributes
Fortinet SSO Methods o (/] (/] (/] (/] o (/] (/] o o (/] o
Monitor

:RTINET © Fortinet Inc. All Rights Reserved.



HA Design Solutions

o Standalone Master

x>

U LB-Slave

SA-Master

LB-Slave

=RTINET

 Redundant Master

¥ LB-Slave

A
RN
S8

Cluster Member
Passive

27
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CueHapmum Fortinet Single Sign-On (FSSO)



Fortinet Single Sign-On (FSSO)

* /ICTOYHUKM MHJ OpMaL MK O NOSMb30BaTenax

Active Directory Kerberos with TS and AD FortiClient SSO Login Portal &

Polling NTLM Fallback Collector Agents Mobility Agent Widgets REST API SYSLOG Accounting

Records

|
O6Lwue UCTOUYHUKHU

AD & Windows

: FortiAuthenticator
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FortiGate
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FSSO metoabl

AD n Windows



Fortinet Single Sign-On (FSSO)

NMNonyunTtb naeHTUPUKaunMoHHble AaHHble - AD n Windows

SECURITY
EVENT LOG
Polling e
USER
TS and AD Workstation name
Agent Based Agents >
USER

Haub6onee TouyHoe n
FortiClient SSO |

v

Standalone CA

USER
GROUP

v

Standalone CA

USER
GROUP
P

Macwitabupyemoe
FSSO peweHune

Mobility Agent

F:RTINET

v

USER
GROUP
P

v

—

. Standalone CA

» Monitoring AD Security Event Log for logon
only messages (no logout)

Mobility Agent

» Sends identity (IP & DOMAIN\Username) to
FAC on login

» Updates identity on IP stack change
(wireless roaming, connect after hibernation,
unclean shutdown, hibernation, cable
pulled)

» Sends logout event on clean logout

» Sends heartbeats to keep user
authenticated

© Fortinet Inc. Al Rights Reserved.



FSSO metoabl

AD n Windows - Polling



FSSO - Collector Agent Polling Method

* Monyuntb naeHTudpmkaumoHHble gaHHble - AD n Windows

* Polling metoabl
 NetAPI
* NetSessionEnum Microsoft API

* BpemeHHOW nHTEpBan — Kaxable 9 cek

« Haunbonee 6LICTpbIN METOA, HO MOXET NPONYCTUTb KakMe-To CobbITUS, eCrin cepBep
neperpy>xeH

« WinSec (Windows Security Event Logs)
« EventIDs - 672, 680, 4776 and 4768
» [ononHutenbHble IDs — 528, 540, 4624 (MacOS)
« Kaxgble 5 cek
« WMI (uHcTpymeHTapum ynpaeneHuss Windows)
» For polling WinSec (Standalone CA only)
» For detecting workstation logoffs
» TpebyeT oTkpbITNE noptoB Ha Windows FW tcp ports 135&445
* PentnHr adodpekTnBHOCTH
1. WinSec + Workstation WMI
2. WinSec
3. NetAPI

F:RTINET



Pexxum Collector Agent Polling

FAC database

- IP
* Username
Nonb3oBaTenb BXoAUT B + Group
s AOMEHHYI0 MaLUVHY

Windows Workstation

@R Collector Agent
\ (FGT/Standalone CA/FAC)
G,

10.1.0.0/24

User Domain Group IP

John STAFF 10.1.0.6

Logon Event:
 Workstation name

e Username

Domain Controller Remote Access FortiAnalyzer
(fortiad.info) Collector Agent (Log analytics and reporting)
(fortiad.info)

F::RTINET © Fortinet Inc. All Rights Reserved.



FSSO metoabl

AD n Windows — Ha ba3e areHTa



»

»

»

»

»

»

FSSO — AD Agent meTton
= Active Directory Agent

Internet

»

5. Access granted to user based on

*. login info from CA and firewall policy FortiAuthenticator
o built-in CA
G u"“ 3. Pass user login info to FGT ( )
— <~
Foﬁl < oo::' ) &/"
‘—-—._/, /

Y
. 4. User attempts to

. access Internet
Y
N update
Y

2. Pass
user login
info to CA

in
M s

p° e

Con":sgo

R == ! with nt®
ge
g oca

Ob6bl4Haga peanusauns FSSO

DC Agent gormkeH bbITb ycTaHOBEH Ha Bcex Domains Controllers
DC Agent npeactaensiet cobon dll pann nog nmeHem dcagent .dll
OH oTcnexunBaet logon cobbiTna n nepenaet ux Ha Collector Agent nnu FortiAuthenticator
ATO AOCTAaTOYHO HaaexHbin metog FSSO

[Mocrne yctaHoBkM areHToB Ha DC TpebyeTtcs nepesarpyska
::RTINET



FSSO - TS Agent metop

* Terminal Services Agent -
o R

- S
Network C Q‘

/'/\

/
- &
\\‘>4—————©*’—‘\%

N ~
Network A
///
,‘u - '\\4 ‘ @
4 [
Network B Q Slst;ir: f
' | 8

» [lo3BongaeTt oTcnexmBaTtb cobbITUA logon MHOXeCTBa nosib3oBaTernien ¢ ogHoro IP agpeca
» OCHOBaH Ha HasHa4YeHun pasHbIX source ports AnanasoHOB A9 KaX4oW ceccum nosib3oBartens

» Default pool nmeet 200 nopToB
» MoxeT oTnpasnaTtb logon nHdopmauuto Ha FortiAuthenticator
» [lopaepxuBaet oTcnexmBaHne logoff cobbiTum

ERTINET

IP-Pool (No static

— G

l . Active Directory

User r opens Terminal
Session over ICA Protocol

User starts native Client
Application on Citrix
Server. As example SAP
Client, RDP, SSH etc.
FortiGate authenticates the
user seamless against
Active Directory User Group

FortiGate allows Client
connection if user group is
allowed by the related
Identity Based

Security Policy




FSSO — NTLM backup

= NTLM 6yget ncnonb3oBaH Tornbko B cnydae, ecnu Collector Agent notepsn
goctyn K AD (polling nepectan pabotaTb)

= NTLM Bkntovaetcsa per FGT security policy n aensertca rnobasnbHoum
HacTponkon CA

config firewall policy
edit 5
set ntlm enable
set ntlm-enabled-browsers "MSIE" "Mozilla" "Opera"
set groups <FSSO-GROUP>

next System > | Edit SSO Configuration
end Authentication >
) FortiGate
Fortinet SSO Methods v

<

& sso Listening port: 8000

@ Enable authentication

General

Portal Services Secretkey: ~ eecseses

SAML Authentication Login expiry: 480 minutes
B Extend user session beyond logoff by: 0 seconds (0-3600)

RADIUS Accounting Sources

Syslog Sources

@ Enable NTLM authentication

User domain: fortiad.info

Fine-grained Controls

F:RTINET



FSSO - O6Luee cpaBHeHMe meToOoOB

e T R ——

Agent MeTonb! HaszHayeHue
g :

: Demo and Small Least accurate,
FortiGate WinSec 10 sec itz (timelenss (nanelen (up to approx 20 very resource
FAC CA) . :
users) intensive
X?)ﬁ%eeﬁ Dependency on
Uit 9 SEEANEE Radius Accountin Enterprise Bl bl
Windows CA WMI WinSec 300 sec (configurable) : 9 prise messages
Syslog Client Small/medium :
NetAPI 9 sec NTLM generated with
Windows CA Sync WM polling
TS Agent
AD Agent
Radius Accounting
Syslog Server/Client
: NTLM : Dependency on
. . WinSec 5 seconds Enterprise .
FORPALIETE et WMI Workstation 300 sec AEL Small/medium/large DN, VALH[AE
Portal methods support
SAML

Mobility Agent (SSOMA)
Windows CA input (syslog)
FAC CA Sync (one-way)
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FSSO metoabl

Mobility Agent



FSSO — SSO Mobility Agent (SSOMA)

= KOMMNOHEHTbI

« Single Sign-on Mobility Agent (SSOMA) ato O, yctaHaBnuBaemoe Ha Windows
mawmHbl nnn MAC ansa sbisiBrieHne logged in nonb3oBartenen n nepegadm 3Toun
nHdopmaummn Ha user FortiAuthenticator (FAC) ons ee ganbHenLWero ncnosib30BaHns B
|dentity Based Policies:

[Monb3oBaTenb AOMKEH ObITb JOMEHHbIN
Otnpaengdet gaHHble identity (IP & DOMAIN\Username) Ha FAC BO BpeMsi Bxoga nosib3oBaTens

O6HoBnseT gaHHble identity npu cmeTte IP agpeca (wireless roaming, nogkrntoyeHne nocne rméepHaunuy,
HenpaBunbHoOro shutdown)

OTtnpasnget logout event npu npasunbHOM logout

Otnpasngdet heartbeats ana otcnexnesaHus, 4TO NOMbL30BATENb BCE eLle ayTEHTU(PULNPOBAH.
[MponyLweHHble heartbeats 3anyckatoT npouecc ae-ayteHTudmkaumm co ctopoHbl FAC.

 FortiAuthenticator

[Mepenaet nHdopmauuto, nonyyeHHyto oT SSOMA knneHToB Ha FortiGate/s

« [1na mannuHra nonb3osatesnen u rpynn Tpebyetca LDAP uHTerpauus ¢ Active Directory Server

F:RTINET



FSSO — Method2 (SSO Mobility Agent)

FortiAuthenticator

= Hactpoinka SSOMA

» SSOMA ato komnoHeHT FortiClient

» Standalone (gocTyneH B Buae oTAeNbHOro MHCcTannepa)

» Haunbonee macwTtabupyembin metog FSSO
» [NopoepxmMBaeT HECKOMbKO NIeCOB, AOMEHOB U
MEXAOMEHHbIX rpynn

» Agent HacTpauBaeTcs co cTtopoHbl FortiAuthenticator

System

Authentication

=] Ef. SS0

goenera |
= Portal Services

= Fine-grained Controls

= 880 Users

= SSO Groups

= Domain Controllers

» RADIUS Accounting

= FortiGate Group Filtering
= IP Filtering Rules

= Tiered Architecture
-9 Accounting Proxy

Edit SSO Configuration

Listening port: 8000
Login expiry: 480 minutes

) Enable authentication

Secretkey: e é)

i Fortinet Single Sign-On (FSSO)
Maximum concurrent user sessions: 0 [Configure Per User/Group]
Log level: Warning ¥

Enable Windows Active Directory domain controller polling
) Enable RADIUS Accounting SSO clients

) Enable FortiClient SSO Mobility Agent Service

= Keep-alive interval: Default 5 muH (gonyckaet 1 to 60 MuH)
= |dle timeout: 10 muH (oonyckaetcs Keepalive value go 10000)

FortiClient listening port: 8001

() Enable authentication

Secretkey: e ,/F’
Keep-alive interval: 5 minutes (1-60)
Idle timeout: 10 minutes

Enable NTLM

= SSOMA nmeet HeCKomnbKO YPOBHEN 3aLlUNTbl, BCTPOEHHOW B KNUEHT
» Bsaumopencteume ¢ FortiAuthenticator Ha nopt 8001 3awmngposaHo SSL
= Wcnonb3yeT geconTHbin ceptudpmkat FAC (MOXeT OblTb N3MEHEH)
» Pre-shared key ncnonbsyetca gns ayTeHTUdukaumm knueHTta npu nogkntoveHnn K FAC
= [lpensatcTByeT NOAKNIOYEHUNIO HEaBTOPU30BaHHbIX KnneHToB kK FAC
» Y4YeTHble JaHHble nosb3oBarerns nposepstoTcs nytem Banvgaumm CHAP password hash against known AD using NTLM

= [lpepotBpawatot nogkrodeHne PC k noctopoHHM DC 1 nogMeHy y4YeTHbIX AaHHbIX NoNb3oBaTenen
F:=RTINET



SSOMA Agent Solution

8 [Nonb3oBaTenb BXOAUT B
S AOMEHHYI0 MaLUNHY

FAC database
- |IP

 Username
* Group

Windows Workstation

10.1.0.0/24

Domain Controller
(fortiad.info)

F:RTINET

SSOMA Agent — sends username L Q FortiAuthenticator
and IP to FAC \ (Identity Access and Management)
%,

Domain Group IP

STAFF 10.1.0.6

o

Remote Access FortiAnalyzer
Collector Agent
(fortiad.info)

© Fortinet Inc. All Rights Reserved.



CpaBHeHue meToaoB

PeweHue Ha ocHoBe Collector PeweHune Ha ocHoBe SSO
Agent Mobility Agent

« 3aBNCMMOCTb OT MHTEpBana onpoca unm
npegocTaBneHHon MHdopMaunm
syslog/radius

« 3aBuncmmMocTb OT paspelieHnss DNS

To4YHOCTb (paspelueHne nmeHn paboden ctaHumn,
OCODOEHHO NpK Nepexone 13 NPoBogHON CETU
B 6ecnpoBOAHYHO

« 3aBucmmoctb oT WMI-onpoca KOHEYHbIX

TOYeK

 Het 3aByucumMmocTen
 DoJlee BbiCcOKasa TOYHOCTb

+  MoxeT 6biTb passepHyT 663 FAC « TpebyeTcs ycTaHOBKa areHTa Ha

BHeaopeHune : : BCEX KOHEYHbIX TOYKaX
« Terminal Services Agent ) :
« Terminal Services Agent
* B pexume onpoca oH reHepupyet
MHOXXECTBO COOOLLIEHNIN B BONbLUMX CETAX * MeHbLlie ceTeBoro Tpaduka - 6e3
Obuwee (kaXkable HECKOSTbKO CEKyHA) DNS-3anpocos unu onpoca WMI
* DNS-Tpaduk « Jlyywasn macwtabupyemocTtb
* Onpoc WMI
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FortiAuthenticator

CueHapuM IBYXQPAKTOPHOUM aAYTEHTUPUKALIMM Ha
Oaze sms, emall mIM MOOMIIBHOI'O TOKeHAa



IByxdraKkTopHaa ayTeHTU(PUKauusa — BapuaHTb
peanu3auum cepBuca

Mpynna

MacwTtabupyemocTtb

AByxcakropHas
ayteHTUdpukaums

F:RTINET

PyHKUMA
PekomeHgyemoe KonmyecTBO norb3oBarenemn

I'IopTan CaMOO6CJ'Iy)KVIBaHVIFI O5nA CaMOCTOATENIbHOIO BbIMyCKa
TOKEHOB Morib3oBaTernammn

B0o3MOXHOCTb UCNONMb30oBaHMSA TOKEHOB B Heckornbkux FortiGate

Mopaepxka ayTeHTUdUKaLUM CTOPOHHNX BEG-NPUNOXKEHNI

SMS/Email

FortiToken Mobile

FortiToken Cloud

2FA OTP Push

AnnapatHbiv FortiToken

NHTerpauma no RADIUS c¢ BHellHen cuctemomn
NHTerpauma no SAML ¢ BHeLWLHEN CUCTEMON

AyTeHTuUdurKauma goctyna no UmpoBomy ceptudukarty

FortiGate
ot 1 no 100

Het
Het

Het

a:
- SMTP-SMS wnto3
- cepuc FortiSMS

[a

JINLUEH3UA NOo KONMN4eCTBY TOKEHOB

[a

JINLIEH3MA NO KOINMn4ecTBY nosnb3oBaTenen

1 BpeMeHn paboTbl

Ha

[a

TpebyeTcs npnobpeTeHne TOKEHOB
Ha

Ha

Tonbko ana SSL VPN

[a

FortiGate +
FortiAuthenticator

ot 100 u BbIwe
Ja
Ja

Ja

a:

- HTTP-SMS wnto3

- SMTP-SMS wnto3

- cepBuc FortiSMS

Ja

NNUEH3USA No KONUYecTBy
nonb3oBaTenen u TOKeHOB

Het

Ja

Ja

TpebyeTcs npnobpeTeHne TOKEHOB
Ja

Ja

Tonbko ana SSL VPN

Ja



IByXx-thakTopHada ayTeHTUdnKauyus

FortiToken Mobile

* MNopnepxnBaeTcs TexHonorns Push
notification

« [lononHutenbHaa 3awmTa NpUnoXeHus ¢
nomouwibto PIN koga ¢ nogaep»kkon Touch
ID n Face ID

* 6 unNn 8 cumBonos B kadectBe OTP, ¢
obHoBneHnem kaxable 30 nnmn 60 cek

* MNogaepxka pacnpocTpaHeHns Yyepe3 QR
Code

£, Download on the

1 App Stont'he

FortiToken Hardware

* HeckonbKko darinapartHbIX BapnaHTOB
NCMNOJTHEHUA

* 6 unn 8 cumeonoB B kKadyecTtBe OTP, ¢
obHoBneHnem kaxable 30 nnmn 60 cek

* [lpwn ncnonbsosaHunu FortiAuthenticator
BO3MOXHO MCMNOMNb30BaTb CTOPOHHME
TOKEHDI




BapuaHTbl FortiToken

FortiToken Mobile

\ W 7 4

[MpunoxeHne ans cmapTdoHa ¢
nogaepkkon reHepatopa OTP u
TexHonormn PUSH yBegomneHus
approval

https://www.fortinet.corh/content/dam/fortinet/assets/data-sheets/FortiToken Mobilei.pdf

FortiToken 300

USB 6penok: He TpebyeT
YCTaHOBKM panBepoB
[Mpumensaetca ansa PKI
ayTeHTudgumKkaumm

FortiToken 220

F::RTINET
FortiToken

WcnonHeHne B BUAe
NSacTUKOBOM KapTbl C 3KpaAHOM

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiToken 200.pdf

=RTINET

FortiToken 200/200CD

McnonHeHne B BUAe
Openka

Bpems pabotbl oT
baTtapenkn: 0o 3x net


https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiToken_Mobile.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiToken_200.pdf
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FortiAuthenticator

[loumep HacTpoukM SSL-VPN Cc OBYyXQaKTOPHOM ayTeHTUOMKALMEN Ha
ocHoBe FortiToken Mobile c¢ npmmeHeHumem Push Notification



0O630p TexHonorun Push Notification

« [1ByxthaktopHas ayTeHTUdpUKkaumns (2FA) ctana ctaHgapTom B Hawun gHW. Hamnbonee
pacnpocTpaHeHHOe NPUMEHEHNE 3TOro metoaa - noakntoveHne SSL VPN.

* BtopbiM dpakTopom (B 2FA) MOXET ObITb BCE, YTO €CTb Y MOSfb30BaTeNs, N B
OOsbLUMHCTBE CrlydYaeB Mbl FOBOPUM O TOKEHAaX, annapaTtHbIX UK NPorpaMmmMHbIX.

* B push-yBegomneHumn ncnonbadyercs nporpammHbin TokeH FortiToken Mobile, ogHo
HaXkaTne KHOMKW NO3BOSIAET NOATBEPANTL BTOPOMN paKTOp.

« B aTOM pasgene npeseHTauum onmcbiBaeTcs NMosiHbIN NPOLIECC pa3BepTbiBaHUS push-
yBegomneHun ¢ nomoubto FortiAuthenticator, FortiGate n FortiToken Mobile.

F:i:RTINET 50



a

Google Push Server

Cxema paboTbl peLueHus

.

Apple Push Server

[Mpouecc ayTeHTUdMKaUumM ang i
yctaHoBKM ssl vpn ¢ 2FA, roe :
BTOpOU doakTop - FortiToken
Mobile, HacTpoeHHbIN ans
push-yBeoomMmneHnuin, BoIrnsaguT
cnegyowmm obpasom:

remote.fortiad.info

I
E H 55L VPN I I \ ] J
FortiGate Auth Protocol - RADIUS

Auth Method - MGCHAPvV2 Internal Nefwor‘k

a%\ / o

Auth Protocol - LDAPS

Remote User

I o 2 " | \

1. MNMonb3oBaternb BBOAUT username u password B cooteetcTBytowmx nonax FCT Ul LDAP Server

DMZ Nefwork Do fortiad.inf
2. FCT otnpasnset VPN auth 3anpoc Ha FGT . ODZ0/24 fac fortiadinfo mmlo.ot?;.zm info
3. FGT otnpaensier RADIUS Access-Request ¢ username/ static password Ha FAC 10.0.2.171

4. FAC npoBepsieT username u static password n oreedaet ¢ RADIUS Challenge-Request, ¢ 3anpocom nyctoro nosns naposis Ans 3anycka push-ysegomneHus unm
PYyYHOro BBOAA KOAa TOKEHa.

5. FGT nepepaet Challenge Request Ha FCT u yka3biBaeT , 4TO AOCTYyreH push

6. FCT npegnaraet KOHe4YHOMY MOMb30BaTEN0 BBECTU KO TOKEeHa unm ncnosnb3oBatb Push.

7. Ecnn nonb3oBaTtenk BblbupaeT Push, FCT otnpaenset o6paTtHo nyctoe none napons B FAC yepe3 FGT B nocneaytoLlem 3anpoce JocTtyna.

8. FAC BuauT nyctoe 3Ha4yeHue napons v otnpasnseT push yepes cepsep Google nnu Apple Push.

9. KoHe4HbI nonb3oBaTtenb 04obpseT (Mnn OTKNOHSET) NOMbITKY BXOA4a B CUCTEMY Ha MOBUIbHOM YCTPOUCTBE.

10. Ecnun nonb3oBatenb ogobpsiet, FTM otnpaensetr OTP Ha IP-agpec u nopT, ykaszaHHble FAC.

11. FAC oTtnpaensiet 3anpoc goctyna obpatHo B FGT.

12. FGT curnanusmnpyet FCT o Tom, 4To goctyn npegoctasneH n VPN noakntoYeH.
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HacTtpouka Active Directory

B atom npumepe Mbl ncnosnb3oBanu NpocTyko cTpykTypy AD, rae rpynna
SSLVPN Haxoannacb B OCHOBHOM KOHTeUHepe Users.

L] Active Directory Users and Computers —|a -

File Action View Help
I EREIR EEEN EE YR &2k
 Active Di mputers [dc.fortiad.info] | Name Type Description

v [ Builtin

=1 Domain Controllers

eeeeeeeeeeeeeeeeeeeeeee

F:RTINET
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Joe Bloggs Properties |i-

b u u Diakin | Environment | sessions | Remote control
HacTtpowuka Active Directory (2) e

?_) Joe Bloggs

Lastname: IBIoggs ‘

* [lonb3oBaTenu B rpynne yganeHHoro gocrtyna : |
o Description: [

OOIMKHbI UMETb agpeca 3fIEKTPOHHOW NOYThlI, | \

onpegeneHHble Kak YacTb Ux npodpuns. e —

E-mail \

* [lpnmeyaHue - agpec reEKTPOHHOWU MOYThI neor | | o]

byaeTt ncnonb3oBaTbCs ANl aBTOMaTUYECKOU
poctasku koga FTM (FortiToken Mobile). =SS EE S ==

SSLVPN Properties [ 2 [

General | Members MemberOflManaged By‘

Members:

Name Active Directory Domain Services Folder
2 Joe Bloggs fortiad.info/Users

« Ybeourtecb, YTO Nonb3oBaTerb SABMAAETCS
4yrieHom rpynnbl SSLVPN
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HacTtpouka FortiAuthenticator

« Ybegutecnb, uto FortiToken Mobile free trial tokens gocTynHbl B MeEHI0
Authentication = User Management = FortiTokens

£ Refresh FTM Q| Search for FortiT

System > | 4 Create New & Import & Export FTK Hardware
Authentication v
O Serial number Token type Status Commen t User | Algorithm | Size = Drift/Counter = Timestep FTM license Platform
& User Account Policies >
FTKMOB964E69BCC7 FortiToken Mobile Available FTMTRIALNOREGIST
FTMTRIALNOREGIST

- |l

O FTKMOB96E7DADACA Available

FortiToken Mobile

Ecnu y Bac He oTobpaxatoTcs 6becnnaTHble TOKEHbI, BbiDepuTe «Co3aatb HOBbINY, BbiDEpUTE

napaMeTpbl, YKazaHHble HuKe, N HaxXxmuTe «OKy.
Create New FortiToken
Token type: O FortiToken Hardware I@ FortiToken MobiIeI
|0 Get FortiToken Mobile free trial tokensl
« Bawwu becnnartHble TOKeHbl AO0MKHbI NosABUTbLCA B okHe FortiTokens.

F:RTINET
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HacTtpouka FortiAuthenticator (2)

« HactpanBaem Remote User Sync Rule under Authentication - User
Management - Remote User Sync Rules
 LDAP filter = <LDARP filter>
« Sync Priorities = FortiToken Mobile (assign an available token)
« Haxmunte OK BHM3Y cTpaHuubl, YTOObLI MPUMEHUTL N3MEHEHMUS.

System >

Authentication v

& User Account Policies N
Local Users

Remote Users

Remote User Sync Rules
Social Login Users
Guest Users

User Groups

Usage Profile
Organizations

Realms

FortiTokens

MAC Devices
& Self-service Portal N
& Guest Portals >
2 Remote Auth. Servers >
& RADIUS Service >
2. | NAD Sanvica

F:RTINET

Create New Remote LDAP User Synchronization Rule

Name: SSLVPN Users

Remote LDAP: fortiad.info_ldaps (10.100.88.5) v
Base distinguished name: de=fortiad,dc=info

LDAP filter: (memberOf=CN=SSLVPN,cn=Users,DC=fortiad,DC=info)

Synchronization Attributes

Token-based authentication sync @ FortiToken Mobile (assign an available token)
priorities:

@ None (users are synced explicitly with no token-based authentication)
O FortiToken Hardware (assign if serial number is provided)

@ FortiToken Hardware (assign an available token)

 Email

@ SMS

Sync every: 1 |v  hourls) |~
Sync as: @ Remote LDAP User (O Local User

User Role: O Administrator
(O Sponsor
@ User

Test Filter

55



HacTtpouka FortiAuthenticator (3)

« Cosgaem HoByto User Group B Authentication -2 User Management - User
Groups
Name = <Group Name>
 Type = Remote LDAP
« User retrieval = Specify an LDAP filter
 Remote LDAP = <LLDAP Server>
 LDAP filter = <LDAP filter>

System > | Create New User Group
Authentication v
& User Account Policies N Test LDAP Filter

. Local
# Uservaagement - [HS m
() Remote RADIUS LDAP server: 10.100.88.5:636

Local Users

Remote Users 8 i:Am(? te SAML Filter: (memberOf=CN=SSLVPN,cn=Users,DC=fortiad,DC=info)

Remote User Sync Rules
User retrieval: @ Specify an LDAP filter Clear

Social Login Users O Set a list of imported remote LDAP users

Guest Users © Filter child nodes and show number of children

User Groups Remote LDAP: fortiad.info_ldaps (10.100.88.5) I v £} £3 CN=Users (1

U Profil i () CN=Joe Bloggs
SEEElAelE LDAP filter: | (memberOf=CN=SSLVPN.cn=Users.DC=fort-iad,DC=info]|I >

Organizations Organization: [ Please Select] | v
& O Usage Profile [ Please Select ] ¢

Realms

FortiTokens “ Cancel Use Filter Cancel
- Bbibupaem Test Filter ons npocmoTpa BCcex nonb3oBatenen B gaHHown rpynne AD
*  Bbibepute OK, 4TOBLI NPUMEHUTL KOHGUTYpaLUIO.
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HacTtpouka FortiAuthenticator (4)

« Cosgaem Radius Group Name Attribute onst BHOBb onpegeneHHou rpynnol
norib3oBartenemn
- Edit User Group [
« RADIUS Attribute - Add Attribute
*  Vendor = Fortinet T —
« Attribute ID = Fortinet-Group-Name

* Value = <Group Name> (needs to match on FortiGate)

Edit User Group

Name: SSLVPN Users
Type: Local

Remote LDAP

Remote RADIUS

Remote SAML

MAC
User retrieval: @ Specify an LDAP filter

(O Set a list of imported remote LDAP users

Remote LDAP: fortiad.info_ldaps (10.100.88.5) v
LDAP filter: (memberOf=CN=SSLVPN,cn=Users,DC=fortiad,DC=info) Test Filter
 Usage Profile [ Please Select ] v

RADIUS Attributes

Attribute Value Vendor Actions
Fortinet-Group- Name SSLVPN Fortinet a1
Add Attribute

F:2=RTINET



HacTtpouka FortiAuthenticator (5)

 Co3gaem Authentication Realm for LDAP Server under Authentication - User

Management - Realms > Create New

Name = <DNS domain name>
User Source = <LDAP Server>

Create New Realm

Name:

User source:

fortiad.info

fortiad.info_ldaps (10.100.88.5)

(» Chained token authentication with remote RADIUS server

F:RTINET

v

[ Please Select ]

Cance
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HacTtpouka FortiAuthenticator (6)

HacTtpouka Radius Client Configuration B meHto Authentication - Radius Service 2>
Clients
 Name = <Display Name>
« Client address = IP/Hostname = <FW IP Address>
« Secret = <secret> (needs to match on the fw)
* Profile = Default = User Authentication= Enable FortiToken Mobile push notification authentication
* Profile = Default = User Authentication=Realms ... :
* Realm = <Realm Name> o
* Groups = Filter = <User Group> e
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HacTtpouka FortiAuthenticator (7)

- Hactpowute Alternative |IP-agpeca ana goctyna 4vepes API, ykasas public IP-agpec,
KOoTOopbIn ByaeT ncnonb3oBatbca ansa gocryna Kk FAC.

o 370t Virtual IP gomxeH 6bITb HacTpoeH Ha FortiGate

« This is done under System - Administration - System Access
« Additional allowed hosts/domain names = <Firewall VIP>
* Public IP/FQDN for FortiToken Mobile = <Firewall VIP:port>
= in case a single public IP is available, optional port can be advertised externally

Edit System Access Settings

Administrative Access
@© Require strong cryptography.

O Enable pre-authentication warning message.

CLI Access
CLl idle timeout: 0 minutes (0-480 mins)
GUI Access
GUI idle timeout: 480 minutes (1-480 mins)
Maximum HTTP header length: 4 (4-16 KB)
HTTPS Certificate: fac9_portal.fortiad.info | O=FortiAD, CN=fac9.fortiad.info, emailAddress=support@fortiad.info

@ HTTP Strict Transport Security(HSTS) Expiry 180 (0-730 days)
Certificate authority type: @Llocal CA  OTrusted CA
CA certificate that issued the server certificate: FAC9_ROOT_CA | O=FortiAD, CN=fac9.fortiad.info, emailAddress=support@fortiad.info | v

Additional allowed hosts/domain names: 1.0.175, portal2.fortiad.info,

F::RTINET Public IP/FQDN for FortiToken Mobile: remote fortiad.info:55555 60




HacTtpouka FortiAuthenticator (8)

 Hactpoute Interface APl access under Network =2 Interfaces and Select and Edit

Interface

 Go to Services = HTTPS and enable FortiToken Mobile API (/api/v1/pushauthresp,

/api/v1/transfertoken)

F:RTINET

Edit Network Interface

Interface Status

Interface: port2

Status: [+

IP Address / Netmask

1Pv4: 10.100.88.175/255.255.255.0

IPvé:

Access Rights

Admin access:  Telnet
© SSH
BHTTPS
@© GUI (/login)
@ REST API (/api)
@ Fabric (/api/v1/fabric)
© HTTP (GUI)
» SNMP

Services: BHTTPS
@ Self-service Portal (/login)
@ Guest Portals (/guests)
@© SAML IdP (/saml-idp)
@ SAML SP SSO (/saml-sp, /login/saml-auth)
@© Kerberos SSO (/login/kerb-auth)
@ SCEP (/cert/scep)
@ CRL Downloads (/cert/crl)
| @© FortiToken Mobile API (/api/v1/pushauthresp, /api/v1/transfertoken) |
@ OAuth Service API (/api/v1/oauth)
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HacTtpouka FortiGate

 Co3pnaem HoBbIM Radius Server B meHto User & Device - RADIUS Servers = Create

New
« Name = <Display Name>
* Primary Server

~

@ Dashboard > Edit RADIUS Server
NA Security Fabric >
s FortiV Name FortiAuthenticator
ortiView >
Authentication method Specify
b Network >
NASIP
Syst: >
& System Include in every user group (B
B Policy & Objects >
@& Security Profiles > Primary Server
S VPN > IP/Name 10.100.88.175
& User & Device 4 Secret oy
User Definition Connection status @ Successful
User Groups Test Connectivity

+ Select Test User Credentials to verify authentication
settings

Test User Credentials

Guest Management Test User Credentials

Device Inventory

Custom Devices & Groups Secondary Server

LDAP Servers IP/Name

RADIUS Servers N | Secret

Authentication Settings est Connectivity

. Test User Credentials
FortiTokens

SAML SSO

= WiFi & Switch Controller >

F:RTINET

Cancel

Username | joe

Password | [XYITXIIYY

Connectionstatus & Successful

User credentials @ Successful

Server message

AVP: 1=14 t=Vendor-Specific(26) v=Fortinet (12356)
i VSA: 1=8 t=Fortinet-Group-Name (1)
Value: 'SSLVPN'

Close
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Hactpouka FortiGate (2)

« Cos3paem HoByto User Group under User & Device - User Groups - Create New
 Name = <Display Name>
«  Remote Groups = Add Y o —
*  Remote Server = <Radius Server>
* Groups = <matching FAC radius group attribute> +

« Select OK [Fr] s oo

Remote Server
No matching entries found
« Select OK
elec
[ o« e

New User Group
Name SSLVPN Users Add Group Match
Type Remote Server | ab FortiAuthenticator v

Fortinet Single Sign-On (FSSO)

RADIUS Single Sign-On (RSSO) P Groups any

Guest -

[ ssLvPN| | ©
Members
Remote Groups
+ Add | ¢ Edit @ Delete
Remote Server Group Name

Ba FortiAuthenticator SSLVPN
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HacTtpouka FortiGate (3)
« HacTtpanBaem SSL-VPN settings under VPN = SSL-VPN Settings

» Listen on Interface(s) = <select interface>

New Authentication/Portal Mapping

- Authentication/Portal Mapping = Create New Ssers/Grous || B8 SSLVPN Users .
« User/Groups = <User Group created> | *
p p Realm Specify
® POI‘taI e fU”-aCCeSS Portal ’full—access v

« Select OK

Authentication/Portal Mapping €

+ CreateNew  ¢® Edit W Delete

Users/Groups Realm Portal
&= SSLVPN Users / full-access
All Other Users/Groups / web-access
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HacTtpouka FortiGate (4)

« HactpaunBaem authentication timers 4yepes CLI
« Global Remote Authentication Timeout

FortiGate # config system global
FortiGate (global) # set remoteauthtimeout 60 (range is 5-300, default is 5 seconds)
FortiGate (global) # end
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Hactpouka FortiGate (5)

F

HacTtpaunBaem Virtual IP to be used in FortiGate Security Policy to allow remote
communication between mobile phones and FAC (Step 10 on the overview diagram)
« Create a VIP with port forwarding under Policy & Objects = Virtual IPs

New Virtual IP

VIP type IPv4

Name VIP-to-FAC with port forwarding

Comments | Write acomment... o255 remote.fortiad.info
Color @ Change

FAC IP address

Network

Interface €@ O any

Type Static NAT

External IP address/range @ | 100.100.100.100
Mapped IP address/range 10.100.88.5

(® Optional Filters

© Port Forwarding Port advertised on FAC —
Protocol (68 UDP SCTP ICMP
External service port €@

443

Map to port

=RTINET

Edit System Access Settings

Administrative Access

@© Require strong cryptography.

O Enable pre-authentication warning message.

CLI Access
CLlI idle timeout:

GUI Access
GUI idle timeout:
Maximum HTTP header length:
HTTPS Certificate:
O HTTP Strict Transport Security(HSTS) Expiry

Certificate authority type:

CA certificate that issued the server certificate:

Additional allowed hosts/domain names:

Public IP/FQDN for FortiToken Mobile:

0 minutes (0-480 mins)

480 minutes (1-480 mins)

4 (4-16 KB)

fac9_portal.fortiad.info | O=FortiAD, CN=fac9.fortiad.info, emailAddress=support@fortiad.info
180 (0-730 days)

@ Local CA  (OTrusted CA

FAC9_ROOT_CA | O=FortiAD, CN=fac9.fortiad.info, emailAddress=support@fortiad.info | v

remote.fortiad.info

1.0.175, portal2.fortiad.info,

remote.fortiad.info:55555



HacTtpouka FortiGate (6)

* HactponTte criegytowine nonntmnku besonacHoctn FortiGate
« To allow SSL VPN Users access to local resources

[Z] @ SSL-VPN tunnel interface (ssl.root) - SERVER @

51 SSLVPN_TUNNEL_ADDR1 B all 6 always @ ALL v ACCEPT @ Enabled
&= SSLVPN Users

« Obpatute BHMMaHue— if you have split-tunnelling enabled within SSL portal, select relevant
destination subnet

« To allow mobile phones access to FAC for API push notification

[F] O UNTRUSTED —O SERVER @
49 = all @ VIP-to-FACwitt [@ always ] ALL + ACCEPT @ Disabled

 To allow FortiAuthenticator access to the Internet

[ O SERVER — O UNTRUSTED @

52 & FortiAuthenticator = all (0 always @ ALL « ACCEPT @ Enabled

F::RTINET © Fortinet Inc. All Rights Reserved.



[MpoBepka U TPaGNLWYTUHI



[lpoBepkKa

« Manually Sync Users in order to receive FortiTokens, by going to FortiAuthenticator
Authentication = User Management - Remote User Sync Rules

« Select User Group and point to Manual Sync

+ Create New (@ Delete | ¢ Edit | = Manual Sync @ LDAPusers (O SAML users
O Name Remote LDAP Base Distinguished Name LDAP filter Sync every Last Sync
SSLVPN Users fortiad.info_ldaps (10.100.88.5) dc=fortiad,dc=info (memberOf=CN=SSLVPN,cn=Users,DC=fortiad, DC=info) 14 days Tue Jun 18 10:58:42 2019

« Check that the users are imported and assigned FTMs, by going to Authentication - User
Management - Remote Users

& Import & Export Users Search for remote LDAP users Y @ LDAP users
O Username Remote LDAP server Admin Status Token
O joe fortiad.info_ldaps (10.100.88.5) ) o I FortiToken Mobile (FTKMOB96E7DADACA) I

« The newly imported users with FTM assigned will appear in the user list
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[MpoBepka (2)

 [IpoBepbTE CBOM MNOYTOBLIN AWK HA Hanuune koga aktmeauum FTM n pobaBbte
ero B npunoxenune FTM, paboTatoLiee Ha BaliemM MOOUNbLHOM YCTPOMCTBE.

Ll L
it
k="

Welcome to FortiToken Mobile - One-Time-Password software token.

Please visit http://docs.fortinet.com/fortitoken/ for instructions on how to install your FortiToken Mobile application on your device and to activate your
token.

You must use FortiToken Mobile version 2 or above to activate this token.

Activation Code for FortiToken Mobile FTKMOB964E69BCC7, which you will need to enter on your device later, is
"EEIO4QBQZN6340AQ"

Alternatively, use the attached QR code image to activate your token with the "Scan Barcode" feature of the app.

You must activate your token by: Tuesday, June 18, 2019 13:50 WEST (UTC +0100), after which your will need to contact your system administrator to re-
enable your activation.
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[MpoBepka (3)

e Crieayowum war - MHUUUMmMpoBaThb vpn. B 3aBUCMMOCTN OT TEXHONOrMn oyayT
OOCTYNHbI crieaylowmne BapuaHThbl:
« [1na web based ssl-vpn — push notification paboTtaet aBTomaTn4ecku

« [1na Tunnel based ssl-vpn — nonb3oBaTenb Mosiy4aeT BO3MOXHOCTb BKITHOYUTL push-
yBegoMmIeHne

* [Mpumenp Web based ssl-vpn
‘Joe |

[eosseeees | — -
| [FortiToken |
R
. . ogin jue:
Launch FortiClient Launch FortiClient an e

joe
1:42:30 pm

18 June 2019
RADIUS_CLIENT

Approve
SSL-VPN Portal

A

Launch FortiClient Download FortiClient ~

(' Quick Connection 4 New Bookmark

History

F::RTINET © Fortinet Inc. All Rights Reserved.




[TpoBepka (4)

* [pumep Tunnel (FortiClient) based ssl-vpn

I

VPN Name SSL-VPN Tunnel Mode
> Login Request IP Address 10.100.200.100

Username joe
VPN Name SSL-VPN Tunnel Mode v joe
VPN Name SSL-VPN Tunnel Mode v Duration 00:01:08
Username 2:12:36 pm
Username joe Bytes Received 14.04 KB
Password 18 June 2019
Password — Bytes Sent 9.46 KB
Ciond Token Click on 'FTM Push’ or enter token code Browser: RADIUS_CLIENT

Deny Approve Disconnect

==RTINET © Fortinet Inc. All Rights Reserved.



[lpoBepkKka n auarHocTukKa
» FortiAuthenticator Log File entry

£ Refresh | | @ Download Raw Log | | & Log Type Reference | | & Debug Report | ~
ID Timestamp Level Category Sub category Type id Action Status Source IP Short message
P» | 10155 Tue Jun 18 15:30:45 2019 information Event Authentication 20002 Authentication Success 10.100.88.136 Remote LDAP user authentication with FortiToken successful {chosen FTM push notification)
10154 Tue Jun 18 15:30:42 2019 information Event Web Service 50501 Authentication Pending localhost Sending authentication notification to User[joe)
10153 Tue Jun 18 15:30:37 2019 information Event Authentication 20300 Authentication Pending 10.100.88.136 Remote LDAP user authentication partially done (chosen FTM push notification), expecting FortiToken
10152 Tue Jun 18 15:30:33 2019 information Event Authentication 20300 Authentication Pending 10.100.88.136 Remote LDAP user authentication partially done, expecting FortiToken

« FortiGate Traffic Log Entry — please note that FAC is aprox. 4 seconds ahead of
FortiGate system clock.

* FAC sending push notification to Apple Push Server and then 2 secs after that it receives a
notification from iphone

sl & | © AddFilter

Date/Time % Source Destination Result Policy
2019/06/18 15:30:40 192.168.0.1 192.168.0.175 + Accept: session start 49
| 2019/06/18 15:30:38 10.100.88.175 5 17.188.165.136 (gateway.push.apple.com) + Accept: session start 52
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[lpoBepkKka n auarHocTukKa

* FortiAuthenticator

» Debug radius ayteHTndmKauum cogep>XmT Tpu nocrienoBaTenbHbIX YacTu

2015-06-18T15:30:33.755623+01:00 fac9 radiusd[4062]: >NAS IP:10.100.88.136

2019-06-18T15:30:33.795625+01:00 fac9 radiusd[4062]: >Username:joe

2019-06-18T15:30:33.795627+01:00 fac9 radiusd[4062]: ===>Timestamp:1560868233.795401, age:Oms

2015-06-18T15:30:33.795628+01:00 fac9 radiusd[4062]: Found NAS from preloaded collections for 10.100.88.136: FG12 (10.100.88.136)
2019-06-18T15:30:33.796208+01:00 fac9 radiusd[4062]: Found NAS profile for client, NAS: 10.100.88.136 profile: Default
2015-06-18T15:30:33.796377+01:00 fac9 radiusd[4062]: Setting 'Auth-Type := FACAUTH'

2015-06-18T15:30:33.796382+01:00 fac9 radiusd[4062]: [pap] WARNING! No "known good" password found for the user. BAuthentication may fail because of this.
2019-06-18T15:30:33.796383+01:00 fac9 radiusd[4062]: # Executing group from file /usr/etc/raddb/sites-enabled/default
2015-06-18T15:30:33.796565+01:00 fac9 radiusd[4062]: Found NAS from preloaded collections for 10.100.88.136: FG12 (10.100.88.136)
2019-06-18T15:30:33.796812+01:00 fac9 radiusd[4062]: Found NAS profile for client, NAS: 10.100.88.136 profile: Default
2015-06-18T15:30:33.796958+01:00 fac9 radiusd[4062]: Realm: (null) (default realm id: 2) username: joe

2015-06-18T15:30:33.797165+01:00 fac9 radiusd[4062]: Realm not specified, default goes to remote LDAP, id: 1

2015-06-18T15:30:33.797174+01:00 fac9 radiusd[4062]: FAC local user overrides, try searching local user first

2015-06-18T15:30:33.797405+01:00 fac9 radiusd[4062]: ERROR: local user 'joe' not found

2019-06-18T15:30:33.797410+01:00 fac9 radiusd[4062]: Local user not found, try searching remote user

20195-06-18T15:30:33.757756+01:00 fac9 radiusd[4062]: Loaded remote ldap (regular bind) 10.100.88.5:636

2015-06-18T15:30:33.801800+01:00 fac9 radiusd[4062]: Try to bind with DN: CN=Joe Bloggs,CN=Users,DC=fortiad,DC=info
2015-06-18T15:30:33.802534+01:00 fac9 radiusd[4062]: Remote LDAP user password authenticated

2015-06-18T15:30:33.803118+01:00 fac9 radiusd[4062]: Partial auth done, challenge for token code

2015-06-18T15:30:33.803363+01:00 fac9 radiusd[4062]: Sending Access-Challenge.

2015-06-18T15:30:33.803371+01:00 fac9 radiusd[4062]: Updated auth log|'joe': Remote LDAP user authentication partially done, expecting FortiToken|
2015-06-18T15:30:33.803373+01:00 fac9 radiusd[4062]: Waking up in 4.9 seconds.

2015-06-18T15:30:37.079454+01:00 fac9 radiusd[4062]: # Executing section authorize from file /usr/etc/raddb/sites-enabled/default
2015-06-18T15:30:37.075465+01:00 facS radiusd[4062]: >NAS IP:10.100.88.136

2015-06-18T15:30:37.079466+01:00 facS radiusd[4062]: >Username:joe

2019-06-18T15:30:37.079468+01:00 fac9 radiusd[4062]: ===>Timestamp:1560868237.75263, age:Oms

2019-06-18T15:30:37.079470+01:00 fac9 radiusd[4062]: Found NAS from preloaded collections for 10.100.88.136: FG12 (10.100.88.136)
2015-06-18T15:30:37.079876+01:00 facS radiusd[4062]: Found NAS profile for client, NAS: 10.100.88.136 profile: Default
2019-06-18T15:30:37.080107+01:00 fac9 radiusd[4062]: Setting 'Auth-Type := FACAUTH'

2019-06-18T15:30:37.080112+01:00 fac9 radiusd[4062]: [pap] WARNING! No "known good" password found for the user. Authentication may fail because of this.
2019-06-18T15:30:37.080113+01:00 fac9 radiusd[4062]: # Executing group from file /usr/etc/raddb/sites-enabled/default
2015-06-18T15:30:37.080115+01:00 facS radiusd[4062]:] This is a response to Access-Challenge

2015-06-18T15:30:37.080116+01:00 fac9 radiusd[4062]:| Partial auth user found

2019-06-18T15:30:37.080118+01:00 fac9 radiusd[4062]:| Check if request contains FTM push trigger

2015-06-18T15:30:37.080119+01:00 facS radiusd[4062]:] Request contains FTM push trigger

2019-06-18T15:30:37.080121+01:00 fac9 radiusd[4062]:| Sending FTM push notification

2019-06-18T15:30:37.080122+01:00 fac9 radiusd[4062]:| Initiate push_auth to FTR-Mobile client

2019-06-18T15:30:37.080123+01:00 fac9 radiusd[4062]:| Sending request: [0] [66] [{"username": "joe", "user_agent": "RADIUS_CLIENT", "realm": "e:2"}]
2019-06-18T15:30:37.080555+01:00 facS radiusd[4062]:| initiate_push auth done: session id=dc71e4bl53£54a87b969038eead2644c
2019-06-18T15:30:37.080559+01:00 facS radiusd[4062]:| Successfully found partially authenticated user instance.

2019-06-18T15:30:37.080710+01:00 fac9 radiusd[4062]:| Hold request to wait for FTM push notification reply (request will be dropped after 30 sec)
20159-06-18T15:30:37.080718+01:00 fac9 radiusd[4062]:| Updated auth log 'joe': Remote LDAP user authentication partially done (chosen FTM push notification), expecting FortiTokeg
2015-06-18T15:30:37.080719+01:00 facS radiusd[4062]: Waking up in 1.7 seconds.

2019-06-18T15:30:38.807505+01:00 facS radiusd[4062]: Waking up in 28.2 seconds.

2019-06-18T15:30:42.094527+01:00 fac9 radiusd[4062]: Waking up in 24.9 seconds.

2019-06-18T15:30:45.307701+01:00

fac9

radiusd[4062]: §# Executing section authorize from file /usr/etc/raddb/sites-enabled/default

F:RTINET

Initial user authentication
(username and password)

__ FortiAuthenticator is sending
push natification to
Google/iPhone Push Server
and is waiting for a reply



[lpoBepkKka n auarHocTukKa

* FortiAuthenticator

2019-06-18T15:
2019-06-18T15:
2015-06-18T15:
2019-06-18T15:
2019-06-18T15:
2019-06-18T15:
2015-06-18T15:
2019-06-18T15:
2019-06-18T15:
2019-06-18T15:
2015-06-18T15:
2019-06-18T15:
2019-06-18T15:
2019-06-18T15:
2015-06-18T15:
2019-06-18T15:
2019-06-18T15:
2015-06-18T15:
201595-06-18T15:
2019-06-18T15:
2019-06-18T15:

:45.307711+01:
:45.307713+01:
:45.307714+01:
:45.307716+01:
:45.307717+01:
:45.307719+01:
:45.307720+01:
:45.307722+01:
:45.307723+01:
:45.307725+01:
:45.307829+01:
:45.308885+01:
:45.308890+01:
:45.3088952+01:
:45.309424+01:
:45.309434+01:
:45.309436+01:
:45.309437+01:
:45.309439+01:
:50.315542+01:
:07.099453+01:

fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9
fac9

radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:
radiusd[4062]:

===>NAS IP:127.0.0.1

=>Username: joe

=>Timestamp:1560868245.307533, age:0ms

Setting 'Auth-Type := FACAUTH'

[pap] WARNING! No "known good" password found for the user. Authentication may fail because of this.
# Executing group from file /usr/etc/raddb/sites-enabled/default

This is a response to Access-Challenge

Trying to find FTM push auth user: joe session_id: dc71e4bl153£54a87b969038eead2644c

Partial auth user found

Successfully found partially authenticated user instance.

Switch to the original request from 10.100.88.136 id=67 to continue FTM push auth

Update lastgood/drift successful

Authentication OK

Setting 'Post-Auth-Type := FACAUTH'

Add Radius attribute: 809762817, SSLVPN

Updated auth log 'joe': Remote LDAP user authentication with FortiToken successful (chosen FTM push notification)
facauth: sending Access-Accept packet for FTM push auth to 10.100.88.136 port 13233, id=67, code=2, length=34
# Executing section post-auth from file /usr/etc/raddb/sites-enabled/default

Waking up in 4.5 seconds.

Waking up in 16.7 seconds.

Ready to process requests.

Final stage upon receiving a
push notification from the
client
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File Help

VPN Name SSL-VPN Tunnel Mode
Username I

Password

Reflector
il 02 WiFiCall ¥

Info
Joe Bloggs

Sini

FortiToken 8AEC

John Doe - FAC9

sini_admin - FAC8

FortiToken FB8DA

1 v

18:12

FortiToken

98%

Manage

<>

<>

<

RTINET.
N C

+

4



F  RTINET



