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O yem nonger peys...

« OB30p BOo3MOXHOCTEN FortiAuthenticator

 Mogenu n nuueHsnpoBaHmne

* OTKa3oyCTOM4YNBOCTb CUCTEMbI

Y10 Takoe FSSO. Metoabl FSSO

 [lByXdpakTOpHaga ayTeHTMdUuKaLns

« Bo3amoxxHocTu FortiAuthenicator no ynpasneHuto ceptTudukatamu
« 802.1x Ha npumepe goctyna B cetb WIFI

« SAML

 [leMoHCTpauuns
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FortiAuthenticator

OB30p BO3MOXHOCTEN




CerogHs ceTb He MMeeT rpaHuu

YcTaHOBMNEHUE NMMUMYHOCTU - Kpaeyroanbu?l KaMeHb NONMUTUKKU 6e3onacHoOCTH

YnpaBneHue naeHtudvkaumeun v
AOCTYMNOM:

OucumnnuHa 6e3onacHoCTn, KoTopas
NO3BOMSET HYXXHbIM JTIOASIM MosSiyvyaTb
OOCTYI K HY>XHbIM pecypcam B HY>XXHOe
BPEMS U MO NpaBUibHbIM MPUYNHAM.

© Fortinet Inc. All Rights Reserved.




HenpaBunbHoOe ncnofnb3oBaHUe YYeTHbIX AaHHbIX U
NpUBUIIErMn MOXeT CTaTb MPUYNHOU B3NTIOMa

OenatoT ceTb
YA3BMMOW

Cnabas
ayTeHTudpunkaumsa u
HenpasuibHOE

[ ~ D yrnpaBrieHne OOCTYrnoMm

a
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Hackornbko be3onacHa ayTeHTUunKkayms
Mo Napont?

81%

HapyLleHUN B pesyrneraTe
MCNONb30BaHNA YKpaOeHHbIX
YYETHbIX OaHHbIX

UcmouHuk: Verizon 2020 Data Breach Investigation Report



Fortinet Security Fabric

NMpo3pavyHoOCTb

[MonHas BMOMMOCTb aTakyeMou
NOBEPXHOCTW OIS NyYLlero
ynpasneHna puckamm b

KomMnnekCcHOCTb

CHWmXeHne CTOMMOCTU 3KCnyaTaumm
3a cyeT obbeanHeHus Bcex
KOMIMOHEHTOB B paMKax eanHOn
nnaTtgopmbl

ABTOMaTU3auus

CamocTosiTensHas nHdpacTtpykTypa
nop ynpasreHUeM UCKYCCTBEHHOIO
NHTennekTa

-..Center

Adaptive Cloud
Security

Zero Trust
Access

FORTIOS

Security-Driven

FortiGuard Threat Networking

Intelligence

© Fortinet Inc. All Rights Reserved.

Fabric Management

Open
Ecosystem
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FortiAuthenticator

FAC noppepxuBaet
No6bIX BEHAOPOB

2 "L—" '.H V

(7 FortiAuthenticator

FAC moxeT cobntogath,
noaaepXunBaTh U AOMOSHSATb
MHOXECTBO TpebOBaHWI K
ayTeHTUUKaLMN Ha CETEBbIX
YCTPOMCTBAX, HE TOMbKO Ha
npogyktax Fortinet.

AR
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Fortinet Identity n Access Management
(IAM)

PelieHue Fortinet no ayteHTUdmKaummn 1
yrnpaBIieHU0 OCTYNOM NPOCTOoe U
n3Ha4varibHO MHTErpnupoBaHoO ¢ Security Fabric

E; o=

[
FortiAuthenticator FortiToken FortiToken Cloud
» KOHTpOSIb NpaB gocTyna ans Kaxaoro Identity Access and Management
noJib3oBaTend

* MHOroaktopHasa ayteHTMdumnKaums
» YOobcTBo B noBcegHeBHOM paboTte (SSO)

- © Fortinet Inc. All Rights Reserved. 9



O630p Bo3moxHocTeun FortiAuthenticator

UaeHTudukaumsa m ayteHtucpmkauma
- RADIUS, LDAP, TACACS+, SAML

« AD, Kerberos, FSSO areHt Q)
- Captive noptan — { x @
- REST API | : I

[ —

FortiAuthenticator

YnpaBneHue
o e= cepTudmkaramm

FortiSwitch
AByxdakTopHaa ayTteHTUdUKaLus '
 FortiToken, donanyeckmn/nporpaMmMmHbIn
« SMS/emalll

FSSO Mobility Agent
Kerberos with NTL fallback

Captive Portal

FortiGate
YnpaBneHue ceptuchukatamm ))) FSSO
« X.509 Certificate nognnce/oT3bIB @ .
Y REST API

- YpaneHHble ycTpoicTBa/aBToMaTnyeckas —

ayTeHTUdUKaLms FortiAP Syslog

Radius accounting

NMopaepxka IEEE 802.1X
* AyTeHTudukauma npu gocryne K

NPOBOAHbLIMU U BECNPOBOAHLIM CETAM VPN

S
o salesforce

Z/ FortiToken

H- © Fortinet Inc. All Rights Reserved. 10



Fortinet |AM

YHpomeHme KOHTPOJIA OO0CTYMNAa U npegocrtaBiideMblX MNMpaB AnAd Ka>Xaoro rnoJib3oBaTesiA

Authentication u authorization

LieHTpanusoBaHHOe ynpasneHue, pasnunyHbie MeToabl
ayTeHTuduKaumm: nposogHad, becnposogHad, VPN, Beb-
ayTeHTudukaumsa (SAML, oAuth)

Adaptive, strong authentication

ATpnbyTbl OCTYNa nonb3oBaTens (MecTononoXeHue,
BpeMSl, CETb) N MHOrogakTopHasi ayTeHTUunkaums

Yno6cTBO Mcnonb30oBaHUA

Bxopn 6e3 napons, cuctemMa eguMHoro Bxoaa, nopran
camMoo6CcnyXuBaHus

'Mbkasn, oTkasoycTon4mBas u
Macwitabupyemas nnatdopma

I'Io,u,ﬂ,epmka COBPEMEHHbLIX TEXHOJITOITMYECKNX TEHAEHUNN U
BapnaHTOB pa3BePTbIBaAHNA

BkrnroyaeT apPpeKTUBHYIO NOSIUTUKY
Ge3onacHoOCTU U cpeacTBa ynpaBneHus

KoHTponb 4oCTyna Ha OCHOBE Poren, CHUXXEHME PUCKOB U
YNPOLLEHNE OLIEHKN PUCKOB

NMoBbilWeHHaA 6e30NacHOCTb
I'IpOBepKa JINMHOCTMW, D,OCTyI'I C MMHUMaAlbHbIMUA I'IpVIBI/IJ'IeFVIFIMVI

NMpocToTa Mcnonb30BaHUA, CHUXKEeHUe 3aTpar
Ha UT-nopgaepxky
CHuxeHune YCTaJ10CTH nonb3oBaTeneun ot BXO[da B CUCTEMY,

NOBbILLEHNE NPON3BOANTESNTBHOCTN, ONTUMN3ALNS
aKcnsyaTaumoHHbIX pacxogosB Ha UT

3awmuTta MHBecTuUuumn

Appliance, VM, cloud (private, public), oo 1 mnH
nonb3oBaTenemn, obLnpHbIe NapTHEPLI MO 3KOCUCTEME;
Bbicokast 4OCTYNHOCTb U BanaHCMpoBKa Harpy3ku

© Fortinet Inc. All Rights Reserved. 11




FortiIAuthenticator

MopaenbHbIW psaa U NMMUEH3npoBaHmne




BapuaHTbl ncnonHeHunsa FortiAuthenticator

FortiAuthenticator 300F

Mid Enterprise/Service Provider Deployments

Support up to 1,500 users .
HDD -2 X 1TB | .
4 x 10/100/1000 RJ45 ports § .
2 x SFP ‘ .
Rack Mountable, 1U .
Optional Dual AC PSU .

FortiAuthenticator VM

>

All Sized Deployments from SME to
Service Provider Deployments

=  From 100 to 1M+ users
=  Unlimited CPU
=  Unlimited RAM

FortiAuthenticator 800F

Support up to 8,000/18,000 users
HDD - 2 X 2TB

4 x 10/100/1000 RJ45 ports

2 x SFP

Rack Mountable, 1U

Dual AC PSU

‘&) 3 aws A ORACLE

* Bce Non Hardware

noagepXxmBaroT NMNOJIHOCTLIO
HapalwmBaemMoe nojib3oBaTesyibCKoe

JTIMUeH3npoBaHue

© Fortinet Inc. All Rights Reserved.

Virtual

Appliance
User Count
300F 800F
100 v v
| |
1,500
Stackable base 8,000
* base
3,500 MAX l
18,000 MAX
20,000
40,000

1,000,000 Plus

Upgrade
100 v
1,000 v

10,000 v

Machine

100 base

13




JIluueHanpoBaHue FortiAuthenticator 1/2

* [lnueHsupyeTtca no vncny nosnb3oBaternien (User license)
» [Insa cueHapus FSSO only Takke Heobxoanmbl User license
* HW mogenb 6a3oBo nponuueH3mpoBaHa

* VM mopgenb: 6asoBas VM-Base + gononHutensHble Habopsbl no 100, 1K,
10K and 100K nonb3oBaTtenen (nuueHsnn ona VM ctekmpyroTcs)

» Kaxxgbin Habop User upgrade licenses oTkpbiBaeT 4ONONHUTESIbHbIE

KBOTbl Ha yHKUMN FAC: Total Users (Local + Remote), FortiTokens, RADIUS Clients (NAS Devices), User Groups, CA Certificates,
User Certificates n gp.)

[ononHutenbHasa nHdopmMaums rno kBotam Ha pyHkumn ana HW mogenen n ana VM B datasheet n (bonee

noapobHo) B Release Notes B pasgenax Maximum values for hardware appliances n Maximum values for
VM

-.w © Fortinet Inc. All Rights Reserved. 14



JIluueHanpoBaHue FortiAuthenticator 2/2

« [ns HA ogMHakoBO NULEH3MPOBaHbI AOMKHbI ObITb 06a ycTponcTea

* SMS nnueHsupytotcs otaenbHo (SMS-LIC-100), B TOM criydae ecrv OHU
oT Fortinet

« SMS unHTerpaums co ctopoHHUM SMS Gateway He TpebyeT nmueH3nn

» Single Sign-On Mobility Agent (SSOMA) nuueHsupyetca (FCC-FACXX-
LIC)

* JlnueH3nun Ha ToKeHbl FortiToken Mobile nepencnonbaytoTcs B knactepe
(TpebyeTtca 1 nMueH3us Ha ABa YCTPOWCTBA Kractepa)

* Windows Domain Two Factor Authentication Agent He nNUUEH3NpPYyeTCH

-.w © Fortinet Inc. All Rights Reserved. 15



FortiIAuthenticator

Bbicokas goctynHocTtb (HA)




CueHapuu BbICOKOU AOCTYNMHOCTU

Active/Passive Active/Active

(Redundant) (Load balancing)

Primary knactep MOXeT pe3epBMpoBaTbCA Ha

OpaHo ycTponcTBo primary, octanesHble standby npyrie

Standby oTcnexusaeTt coctosHue primary yepes HA
nHTepdenc

Heobxoanmo B3anmogencTaeme Ha Layer 2 mexay

yCTPONCTBaMM Heobxoonmo B3anmogencTesue Ha Layer 3

CuHxpoHusaumsa Tonbko ansa: token, local
user database, group mappings, token/user

mapping

Failover 3aHMMaeT HeKOTopoOe Bpems,
CUHXPOHU3UpYyeTCH BCe

H- © Fortinet Inc. All Rights Reserved. 17



TpeboBaHUA K BbICOKOU AocTtynHocTu (HA)

Active/Passive Active/Active
(Redundant) (Load balancing)
[MnatdopMbl AOMKHbI ObITb OAMHAKOBbLIE [MnaTtdopMbl MOryT OTNINYATLCS
MO ponxHo 6bITb 0AHOW BEPCUU MO pomxHo 6bITb 0AHOW BEPCUU
INnueHsunsa User License gomxHbl ObiTb 0OMHAKOBbIE JInueHsmna User License MOryT otTnmnyaTbCcs

JNlnueH3nm Token License — ogHa Ha KnacTtep JlnueH3nnm Token License — ogHa Ha Knacrtep

AR
H- © Fortinet Inc. All Rights Reserved. 18



Master/Slave onpeneneHue

/ Uptlme Diff. <5 Mins

.

Uptlme Diff. > 5 Mins

>

3
| RS |
vy

© Fortinet Inc. All Rights Reserved.
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High Availability (A/P) configuratio

=" ®m FortiAuthenticator VM

-.--

System
& Dashboard
% Network

System Access
High Availability

Firmware Upgrade

ervers
Admin Profiles

A Messaging
Authentication
Fortinet SSO Methods
Monitor

Certificate Management

Logging

FAC11

L

>

»

£ Administration P

High Availability Settings

@ Enable HA

Role:

Maintenance Mode:

terface:
Cluster member IP address:

Admin access:

Priority:
Password:

Load-balancing slaves:

Monitored interfaces:

Monitored interfaces stability
period:

Node-Specific Default Gateway:

port2

High |~=

IP address
gk Add another

@ Cluster mes2
(O Standalone master
) Load-balancing slave

@ Disabled
(O Enabled with synchronization
(O Enabled without synchronization

» Telnet

& SSH

B HTTPS
@© GUI (/login)
I REST API (/api)

R HTTP (GUI)

» SNMP

® FABRIC

Delete

» portl
» port3
» port4

(0-3600s)

20
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HA npoBepKka coCTOAHUSA

System

@ Dashboard v

Status
User Lookup
HA Status

 Network

£ Administration

A Messaging
Authentication
Fortinet S50 Methods
Monitor
Certificate Management

Logging

[TocmoTtpeTb ctatyc B GUI:

w

£ Refresh

¥ Rebuild Tables

| 1
= FortiAuthenticator VM FAC6-HA-Slave (Load-balancing slave mode)

Node 3 (This Node)

£ Reconnect

Node type

Load balancing slave

Serial number

FAC-VMTM19001553

Logged in as admin n 9 E

Status Connected
Reachable
Replication Status
Users | User User | User Group | FortiTokens | Remote | Remote | LDAP Group RADIUS User Group LDAP MAC | MAC Device Enhanced Remote SAML Fortitoken
Profiles | Groups | Membership LDAP | RADIUS | Membership Group RADIUS RADIUS RADIUS | Devices Group Cryptography | SAML Group Cloud
Users Users Membership | Attributes | Attributes | Attributes Membership Config Users | Membership
/] /) /] /] /) @ ] /] /] /] /] @ /] [/} /] /] /] @
Node 1
Node type Cluster member (master)
Priority High

Serial number

FAC-VMTM 18004061

Status Connected
Reachable

External IP 1920246

Last heartbeat time 2s ago

- GUI / System / Dashboard / HA Status anst npocmoTtpa sync status CUHXPOHM3UPYEMbIX AaHHbIX

© Fortinet Inc. All Rights Reserved.
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A
Active/Pasive nnrwc Geo-HA B yaaneHHbIX ounuanax

VLAN-1 VLAN-1

[port1] [portl]
10.1.1.29 10.1.1.29

Passive Backup

VLAN-3
[port3] HA Management Interface
10.10.10.20/24

[port3] HA Management Interface
10.10.10.10/24

VLAN-21
[portl]
192.168.1.10

Geo-HA Load Balancing Slave

No NAT linkS «—

H- © Fortinet Inc. All Rights Reserved. 22



FortiAuthenticator

FSSO




Fortinet Single Sign-On — (FSSO)

ICTOYHUKN nOeHTUPUKaLmm nosfib3oBaTens, UCnofib3dyeMble B Ka4YeCcTBe NepBUYHbIX
OAHHbIX ANA NacCUBHOW ayTEHTUMUKaL UM,

2828282828282 82808282825082880¢8

Active Kerberos RADIUS
Directory with NTLM Syslog Accounting SAML
Polling Fallback Records

TS and AD FortiClient Loain Portal
Collector SSO Mobility 8‘3%'\;‘. g orta REST API
Agents Agent ldgets
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User Info

FortiIAuthenticator FSSO — SSO Mobility Agent

JNyywaa macwtabmupyemocTb U
oOHapyXeHune Bbixoda N3 CUCTEMBI

SSO Mobility Agent
« FortiClient User Identification

«  O6Hapyxunsaert login/logout/IP nameHeHus

* OtnpasnseTt hello packets perynsipHo Ang obHapy>XeHus
BbIKITIOYEHUS1, TMOepHaunm n T4

- Standalone (background service installer
BO3MOXEH)

« Cambin macwtabupyemoin FSSO ID Method

« TloppoepxumnBaet multiple forests, domains n cross
domain rpynnbl

© Fortinet Inc. All Rights Reserved.




FortiAuthenticator FSSO — Active Directory Polling

\ Active Directory Polling
*  WinSec (Windows Security Event Logs)

5 second polling
« EventIDs -672,680,4776 and 4768
« [JononHutensHsble IDs — 528, 540, 4624 (MacOS)
WMI (uHcTpymeHTapun ynpasneHns Windows)
5 second polling

*  Tpebyet oTkpbITHE NopToB Ha Windows FW tcp
ports 1358445

NetApi

User Info

H- © Fortinet Inc. All Rights Reserved. 26



FortiAuthenticator FSSO — DCAgent

« Cambli cTapbil METOA - HAUMEHee TpeboBaTeNbHbIN N HAOEXHbIN

« DCAgent - ato DLL, paboTtatowasa B KOHTEKCTE cnyxbbl LSAAS.
* MaKeT OOMNONHUTENLHON ayTeHTUdUKaLNmn
» cpabaTbiBa€eT BCSAKNN pa3s, Korga norb3oBaTenb BXOAUT B CUCTEMY C
NCMOSIb30BAHUEM «MHTEPAKTUBHOIO BXOAA» =

» PaboTaeT CMHXPOHHO (lsass oxnagaeTt 3aBepLUEHUs)
* pasbupaeT Mg nonb3oBatens, pabo4yo cTaHuuo, AOMEH
* Resolve nmeHna paboumx ctaHUumn
* OTNpaBnseT naket ysegomneHust o exoge udp / 8002 Ha Bce *
HacTpoeHHble * FSSO CA

r 1 1
-.w © Fortinet Inc. All Rights Reserved.

Administrator
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FortiAuthenticator FSSO - lNopTtan un Widget

[MopTtan Authentication n Widgets
« Captive login nopTtan gns py4yHon ayteHTudmkaumm
« OtnaBnuBaeT CUCTEMBbI, HE NoAaepPXXNBaAEMbIE OPYTMMU
MeToaamMu

*  BupxeTbl MOryT ObITb BCTPOEHbLI B JOMALLIHIOW CTPaHULLY
NHTPaceTN opraHM3aLnn.

* [lonb3oBaTesibCKUN «TOKEH» XPaHUTCA B cookie ons
naoeHTudnkaummn nonb3oBaTens npu nocrneayroLlem
poctyne (gencreutened go 30 gHen)

User Info

H- © Fortinet Inc. All Rights Reserved. 28



FortiAuthenticator FSSO — Kerberos SSO

[lepeHanpaBuUTb HeAYTEHTUPULIMPOBAHHbLIX
nonb3oBaTtenen ¢ FortiGate Ha FortiAuthenticator

FortiAuthenticator 3anpalwumBaeT cepBuCHbIN ticket

Bpaysep nony4aer ticket ot Ticket Granting Service
n nepecoinaet ero B FortiAuthenticator

FortiAuthenticator paclwumndpoBbIBAET U NCMNOSb3YyeT
ticket ons npoBepkn NUYHOCTU NOSb30BaTENS

© Fortinet Inc. All Rights Reserved.




FortiIAuthenticator

[ByxdakTopHas ayTeHTuukauma (2FA)




A
FortiToken gByxdaktopHasa ayteHTU(pukauusa (2FA)

FortiToken Pa3nuyHble BapuaHTbl TOKEHOB, NPOCTbIE B
dentity and Access Management MCnonb30BaHWU U pa3BepPTbIBaHMY

 FortiToken Mobile app ynpouwiaet Bxog 4o ogHoro
Krnka

« Hardware tokens nogxoauT Ons BCeEX crnyyaes

%?,O) MCMNONb30BaHUS

e

* npOCTOTa BHEAPEHUA N Pa3BEPTbIBAHUA

« Perpetual licensing, oTcyTcTBMUE TEKYLLMX COOPOB
3a NnokarnbHO ynpasnsemslie FortiTokens.

—— © Fortinet Inc. All Rights Reserved. 31



BapuaHTbl ncnonHeHusa FortiToken

FortiToken Mobile

.....

Multi platform OATH OTP
application with push notification
of login attempts and one tap
approval

FortiToken 300

Driverless USB Device
FIPS-140 compliant
Economical PKI authentication

FortiToken 220

F::=RTINET
FortiToken

The FortiToken 220 OTP token
is a mini credit card form factor
token. There is also a
companion tool for Android
devices on Google Play that
allows users to reprogram the
token seed*.

© Fortinet Inc. All Rights Reserved.

FortiToken 200/200CD

Durable, large display,
OATH OTP token with
FortiGuard activation or
optional encrypted
activation file.

32




FortiAuthenticator Captive Portal

Cnyx06a noptana no3BofiieT BaM NpeaocTaBnaTb yaaneHHbIM
nonb3oBaTenaM OOCTYN K onpeaeneHHbIM YacTsMm Ballen CETU C
NCMoSib30BaHMEM OeflermpoBaHHON ayTeHTUdUKaLUnN.

F:RATINET F::RTINET.

Enter your Token Code

Username: |ireed[]1

Username: jreed
Password:

RO RRRORRRD '@‘

Token Code: I

Forgot password?

-mw © Fortinet Inc. All Rights Reserved.
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PUSH-yBeagomneHus

Login Request

Time: 3:52:40 PM
November 01, 2021

Client Application: fortine

Deny Approve

PUSH-yBegomneHna ncnonb3yoTca A9 OTrnpaBku npeaynpexaeHnn Ha
YCTPOMCTBO KOHEYHOrO Mosfb3oBaTtesid KaXabln pas, Korga gernaerca 3anpoc
Ha Bxoga. [peaynpexneHne cogepXuTt nHpopmaumio O NonbITke BXo4a B
CUCTEMY, HanNpMMep, MeCTONMOSIOXEHME, U3 KOTOPOro bbina cosepLueHa
nonbITKa.

Ncnonbayss PUSH, korga Tpebyetcsa ayTeHTUduUKaums, nonb3oBaTensam
FortiToken Mobile He Hy>xHO OTKpbIBaTb Kof B FortiToken n BBoanTbL €ro B
cBon bpaysep.

BmecTto atoro otnpasnsiercsa 3anpoc FortiToken Mobile, n nonb3oBartens
MNPOCTO HAXXMMAET Ha Hero, YTobbl YTBEPAUTL UITU OTKITOHUTL 3arnpoc.

B cnyyae ytBepxxgeHus HoBbit OTP aBTOMarnyecku co3gaeTtcs u
oTnpaensietcsa FortiToken Mobile ans npospavyHon ayTeHTUdMKaumm
KOHEYHOro nosib3oBartens B OOHOBOM pPeEXMME.

B cnyyae oTtkasa FortiToken Mobile aBTomaTtnyeckn otnpasnser
yBelOMSIeHMEe CUCTEMHOMY afMUHUCTPAaTOPY.

© Fortinet Inc. All Rights Reserved. 34



FortiAuthenticator Agent ana Microsoft Windows

FortiAuthenticator Agent For Microsoft
Windows
.“—'LCF:;

" Open

7 Run as administrator

Open file location
Pin to Start
Pin to taskbar

Uninstall

=% Two Factor Authentication Configuration

General Authentication Offine Domains Exempt Users

User Selection

Domain: |CSELAB v

=)- DC=cselab A
(+- CN=Computers
(#- OU=Domain Controllers
- OU=ETLab
- OU=SWST
=) OU=WiFi
+- CN=5taff-User
+)- CN=John JS. Smith
- CN=Staff-User-Group
- CN=Foreign SecurityPrincipals
&) CN=Keys
-CN=Managed Service Accounts
(#- CN=Program Data v

~[T]

-

© Fortinet Inc. All Rights Reserved.

FortiAuthenticator Agent Version: v3.0

| CSELAB
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NMpumep. SSL VPN + 2FA (FortiToken)

FortiGate

Remote user

_l_

FortiToken Mobile

Internal network

FortiAuthenticator

. © Fortinet Inc. All Rights Reserved. 36



Mpumep. SSL VPN + 2FA (SMS)

FortiGate

[ ac=>

Remote
user /
— 1 \
I 1
SMS | |
D Token \ f
\ I
! v‘ !
I a
FortiGuard -
Messaging Service FortiAuthenticator
RADIUS Server

H- © Fortinet Inc. All Rights Reserved. 37



FortiAuthenticator

YnpaereHne ceptugukaramm




FortiAuthenticator — LleHTp CepTudukaumm

U

Client Certificate FortiAuthenticator

FortiAuthenticator MOXeT gencTBoBaTb Kak
camMo3aBepALLMA UMK NOKasbHbIV LEHTP cepTudukaumm ans
co3daHug, nognucaHus n oT3biBa ceptTudukaTtoB X.509, Takmx
Kak ceptudoukatbl cepBepa and HTTPS n SSH u knneHTtckue
ceptudoukatol ansg HTTPS, SSL n IPsec VPN.

OTN cepTndUKaTbl MOryT UCMOSIb30BaTbLCA OJ1A NMPOBEPKU
nognunHHocTn VPN, npoBepkn nognmHHocTtn 802.1X, NnpoBepKU
nognunHHocTtn Windows, npoBepkn NoANMMHHOCTU Ha OCHOBE
TOKEHOB N OpYyrmx 3agau.

© Fortinet Inc. All Rights Reserved. 39



FortiAuthenticator — LleHTp CepTudukauumn

FortiAuthenticator moxeTt gencreoBaTtb Kak SCEP cepsep ans:
* [loanucanHunga nonb3oBaTenbcknx CSRs
« PacnpocTtpaHeHua CRLs
« PacnpoctpaHeHua CA cepTudmnkaToB

FortiAuthenticator moxet BctaBnate OCSP (Online Certificate Status
Protocol) URLs ans npoBepku ctatyca ceptudukara

© Fortinet Inc. All Rights Reserved.
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FortiIAuthenticator

[MPUMEP — 802.1x AyTeHTudpunkaumns




NMPAMEP 802.1x — Tononorusi

BecnpoBoaHOi
nons3oBaTesnibckmit MK ¢
ceptugpmukatom MS AD Root
CA

R
N

FortiAuthenticator

FortiGate ynpaBnsieT Toukamu goctyna FAP
SSID ¢ WPAZ2-enterprise 1 HasHa4YeHNEM

RADIUS VLAN D

MS AD, ¢ Root CA
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NMPUMEP 802.1x — Ceptudumkat KnmeHTa

[

File Action View Help
= 3 E
i Certification Authority (Local) RequestlD  Requester Name
v Q’J wl-cse-DCO1-CA 52 WL-CSE\DCO1%
| Revoked Cer_t\f\cates 513 WL-CSE\Adminic.. -
Issued Certificates 5l WL-CSE\Adminis... -
| Pending Requests )
Failed Requests G5 WL-CSE\WIN10AS -
| Certificate Templates G WL-CSE\DCD1$
512 WL-CSE\adminis... -
a3 WL-CSE\adminis...
&5 WL-CSE\Adminis... -
=16 WL-CSE\Adminis... -
517 WL-CSE\Adminis... -
218 WL-CSE\Adminis... -
=9 WL-CSE\Adminis... -
Egl20 WL-CSE\Adminis... -
2 WL-CSE\Adminis... -
w22 WL-CSE\Adminis... -
B2 WL-CSE\T4208
24 WL-CSE\Adminis... -
25 WL-CSE\Adminis... -
al26 WL-CSE\DCO1§
Elz7 WL-CSE\DCO1S
<
AR
H =
umw

[

n Certificate

General Details Certification Path

‘ YcTtaHaBnueaem ceptudomkar kKnneHTa Ha K

f} Certificate Information

* Proves your identity to a remote computer
* Ensures the identity of a remote computer

This certificate is intended for the following purpose(s):

C nomowbio MS AD cepBepa B kadecTBe Root
CA, ncnonb3y4a rpynnoBbie NONUTUKU

Issued to: T420.wl-cse.net

Issued by: wl-cse-DCO1-CA

valid from 14-05-2020 to 14-05-2021

yCTaHaBIMBaeEM KITMEHTCKNE cepTUUKaThbl Ha
AomMeHHble 1K

OTOT cepTUuKaT B AanbHENLLIEM
ucnonbdyem gng sanugaumm RADIUS
3anpoca.
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NMPUMEP 802.1x — MS AD GPO

Wcnonbsyem Group Policy Managment ans yctaHoBKM MawunHHbIX (computer) cepTndgpukatoB. Co3gaem Hosyto GPO,
c aBTomaTtmyecknm npumeHeHnem. N npumeHsem GPO k OU Hawen LAB, roe pacnonoXxeH TeCTesbIn KOMMbIOTEP.

# Group Policy Management
v A\ Forest: wl-cse.net
v 55 Domains
v Fi wl-csenet
»i, Default Domain Policy
2| CORETEAM
2| Domain Controllers
2| ETLAB
.| LAB
i Certificate-Enrollment
»ia RDP
2| Computers
o TestUsers
3. Users
3| TAC
v = Group Policy Objects
| Certificate-Enroliment
[~Defauit Domain Controliers Poiicy
| Default Domain Policy
[ RDP
[ Wait-For-Network-Access
=/ Wireless-8021X-config
+ WMI Filters
5l Starter GPOs
(@ Sites
st¢ Group Policy Modeling
« Group Policy Results

Certificate-Enroliment
Scope Details Settings Delegation Status

These groups and users have the specified pemission for this GPO
Groups and users

Las

File Action View Help

y S S —

v

Lol AN-A)co (REREYS 7 o
v & Computer Configuration
| Policies
_| Software Settings

v Windows Settings
_| Name Resolution Policy
(&2 Scripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
5 Account Policies
J Local Policies
i Eventlog
4 Restricted Groups
a System Services
a Registry
5 File System
iu/ Wired Network (IEEE 8023) Po
| Windows Firewall with Advanc
Network List Maager Policies
sl ANizsless Nebpdrk (JEEE 200 110
Public Key Policies
| SOTtware Restriction PONCIEs
Application Control Policies
& 1P Security Policies on Active [
Advanced Audit Policy Config ,,

>

Object Type
_| Encrypting File System
| Data Protection
BitLocker Drive Encryption
| BitLocker Drive Encryption Network Unlock Certificate
_ Automatic Certificate Request Settings
| Trusted Root Certification Authorities
Enterprise Trust
Intermediate Certification Authorities
_ Trusted Publishers
| Untrusted Certificates
i Certificate Services Client - Certificate Enrollment Policy
w:,J Certificate Path Validation Settings
7 Certificate Services Client - Auto-Enrollment

Certificate Services Client - Certificate Enroliment Polic... ?
Enroliment Policy
Configuration Model:
Certificate enrollment policy list

Default

Name
Active Directory Enrolimen...

Automatic Enroliment ‘
Enabled \

Add... Remove... Properties

Additional certificate enroliment policy configuration

[[]pisable user configured enroliment policy servers

[oc ]

Cancel

App
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MPUMEP 802.1x — MS AD HacTpouka

T420 Properties ?
General Operating System Member Of Delegation
Location Managed By Object Security Dialsn
Attributes:
Attribute Value =
department Number <not set>
description <not set>
desktopProfile <not set>
destinationindicator <not set>
displayMame <not set>
displayNamePrintable <not set>
distinguishedName CN=T420,0U=Computers OU=LAB,DC=wi<:
division <not set>
dNSHostName T420 wlcse net
dSASignature <not set>
dSCorePropagationD... 14-05-2020 09:04:24 Romance Daylight Tim:
dynamicLDAPServer  <not set>
employee|D <not set>
employeeNumber <not set> v
< >
Edit Fitter
Cancel

Password Replication
Attibute Editor

X

AKKayHT KomnbtoTepa B AD OormKeH
ncnosnb3oBatb aTTpnbyT dNSHOoSstName co
3Ha4YeHneM NMMEHN KoMnbloTepa.

cnonb3yem aTo aTTpubyT Nosxe B
FortiAuthenticator ons cosgaHus npaBur
CUHXpoHM3auum Remote Sync Rule.

Help

45
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[MPUMEP 802.1x — Root CA umnopt FGT n FAC

System — Certificates — Remote CA Certificate

& Dashboard

NA Security Fabric >

Name
4+ Network >
£ System . ¥ Fortinet_SSL

Administrators BV Fortinet_SSL_DSA1024

Admin Profiles ¥ Fortinet_SSL_DSA2048

Firmware B¥ Fortinet SSL ECDSA256
Settings ¥ Fortinet_SSL_ECDSA384
HA B9 Fortinet SSL ECDSA521
SNMP B¥ Fortinet SSL ED448

Replacement Messages BV Fortinet_SSL_ED25519

FortiGuard ¥ Fortinet_SSL_RSA1024
Feature Visibility ¥ Fortinet SSL RSA2048

9 Fortinet SS_RSA096
>

B Policy & Objects
@ Security Profiles >

¥ Fortinet Wifi

[T _fat-cert.

S VPN b
[=] Remote CA Certificate
b

& User & Authentication
® CA Cert 1

= WiFi & Switch Controller b
7 Fortinet CA

il 1 na £ Danart

W Delete =] Import~ @ View Details & Downlc

Subject

C =US, ST = California, L = Sunnyvale, O = Fortinet, O...
C =US, ST = California, L = Sunnyvale, O = Fortinet, O...
C = US, ST = California, L = Sunnyvale, O = Fortinet, O...
C =US, ST = California, L = Sunnyvale, O = Fortinet, O...
C =US, ST = California, L = Sunnyvale, O = Fortinet, O...
C = US, ST = California, L = Sunnyvale, O = Fortinet, O...
C =US, ST = California, L = Sunnyvale, O = Fortinet, O...
C =US, ST = California, L = Sunnyvale, O = Fortinet, O...
C = US, ST = California, L = Sunnyvale, O = Fortinet, O...
C =US, ST = California, L = Sunnyvale, O = Fortinet, O...
C =US, ST = California, L = Sunnyvale, O = Fortinet, O...

C = US, ST = California, L = Sunnyvale, O = "Fortinet, In...

C=DK ST ="7azaland O =il.cea Ol l=wl-cee Ch =fa

DC = net, DC = wl-cse, CN = wl-cse-DCO1-CA
C =US, ST = California, L = Sunnyvale, O = Fortinet, O...

MS AD Root CA gobaBnsgem Kak
noBepeHHbI CA Ha FortiGate u
FortiAuthenticator.

Certificate Management — Certificate Authorities — Trusted CAs

System >
Authentication >
Fortinet SSO Methods >
Monitor >
Certificate Management v
% Policies >
L4 End Entities >
Local CAs
CRLs
Trusted CAs

& FortiAuthenticator VM FAC

& Import
O Certificate ID
O Fortinet_CA1_Root
O Fortinet_CA2_Intermediate
] Fortinet CA2 Root

‘ O MS_AD

4/ 200 trusted CA certificates

© Fortinet Inc. All Rights Reserved.

Subject

C=US, ST=California, L=Sunnyvale, O=Fortinet, ...
C=US, ST=California, L=Sunnyvale, O=Fortinet, ...

C=US, ST=California. L=Sunnyvale, O=Fortinet. ...

DC=net, DC=wl-cse, CN=wl-cse-DC01-CA
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NMPUMEP 802.1x — Bbinyck cepTudmkaToB

a  Certificate X

5 Certificate

Bbinyckaem cepTtndukaTtbl UCMOMb3ys

AD CA ansa FortiGate n
i _Certfcate Information § Certfcate Information FortiAuthenticator.

This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):
« Ensures the identity of a remote computer

General Details Certification Path General Detals Cerfification Path

* Ensures the identity of a remote computer

Issued to: fac.wl-cse.net Issued to: fgt.wl-cse.net
Issued by: wlcse-DCO1-CA Issued by: wlcse DCO1-CA
valid from 17-04-2020 to 17-04-2022 Valid from 30-04-2020 to 30-04-2022

-.w © Fortinet Inc. All Rights Reserved. 47



NMPUMEP 802.1x — Remote Auth, LDAP

Authentication — Remote Auth Servers — LDAP

System >
Authentication v
& User Account Policies >
& User Management >
& Self-service Portal >
o Portals »
General
LDAP
RADIUS
OAUTH
SAML
& RADIUS Service >
& TACACS+ Service >
& LDAP Service >
& OAuth Service >
B saMLIdP >
2.8 FAC Agent >
Fortinet SSO Methods 5
Monitor >
Certificate Management >

Edit LDAP Server

Name: AD_Computers

Primary server name/IP: dcO1.wl-cse.net Port: 636 =

~® Use secondary server

Base distinguished name: DC=wl-cse,DC=net M

Bind type: Simple

Username: wl-cse\servicelogin Password: ssssesss

Server type: OpenLDAP/GSuite Novell eDirectory/Others Apply template

7 Add supported domain names (used anly if this is not a Windews Active Directory server)

Query Elements

Jser object class: computer

Mserpname atbribute: dhEtestMame

Group object class: group

Obtain group memberships from: el
Group membership attribute: memberOf

_ Force use of administrator account for group membership lookups

secure Connection

D Enable
Protocol: LDAPS STARTTLS
CA certificate: MS_AD | DC=net, DC=wl-cse, CN=wl-cse-DC01-CA

B Use Client Certificate for TLS Authentication

© Fortinet Inc. All Rights Reserved.

Cospaem 3anucb LDAP ans
remote lookup
KOMMbIOTEPOB, C
aTTpndboyTom Username
NMEIOLWLNM 3Ha4YeEHNE
dNSHostName
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MPUMEP 802.1x — Realms

Korga knueHT ayteHTudunumpyetca RADIUS 3anpoc otnpaBnsietcs B gopmate: host/FQDN

13 9.108318 192.168.200.1 192.168.2080.9 RADIUS 372 Access-Request id=9@
14 8.115017 192.168.200.9 192.168.2080.1 RADIUS 258 Access-Accept id=90

+ Attribute Value Pairs

AVP: t=User-Name(1l) 1=22 val=host/T428.wl-cse.net

Authentication — User Management — Realms

= = FortiAuthenticator VM FAC

System >

Authentication v

& User Account Policies >
Local Users

Remote Users

Remote User Sync Rules
Social Login Users
Guest Users

User Groups

Usage Profile

Organizations

Realms

Edit Realm
Name: host
User source: AD_Computers [dc01.wl-cse.net) »

~® Chained token authentication with remote RADIUS server

Co3gaem realm ana ’host”

OH OygeT ucnonb3oBaTbCA NO3gHEE B
RADIUS Policy

© Fortinet Inc. All Rights Reserved.
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NMPUMEP 802.1x — Remote LDAP sync rule

Buibupaem LDAP filter ona cootBeTcTBUA onpeaerieHHbIM rpynnam AD.

(&(objectClass=computer)(memberof=CN=LAB-Computers,OU=Computers,OU=LAB,DC=wl-cse,DC=net))

& User Management -

= FortiAuthenticator VM FAC

System 5
Authentication -
& User Account Policies »

Local Users

Remote Users

Remote User Sync Rules
Social Login Users

Guest Users

User Groups

Usage Profile
Organizations

Realms

FortiTokens

MAC Devices
& Self-service Portal »
'ﬁ' Portals 5
Remote Auth. Servers 5
& RADIUS Service >

Edit Remote LDAP User Synchronization Rule

Name:
Remote LDAP:
Base distinguished name:

LDAP filter:

Synchronization Attributes

Token-based authentication sync
priorities:

Sync every:

Sync as:

AD-computers

AD_Computers (dcOl.wl-cse.net)

DC=wl-cse,DC=net

(&(objectClass=computer)imemberof=CN=LAB-Computers,OU=Computers,OU=LAB,DC=wl-cse,DC=ne

@ None (users are synced explicitly with no token-based authentication)

a
d

a

1

FortiToken Hardware (assign if serial number is provided)
FortiToken Hardware (assign an available token)
FortiToken Mobile (assign an available token)

FortiToken Cloud

Email

SMS

Dual (Email and SMS)

~ | | hour(s) ~

Remote LDAP User Local User

© Fortinet Inc. All Rights Reserved.
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NMPUMEP 802.1x — Remote LDAP sync npaBuna

Group to associate users with:
Organization:

Certificate binding CA:

AD_LABPC |~ Co3gaem accouuauunto ¢ rpynnown
[ Please Select ] | (ncnonbayetca ona RADIUS
MS_AD | DC=net, DC=wl-cse, CN=wl-cse-DCO1-CA |~ aTTpl/I6yTOB).

Do not delete synced users when they are no longer found on the remote server

Proceed with rule even when response empty.

LDAP User Mapping Attributes
Username:

First name:

Last name:

Email:

Phone number:

Mobile number:

FTK-200 serial number:

Certificate binding common
name:

Cos3pnaem cBs3b C cepTUdUKaATOM.
dMNSHostName
Onal DAP username mMbl Cnonb3yem
dNSHostNAme, u ero xxe anst NpMBSI3KK
ceptudukaTa. JormkHo coBnagats ¢ CN
BbINYLEHHOIo cepTnudukaTta.

givenName
sn
mail

telephoneNumber

dMSHostMame
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NMPUMEP 802.1x — NpoBepka 3anacu KomnbloTepa

Authentication — User Management — Remote Users

== FortiAuthenticator VM FAC
System » | Edit Remote LDAP User
Authentication ¥ | Remote LDAP server: AD_Computers (dc01.wl-cse.net)
& User Account Policies » Username- +420.wi-cse.net
User Management v - .
’ Distinguished name: CN=T420,0U=Computers,0U=LAB,DC=wi-cse,DC=net
Local Users -
~® Disabled

Remote Users
Remote User Sync Rules
Social Login Users
Guest Users
User Groups
Usage Profile
Organizations
Realms
FortiTokens
MAC Devices
& Self-service Portal
% Portals
E2 Remote Auth. Servers
& RADIUS Service
& TACACS+ Service

B Token-based authentication
@ Allow RADIUS authentication
Sync in HA Load Balancing mode

User Role

Role: Administrator Sponsor

User Information
Password Recovery Options

TACACS+ Authorization

RADIUS Attributes @
@ Certificate Bindings
Common Name Issuer
T420.wl-cse.net DC=net, DC=wl-cse, CN=wl-cse-DC01-CA
Add Binding

© Fortinet Inc. All Rights Reserved.

[MpoBepsieM “user” 3anuncb Ans
KOMMblOTEPA CO3AaHHYI0
npaBUnamMm CUHXPOHM3aLNN.

[TpoBepsaem NpmnBA3KY
cepTndunKkaTos.
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NMPUMEP 802.1x — rpynnoBble aTpuoyThbl

Authentication — User Management — User Groups

System

Authentication

& User Account Policies

& User Management v

Local Users
Remote Users

Remote User Sync Rules

Social Login Users
Guest Users
User Groups
Usage Profile
Organizations
Realms
FortiTokens
MAC Devices

& Self-service Portal

& Portals

& Remote Auth. Servers

& RADIUS Service
& TACACS+ Service
& LDAP Service
& OAuth Service
By samLIdP
£28 FAC Agent
Fortinet 550 Methods
Monitor
Certificate Management

Logging

FortiAuthenticator VM FAC

¥

v

>

Edit User Group
Name:
Type:

User retrieval:

Remote LDAP:
LDAP users:

Usage Profile

TACACS+ Authorization
TACACS+ authorization rule:

RADIUS Attributes
Attribute

Tunnel-Type
Tunnel-Medium-Type
Tunnel-Private-Group-Id
Fortinet-Group-MName

Add Attribute

AD_LAE_PC

() Specify an LDAP filter

@ Set a list of imported remote LDAP users

AD_Computers {dc01wl-cse.net)

Available LDAP Users @

Q ilter

[ Please Select |

[ Please Select] |

v

Selected LDAP Users

t420.wl-cse.net @ AD_Computers (dc01.wl-cse.ne
win10awl-csenet @ AD_Computers [dc01.wl-cse.

Remove all

Value
VLAN (13)
|EEE-802 (6)
240

FTNT_LAB_Computers

© Fortinet Inc. All Rights Reserved.

[lobaBnsieM HeobxoauMble Ham
RADIUS atpubyTbl, B Hallem
npumepe VLAN id.

ATpubyTbl 6yayT nepenaHbl FAC
BMecTe ¢ RADIUS Accept
coobLeHnem
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NMPUMEP 802.1x — RADIUS Service Ceptudukartbl

Ona RADIUS Service ykasbiBaeMm ceptudomkat ncnonsdyemoin FAC B EAP, n gosepeHHbin CA (Haw AD)

Authentication — RADIUS Service — Certificates

. FortiAuthenticator VM FAC
System > | RADIUS-EAP Configuration
Authentication v )
2 Server Settings
User Account Policies 5 .
EAP Server Certificate: fac | C=DK, O=wl-cse, CN=fac.wl-cse.net, emailAddress=admin@wl-cse.net
& User Management N )
RADSEC Server Certificate: fac | C=DK, O=wl-cse, CN=fac.wl-cse.net, emailAddress=admin@wl-cse.net
& Self-service Portal >
EAP-TLS Authentication
'ﬁ* Portals »
Local CAs:
=& Remote Auth. Servers 5

& RADIUS Service g Trusted CAs: xMS_AD | DC=net, DC=wl-cse, CN=wl-cse-DCO1

Clients
Policies
Certificates
Services

Dictionaries
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NMPUMEP 802.1x — RADIUS knueHTbI

Authentication — RADIUS Service — Clients

m = FortiAuthenticator VM FAC
System > | Edit Authentication Client [lobaBnsiem FortiGate B
Authentication v | Name: FGT-LAB KadyectBe RADIUS knneHTa Ha
& User Account Policies > | Client address: Subnet | Range FrotiAuthenticator.
@& User Management > fetwl-cse.net
& Self-service Portal » | Secret: esscssss
& Portals s | @ Accept RADIUS accounting messages for usage enforcement
Remote Auth. Servers . @ Support RADIUS Disconnect messages
& RADIUS Service v
Clients
Policies
o © Fortinet Inc. All Rights Reserved. 55



NMPUMEP 802.1x — RADIUS Policy #1

Cosgaem RADIUS Policy onsa obpabotku EAP-TLS (cepTtudumkar)

KITMEHTOB

Authentication — RADIUS Service — Policies

System ¥
Authentication v
& User Account Policies >
& User Management N
& Self-service Portal >
% Portals 5
=& Remote Auth. Servers >
Clients
Policies
amn

Policy name: FGT-Computer-TLS

Description:

RADIUS clients: Available RADIUS Clients @
Q [Filter

FortiNAC (fnac.wl-cse.net)
WLC42 (192.168.200.42)
WLC45 (192.168.200.45)

© Fortinet Inc. All Rights Reserved.

r—

Chosen RADIUS Clients @

FGT-LAB (fgt.wl-cse.net)
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NMPUMEP 802.1x — RADIUS Policy #2

@ RADIUS authentication request must contain specific attributes

Matching RADIUS Attribute: Fortinet-SSID (FGT-FAC-8021X)

Co3gaem RADIUS Policy ans obpabotku EAP-TLS (ceptudumkar) Vendor: Pt :
KITMeHTOB Attribute ID: Fortinet-SID .

Value: FGT-FAC-8021X
» Allow substring match

ASCII value

Type: String

B Halwiem npumepe Mbl HE 3aaeM HUKAKUX MapamMeTpoB, MOXHO, HanpumMep ykasatb SSID.

System >
Authentication - RADIUS attribute criteria
& User Account Policies >
~» RADIUS authentication request must contain specific attributes
% User Management 5
.!; Self-service Portal » Previous Discard and exit
':E' Portals >
E& Remote Auth. Servers 5
& RADIUS Service v
Clients
Policies

. © Fortinet Inc. All Rights Reserved. 57



NMPUMEP 802.1x — RADIUS Policy #3

Cospgaem RADIUS Policy anga obpabotkn EAP-TLS (ceptudomkar)
KNWEHTOB

Buibupaem knueHTckum ceptudoumkat (EAP-TLS)

System >
& User Account Policies »
Authentication type: Password/OTP authentication

® User Management ’ MAC authentication bypass (MAB)
& Self-service Portal > Client Certificates (EAP-TLS)
"&’ Portals > Previous Discard and exit
Remote Auth. Servers >
& RADIUS Service v

Clients

Policies

Certificates

Cansirac

- © Fortinet Inc. All Rights Reserved. 58



NMPUMEP 802.1x — RADIUS Policy #4

Cospgaem RADIUS Policy anga obpabotkn EAP-TLS (ceptudomkar)
KNWEHTOB

Beibupaem username dopmart, n ucnosnbdyem Haw realm (host)

System 5
& User Account Policies >
& User Management © Understanding the Client Certificates (EAP-TLS) workflow
>
& seif- ice Portal Username format: O username@realm
eli=service Forta ’ @® realm\username
& Portals N O realm/username
S \Cere i S @ Use default realm when user-provided realm is different from all configured realms
. >
Realms:

& RADIUS Service v Default @ Realm Allow Local Users To Override Remote Users Groups @ Delete
& i @ host | AD_Computers (dcO1.wl-cse.net) w o @ Filter: AD_LAB_PC
Policies
Certificates Add a realm
Services
Dictionaries Previous Discard and exit Next

& TACACS+ Service >

& LDAP Service >

H- © Fortinet Inc. All Rights Reserved. 59



NMPUMEP 802.1x — RADIUS Policy #5

Cospgaem RADIUS Policy anga obpabotkn EAP-TLS (ceptudomkar)
KNWEHTOB

Ha naHHomn BKagke octaBideM BCe Kak ecTb. Bce npumeHaewm.

System 5
Authentication v
& User Account Policies »
R et , @ Device authorization
& Self-service Portal | “ Verify MAC address in authentication requests
"E' Portal RADIUS attribute: [Default]
= Portals >
— Authorized groups:
=3 Remote Auth. Servers 5
& RADIUS Service Bl @ Advanced options
Clients P Reject usernames containing uppercase letters
Policies Previous Discard and exit
Certificates
Services
r 1 1

- = © Fortinet Inc. All Rights Reserved.

Authentication factors

Next
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NMPUMEP 802.1x — FortiGate: RADIUS

User & Authentication — RADIUS Servers

=== FortiGate 61E fgt~

@ Dashboard >
NX Security Fabric >
4 Network >
£ System 5
B Policy & Objects >
& Security Profiles >
O VPN >
& User & Authentication v

User Definition
User Groups

Guest Management

LDAP Servers
TACACS+ Servers
Authentication Settings
FortiTokens
= WiFi & Switch Controller >
Ihl 1 ;e © Dt N

Edit RADIUS Server

Name FAC
Authentication method DISEN] | Specify
NAS IP

Include in every user group (B

Primary Server

IP/Name 192.168.200.9
Secret Ty
Connection status @ Successful

Test Connectivity

Test User Credentials

Secondary Server

IP/Name

Secret

© Fortinet Inc. All Rights Reserved.

Co3naem RADIUS Server
akkayHT Ha FortiGate un
npuBAsbiBaem K FortiAuthenticator

(B Hawem npumepe
192.168.200.9)
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NMPUMEP 802.1x — FortiGate: SSID

WiFi & Switch Controller — SSIDs
Cosgaem HoBbIM SSID, ncnonssdyem Dynamic VLAN assignment.

WiFi Settings
Name 2 FGT-FNAC-8021X (FGT-FNAC-8021X)
Alias Used for 802.1X 551D FGT-FAC-8021X
Type = WIFi SSID Client limit >
Traffic mode €@ (=) Tunnel Broadcast SSID @
Address
Security Mode Settings
IP/Netmask 0.0.0.0/0.00.0 - N
Create address object matching subnet (B Security mode WPA2 Enterprise v
Secondary IP address (@ [Authentication (Il RADIUS Server )
[ ] v

Administrative access @0 FAC

O HTTPS HTTP © O PING . -

IPv4
v ) FMG-Access 0 ssH ) SNMP Client MAC Address Filtering

O FTM RADIUS Accounting Dgzz“;:c’;f;bg RADIUS server (B

(® DHCP Server Additional Settings
L
Network Dynamic VLAN assignment @
Device detection @ @© Schedule €@ @ always ®
+
r 1 1
= © Fortinet Inc. All Rights Reserved. 62



NMPUMEP 802.1x — FortiGate: UHTepdencsl

Network — Interfaces

= Interface @ DomainComputers
Cosgaem HeobxoanmMble NHTEPMENCHI. . o
Port Speed Auto-Negotiation
B Hawem npumepe ato DomainComputers VLAN Type 6 VLAN
Role LAN
|Pv4 Addresses 10.10.240.1/24
@ Dashboard > VLAN ID 240
. =.= FortiGate 61E INTERNAL
Xk Security Fabric > 5 6 7 M7 WANIWAN2 Base Interface & FGT-FAC-8021X (FGT-FAC-8021X)
3N I" ] (] [ [
etwork v
Interfaces ww
DNS ‘ + Create New~ ‘ & Edit 1 Delete Search Q
Packet Capture Name * Type Members IP/Netmask
Ao AR % FGT-Connect-CP (FGT-Connect-CP) = WiFi SSID 192.168.163.1/255.255.255.0
Sbeit e =] = FGT-FAC-8021X (FGT-FAC-8021X) = WIFiSSID 0.0.0.0/0.0.00
Performance SLA
o @& 8021X-Staff242 A VLAN 10.10.242.1/255.255.255.0
Static Routes )
® @& DomainComputers A VLAN 10.10.240.1/255.255.255.0
FortiExtender
* @& FAC8021-Student A VLAN 10.10.241.1/255.255.255.0

L Cuctarn “
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NMPUMEP 802.1x — FortiAuthenticator: Logs

[Togkniovyaem Hallero
System > | & Refresh & Download Rawlog & LogType Reference & Debug Report | ~ Search for log record 386530 total
Authentication . : Kn Me HTa M non yqae M

. ID Timestamp Level Category Sub Category Log Type ID Action Status Source IP esETs &
Fortinet SSO Methods N Log Record Detail COO 6 e H M e
Monitor , | 480.. ThuSep2414:15... informati... Event Authentication 20420 Authentica...  Success 192.168.200.1 8( 480113 LL'.
Certificate Management s |480.. ThuSep2414:15.. informati... Event System 30350 Jd Timestamp 'zfgléé’:ep 24 14:15:39 th t- t- S
Logging ~ | 480... ThuSep 24 14:14... informati... Event Authentication 20994 Login Success 192.168.190.108 W Level information } \u e n I Ca I O n u CceSS B
& Log Access B 480... ThuSep 24 14:14... informati... Event Authentication 20994 Login Success A Action Authentication T T
Io Saws  Succes norax FortiAuthenticator
BS 480... ThuSep 24 14:14... informati... Event Authentication 20994 Login Success Source IP 192.168.200.1
& Log Config > |480.. ThuSep2414:14.. informati... Event System 30350 q essage 802.1x authenticaton
E A dt R + successtul
Sl > |480.. ThuSep2414:13... informati... Event Syster 30350 1 User host/T420.wl-cse.not
480... ThuSep 24 14:12... informati... Event System 30350 Jq Log Type
. Type ld 20420
480... ThuSep 24 14:11... informati... Event System 30350 Jdq —
Name EOOQKIX Authenticatio
480... ThuSep 24 14:10... informati... Event System 30350 Jd
sy At A ecnu 3arnaHyTb B debu
480... ThuSep 24 14:09... informati... Event System 30350 Jq
[ Category Event
480... ThuSep 24 14:08... informati... Event System 30350 Jdq Description SstIJCzc.é;c;bjlthentication O 6 H a py>|<M M q TO
AQn Thii Can 24 14:N7 infarmab Euvrant Quetam 20280 1A

binding/check is passed.

<« C @ © & httpsy/facwl-cse.net/debug/radius/?offset=08&limit=500 B e w
Service:  RADIUS Authentication b Max. log files size: 1 MB b Enter debug mode

2020-05-24T714:17:35.572%36+02:00 FAC radiusd[15371]: (262) # Executing group from file fusr/etc/raddb/sites—enabled/default

2020-05-24T714:17:35.572%46+02:00 FAC radiusd[15371]: (262) eap: Expiring EAP session with state 0x7544%ede7d0c5386

2020-05-24T714:17:35.5725%51+02:00 FAC radiusd[15371]: (262) eap: Finished EAP session with state 0x7544%ede7d0cS5386

2020-05-24T714:17:35.572556+02:00 FAC radiusd[15371]: (262) eap: Previous EAP reguest found for state 0x75445edeTd0c9386, released from the list
2020-09-24T714:17:35.574165+02:00 FAC radiusd[1571]: rlm eap tls: Certificate passed CRL check.

2020-05-24T714:17:35.574832+02:00 FAC radiusd[1571]: £n eap tls.c: Verifying remote LDAP user cert binding (user: t420.wl-cse.net, ldap id: 2)
2020-09-24T714:17:35.576344+02:00 FAC radiusd[1571] T

2020-05-24T714:17:35.576426+02:00 FAC radiusd[1571]14 rlm eap tls: Certificate binding check succeeded. (CN=T420.wl-cse.net, Issuer=/DC=net/DC=wl-cse/CN=wl-cse-DC01-CZ)
2020-09-24T714:17:35.577215+02:00 FAC radiusd[1571] rlm eap tls: Certificate passed CRL check.

202N-N9-24M14:17:35_57T7/24+N2:0N F&C radinadl15711: (2621 ean: FAD asaainn adding Srenlwv:8tate = Nx7944%adeT~0A83RA
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NMPUMEP 802.

U
1x — npoBepka RADIUS Accept n VLANId

+

@ Dashboard v
€ Clients By FortiAP Ha Fortigate Mbl BWOUM 4YTO Mosib30BaTeSb
P P MOLKITHOYEH.

FortiView Sources \ ‘ |

FortiView Destinations "\

FortiView Applications W 4 A

FortiView Web Sites s
FortiView Policies

FortiView Sessions

+

IP MAC Address

A 3arnsHyB B COOEPXMMOE MNaKkeToB

N 4 obpaHyxusaem RADIUS-Accept

a coobuleHne Bknovasi HasHavyeHne VLAN
User Device SSID 240

NA Security Fabric > B 24cH @

& Network > 10.10.240.2 B8C:A9:82:AE:4E:D6 host/T420wl-cse.net @0 8c:a9:82:ae:de:d6 () FGT-FAC-8021X

|+L- 14 8.122548 192.168.200.9 192.168.200.1 RADIUS 304 Access-Accept id=111

Authenticator: 9608d1fd1eb®7285343c97108b9886a250
[This is a response to a reguest in frame 13]

[Time from request: 0.816899000 seconds]
v Attribute Value Pairs
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:

t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)

t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)

t=EAP-Message(79) 1=6 Last Segment[1]

t=Message-Authenticator(88) 1=18 val=c@dcl18cP9834985cela3fbced3cic71b
t=User-Name(1) 1=22 val=host/T420.wl-cse.net

t=Tunnel-Medium-Type(65) 1=6b Tag=0x00 val=IEEE-802(6)
t=Tunnel-Type(64) 1=6b Tag=0x00 val=VLAN(13)
t=Tunnel-Private-Group-Id(81) 1=5 val=248
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FortiAuthenticator

Security Assertion Mark-up Language (SAML)




SAML = yT1O 3T0?

Uto Takoe SAML (Security Assertion Mark-up Language) ?

* OTKpbITbIN CTaHAAPT 0OMeHa AaHHbIMU ayTeHTUUKaLMN N aBTopU3aLum Mexay
y4yaCTHMKaMMU.

* OcHoBHoe npmMmeHeHne multiply-domain web SSO

 Tonbko browser-based
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SAML — KOMNOHEHTbI

Principal

» CywHoCTb KOTOpasi 3anpawmBaeT AOCTYN K cepBucy Tpedyrowemy ayTeHTudomnkaumm n
aBTOpu3auun (nonb3oBartesib, rpynna, unn ycTponucTeO)

Identity provider (IdP) (noctaBLUMK YYETHbLIX 3anncen)
« CosgaHue, XxpaHeHue n ynpasrieHme unaeHTuukaunoHHon ndopmaumm
» OTtBevaerT Ha 3anpocbl SAML ot SP

Service Provider (SP) (noctaBLuK cepBuca)
» [lpepocTaBnsieTt cepsuc Principal
» [onaraetcsa Ha IdP gna ayteHTU(pmnkauum n aropasauum
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SAML — kak 3To paboTtaeTt?

SAML nepeaaet nonb3oBaTtesnibCkue aaHHble oT IdP k SP 4yepe3 Principal

» SP posepsiet IdP
 |dP reHepupyet SAML assertions ¢ nHdpopmaumen nosnbL3oBaTend

« SAML assertion cookies nozsonatoT nonydatb goctyn K SP 6€3 noBTOpHOM
ayTeHTudmkaymm
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SAML - FSSO ynpoLleHHO

ldentity Unknown g —.@‘o

FortiGate
e gy, ——{lll—{e=p—F5
yepes SAML ~
FortiGate FortiAuthenticator SAML IdP

NoeHTndmnkaumoHHble JaHHbIE

n3BeCTHbI, aBTOpu3auud II . [ Internet
obasaTenbHa B |

FortiGate
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FortiIAuthenticator

[lemoHcTpauun




INemMoHcTpauua padotbl SAML

FortiWeb (SP)

User (Principal)
Webserver
website1.fortinet.demo
_ website2.fortinet.demo
FortiADC (SP)
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JemoHcTpauuna padortbl SAML

ortiAuthenticator VMKVM fac.fortinet.demo

n v | 4 Add Widget
Dashboard v
tatus
Iser Lookup System Information User Inventory
|A Status Host Name fac.fortinet.demo Users Used: 3 Maximum allowed: 5 Available: 2 Disabled: 0
Network > Device FQDN fac.fortinet.demo Groups Used: 1 Maximum allowed: 3 Available: 2
Administration > Serial Number FAC-VM0000000000 FortiToken Hardware Used:0 Populated: 0 Available: 0 Disabled: 0
M z System Time Tue Nov 2 16:51:47 2021 FortiToken Mobile Used: 0 Populated: 0 Available:0  Disabled: 0
essaging >
Firmware Version v6.2.1, build0552 (GA) FSSO Users Logged-in: 0 Max. allowed: 5 Available: 5
ntication >
3 System C(mﬁgumﬁ(m Last Backup: N/A FortiClient Logged-in: 0 Maximum allowed: 5 Available: 5
et 5SSO Methods > ) , Workstations
Uptime 0 day(s) 7 hourts) 52 minute(s)
or >
cate Management >
8 5 i : Authentication Activity
License Information —
SMS 0.28
0.26
Sent/Allowed L o0of0 N 0.24
FortiToken Cloud 022
u 0.20
Status Service unreachable C g 0.18
= o6
5 o014+ — o
n
e 0.12
3 0.10
4
HA Status 0.08
Enabled [} 0.06
0.04
0.02
0.00 — L T T
) > < %. s, R %6 ‘s 4|
® o » % D ) ‘P s
Disk Monitor
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2FA ona obnavHbIX NpuUnoXeHMn Ha npumepe O365

Ofgm AAzure

2. Monb3oBaTenbL BBOAUT
AomeH nnm email. 0365
onpegenseT, YTO JOMEH
¢enepaTMBHbLIN

3. 0365 nepeH
Ha PassivelLogin

3TOro AOMeHa 8. AyteHTudpmkaums Ha FortiAuthenticator

3aBepLleHa, Nonb3oBaTeNb NepeHanpaBnseTcs
Ha AoMaLlHo cTpaHuuy 0365

4. PassiveLoginUri ato IdP
SSO URL pgnsa O365 SP Ha
FortiAuthenticator

1. Mepexoa Ha cTpaHuUy 5. Nonb3oBaTens BBOAUT

ayTeHTUdMKauum B 0365 noruvH/naponb Ha FAC IdP
logon cTpaHuue

6. FortiAuthenticator
cBepseT noruH/naponb >

7. Y nonb3oBartena 3anpawuBaetca OTP
M HanpaBnsetca Push yBegomneHue

AR >
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[JeMmoHcTpauusa (BUOeoposiuk 2 MUH)
Office365 n FortiToken Mobile (c Push HoTudounkaunsamn)

G office 365 - Recherche Google X X | + ~
< c o google.com
SAML-SP ‘
Google office 365 G | &
Saas fficher | d' il de G |
. Afficher la page d'accueil de Google
El Office 365 Tous {J Shopping & Actualités  [Z) Images 2 Vidéos i Plus Paramétres  Outils

https://portal.office.com

www.office.com ~ Traduire cette page

Office 365 Login | Microsoft Office

h online versions of Microsoft Word, PowerPoint, Excel, and

and presentations online MiCI’OSOf‘t 365 < G Office 365

_- Mlcrosoft To Do Office Templates

2FA

&

Collaborate

OneNote. Sa

ocuments, spreadsheets

Calendars - Resume Templates -

Presentations - Word - Budgets

Microsoft est la marque désignant un abonnement a la

Autres résultats sur office.com »

@ derniére version de Microsoft Office et a un ensemble de services

Azure AD Connect i Cloud, par opposition aux licences dites perpétuelles qui

/ www.microsoft.com microsoft-365 v s'installent pour une durée indéterminée n seul ordinateur a la
Pack Office - Abonnement cloud sécurisé - Microsoft 365 fois. Wikipedia

Découvrez M ft 3 suite bureautique e bonnement cloud pour particulier et
Découvrez Microsoft 365, suite bureautique en abonnement cloud pour particulier e Date de sortie initiale : 28 juin 2011

entreprise incluant le pack Office et des outils de sécurité avancée ) o
Systéme d'exploitation : Microsoft Windows

Licence : Microsoft end-user license agreement (d)

www.microsoft.com » fr-fi education » products » of -
Microsoft Office 365 gratuit pour les établissements scolaires .. Type : Abonnement
t les enseignants des €tablissements admissibles peuvent s'abonner Environnement : Windows. macOS

t a Microsoft Office 365, qui intégre Word, Excel. PowerPoint Langage de programmation : C++

www journaldunet fr Su collaboratifs ~ Recherches associées

FortiAUthentica‘tor Microsoft 365 (ex- Offloe 365‘) offre gratune ou payante, le rJ o n )

20 — Au programme - la messagerie Outlook.com, OneDrive et des versions en
MO)KeT 6b|Tb HaCTpoeH ligne de Word. Excel et PowerPoint. Microsoft 365 Personnel et . <
B KaquTBe SA M L - I d P [ Microsoft Microsoft Microsoft Microsoft Microsoft

frwikipedia.org ki > Microsoft 5w Teams Office OneDrive Nord Outlook

mnn SAML-SP Microsoft 365 — Wlklpedla .
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