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Evolution of EPP

Advanced Endpoint Protection Platform (EPP) with Automated Detection and Response

Capabilities

E

CrowdStrike
CarbonBlack

Symantec

Sophos EPP

TrendMicro
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PR 50-40%

Penetration

95%

Penetration

NGAV
Feature
Enhancement

Endpoint Protection Platform (EPP)
1. Prevent file-based malware

2. Detect and block malicious activities from trusted and
untrusted applications

3. Provide the investigation and remediation capabilities to
respond to security incidents and alerts

EPP with EDR

(9 Billion)
Full EDR for SOCs/UEBA
Endpoint Detection and Response (EDR)
1. Record and store endpoint behaviors and events
2. Detect security incidents

3. Response
1. Containment and remediate

2. Forensic—investigate security incidents, root cause analysis
SentinelOne
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Pain Points

Compromised endpoints

» There is no 100% prevention
« Threat landscape - Ransomware, data theft, business disruption
* Need better detection. Reduce time to contain, time to remediate

Incident response — cost, pain and business disruption

« We all want to stop the breach, but at what cost?

« Alert fatigue, false positive

 Blunt tools and Manual response

» Business disruption, machine off-line, lost of productivity, user complaint

Not enough security expertise in house, other resource constrains

* Need to accelerate SOC maturity,
* Need to scale SOC capacity
« Don’t have time to patch, can’t upgrade all machines

Complex security eco system, too many point solutions

* Need Integrated solution
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To Automate or Not to Automate?

MDR/IR retainer

Manual Process — by

First Generate EDR Automated but Blunt

VS.

Time to respond? False positive?

Manual remediation Blunt tools — endpoint
Re-image? quarantine

Business disruption
Machine offline?

Alert fatigue

Business disruption
Lost of productivity
Financial impact
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FortiEDR — Real-time Endpoint Protection at Pre- and

Post-Infection

Pre-Infection Post-Infection

o | ®

Discover Prevent Detect
& Predict
Proactive risk Pre-execution Detect threats in
mitigation protection real time
Discover rogue Kernel-level * No alert fatigue

devices & loT

Machine learning & * Provide malware

Signature-less

Application and

reputation Application

communication
control

Vulnerabilities

Risk-based policies
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Defuse Respond & Remediate
Investigate & Roll back
Stop Breach and Dis-infection

data loss

* Rollback malicious
changes

» Customizable incident
response playbooks

First and only real-

Full attack visibility i
time post infection '
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FortiEDR Automated vs. Manual EDR

SECURITY CONTINUOUS SEARCH REMEDIATE
PROCESS MONITORING ENVIRONMENT ENDPOINTS

FortiEDR OUT OF THE BOX—Detect Defuse In Real Time + Continuous Validation gk,f‘r}’g,?,&KMB,;‘,fgngCE

18T GEN EDR 1-120 MINUTES
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Advanced Endpoint Protection, Detection and Response
Table stakes vs. extra mile

Predict/attack

Prevent )
surface reduction

Respond to security incidents
File based malware Behavioral . Alert Triage Di
Signatureless ehavioral based detection (S e — iscovery

- : for File-less attacks/ living off : Visibility
Pre-executive protection Remediate
P the land attacks Vulnerabilities

Detect and block exploits Investigate

Optional MDR services

Pre- and post-infection Defuse potential threats Automated Response & Attack Surface reduction
protection automatically Remediation Discover

Stop ransomware damage Playbook Orchestrated Applications
Continuous validation Memory snapshot for Rogue devices and loT
No business interruption forensic investigation Virtual patching
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Automated vs. Manual

SECURITY CONTINUOUS SEARCH REMEDIATE
PROCESS MONITORING ENVIRONMENT ENDPOINTS

FortiEDR OUT OF THE BOX—Detect Defuse In Real Time + Continuous Validation gk,f‘r}’g,?,&KMB,;‘,fgngCE

18T GEN EDR 1-120 MINUTES
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Reduce Noise, Boost SOC maturity

ENSI u ensiofordev

FORENSICS

COMMUMICATION CONTROL

SECURITY SETTINGS

ADMINISTRATION @ Protechion »

EVENTS

B Export =
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v handie Ld

ensw-lap117 (1 event)

o 1167471  ensw-lap11?

& DESKTOP-BSO9MQF (1 event)
W ensw-lap151 (1 event)

W ensw-lap146 (I events)

@ ENSW-LAP108 (3 events)

@ ensw-lap-152 (3 events)
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CLASSIFICATION

ETIOR &
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ice\HarddiskVolumeaiWindows'

£ Suspicious
Inconclusive

$ Suspicious
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# Malicious

1R300 By
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DESTINATIONS RECEIVED ™

31-Dec-2018, 02:10:21

Madify OS Settin... 31-Dec-2018, 02:10:21

18-Nov-2018, 15:37:07
28.0ct-2018, 03:32:11
25-0ct-2018, 10:47.03
10-0ct-2018, 01:57:50

04-0ct-2018, 08:02:28

CLASSIFICATION DETAILS

=< 5ale ENSLD

History
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Inconclusive, by ensSilo, on 0B-Now-2018, 06:21:07




Guided Interface

e5262db186c97bbe533f0a674b08ecdafa3798ea... (3 events)

[ ] NO-AV.exe (7 events)

*, Wylaiiciousr

O e 2142851 M DESKTOP-POKOTMU  NO-AV.exe # Malicious
b 88 User DESKTOPPOKOIMUUser  Certificate: Unsigned ess path:
O p 2142773 B DESKTOP-POKOTMU  NO-AV.exe ¥ Malicious
Op 2142755 M DESKTOP-POKOTMU  NO-AV.exe ¥ Malicious
] P 2142734 M DESKTOP-POKOIMU  NO-AV.exe # Malicious
I 21427;14 B DESKTOP-POKO1MU Nb-Av.exe | B Maliéious
ap 2142696 M DESKTOP-POKOTMU  NO-AV.exe # Malicious
N < 2142682 W DESKTOP-POKOTMU  NO-AV.exe # Malicious
[T]  Pre-AV.exe (1event) % Malicious
\:Zr " 7682b842ed75b69éé;csdeechSadSee?Qc?é%QS... (2 events) *V"Malicéous
O et 3afd5ffdd769c66118f4fSeec;;80655(14cfdc6e8... (1 event) * Malicious
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2%Jan-2020, 23:18:24 # Malicious ensiLo

By ReversingLabs

Threat name: Win32.Trojan.Gandcrab
Threat family: Gandcrab

Threat type: Trojan

R R i History
Modify OS Settin... 13-Dec-2019, 14:55:50 13-Dec-2019, 14:55:50 (%]
L B N R B S S T | * Malicious, by enSilo, on 13-Dec-2019, 14:56:26

File Creation 13-Dec-2019, 14:55:50 13-Dec-2019, 14:55:50 7]

File

= @ Process Hollowing - Process Code Was Replaced

12

 File Process Hollowing is a technique used by malware to masquerade as a

legitimate process by stripping the original process from its code and
replacing it with malicious payload. Attackers find this technique very
efficient as the process will appear to be valid, and even signed, when
examined.

MITRE Techniques:
T1186 - Process Doppelganging
T1093 - Process Hollowing

Retrieve the executable file of the parent process from the targeted
device according to its Path by using the Forensic Tab. In addition,
retrieve a full executable file memory of the process for deeper

analireis
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Customer Reviews

Gartner Peer Insights “Voice of the Customer”
Endpoint Protection Platforms
Gartner Peer Insights Customers' Choice

As of 31 October 2019

5.0

Overail Rating -

FRTINET

Sorted alphabetically

Low Review Coverage I High Review Coverage

Bitdefender
Cisco
Comodo

Cybereason
enSilo
Fortine

Morphisec
Panda Security

BlackBerry Cylance

Check Point Software Technologies
F-Secure

Palo Alto Networks

Review C

Customers’ Choice
{x) Carbon Black
{*) Crowdstrike
%) ESET

{*) Kaspersky
{*) Malwarebytes
{*) SentinelOne
{*) Symantec
24.5
Market
Rating
|
McAfee <45
Microsoft e
arke
Sophos Rating
Trend Micro
HIGH

Source: Gartner (December 2019)

"EnSilo Is The First Product In My 15 Year Career That

Makes Me Think We Have A Chance."

CISO in a financial industry

“EnSilo is efficient in all aspects. The agent has almost no
overhead, the management interface provides detail
without needing to dig, and most importantly, blocking
occurs with minimal user impact.”

"Successfully Regain Advantage Over Malicious
Actors"

Sr. Security Analyst from manufacturing

“The zero-day capabilities are outstanding. Changes the
table on suspicious activity from "Opt out" to "Opt In" --
suspicious activity is stopped and only allowed after
activity analysis.”
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FortiResponder Services

Managed Detection and Response
Incident Response Services



0

Our Team is comprised of
iIndividuals with strong
knowledge in:

Malware Hunting/Analysis
Reverse Engineering
Multiple Scripting Languages
Forensics

Incident Response
Processes

Threat Actors TTPs

Chinese and Russian
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24x7 Monitoring and Response
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Continuous
Monitoring
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Available as an add-on subscription or as part of:
* FortiEDR premium bundle for servers
» FortiEDR ultimate bundle for endpoints
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Real-time Automated Security
with Orchestrated Incident Response

- -
- ~~

REAL-TIME PREVENTION

* Machine learning, Kernel-based Next
Generation AV

REAL-TIME PROACTIVE RISK MITIGATION - -

* Discover and track applications and loT devices ,/léQ

PREVENT
REAL-TIME PROTECTION

* CVE and application rating data enrichment S
Q * Feeds from a continuously updated cloud

* Risk based proactive policies enabling attack
database

surface reduction !
* Real-time automated prevention of

ransomware encryption

DETECTI &
DEFUSE

NO ALERT FATIGUE
NO DWELL TIME

DISCOVERY

& PREDICT

PROACTIVE RISK
MANAGEMENT

REAL-TIME DETECTION AND DEFUSION

* Automated post-infection detection and
blocking

REAL-TIME ORCHESTRATED INCIDENT RESPONSE *,
* Automated event classification .

RESPOND & REMEDIATE
CUSTOMIZED DISINFECTION

* Automated remediation (notify users, isolate

device, remediate device, open ticket) * OS-centric technology

¢ Automated investigation with minimal « Analysis of entire log history

interruption for user . .
* Surgical containment

CLOUD, ON-PREMISES OR W ueHTWEIGHT
HYBRID MANAGEMENT 1> AGENT
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FortiEDR vs. Competitors

FortiEDR delivers comprehensive, fully automated protection, detection and response

Fortinet
FortiEDR

Crowdstrike | CarbonBlack | Sentinel One | Symantec

AUTOMATED
PROTECTION

Vulnerability scanning C' (' C' C.

and virtual patching Requires add-on, Requires add-on and
no remediation options Windows 10 only

Requires LiveResponse no remediation options

Real-Time, Pre-Execution
Blocking (AV)

Real-Time, Post-infection No, detect only and no No, detect only and no No, detect only and no No, detect only and no
protection real-time blocking real-time blocking real-time blocking real-time blocking
AUTOMATED EVENT
MANAGEMENT
Orchestrated & O (.

Automated Response

Manual Limited, not orchestrated

Remediation in real time

Eliminate Dwell Time and
Alert Fatigue

Available on-premises or
in the Cloud
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Cloud-only
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Electronic Manufacturer

Challenges
* Threat bypass the existing AV solution
* Under continuously state of attacks - 3% infection rate
 Ransomware attacks cause disruption of production
* Vulnerable systems with legacy manufacturing applications

Requirements
 Effective endpoint protection, detect and block ransomware
» Support legacy platforms

« Business continuity, system availability OT System environment
Business outcome Windows legacy systems
* Immediately identified pre-existing infection Balance high availability and

 Insure business continuity. Security

* Blocked malicious activity from spreading or corrupting the
manufacturing line

 Allowed the infected devices to continue manufacturing without _
any service interruptions. Deployment size — 7,000

* Protects Legacy systems/Slimline laptops on the manufacturing floor endpoints
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Financial Services

Challenges

* The financial services industry is a constant target

. SecuritP/ is perimeter-focused, and prevention only with Endpoint security focus on
e

Financial Services

static file analysis at pre-execution prevention
* Fileless malware undetected for extended periods of time. Deployment size — 9,000 end
* Ransomware interrupting business continuity. points

Requirements

* Upgrade security posture. Move from perimeter-focused and prevention to include
detection and response capabilities.

* Ability to detect fileless malware and ransomware attacks

* Identify pre-existing infection, Isolates malware and prevent data exfiltration from
stealing data.

Business outcome
« Deliver comprehensive defense that includes a first line (pre-execution prevention)

atnc% last line of defense. Protects endpoints and data even during active infection
states

* Behavioral-based detection identify suspicious processes and prevents malicious
activity from calling home, exfiltration of data and stem lateral movement.

*  Complete visibility of attacks. enSilo provides a precise view of where the actions are
initiated from, the path to the process root, and the attempted destination.

*  Provide remediation and automatic roll back
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