DIGITAL EDITION

F::RTINET

SECURITY '

DAY :

3awmweHHbii SD-WAN u SD-Branch ot 3R
Fortinet »
Makcum TopULKUI, CUCTEMHBIN UHKEHeP

6 anpead 2021 | Knes | MmHCK

e S0 00



CopaepxxaHue

TpaonymonHasa WAN vs Secure SD-WAN

ApXnTEKTypa N KOMMNOHeHTLI peweHnsa Secure SD-WAN

HesaBucumbie oLeHKU

BapwuaHTtbl ncnonb3osaHusa Secure SD-WAN

Secure SD-Branch



TpagunumoHHada WAN vs
Secure SD-WAN




TpaanumoHHaa WAN

Kakne npobnemsbl 3acTaBnsaoT 3agymaTbest 0 mogepHusaummn WAN

MPL S/BblaeneHHble KaHanbl Becb Tpacduk BanaHcupoBKa / pe3epBupoBaHue
[oporvie KaHasbl CBA3W MapLpyTuaunpyetcsa B HQ bes yyeTa xapakTepuCTuK KaHanoB B
nHcnektTupyetcsa B HQ peanbHOM BpeMEHN

—— DC / Private Cloud

SAPd

ORACLE’

LleHTpanbHbIX
ochmuc

CiTRIX
vmware

= MPLS / BblgeneHHble KaHarbl
* WHTepHeT / Public cloud (HQ)
= DC / Private cloud (HQ)

Public Cloud (SaaS, laaS)

» BusHec-nNpunoxeHus A
= ObnayHble cepBuUCbl A
06 4 i

= 3agepXKku $ ] Office365 &3 Drophox  CITRIX

= MPLS Cost
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A
Secure SD-WAN SD-WAN — Habop TexXHOnorumn no
HTO 3TO 1 KOMY OynEeT nonesHo ? noctpoeHusa coBpemeHHon WAN

* WHTennekTyanbHas uaeHTUMUKaLmna NnpUnoXeHn v
onpeneneHnsa anst HUX fy4dwero KaHana cBsi3u rnyTem
KOHTPONA XapaKTepUCTUK KaHaroB B pEXUME
pearnbHoro BpemeHu (packet loss, latency, jitter)

YnyuweHue Nnpou3BoAUTENbLHOCTHU
1 NPUIIOXXeHUN (NoBbIEeHue
yOOBNEeTBOPEHHOCTU Nonb30BaTenen)

 PacwunpeHHbIX hyHKLMOHAN 6e30nacHOCTU
(NGFW+SSL Inspection) npu goctyne B Internet n
Public Cloud n3 dounuana / ueHTpansHoro oguca

 WHTerpauusa B ogHom yctpounctee cepeucos WAN
8 YnpolyeHue gusanHa WAN Edge: HTennekTyanbHasa MmapwpyTtusauus, QoS,
FEC/PD, 6anaHcupoBka, failover, ceteBas
6e30nacHOCTD ....

Ob6ecneyeHue 6e3onacHoOro
poctyna B Internet / Public Cloud

-
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Secure SD-WAN

UT0 31O 1 KOMY OyOET NONME3HO ?

 EpuHas ueHTpanusoBaHHasa cMctemMa ynpaBrieHUA
“Security + SD-WAN + switching + wireless”

4 YnpouieHue ynpaBneHusa u
 Cucrema BHeagpeHua ZTP

BHeapeHus

-
* YMeHblleHue onepaumoHHbIX pacxXxonoB 3a CHET

5 JkoHomus 3aTpar (OpkEX, NCMOMb30BaHNSA Pa3NUYHbIX KaHanoB cBA3u (broadband,
CapEXx) n rubkoctb MPLS, 4G/LTE) ansi nogkntoyeHnst domnmanos
noaKmn4vYeHus « KoHconupauusa pyHKUUN B OOHOM YCTPOUCTBE

* HTerpnpoBaHHbIN KOHTpOep KommyTtaTtopoB u T
y (ynpasneHune, KoHurypauma n MoHnTopuHr), FOS NAC
R e SRVEVECH . WnTerpaums c ENAC, FSA, FAC
(Secure SD-Branch) y

« be3onacHocTb nonb3oBaTenbCcKux yctpoucts (FCL)
« 2FA

-
-nw © Fortinet Inc. All Rights Reserved. 6
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Peanuszauusa \WAN ¢ ucnons3oBaHuem Secure SD-WAN

LleHTpanbHbIN DC / Private Cloud
ocpuc
Pdunvan w .
e ORACLE
= CiTRIX

- vmware
ISP1 / MPLS / Internet

AddekTUBHAA MapLipyTUsauma Tpacpuka KPUTUYHbIX
npunoxeHun (Voice & Video) n 6usHec-npunoxeHumn
WHTEenNNeKTyasnbHasg MapLupyTU3MpyeTcs C y4eTomM
XapaKTepUCTUK KaHanoB CBA3N K cTpaTernn Bolbopa KaHanos
CBSA3U

BanaHcuposka u pesepsupoBaHue (failover)

2 ] iPsec
BesonacHbIn poctyn B ceTb MHTepHeT U K

8.
ﬁP 2 [ Internet )
cepBucam B Public Cloud _
BanaHcupoBka 1 peaepBupoBanme (failover) ‘ Public Cloud (Saas, |aaS)

SD-WAN TexHonoruu BxogaT B coctaB OC FortiOS un
He TPeOyrT OTAENbHOro NMMUEeH3MPOBaHUSA

) Office365 3 box  CITRIX

-nw © Fortinet Inc. All Rights Reserved. 7



N
Gartner: “Kakue Tpyn oCHOBHbIe NpobnemMbl (ecCnu TakoBble

nmerotcs) ¢ sawen WAN cerogHa ?”

. First Choice . Second Third Sum of Top Three

Application Performance

Management: Visibility, monitoring 11% S
and troubleshooting
. L . . o 5 31%
Meeting cloud/digital-specific requirements 10% 10%
Lack of agility/flexibility m 22%

0% 40% 80%

Availability

Percentage of Respondents

Base: Total, excluding no specific concerns; n = 303 . ) . o . .
QO07: What the top three biggest concerns (if any) with your overall WAN today? Gartner Survey Analysis: Address Security and Digital Concerns to Maintain Rapid SD-WAN Growth, Naresh Singh, 12 November 2018
ID: 355369

3aKa34ynku CUHUTAIOT, 4YTO 0e30MnacHOCTb ABMISAETCA OCHOBHbIM BOMNMPOCOM B paMKaX CyuleCTBYHOLUX

WAN, 3a KoTopbIMU CrieayoT MPOU3BOANTENbHOCTbL NPUSTIOXKEHUN U CTOMMOCTL peweHnsa WAN



KoMnoHeHTbI pelweHuns
Secure SD-WAN




Secure SD-WAN

KOMMOHEHTLI peLLeHns

FortiGate — kopnopatusHbIn Firewall ¢ doyHkunoHanom SD-WAN (FGT)

FortiManager — ueHTpanu3oBaHHas cuctema ynpasneHus 1 MoHnTopuHra (FMG)

FortiAnalyzer — ueHTpanuaoBaHHas cuctema cbopa, aHanmsa u Koppenaumm
XypHarnbHbIX doannos (f1oros) U obecneveHne otdyeTHOCTU (FAZ)

FortiGate Cloud — obnayHasi ueHTpanM3oBaHHaa cucTema ynpaBneHust U MOHUTOPUHra

FortiDeploy — komnoHeHT ZTP B coctaBe FortiGateCloud

R
H © Fortinet Inc. All Rights Reserved. 10




ApXUTeKTypa
Secure SD-WAN




Apxutektypa Fortinet Secure SD-WAN (Controllerless)

Orchestration 1 Management plane

ogn T

o

3
;Qx
a

Fabric Management Center

Management

R ¢ @ oo e

ZTP

SD-WAN API Connectors

®© 4 ©

FortiGuard FortiSandbox Security
Labs Rating
Service

Switched MPLS
Ethernet

- PO,
= @ & W

Broadband 3G/4G/LTE/5G

 seuysewees
XYY @HY

Anti-Botnet

SSL Content IPS
Inspection Filter

Control

Reputation

SPU

Security
Processor

WAN path ~ WAN path

Brvé control

SD

NOC/SOC Logging & Automation 10C/ S
Reporting Engine Analytics ; FMG Monitoring Orchestrator
I
Security Services I SD-BRANCH
Logs ; Management

R EE G

WiFi Switch Endpoint  NAC

WAN Edge

X =t

Routing QoS

-WAN Services

oo

Cloud Security VPN Adv Routing
remediation optimization
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FortiGate




FortiGate — mogenbHbIN pAQ*
OT HebonbLlKnx ounuanos oo kpynHeix LUOA

FortiOS =
UHTepdenchol

NMpounssoantensHoctb (SOC, NP, CP)

FortiGate 200-600

FortiGate 40-100

FortiGate 1000-6000

FortiGate 5000
FortiGate 7000

T YT
FortiGate 60 mm Microsoft
. VM Hyper-V
M {. -
CITRIX
XenServer
= vmware
= = vSphere
High-End High-End " Cloud
Industry Entry-Level Mid-Range Fixed Chassis (BYOL, PAYG)
E:E *Top Selling Models - https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet Product Matrix.pdf
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https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet_Product_Matrix.pdf

Jsontoumnsa Fortinet Security Processor Unit (SPU)

YcKopeHune ceteBoro Tpaduka YcKkopeHne KOHTEHTHOW 00paboTKu CPU+CP9XLite+NP6XLite

cPs || ! | cp7 | ! ! | cps | ! i i ' | cPo

ama === ] | | | | | | | | 2
NP2 | nea | | | | | | | i | np?

Yhyqu.lemiae | | | | | . | | |
apXUTEKTYpLI, | (=1 (=1 | | =1 [=

€MKOCTH U i =) s ) | | ) v B e
npoun3BoanTeribHOCTMU | ' ! .

2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016.. | 2019 | 2020

H © Fortinet Inc. All Rights Reserved. 15



[MpenmyLlecTBa ncnonb3oBaHna SPU

CPU Only
«KNnacCUYeCKum
noaxon»

YnpaBneHue nonntukamum

UHcnekuua Tpadumka

BonbLWNHCTBO
npounsBoauTenen
ob6opynoBaHuA

Apxutektypa Fortinet
Parallel Path Processing (PPP)

naketToB

* |Pv4/IPv6 FW
* |PSec VPN
 Multicast

‘ O6paboTka ‘Yn paBneHwe‘

N ~

MHcnekuus ONTUMM3NPO ; Bbiwe

NonvEssamn Tpadpuka BaHHBIA mix | MPOM3BOAMTENBHOCTb
MeHbLle
3apepxka

+ Session est SSL VPN

» Configuration » SSL Deep

* Logging Inspection

* Reporting « UTP (IPS, AC,

Anti-Malware)

© Fortinet Inc. All Rights Reserved. 16




PyHKUMOHan 6esonacHoctun FGT

&

'1 Application 5 WEB- n DNS-filter
Control

il

6 IPSec, SSL/TLS
VPN, ADVPN

2 IPS

3 Anti-Botnet

7 SSL/TLS C)\
Inspection

@

B,

8 FSA Integration

H © Fortinet Inc. All Rights Reserved. 17
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PyHKumoHan SD-WAN FGT

* WpeHtTndmkauusa npunoxeHnn (FortiGuard, 5000+)
YnpaBneHue MapLipyTM3aumven *  MOHUTOPWHI XapakTeEPUCTUK KaHarnoB cBaA3n + SLA
yepe3 WAN (path control) « [uHamu4yeckunii BbIOOP KaHamna Ha OCHOBE MpaBur

» [lepekntoyeHne mapipytmsaumm ( - path failover)

« Forward error correction (= BOCCTaHOBEHUE)

2 BoccTaHoBneHue/ynyuueHue « [y6nupoBaHue nakeToB (= BOCCTAHOBEHUE)
pab6otbl Ha WAN (path - BanaHcupoBka Tpaduka yepes Aggregation IPSec VPN (per
remediation) packet / by the weight - yBennyenne BW)

8 MapuwpyTtusaumsa tpadpuka
NPUNOXeHUN Ha OCHOBe
Nnonb30BaTesIbCKUX rpynn
(User Identity Based)

- © Fortinet Inc. All Rights Reserved. 18



FortiManager




FortiManager

YnpaBneHue, * LeHTpanun3oBaHHaa cuctema ynpaeneHus n KoHgurypaumm FW,
1 KoHdurypaums, KommyTtartopos, T[
MOHMWTOPVHT * MapuwpyTtnsaumsa, kommytauma, wireless, SD-WAN, security, VPN ....

Multi-Tenancy un
Role-Based « MHorononb3oBaTtensckoe (ADOM) n ponesoe agMUHNCTPUPOBaHNE

Administration

SD-WAN * YnpolleHne n aBToMaTn3aums psga kondurypaumii ans SD-WAN
Orchestration (onuUMoOHanbHoO)
n Analytics

— © Fortinet Inc. All Rights Reserved. 20



FortiAnalyzer




FortiAnalyzer @,

Coop mn » LleHTpannaoBaHHasa cuctema coopa, Koppenaumm n aHanmsa XypHanbHbIX

1 Koppensauusa Cbal\/JIJ'IOB (J'IOFOB)
noros

2 AHanu3s fnoroB " * AHanm3 noros n NOCTPOEHME BCECTOPOHHMX OTYETOB A MOHMMaHUA CUTyaLnn
OTYEeTHOCTb B CETU

» [eHepauua yBegomneHun (events) B FAZ/email/'SNMP/syslog, Ha ocHoBe

l'eHepauys . onpeaerieHHbIX cobbiTur B norax (06padoTymnkn codbbITu) Ans

yBéaoMIieHun MPUOPUTMU3aLIMM N (POKYCUPOBKM Ha BaXKHBIX CODLITUAX

BuisBneHue |[OC * BbisgsBneHne B norax MHAMKaATopoB KOMMPOMETALMN U aBTOMaTU3aLNsA peakumm
4 N aBToOMaTun3auus Ha BbIABJIEHHbIE YIPO3bl (OI'ILI,I/IOHaJ'IbHO)

H © Fortinet Inc. All Rights Reserved. 22




ABTOMaTU4YecKoe
pa3BepTbiBaHUe N HavyaribHoe
KOHdurypupoBaHue (ZTP) m




U
O6bwan cxema peanusauum Zero Touch Provisioning (ZTP)

ABTOMaTU4YecKoe pa3BEépThbiBaHMEe U HaYanbHoe KOHUrypupoBaHue

0 p/n: FDP-SINGLE-USE

LEHTPAJIIbHbLIN
ooducC / Uoa

FORTINET
CLOUD

______ !__ ~ FortiGate Cloud E

_________________ . FortiDeploy* @

Peructpauumsa cloud key Bcex FGT-oB

FortiManager

OUINUAN

Mony4yeHue |IP-appeca

Management TyHHenb K FortiGate Cloud
OtnpaBka FGT-y IP FMG-a

DHCP nnu FortiGate
ISP DHCP (3aBopg. HacTp.)

Al W[N] PFL]|O

MoaknroyeHue Kk FMG-y

-=m *https://www.forticloud.com: https://europe.forticloud.com * Bkn. FG-200 24
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Ilnpep B obnactu Network Firewall n Wan Edge

2020 Magic Quadrant for

Network Firewalls

Figure 1. Magic Quadrant for Network Firewalls
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Source: Gartner (November 2020)

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire
Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as

2020 Magic Quadrant for

WAN Edge Infrastructure

Figure 1. Magic Quadrant for WAN Edge Infrastructure
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BapuaHTbl

MCNOJIb30BaHUSA
Secure SD-WAN




WAN — Tononorua Hub & Spoke

Internet Overlay
Internet

LAN

FGT (SD WAN+SEC)
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WAN - Tononoruna ADVPN

MPLS Overlay
Internet Overlay
Internet

LAN

4

FGT (SD-WAN+SEC)

1, FGT-VM
aws _ =
1 & =5 O 0 5o i
o 5
E LogMe( ciTRIX S
=4 ] Office365 [ f‘?n eb . Internet c
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0
©
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Secure SD-Branch




PeweHue Secure SD-Branch

FortiSwitch — npoBogHoe : .
TOMISWITCH — NPoBOA FortiAP — wireless

= NnoaKnyeHne
| nornb3oBarenen un a N
! i I yeTpOWeTR none3oBatesnel u
i ) l ! yCTPONCTB
FortiNAC — BMONMOCTb U KOHTPOIb J1 ;-@-
[0CTyNa yCTPONCTB K CETM \!_—-/
FortiAuthenticator - ynpaBneHne gocTynom @ \\Q
N ayTeHTUdmnKaumsa nonb3oBaTtenemn /
FortiToken —
“ OBYX(akTopHas
\ / ayTeHTMdUKaums
FortiExtender - 3G/4G FortiGate - P Q

MoAeM, A5 NOCTPOEHUS
pe3epBHbIX WAN kaHanos

Neg o
’ .))) ((( ﬁ N

Sy

-.w © Fortinet Inc. All Rights Reserved.

SD-WAN+Sec

1

3‘ @ FortiGate —

BCTPOEHHLIN
KoHTposiep FSW n
FAP, FOS NAC

FortiClient-EMS —
3awmTa paboymx
CTaHummn

FortiSandbox - 3awura
ot 0-day yrpos
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[MpenmyliectBa Secure SD-Branch

1 Be3onacHoOCTb * WHTerpmpoBaHHasa BCeCTOPOHHSAA be3onacHocTb oT WAN Edge go
paboyen ctaHumn

» [nbkas nHterpaumm Sec, WAN, LAN + gon. cuctembl (BUAUMOCTb,
aBTOMaTM3aums)

 EpuHana cucrtema ynpasneHusa FMC (FMG+FAZ) ona Sec, WAN, LAN

* LUunpokunin qoyHKLMOoHan

« MacwTabupyemasi apxutekTypa

2 NMpoctoTa n
YyHKLMOHANBbHOCTb

* MeHbLUe YyCTPOWUCTB, NULEH3UN, CEPBUCOB TEX. NOALEPXKKM

8 CHuXxeHue
» [lpocToe BHeapeHue (ztp pacnpocTpaHseTca u Ha FSW, FAP)

COBOKYIMHOM
CTOMMOCTHU BriageHus

H © Fortinet Inc. All Rights Reserved. 33



3aKn4yeHue




3awmieHHbI SD-WAN mn SD-Branch ot Fortinet

[lpenmyllectBa onsa Bac

YnyJweHue npousBoaAUTENbLHOCTHU
NPUNOXeHnn (NoBbIEeHne 5

yAOBJIETBOPEHHOCTU NONb30BaTeNen)

YnpolweHue ynpaBneHus un
BHeApeHusA

2 ObecnevyeHue 6e3onacHoOro 5
.~ AocTynaB Internet / Public Cloud Q

JKoHomus 3aTtpat (OpEx, CapEx)
U TMOKOCTb NOAKIHOYEeHUS

(\) . p)
T YnpouweHue gusamHa WAN
J) PorERIEA @)

-
-nw © Fortinet Inc. All Rights Reserved.

UHTerpaumsa c LAN
nHdpacTpyktypom (Secure SD-
Branch)
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