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HoBoe nokoneHne kommyTaTopoB Catalyst 9K
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OKOHUaHWe nNpofaX NpeablayLwero NoKoNneHus
KOMMYTaTOpPOB

EOS Plans [MpoayKTbl PekomeHOoBaHHas

AARIALIA

Catalyst 3850 (excl. Fiber SKUs) Catalyst 9300

Catalyst 9400
Catalyst 9500

Catalyst 9600
Catalyst 2960CX/3560CX

EOS Catalyst 4500E (excl. SUP9E)
Announcement

31/10/19 Catalyst 4500X Series

Catalyst 6880 and 6840 Series
EOS Date

30/10/20 Catalyst 6500% (6/9/13 slots Chassis/Sup2T)
Catalyst 2960C

Catalyst 2960X/XR (excl. PSQ Fanless) Catalyst 9200/L

Catalyst 1000
Catalyst 9300L

Catalyst 9400

HON)
Announcement

Catalyst 2960L/P
31/10/20

Catalyst 3650 (excl. 3650 Mini)

EOS Date
31/10/21

Catalyst 4500E - SUPQE

© 2021 Cisco and/or its affiliates. All rights reserved.



TpeHgbl B nHoycTpum n Catalyst 9000

Key Modular Differentiation

| N
Capture Industry Transitions . ndustry's most 7

o

@ Wi-Fi 6 drives - TYNEEEE e==T |
- Faster Speed - 3x data rat] ™ -

* Lower Latency
» Higher Capacity

Speed Transition ' ———
* 1G = mGig (Access)
0 - 10/25/40G - 100/400G" (Core) C9600 C9300

90W UPOE+
* Expanded smart building
——— ecosystem
+ PoE (IEEE 802.3af/at/bt*)
supported across C9K Access

C9K holds
83% Modular
POE Market

Share

© 2021 Cisco and/or its affiliates. All rights reserved

Mission Critical HA
» Platform, OS, Architecture
resiliency

Max Investment Protection
* 15-20 Year Lifecycle

Unmatched Flexibility
» Flexible templates, table sizes

TFuture
2Applicable only to C9400

*802.3bt supported on 9300 and 94



Catalyst 9000
O6bLLUee B apxXUTEKTYPE



L/iTO O6I_I_I|e|_0? ITALIAN DESIGN AND ENGINEERING

KoHTenHepsl,
Ho He Docker ©

BMW Gran Lusso Coupe Ferrari F12berlinetta Chevrolet Lacetti

4
.‘L‘r(‘ T

E-Voluzione Cisco Catalyst 9000 Reflex Vela

© 2021 Cisco and/or its affiliates. All rights reserved.



https://ru.wikipedia.org/w/index.php?title=BMW_Gran_Lusso_Coupe&action=edit&redlink=1
https://ru.wikipedia.org/wiki/Ferrari_F12berlinetta
https://ru.wikipedia.org/wiki/Chevrolet_Lacetti

HOYCTPManNbHbIM An3anH U NErKoCTb B
OOCNYXMBAHUN

et

HoBble BO3MOXXHOCTU MHBEHTapU3aLum NerkocTb obcnyxmeaHus ¢ Blue
CO BCTpoeHHbIM RFID Beacons Ha kaxaom
KOMMOHEHTEe

BesonacHbIn JocTyn K
koHconu no Bluetooth

OProHOMWUYHBIN NHOYCTPUAnbHbLIV
an3anH

© 2021 Cisco and/or its affiliates. All rights reserved.



KnroueBble KOMMOHEHTH cemencTBa Catalyst 9000

X806

Programmable x86 Open & Extensible Unified Access Data Plane
Multi-Core CPU |IOS-XE” ASIC 2.0 & 3.0
Application Hosting Model-Driven APIs Programmable Pipeline

Secure Containers Modular Patching Flexible Tables



MHorosagepHblii CPU (x86) - ¢ BO3MOXXHOCTAMM
App Hosting

pm————— IOT & Enterprise r===== -\

Cisco Application Framework (CAF)

Docker Docker Docker Docker

perfSONAR P

Custom
App

n

(n

n

(@
Oy,
——

x86 CPU enables hosting NFV devices, Containers and 39-party Apps

* Cisco Catalyst 9200 Series uses an embedded ARMv8 CPU



Cisco |I0S XE - Modern Operating System

Cisco IOS XE

Cisco I0S subsystems

Resiliency and High Availability

|OS Control Plane

sub-systems

Cisco I0OS XE database

Programmability and Open models

Management Interfaces

Module Drivers

|OX / Docker containers

Cisco and 3rd-party App hosting

1
1
1
1
1
1
1
1
1
1
1
1
l
Common Infrastructure & HA :
1
1
1
1
1
1
1
1
1
:
1
Kernel :
1

Protected Memory

Open, Model Driven & Secure Operating System



Cisco 10S XE Lite

CneumanbHo pagpaboTtaHo ansa Cisco Catalyst 9200 Series Switches

Optimized for Cisco Catalyst 9200 Series Switches & = Light
* Optimized for lower memory

» Same code base of
Cisco 10S XE on Cisco Catalyst 9200 Switches
* Image size reduced by 50%

\ |
DD .

Cisco 10S
* Model-driven programmability

* Unused libraries removed
. * 10Sd optimizations . i
- Cisco 10S XE p mizat Streaming telemetry
*  Bash optimizations « Network monitoring

(I Highly available

* Modularized feature block
» Status recovery
» Failure isolation

’ B

Same image for all Cisco Catalyst 9200 Switches

© 2021 Cisco and/or its affiliates. All rights reserved.
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UADP ASIC - ocHOBa

MHHOBaLUW CisSco

i
cisco ©

UADP 1.0/1.1

UADP 2.0 UADP 2.0XL UADP 3.0
1.6/3.2 Billion Transistors ~7 Billion Transistors ~7 Billion Transistors ~20 Billion Transistors
65/36 nm 28 nm 28 nm

16 nm

Catalyst

Catalyst Catalyst Catalyst 9500
3850/3650 9300 9400 & High
Catalyst Performance
2013r 9500

© 2021 Cisco and/or its affiliates. All rights reserved.

Integrated CPU
Quad Core 1.4
GHz

UADP 2.0 Mini
3.2 Billion Transistors

%

(

Catalyst
9200



Cisco Catalyst :
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Catalyst 9200 - gBa MCMOMHEHUS

Boiwe
NpPOV3BOANTENBHOCTb
M MacCLLUTabupyemMoCTb

9200

MogaynbHble Uplinks & Fans . ' |
T v e e I 4x1G, 4x10G, 2x25G, 2x40G
' ' . & SREREL LLELEe s ’ ,
GO It ;::gm!!!!!::f; Stackwise 160G (onuwus)

e . | | | —
Catalyst 9200 Series
Obuwee: =

- 3amMeHsieMble 0TKa30yCTONYNBLIE 9200L

OnoKM NUTaHus .

onuus OukcuposaHHble Uplinks & Fans

H CTeKl:IpOBaHMﬂ 4x1G, _4X1OG’ 2x25G *lWtaTtHasa paboTta ¢ ogHUM

- OTKa30yCTOI/ILIVIBb|e BEHTUJTATOPbI Stackwise 80G (onuus) MCMpaBHbIM BEHTUIIATOPOM Mpu

45 ° C okpyxatoLei cpeabl.
HeT HeoOxoaumocTn B RMA

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9200 Series

Data & PoE SKUs

Sooe 39

o A === 2/ ports i ﬁﬁ SS== 94 ports
—— T | | s S5 Sasaas - 48 ports
EEmees Semer® w24 POTiS T RS e 24 pOris

L ST

4x 1G and 4x 10G uplinks

Ax 1G and 4x 10G uplinks

Modular power supplies available on all SKUs

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9200 Series

Multigigabit models

Cisco Catalyst 9200 with Modular Uplinks

s A

4x 10G Uplinks
2x 25G Uplinks
- 2x 40G Uplinks

16x 1G and 8x Multigigabit Ports

16x 1G and 8x Multigigabit Ports

16x 1G and 8x Multig

e ‘Vv;‘vrv.v v;Tu\.nu V“ """‘":’Lv‘ 1
E ook okl Jird L

2x 25G Uplinks

4x 10G Uplinks

2x 25G Uplinks
. .. 4x10G Uplinks
sesees sessss 288 == | 225G Upinks | IPOERD
B0 D m M NN (SNANSATMARSSS BAGASN/ASASASINSSASS RASMAMIRMSAN T | SNSRI g LIS ¥ =
2x 40G Uplinks B el 4x 10G Uplinks
40x 1G and 8x Multigigabit Ports 36x 1G and 12x Multigigabit Ports

Modular power supplies available on all SKUs




Cisco Catalyst 9200 Series

Mopgenu ¢ yBenmnueHHbim uncnom VRF (Virtual Networks)

Cisco Catalyst 9200-24PB Cisco Catalyst 9200-48PB
4 N

Vs

24x 10M/100M/1G Downlink Ports
]f.' SO O R O RRREEE SRR SRR Neeees —‘m ’ﬂ_ﬁ‘n

4 x 1/10G SFP/SFP+ Uplink Module

48x 10M/100M/1G Downlink Ports

4 x 1/10G SFP/SFP+ Uplink Module

32 VN/VRF vy atnx mogenen 31 nonb3oBatensckmit VRE 1 1 Default
4 VN/VRF y ocTtanbHbix mogenen 9200
1 VRF/VN 'y mopenein 9200L




Cisco Catalyst 9200 Series

Modular uplink options

e 4Ax 1G
e SFP transceivers

e Supported on all
modular SKUs

. i ,.f»"@l'*,’{ﬁr' (i,
B T

4x 10G

SFP and SFP+
transceivers

Supported on all
modular SKUs

C9200-NM-2Y

2x 256G

SFP and SFP+
transceivers
1/10/25G Speed
support

Supported on all 9200
mGig SKUs only

C9200-NM-2Q

2x 40G
QSFP transceivers

Supported on all
9200 mGig SKUs
only




Resilient power supplies

_ N
- Tw

125W AC
Supported only on 1G data SKUs

Platinum rated (90% efficiency) .

— -y - =N

'600W AC 1000W AC

Supported only on Supported only on
24-port PoE+ SKUs 48-port PoE+ SKUs

Load sharing (1+1) mode supported for PoE+ SKUs

© 2021 Cisco and/or its affiliates. All rights reserved.




StackWise-160/80 tenepb ¢ SSO

[o 8
KOMMYTaTOPOB B
cTeke

\ 4
* Bce mopenn 9200 nogaep»>kmBatOT CTEKMPOBAHME
» StackWise-160 Ha Bcex Catalyst 9200 SKUs Stacking Kit=> ,
» StackWise-80 Ha Bcex Catalyst 9200L SKUs ; :; < G
« Catalyst 9200 1 9200L (1 npegblgyLme mogenu 2960X) N
MMetoT pasHbit RAM 1 CKOPOCTM CTEKMPOBAHNSA M HE MOTYT Stack Adapters  Stacking Cable

HaxXoOnTCA B OHOM CTeKe

BapuaHThl kabens CTEKMpOBaHUAS:

* TpebyeTtcsa oamHakoBblin Cisco 10S XE 1 ypOBEHb NNLIEH3MM 50cm, 1m, 3m

o~ Mopeni 32VN 1 AVN He MOoryT HaxoanTbCs B OAHOM CTeke

0 and/or Tts affiliates. All rights reserved. *CmelaHHble cTekn Ha StackWise-160 v Ha StackWise-80 He
noAfepxvBeatoTes



StackWise ¢ SSO/NSF

Stateful switchover/Non-Stop Forwarding

How? Stateful Switchover
BO3MOXXHOCTb 06 beAMHEHUS Mcnonb3yroTes MeXaHU3Mb AKTUBHbBIM KOMMYTaTOP B cnyuyae Bbixoda 13 CTpos
B CTEK HECKOMbKMX SSO gnsa obecneueHns CO3[aeT 1 OB6HOBNAET BCHO AKTVMBHOIO KOMMYTaTOpa,
KOMMYTaTOPOB BbICOKOM OOCTYMHOCTH NHADOPMALMIO MO Standby 6epéT Ha cebsa ero
CcTeka KOMMYTaLMn 1 PONb 1 CTEK MPOOO/HKAET
MapLLPYTM3aLmMn 1 paboTaTb

MNOCTOSIHHO CUHXPOHU3MPYET
ee ¢ standby
KOMMYTaTOPOM.

© 2021 Cisco and/or its affiliates. All rights reserved.



PaboTa cTteka Stackwise

LleHTpannsoBaHHbIM Control
Plane

PacnpeneneHHbin u
pacwmpsaembin Data Plane

TpeboBaHWe B eONHON BEPCUMU
IOS XE ong Bcex
KOMMYTaATOPOB CTeKa

9300-STACK (config) #software

auto-upgrade enable : .*.

Auto Upgrade

© 2021 Cisco and/or its affiliates. All rights reserved.

Common Management Infra

10Sd(Active) 10S-XE Data model SSO Sync
Routing protocols database(Active) ——
RIB/MRIB - s
CEF Table (ISOd/Database)
Data link
Adj Table Database

Fowarding Manager - HWFB

B o000

Member
Common Management Infra
10Sd(Inactive) 10S-XE Data model
database(Inactive)
Forwarding Manager ... «

4+ Forwarding Mgr synchronization

Active S oooo
7 SW1 Sw2
| \
. Swd W3

Common Management Infra

10Sd(Hot Standby) 10S-XE Data model
Routing protocols database(Hot Standby)
RIB/MRIB ‘
CEF Table
Data link

Adj Table Database
Forwarding Manager .. «
Member

Common Management Infra
10Sd(Inactive) I0S-XE Data model
database(Inactive)

4~ HW CEF/Adj programming



Stackwise n mexaHnambl SSO 1 NSF

* NSF pacwwupsaeT BoamoxxHocTy CEF
No3BONASA TPAMUKY MCMOMNb30BaThb
NnocnenHto nHopmaumto B FIB
noka nadpaHHbin ACTIVE
KOMMYTaTOP B CTEKE UIYUaET
MapLLPYTHI.

« SSO HacTpanBaeTca NO-YMOMUYAHNIO.
[JononHUTENbHBIX HACTPOEK He
TpebyeTtca. MOXHO TOMbKO
NpoBEepPUTH

9200-STACK#sh redundancy states ’ J:l]"IFI SIS AV BORHInEOCTH

my state = 13 -ACTIVE Graceful restart npoTokonos
=8 -STANDBY HOT
P ode = Duplex MapLLPYTU3aLMK, MOAAEPKMBAIOLLIMX
UUtﬂli; Fyrimarv NSF HY>KHO SBHO BK/TKOUMTb 3TY
ni =
JOYHKLMHO.

Redundancy Mode (Operational) = sso , _
Redundancy Mode (Configured) = sso 9300-STACK(config)#router eigrp 100
Redundancy State = sso 9300-STACK(config-router)#nsf

« NSF pabotaeT coBmecTHO ¢ SSO 9300-STACK#sh ip protocols
*** |P Routing is NSF aware ***

© 2021 Cisco and/or its atfiliates. All rights reserved

Routing Protocol is “eigrp 100”



CpaBHeHue Catalyst 9200 n 2960X

32000
16000 16000 1600016000
14000
11000
8000
3000
1000 1000 1000 1000 1000 1000
C— —— C—— —— C—— —
MAC  Netflow Routes ~ACL  MCast MAC  Netflow Routes ACL  MCast MAC  Netflow Routes ~ ACL  MCast

Catalyst 2960-X Catalyst 9200 Catalyst 9200L

Catalyst 9200 obnagaeT goCcTaToOMHOW MacLLITabnpyemMoCTbio
onga HebonbLUMX KOMMaHuM / yaanéHHbIX opucos

© 2021 Cisco and/or its affiliates. All rights reserved.
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Progra
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4 0
40

9200 9200 960XR 960
v v X X
Embedgﬁ(_’ ad-Core Embed%eﬁ Joad-tore Dual Core @600MHz Dual Core @600MHz
4GB 4GB 256MB 128MB
4GB DDR3 2GB DDR3 512MB 512MB
v v X X
v v X
v v X X
v v X X
v X X X
v v X X
v v v X
v v X X
v X X X
160Gbps 80Gbps 80Gbps 80Gbps
v v X X
) v v X X
v v X X




Modern OS

o
c
=]
3
(@]
x
o
(o)
8]
c
©
>
©
<
Q
—
o
®©
L

Security

Visibility

QoS

Feature

Model Driven
Programmability

Streaming
telemetry

Patching
VRF Support
ISIS
EIGRP

OSPF

SDA Fabric Edge

MACsec-128

Trustworthy
System

SGT

Full Flexible
Netflow

QoS Model

Hierarchical QoS

9200 9200L 2960XR 2960X

v v X X

v v X X

v v X X

v v X X

v v X X

v N4 EIGRP Stub only EIGRP Stub only

v v v v

v v X X

v v X X

N4 N4 Limited Support Limited Support

v v X X

v v Ingress Only Ingress Only
MQC MQC MLS MLS

V4 v X X




SO3MOXHOCTK MO
VIPABMIEHUIO
KoMmmyTaTopamm Cat9000




BoamoyxkHOCTM no ynpasnenuto Catalyst 9000

aliili DNA
cisco

°
@ il Cisco C9200L-48P-4X #ABGNO @
What can DNA Center do? Take a Tour i
UP Ports
w N Swit
: o ;
&% Design N Policy s nossn s
, from sites and buildings to devices and link a viet © o and simgity network management, recucng cost and risk while spoeding roout of new . Configuration Swic s —_
N ! N 0005 0o B YWD %7 80NN B Vw4 as g LU -3
{0} Administration > 0 e e e RN e e e e 0 e e e e e e e e )
> ¢ Acve  fe elhe e e’ fellelhe e e e’ heilelle el heT felelle e el e
& Troubleshooting Uphk ports
RU B0 WIBBAZU BBLLUB B0 QMG
b d 205 " Sats Dulex ~Sack Speed Po HostNome:suigup  MAC Addess: 007€.9500.5¢80
& Provision akm Assurance —
Prow 10 0 it QR Spaicl S SAcI Y SO YOUT SranpIen A ol x s The Switch is in Provisioned state >  Switch Stack
SwcnNos
mmT RN wEUsAD 00D
g R e
Sy PNEE PR9WEE
.
XC platform .. @ oo 0 e o 2
©SEus  Duplex Sack ~Speed PoE MAC Address: 0070.9500.2000
Standby switch l
POE status

DNAC WebUI

CLI

© 2021 Cisco and/or its affiliates. All rights reserved.




OoHoBneHHbI WebU!

cisco

B i Cisco C9200L-48P-4X

B Dashboard

Monitoring
Configuration
Administration

2 Troubleshooting

Dashboard Switc!

Active switch
UP Ports

— Switch Stack

Swit <
Switch is in Provisioned state
Switcl 5
-
01 03 05 07 09 N Ml 7 o9 o2 23 25 27 29 31 3B I 37 39 41 43 45 &7 01 02 03 04
fia] el e i e ey By et el i e e e el el e el (3 ol el e [ dea iea Foa [doa
Active e he el e e e e e e sa'le he e le e’ fe e e le e e
B 10 i g g e : - Uplink Ports
02 04 06 08 10 12 14 16 18 20 22 24 26 28 30 32 34 36 3B 40 42 44 46 48
© Status Duplex Stack Speed PoE Host Name: atulgup MAC Address: 007e.9500.5c80
Switch No 7
The Switch is in Provisioned state
Switch No 8
01 03 05 07 03 1 19 21 23 01 02 03 04
18" o] (107 (10" (ia | 0] URE SR

Standby NS SN 50 1 N0 0 N I N N N
> olh o4 = " - Uplink Ports

02 04 06 08 10 12 14 16 18 20 22 24

© Status Duplex Stack Speed PoE MAC Address: 007¢.9500.2/00

Standby switch
POE status

© 2021 Cisco and/or its affiliates. All rights reserved.
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VIHHOBauUMK Cisco ond HagexxHom PoE

MHOPPACTPYKTYPbI

-
__________
’f

2-event ,
classification

* Fast power negotiation
without LLDP

Physical layer
negotiation < 1s

Perpetual PoE

~
~

* Uninterrupted PokE
power during control
plane reboot

o
- ~
°
=
o~ =<
~

o’

C;—t

© 2021 Cisco and/or its affiliates. All rights reserved.

____________
’f

Fast PoE

* Bypasses I0S control
plane boot

» Restores power to PD
within 30 sec of power
resumption

e m——
-~
(o g ~



2-Event classification

N
Without 2-Event Classification ! _
. — . Switch> enable :
= . Switch# configure terminal :
Y : :

LLDP LLDP : - , .
(averz) 20°28sec oo i Syvﬁch(conﬂg)# interface 5
: o . gigabitethernet2/0/1 i
With 2-Event Classification (Hardware Based) . Switch(config-if#
_ . power inline port 2-event f
) i . S :
Electrical signal 3_5Y sec Electrical signal i SWItCh(COI’]fIg lf)# end ;

\_ (Laygﬂ) (La\/'eH) J -~

ass 4 powered device (PD) gets 30W even before the link comes up, otherwise 15.
Type-2 (power sourcing equipment)PSE sends classification voltage (2" Handshake) pulse to Class
4 PD (PoE+,

12.96-25.5 W) confirming it is a high power capable PSE
30W of power is allocated for PD (PD draws up to 25.5W)
Both PSE and PD need to support 2-Event

o NOo \Walting {Q DP DP axchan
© 2021 Cisco and/or its affiliates. All rights reserved.




Perpetual PoE

POE ycTponcTBa nonyyatoT N1uTaHne gaxke BO BpPeMs nepesarpyskum!

Switch> enable

Switch# configure terminal

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)#

power inline port perpetual-poe-ha
Switch(config-if)# end

PoE devices continue to get Last Negotiated Power
Applicable to “Soft” Reload - image upgrade, software crash, manual reboot

Supported with Stacking deployments
Not applicable during power outage to switch
» Not applicable when switch is in hibernation mode

© 2021 Cisco and/or its affiliates. All rights reserved.



Fast PoE G

Power

Supplies Switch> enable
e S Switch# configure terminal
OE configuration: CLI/CDP/LLDP - . . . . :
Enable, Port PoE Priority, Ve Switch(config)# interface gigabitethernet2/0/1

Power Budget etc
Switch(config-if)#power inline port
PSE perpetual-poe-ha

= Switch(config-if)#power inline port poe-ha
Switch(config-if)# end

2 event Classification

Restores power to powered device (PD) in less than 30 seconds post restoration of power
Works even before IOS comes up

Allocates last power (stored in NVRAM) drawn from PDs
Works in Stacking deployments

© 2021 Cisco and/or its affiliates. All rights reserved.



Full flexible netflow
CpasHeHKne Catalyst 9200 Series 1 Catalyst 2960X/XR Series

Catalyst 9200 Series switches Catalyst 2960X/XR Series switches

=wITIE | - [—
[ } 1 p

» Both ingress and egress * Only ingress

* 16K Flows/ASIC « 8K Flow/ASIC
« Match on Layer?2 VLAN header as well * No match on Layer2 VLAN Header

Layer 2, IPv4 and IPv6 capable

4 banks in ASIC, 2 ingress, 2 egress
lpv4 flows: 8k per direction
Layer 2 and Ipv6 flows: 4k per direction

Ingress and Egress FnF supported on all ports, VLANs

© 2021 Cisco and/or its affiliates. All rights reserved.



QOS



Knrouesble oTnnuma- Catalyst 9200 Series vs
Catalyst 2960X/XR Series

Catalyst 9200 Series switches Catalyst 2960X/XR Series switches

- MQC

Trust by Default

8 Queues per Port

6 MB Buffer per ASIC

HQoS - 2 Level Hierarchical Policy

MLS QoS

Untrust by Default

4 Queues per Port

4 MB Buffer per ASIC
No HQoS

© 2021 Cisco and/or its affiliates. All rights reserved.



Packet classification

switch(config-cmap)# class-map match-any VOICE

Information in Switch specific Hierarchical - Al ”
the packet classification classification switch(config-cmap)#mateh ¢
access-group Access group
any Any packets
Layer3 or Layer4 o class-map Class map
Headers Classification ) o
+ ACLs QoS Groups based on other Cos IEEE 802.1Q/ISL class of service/user priority values
* Prec or DSCP classes )
Values dscp Match DSCP in IPv4 and IPv6 packets

group-object Match object-group

Layer2 Headers ip IP specific values

+ MAC Address mpls Multi Protocol Label Switching specific values

+ COS
* VLANID

non-client-nrt Match non-client NRT

precedence Match Precedence in IPv4 and IPv6 packets

protocol Protocol

qos-group Qos-group

vlan VLANSs to match
A class-map can be defined as a logical OR only, i.e. “match-any” -
“match-all” is also supported on Catalyst 9000 switches (default) wlan 802.11-specific values

© 2021 Cisco and/or its affiliates. All rights reserved.



Catalyst
9300 Series  Eisimam =




Cisco Catalyst 9300 Series

Platform transitions

Cisco® Catalyst®
9300 Series 1G with
fixed uplink models

Cisco Catalyst
9300 Series 1G

Fiber models 200 e e =
i | M—
Cisco Cata. e el TER T
el 9300 Series e
switch platform #Egg:
C9300-24S/48S SKUs C9300-24/48
T/P/U/H/UX/UXM/UN/UB/UXB SKUs C9300L SKUs
Iﬂm"
=—— =
Cisco Catalyst Cisco Catalyst Cisco Catalyst
3850 Series Fiber models 3850 Series

3650 Series

Modular uplinks Fixed uplinks

© 2021 Cisco and/or its affiliates. All rights reserved.



Catalyst 9300 - gBa NCMOMHEHWS

Boiwe

9300
MogynbHbie Uplinks . '
Ax1G, 8x10G, 2x25G, 2x40G

Stackwise 480G, Stackpower,
802.3bt Type 4 UPOE+ (90W)
S mmm— s

0 e ——— ——
‘o e ol o ol o ol o ol o o
W=

Catalyst 9300 Series

O6uee:
- 3ameHsieMble 0TKa30yCcTonYnBbIE
OroKN NUTaHUS U BEHTUNATOPDI

DukcuposaHHble Uplinks
4x1G, 4x10G, 2x40G
Stackwise 320G (onuums)
UPOE, 802.3bt Type 3 (60W)

© 2021 Cisco and/or its affiliates. All rights reserved



Cisco Catalyst 9300 Series Switches

HoBoe nokoneHne KoOMMyTaToOpPOB (OUKCUPOBAHHOM KOHAOUIYpaLMn

(C9300 SKUs)
Copper - 24/48 Ports

Copper - 24/48 Ports
= =

WEW O AP e e S U S ——J‘ [ — l Data- On|y
_ . ‘ POE+ - 30W —— s i n
Data or POE+

C9300L Optional Stack kit

Data-Only o
o\
E; >/

© 2021 Cisco and/or its affiliates. All rights reserved.



Catalyst 9300 Series 1G SFP Fiber

Ona pewennn FTTD 1 1G onTtrnyeckown arperaumm

. Transition Catalyst 3850 1G
SFP to Catalyst 9300 1G SFP

- Wire-speed, non-blocking
performance

09300 485 48-port 1G SFP Switch - 24 and 48 port SFP SKUs

. Seamlessly integrates
with Cisco Catalyst 9300

09300 24S: 24- pOI’t 1G SFP Switch Series copper

-, CevNpuwepoor EHEE NN WD 0 e . Supports same optics
1 o - sl sl v 180808080808

- Common stacking -
StackWise-480

w s —— % - Common power stacking -
StackPower

. Common uplink modules

Common power supplies,

Modular : Higher-efficiency AC [ 7:i11; SEESSie

Modular uplinks :
fans P and DC power supplies e
|
: Fiber to the desktop
4 . |
- - i
E Be==s -ooe —} Fy"‘#’-—"é‘ﬁ' d d 1G fiber aggregation
B LS . § =R J '/ i
|
|

8x 10G 2x 40G 4x Multigigabit 4x 1G 2x 25G 315W AC 715W AC/DC 1100W AC ~ 1900W AC

Collapsed access

47



Cisco Catalyst 9300 - IEEE 802.3bt Compliance @

[Mpenctasngsem 90W UPOE+ mogenn ong MHHOBaUMOHHBIX 10T YCTPOWCTB

C9300-48H: 48-port 1G UPOE+ Switch - 24 and 48 port UPOE+ SKUs

- Supports 90W on all ports,
Backward compatible will
previous POE standards

- Wire-speed, non-blocking

o s W o performance
. . Seamlessly integrates
C9300-24H: 24-port 1G UPOE+ Switch with Cisco Catalyst 9300
Series copper
WITe wmm (eSS Uy GR T D o S P
= - L ; C9300-24H Bce 24 nopTa MoryT

OTHOaBaTb OAHOBPEMEHHO 90W

C9300-48H: 32 nopTa
OIHOBPEMEHHO MOryT OTAaBaTb
90W

- Common uplink modules

Modular : Platinum
fans Modular uplinks rated

- o s q‘:ﬁ‘ ./ '/ 'A 'A
e T} IR e il
x 25

8x 10G 2x 40G 4x Multigigabit 4x 1G 315W AC 715W AC/DC  1100W AC ~ 1900W AC

. Common power supplies,
fans, cables

StackWise-480
48

4

StackPower




Catalyst 9300 yBenMUeHHOM MacLLITabMpPyeEMOCTH

HocTyn, onTUMM3MPOBAHHbLIM N8 nepefaun ayaono/smoeo Tpadpuka n IP Storage
AV

CERTIFIED
et 1 N 1 1 W [ e} Catalyst 9300 Leadership

Cisco I0S® XE Software
x86 CPU and containers

2X

Buffers C9300-48UB: 48 Port 1G switch with UPOE

More WS G p vy CHRSS SN —_ ! Cisco SD-Access

Packet Buffers m m | _i_—_-: Encrypted Traffic Analytics (ETA)
— AES-256/MACsec-256
é;;l')é 09300_24UXB 24 POI’t Mu|t|g|gab|t SV\”tCh W|th UPOE Trustworthy Systems
TS ] Com e ——— D | o \essssssss @ Clsco StackWise-480
! LT T T T T I IEEE1588 and AVB*
Increased m ._!!“_-;] - W NBAR?
NEALTRUSSEES €9300-24UB: 24 Port 1G switch with UPOE PerpetuallFast PoE

Model-driven programmability

New Patching/GIR

Modular

Higher-efficiency AC ;
fans Platinum ' Streaming telemetry

Modular uplinks and DC power supplies .«

StackWise-480

1 |
-~ "M—y‘ ===

Stackpower

8x 10G 2x 40G 4x Multigigabit 4x 1G 2x 25G 315W AC 716W AC/DC  1100W AC 1900W AC




icTtopua PoE nHHoBaumm Cisco

Cisco invented Cisco invented Cisco invented
PoE PoE+ Cisco UPOE
9 IEEE 4 IEEE $IEEE
802.3af 802 .3at 802.3bt
15.4W 15.4W 30W 30W e0wW 60W, 90W .

o
Sesse..o) <&
. o l Large Video
N e ng UHD Displays
; ameras (]
POE Displays Network 2

— Powered Light P
- 9 E Network
AP Ny Powered
Di

Badge USB-C Light arrays
Readers dongles

IP Phone

PoE Leadership coupled with Innovations

© 2021 Cisco and/or its affiliates. All rights reserved.



Catalyst 9300 90W UPOE+ Models

Camoe Bblcokoe uncno UPOE+ B 0OgHOM CTeke B MHOYCTPUM

New
802.3bt”
Type 4 .
e .
UPOE+® (low voltage) {30 - 60 Watt devices : 90 Watt dewoes :
" : ~ -  c— P re— E;:,:f,;f,...i:,, . ’l\ | T [ I :
—F—F—1 3 === 7 i
..__Eggﬂ-"_ A Y
‘SAASAS SAAMAE SASSAE SAGAAS ol el Qf@weféé PTZUHD Large Video
anRmEnIERRRN S e i T T o
—————— 3
——— - AR
mg gJI_’1 «  OpHoBpemeHHoe nuTaHne 0o 256 ports x
e 90W IEEE 802.3bt ycTpOMCTB OT €AMHOro
mgﬁgﬁ—’ s
_———— - AR
mgggﬂ-q ° O6 aTHasg COBMECTMMOCTb C
: -

© 2021 Cisco and/or its afmgstééﬂRWiée 480



90W PoOE oTKpbIBAaeT HOBble BO3MOXXHOCTM MO

NOCTPOEHUIO CETEN

Orderable
now

Cisco Catalyst 9400 1G UPOE+ 90W line card
(C9400-LC-48H)

. 2 . ]
_ b Fpene
- B X & i G
USB-C dongle  Touchscreen PoE displays
PCs UHD IP Network- HVAC VAVs
cameras powered light m
S — . _ olex
=== (hinlabs samsunc M anazonic e
adge
- readgrs SIEMENS g
. - > =)
O U N Hill-Rom. : - e I
- g -‘5 e y
UPOE powered Nurse call CBRS e Bi § P I-' .
compact switches systems private LTE S“ggggm%%ts dé)oorpleotglgs eo%gaggﬁsntmg
PoE+ ¢ )

PoE+
passthrough

Cisco Compact
Switch

I[EEE 802.3bt-compliant platforms
Cisco Catalyst 9400 and 9300 Series*

© 2021 Cisco and/or its affiliates. All rights reserved.

—

oo

USB-C
power + data



alualn
C1SCO.

Cisco Catalyst 9000

90W UPOE+® Charge

MAC Addr; 000ACD38CE1F i
VAL I

U3~ AB2 - LN30 - 11 07301




Cisco Catalyst 9300
MultiGigabit Switches

4x 1G/2.5G/5G/10G
copper uplink module

x 5G ports

© 2021 Cisco and/or its affiliates. All rights reserved



HoBble koMMmyTaTopbl Multigigabit B cemelicTge 9300@

(X23.] - pmy G E— L e BERSAZPAA A A
...n;; i e e e e e e e y cmwimmseee
EEEE TEPYPY FUPYFY FUPW - -
48 UPOE ‘ - '——-———2 206 Ublink ( 36x 1G Ports
X PN 12x mGig Ports
Ports LET ] - oy CH E—— CE I D D) S SRR
T I I L L I I T R I I I T I T T T s
VYUYYY PYVYYY VEYYYY PYPY [CEREE|
4x10G Uplinks )
mGig - T00M/1G/2.5G/5G/10G
CEET )| - ey O S — AR A
W o e e e —-—-
TYPSSY YYPSES
16x 1G Ports
24 UPOE 2x40G Uplinks ( .
Ports - ———— A - 8x mGig Ports
O T TR T T T
YYPYSY YYSSSY HEES

4x10G Uplmks

Stackable with 9300L Models



Cisco Catalyst 9300 Series

Onumm Uplink nopTtos

Cisco Catalyst 9300 Series
modular uplink models

4x Multigigabit 4x 1G 8x 10G 2x 1G, 2x 40G
copper SFP SFP, SFP+ 10G, 25G QSFP
SFP, SFP+
C9300-NM-4M C9300-NM-4G C9300-NM-8X C9300-NM-2Y C9300-NM-2Q

Modular uplink options on all C9300 SKUs

© 2021 Cisco and/or its affiliates. All rights reserved

Cisco Catalyst 9300L Series
fixed uplink models

4x 1G Fixed uplinks
C9300L-24/48P-4G, C9300L-24/48T-4G

e MR TR EEEETTTTTTY SN S S U TS S e nee
==

4x 10G Fixed uplinks
C9300L-24/48P-4X, C9300L-24/48T-4X

" SASSEE Shh e Sk he A Smm——
PUPUEY PUPSEY UUVPNY PPy - .

2x 40G Fixed uplinks
C9300L-24/48UXG-2

Fixed uplink options on C9300L SKUs



Catalyst 9300 Flexible Tables - UADP 2.0

Forwarding resources Feature resources

+ MAC: 32,000

» Host route: 24,000

* IGMP groups: 8000

* LPM route: 8000

* Multicast route: 8000

« Scalable group tags (SGT): 8000

© 2021 Cisco and/or its affiliates. All rights reserved.




Catalyst 9300 Flexible Tables - UADP 2.0 XL~

Forwarding resources Feature resources

+ MAC: 64,000

» Host route: 48,000

* IGMP groups: 16,000

« LPM route: 64,000

* Multicast route: 16,000
« SGT: 8000

© 2021 Cisco and/or its affiliates. All rights reserved. * Oﬂ|\/ for C9300-B model switches with Network Advantage




Cisco Catalyst 9300 Series Switches

Platinum-rated power supply options

Platinum rated (90% efficiency)

New

350W AC-P 715W AC-P 1100W AC-P 1900W AC-P 715W WDC

© 2021 Cisco and/or its affiliates. All rights reserved.



StackPower
“Zero-footprint” Redundant Power System (RPS) deployment

* Provides RPS functionality with zero
RPS footprint

» Pay-as-you-grow architecture - Similar to
the data stack

* 1+N redundancy with inline power
* Up to 4 switches in a StackPower ring

» Multiple StackPower possible within one
data stack

* Up to 9 switches in a star topology with
Cisco® Expandable Power System (XPS)

StackPower is supported only on C9300 SKUs.

© 2021 Cisco and/or its affiliates. All rights reserved



High avallability



Cisco Catalyst 9300 Series Switches

High availability

Hardware redundancy

Ability to stack multiple
switches through stack
cables

T“'.ﬁ'ﬁ?iﬁ

Hot patching

Ability to patch the
software without reloading
the switch

Hot patching vs.
cold patching

\

_\

Graceful insertion and
removal

Ability to remove the switch
from the data path during
maintenance with negligible
downtime




Extended Fast Software
Upgrade (xFSU)



Extended Fast Software Upgrade

- XFSU — npouecc, HanpaBreHHbIN Ha CHUXKEHNE
BPEMEHM MPOCTOA BO BpeMd rnepesarpyskv unm
anrpenga O

- UADP ASIC n Data plane npogomxatot nepegady
Tpaduka B To Bpems, noka CPU neperpyxaet
KOMMYyTaTop.

- HacTtbio npouecca nHmyuanmsaumm HoBoro cogpra
ABNAeTcAa U nepenporpammupoBaHme ASIC —
NPOUCXOOUT KpaTKOBPEMEHHAaA OCTaHOBKa
nepenadun Tpaduka.

Normal reload

Extended Fast Software upgrade (xFSU)

© 2021 Cisco and/or its affiliates. All rights reserved. Traffic dowrtime (< 305)

= = e e = e

Control-Plane

e -



Extended Fast Software Upgrade

- 9300 Standalone

oot o\ S

< 30 seconds of
traffic impact

Nmir
Cisco



Fast Software Upgrade on Stack

#Install add file image activate reloadfast commit

e

A Install

1. Install the images on all switches

2. Fast reload the standby and member switches

3. Fast reload the active switch only

4. Standby becomes the new active

5. Old Active switch becomes the new standby

Traffic Impact during the complete upgrade is less than 30 seconds

i
CIsCco



Bpema BocCcTaHOBNeHUS paboThl ¢ XFSU 1 6e3

Bandwidth

100%

2 < 30 seconds

< 30 seconds

Time

Bandwidth

100%

Regular

upgrace RS

> 10 minutes

Time

© 2021 Cisco and/or its affiliates. All rights reserved.



Design Caveats

+ (C9300/C9300L
Layer2 Designs Layer3 Designs

: Spanning-tree
: Root

Distribution

Access
Sparggm

Ropt

.
. .
------------------------------------------------------------

e  xFSU switch cannot be a root switch
XFSU switch cannot have more than one
P forwarding port for the same VLAN




Encrypted Traffic Analytics (ETA)

Finding malicious activity in encrypted traffic

. NetFlow

Malware
A detection and
Q Telemetry for _ “Biflow” -~ - cryptog_raphlc
? encrypted malware detection compliance

and cryptographic compliance

.......... » p
................................ > O

Leveraged network Faster investigation Higher precision Stronger protection
Enhanced NetFlow from Cisco’s Enhanced analytics Global-to-local Continuous
newest switches and routers and machine learning knowledge correlation enterprise-wide compliance

© NoteCETA¢s notisafipored with SRANAERSPAN



Advanced Routing/MPLS in Campus/ VXLAN BGP EVPN

| MPLS Based Segmentation | | VXLAN BGP EVPN Based Fabric

Bringing VXLAN to Routed Access Design

BGP Control Plane Learning

VXLAN Bridging and Routing Support

Anycast Gateway Support

Ingress Replication and Multicast for BUM Traffic
Border Handoff with VRF Lite and L2/L3VPN*
9300 Supported in VTEP Role

Bringing MPLS to Access with Routed Access Design
Traditional label-based Segmentation with L3VPN
P2P and P2MP overlay over MPLS.

Multicast over VPN

. ° . .
° . ° . ° ° °

* Supported with 16.12



Cisco Software-Defined Access (SD-Access)

Cisco DNA Center

» ¥ o

Policy Automation Analytics

Fabric
Edge Nodes

-

-
-
~ -
-

-
-
-
-
-
= A\

© 2021 Cisco and/or its affiliates. All rights reserved.
B - Border Node
C - Control Plane Node

Role C9300 C9300L
Fabric Edge Yes Yes
Fabric Control Yes Yes
Plane
Fabric Border Yes Yes
C9300 C9300L
Number of User 256 256
VVRFs
Cisco® Catalyst® 200AP’s 50 AP’s
9800 Series
embedded WLC




Application Hosting in Catalyst 9K Platforms

loT & Enterprise

Cisco Application Framework

] Container ~ Container ~ Container  Container
CISCO

[ORP L= Custom Custom
app app

Cisco I0S XE Kernel

.........

© 2021 Cisco and/or its affiliates. All rights reserved.



Catalyst 9000 switch storage and compute

Resource type Catalyst 9200 | Catalyst 9300** | Catalyst 9400* Catalyst 9500 Ca;aislgyhs f:,z?foo Catalyst 9600
AppGig Port (1G) No Yes Yes No No No
Networking
Management Port No Yes Yes Yes Yes Yes
Memory No 2GB up to 8GB up to 8GB up to 8GB up to 8GB
RESOLICES CPU No 1 core (25%) 1 core (25%) 1 core (25%) 1 core (25%) 1 core (25%)
Storage NoO 120GB 240-960GB 120GB 240-960GB 240-960GB
9 (USB3.0/SSD) (SATA) (USB3.0/SSD) (SATA) (SATA)
Catalyst 9300/9500 Catalyst 9400 Ol SEI00
high-performance For local storage and app
M2 SATA hosting production
240/480/960GB « 3 party USB drives in front
panel are not supported
* Applications can be hosted via
CLI too
Back panel

- * Roadmap for 9410 chassis ** 1+71 Auto Restart

© 2048 tes. All rights reserved.



Cisco Catalyst
9400 Series




Cisco Catalyst 9400 Series chassis

i ITTITITLLI
PUTTT PTTTY SUSTUS
s i o iz it

[SevTeE P
wevvey ve:
s

7-slot 10-slot

© 2021 Cisco and/or its affiliates. All rights reserved.



Chassis

Supervisors (redundant)
Line cards 2 5 8
96x 10/100/1000 240x 10/100/1000 384x 10/100/1000
Ports 48 Multigigabit 120 Multigigabit; 192 Multigigabit
56 SFP/SFP+, 2 QSFP+ 128 SFP/SFP+, 2 QSFP+ 200 SFP/SFP+, 2 QSFP+

Dimensions W:17.51in.; D:16.25 in.; H:6RU | W:17.5 in,; D:16.25 in.; H:1TORU | W: 17.5in.; D:16.25 in.; H: 13RU
BW per line card slot 480G 480G 480G
BW between Sup slots 720G

Power supply 4 PS (N+1 and N+N) 8 PS (N+1 and N+N) 8 PS (N+1 and N+N)

PoE per slot 4800W

Cooling Side to side (front to back for PS)

© 2021 Cisco and/or its affiliates. All rights reserved.




Cisco Catalyst 9400 Series

Centralized Modular Architecture

Centralized architecture

Supervisor

Control Plane
Containers
HA communication

Forwarding
Features
Embedded controllers

Passive backplane
Up to 480G bandwidth per slot

Line card Line card Line card

© 2021 Cisco and/or its affiliates. All rights reserved.



Sup-1XL - Overview

720G line cards/uplinks

UADP 2.0 XL ASICs

M.2 SATA SSD
(optional: Up to 1 TB)

USB 2.0/3.0

MACsec 256

© 2021 Cisco and/or its affiliates. All rights reserved

Line card slot BW:
4-slot: 240G (> 150 byte)
7-slot: 120G (> 150 byte)
10-slot: 80G (> 150 byte)

Templates:
Access, Core, SDA

16 GB DRAM and
16 GB flash

2.4-GHz quad-core
x86 CPU

Uplinks:
8x 10G, 2x 40G




Cisco Catalyst 9400 Series Supervisors

25GE Support x v X
Fabric Edge Node

DA Bord Ngd /Control / / \/

Support order Node/Contro

P Plane X v v

Max. Bandwidth (Per Slot) 80G 240G (4 slot), 120G (7 slot), 80G (10 slot)

Switch Database Management Access Access, SD-Access, Core, NAT

(SDM) template

HA Stackwise Virtual i v v

Capabilities  NSF/GIR \/ v v
SSO v v v

* Requires additional License (C9400-SUP-UPG-LIC=
Lead with SUP-1XL/SUP-1XL-Y for High Performance Access & Low/Mid scale Aggregation Deployments



Cisco Catalyst 9400 templates
(for Sup-1TXL, 1XL-Y)
[ | 6sf168 | l6oondbeyond |

Longest prefix match (LPM)

Host route

Layer 2 multicast
Layer 3 multicast
MAC addresses
SGTs

Flexible NetFlow entries

Security ACLs

QoS ACLs
PBR/NAT

Tunnels

LISP

MPLS L3VPN VRFs
MPLS labels

MPLS L3VPN routes VRF
MPLS L3VPN routes prefix

MVPN MDT tunnels

L2VPN EoMPLS attachments

© 2021 Cisg
NetFlow

Access

64,000
48,000
16,000
16,000
64,000
8000
128,000 per ASIC
18,000
18,000
2000
1000
1000
256
8000
16,000
4000
256
256

Access

64,000
48,000
16,000
16,000
64,000
8000
128,000 per ASIC
18,000
18,000
2000
1000
1000
256
16,000
32,000
4000
1000
1000

Core

64,000
32,000
16,000
32,000
16,000
8000
128,000 per ASIC
18,000
18,000
2000
1000
1000
256
24,000
32,000
4000
1000
1000

SD-Access

64,000
80,000
16,000
16,000
16,000
8000
128,000 per ASIC
18,000
18,000
2000
1000
1000

N/A

NAT

64,000
48,000
16,000
32,000
16,000
8000
128,000 per ASIC
18,000
3000
16,000
1000
1000
256
16,000
32,000
4000
1000
1000




Sup-1, Sup-1XL, Sup-1XL-Y uplink = Single Sup

© 2021 Cisco and/or its affiliates. All rights reserved. D Active D Disabled



Sup-1, Sup-1XL, Sup-1XL-Y dual Sups - Uplink

© 2021 Cisco and/or its affiliates. All rights reserved. ACtiVG Disabled




Line cards - Copper 1G

4 7 4 )
\ RJ-45 (data)
48x 10/100/1000
Cisco TrustSec® and MACsec 256
\_ \_ J
4 )
RJ-45 (Cisco UPQOE)
48x 10/100/1000
PoE, PoE+; PoE, PoE+, Cisco UPOE
| 48x10/100/1000 PoE, PoE+  48x 10/100/1000 PoE, PoE+, Cisco UPOE® | TrustSec and MACsec 256 )
4 4 )
RJ-45 (UPOE+® / 802.3Dbt)
24x 10/100/1000 plus
24x 100M/1G/2.5G/5G/10G
PoE, PoE+, Cisco UPOE
_ 48x 10/100/1000 PoE, PoE+, UPOE®, UPOE+®(802.3bt) L TrustSec and MACsec 256 )

© 2021 Cisco and/or its affiliates. All rights reserved.



_ine Cards - Copper mGig

— T / RJ45 (mGig) multiGigabit
% Rl 24x 10/100/1000 +

24x 100/1G/2.5G/5G/10G

POE/PoE+/UPOE®

TrustSec and MACsec(256

\

SFP (1G)
48x 100/1000
Cisco TrustSec® and MACsec 256

Fiber (1G/10G)
24x 1G/10G
TrustSec and MACsec 256

24x SFP/SFP+
g \

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9400 Series - Power supplies

« Modular design: 4 PS for 4-slot chassis; 8 PS for 7- and 10-slot chassis Cisco® Catalyst® 9400

« Combined mode by default, and Redundant mode N+N or N+1 SEES SLIZRRNE MTIEE
voltage input and mixed-
« Slot priority: Lower-number slot with higher power priority (user capacity power supply. But
configurable) for simplicity, use the same
input voltage and the same
» Platinum-rated PS: 90%+ efficiency capacity power supplies

 Output: Use redundant mode (N+1
«  3200W AC PS with 240V input (1570W with 120V input. 16A input)

«  27100W AC PS with 240V input (940W with 120V input. 10.4A input)
. 3200W DC PS input voltage (-40 to -72 VDC) [_Active | | Standby |

© 2021 Cisco and/or its affiliates. All rights reserved.



[TonopunTeT NUTaHUS

.........
:::::

« All components in the system are assigned a
power priority level

 Supervisors and fan tray have the same highest R fami P
priority level T

* Line cards with lower slot numbers have the
higher power priority level by default if “power
supply autoLC shutdown” is configured

« Software allows user-configurable power priority
for line card slots

C94 (confiqg) #power supply autoLC priority °?

<1-7> Physical slot number

<cr>

C94 (config) #power supply autoLC priority

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9400 Series - Fan tray

Redundant: N+1 Fans

Flexible service:
Fan tray can be replaced from the front or
the back

Efficient:
Variable speed per fan depends on the load,
temperature, and altitudes (=> lower noise)

The system can safely run without a fan tray
for only 2 minutes

Enabling service mode before
servicing increases fanless operation
to 4 minutes

All fans operate at full speed for
10 minutes in service mode




StackWise Virtual



StackWise Virtual

Topology comparisons

( " k
HSRP or | € s L S ; L S
VRRP A = : “—
1
(SR SVL . y
STP or LACP or
MST PAGP eoce, MEC
b .
— II — Lo — II — €
Access switch Access switch Access switch Access switch Access switch Access switch
stack stack stack

Benefits of StackWise® Virtual
Simplify operations by eliminating STP, FHRP, and multiple touchpoints

Double bandwidth and reduce latency with Active-Active Multichassis EtherChannel (MEC)
Minimize convergence with subsecond stateful and graceful recovery (SSO/NSF)

© 2021 Cisco and/or its affiliates. All rights reserved



StackWise Virtual = 9400 Series ctsco

StaCk|ng and Cables ASIC Technology

StackWise® Virtual

» SVL links should be on the same speed ports ( 10G or
40G, cannot be mixed)
* Upto 8 portsin 10G or 2 ports in 40G are
supported.
« DAD links should be on the same speed ports ( 1G, 10G
or 40G, cannot be mixed)
* Up to 4 ports are supported
» SVL and DAD configuration is also supported on Line
Cards starting 16.12.2 release.

« In SVL mode, 2n Supervisor is not supported in the

SVL is supported on all 9400 Series chassis with all supervisors chassis and will be powered off if inserted.

Sup-1, Sup-1-XL, Sup-1-XL-Y

______________________________________________________________

N e e e e e e e e e e e e e e e e e e =

\_* SVL is only supported between same 9400 models with )

AARmAA AL AR A ArA T thn ~AavaA AlAtA~

» Cisco StackWise Virtual is a distribution layer technology, allowing stacking of only two switches using fixed front panel ports.
« Cisco StackWise Virtual supports flexible distances with support for all supported cables and optics.
» With Cisco I0S® XE Release16.11.1, SVL and DAD are supported on line cards with controlled availability.

© 2021 Cisco and/or its affiliates. All rights reserved.



Nn-Service Software
Upgrade (ISSU)

(16.9.1 and later)




Dual-supervisor [SSU

\ Standby Sup

%

e
-——— e

Catalyst 9400

© 2021 Cisco and/or its affiliates. All rights reserved.



Dual-supervisor ISSU prerequisites

Prerequisites
* Ensure that both active and standby supervisors are configured in SSO mode

* System must be booted with packages/install mode
x Bundle mode : (config)# boot system flash:[BIN FILE]

\/ Install mode : (config) # boot system switch all flash:packages.conf

* Auto boot must be enabled
* NSF should be configured if a supported routing protocol is enabled on the chassis

© 2021 Cisco and/or its affiliates. All rights reserved.



ISSU Release Guidelines

SM — Short Maintenance
EM- Extended Maintenance

SM<>EM — Not Major release change - Not Supported Between EM releases - Supported
Supported

Nov’19

POLARIS

Within EM -
Supported

Cisco 10S XE Software Support Timeline for Cisco

I0S XE Software Release Starting with 16.x.x and
ISSU support start from 16.9.1 Release on C9400 |-°~ 7> == "=

Supported Not Supported

. SM to EM or EM to SM.(16.11.X <>16.12.x)
. Within SM Release - (16.11.1<>16.11.2)

. Within EM Release - Any to Any within the EM Release ( 16.12.X

<>16.12.X)
. Between EM Releases but within major releases [within +/- 2 EM Beyond the T/' 2 EM Releases.
releases] . When there is a major release change.

. For example 16.x.x to 17.x.x


https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-xe-16/bulletin-c25-741178.html

StackWise Virtual ISSU upgrade steps

3-step process
1. #install add file <tftp/ftp/flash/disk:* bin> Granular control over
the upgrade process

2. #Install activate ISSU with the ability to
3. #HInstall commit roll back

#install add file <tftp/ftp/flash/disk:*.bin>activate ISSU commit Single command

to perform
complete ISSU

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9000 tamily ISSU workflow

ISSU started; image is

Upgrade starts 1.

expanded on active
and standby

N

Hinstall add

WV

Standby

Expired abort
timer will revert to
step 2 and then
step 1

Upgrade complete
5. ISSU

Standby
complete
A

4. “Commit” keyword stops
the abort timer

Abort
timer expired

©

Abort timer
stopped

Standby

Hinstall
commit €

© 2021 Cisco and/or its affiliates. All rights reserved.

If S2 fails to
_ Abort become standby,
timer starts it will revert back
@ to step 1
2. Standby reloads with
the new V2 image
Standby

3. Auto-switchover causes S2 to
become new active, and S1
reloads with the new V2 image

pa

# install activate <> issu €

N



Catalyst 9000 - Access Comparison

Mwmaﬂz —

‘Masdn AETEIE SITIIE TETEEE IR
s e

1
gn“E -
R REEEEE SRR

F——“ --"

2 |
Gl Temp‘ate _

Model 9200L 9200 9300L 9300 SUP1 SUP1XL
Stack/Slot Bandwidth 80G 160G 320G 480G 80G 240G
MAC Addresses * 16K 32K 32K 32K 64K 64K

IP Routes * 3K 4K 8K 8K 64K 64K
Flexible Netflow * 16K per ASIC | 16K per ASIC | 64K per ASIC | 64K per ASIC | 128K per ASIC | 128K per ASIC
Power Over Ethernet 15,30W 15,30W 15,30,60W [ 15,30,60,90W | 15,30,60,90W | 15,30,60,90W
Perpetual & Fast POE Yes Yes Yes Yes Yes Yes
Precision Time Protocol Yes Yes Yes Yes == —o

App Hosting No No Yes Yes Yes Yes
MACsec Encryption 128-bit AES 128-bit AES | 256-bit AES | 256-bit AES | 256-bit AES | 256-bit AES
Software Defined Access Edge Edge Edge, Border, CP | Edge, Border, CP | Edge, Border, CP | Edge, Border, CP
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Cisco Catalyst 9500 Series

HoBoe nokoneHne MUKCMPOBaHHbBIX KOMMYTaTOPOB Aapa/arperaumm

UADP 3.0

* 40G at the price of 10G
» Industry’s first 40G enterprise switch
* Optimized 10G switch for midsize backbone

« 1 TB SSD storage

* Flexible templates

1
1
1
|
|
|
1
1
C9500-16X | C9500-24Y4C
|
C9500-40X | C9500-48Y4C
C9500-24Q |
. C9500-32QC
C9500-12Q |
' C9500-32C
1
1
1
©100G/40G
Mogenm
Modular

Modular fans Modular uplinks

power supplies

© 2021 Cisco and/or its affiliates. All rights reserved.

 Industry’s first 100G enterprise switch

Storage for
application hosting

Extending Cisco®
Catalyst® 4500-X and

6800 Series leadership
in fixed core

13x throughput (3.2 Tbps)

6x performance (1 Bpps)

No oversubscription

8x 40G density

Pluggable SSD storage

USB 3.0

4x memory and flash

2x CPU cores

Customizable templates

Cisco StackWise® Virtual




UADPF

Cisco Catalyst 9500 Series

High-level overview

TS T T TT T T \ -t Tt Tt TT s T A RN T NN 5 T T T T TT T \ 2 A (Tt Tttt
2.4-GHz quad-core x86 CPU !

' Buit-inRFD | : o [ 2L B0RCOTSIX 1! uaDP2.0XLASIC! | Every port 40G,10G,* ' 1 Cisco StackWise

! ooesve) | ! USB 2.0 flash drive ! | 16GBofDDRADRAM 1 | UMDP2OXLASIC, A0 o et

1 [OEiSEINS i " ) 32 MB per ASIC packet buffer , I Ele | 1 an SHRAL S N T

24x 40G

(
! C9500-12Q
1 12x 40G
R
g‘; f-l-’..-lnvn'o-.'.'-t‘---'n'i'ﬂ""'o'\l:-'-'-'-::’ ___________
5 5 - - (
! C9500-40X
1 40x 1/10G
R
Prrrrree
" ! C9500-16X
I 16x 1/10G
R
e o a e o e e e e s g e

© 2021 Cisco and/or its affiliates. All rights reserved. * With QSFP to SFP or SFP+ (QSA) adapter

N
cisco




Cisco Catalyst 9500 Series

Network modules

Uplink modules supported on C9500-40X and C9500-16X
Support for Online Insertion and Removal (OIR)

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9500 Series

Redundant power supplies and fans

950W AC/DC power supplies , fans

1
Redundant 1+1 : .’ 120-GB
:
\

P —

____________________

Hot-swappable Variable-speed high-efficiency fans

AC, DC, and mixed power supplies supported Detect ambient temperature and adjust fan speeds
Maximum output 12V/950W at 220V/110V AC input Individual fans are OIR capable up to 120 seconds
More than 90% power efficiency at 50% to 100% of load Front-to-back airflow

Redundant load sharing (1+1) mode only Can still operate with individual fan tray failure

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9500 Series Switches

scale comparison

ode 9500-16 9500-40 9500 Q 9500-24Q

Switching capacity 240G 480G 480G 960G 3.2T 1.6T 1.6T
Forwarding rate 320 Mpps 720 Mpps 720 Mpps 1440 Mpps 2 Bpps 1 Bpps 1 Bpps
MAC addresses 64,000* 64,000* 64,000* 64,000* 82,000* 82,000* 82,000*
LPM/host routes 64,000/32,000* 64,000/32,000* 64,000/32,000* 64,000/32,000* 212,000/ 212,000/ 212,000/
(IPv4/v6 routes) 32,000/16,000 32,000/16,000 32,000/16,000 32,000/16,000 212,000* 212,000* 212,000*
Multicast routes 48,000* 48,000* 48,000* 48,000* 32,000* 32,000* 32,000*
Security ACLs 18,000* 18,000* 18,000* 18,000* 27,000* 27,000* 27,000*
QoS ACLs 18,000* 18,000* 18,000* 18,000* 16,000* 16,000* 16,000*
Flexible NetFlow ;(er'AOS?g S)SE’AOs?g geszscfg SSE'AOS??: 96,000* 96,000* 96,000*
Spanning Tree 256 256 256 256 1000 1000 1000

instances**

Depends on SDM template.

** For 16.11.1 release.

© 2021 Cisco and/or its affiliates. All rights reserved.




Cisco Catalyst 9500 25G/100G

o 1.6-Tb bandwidth
36 MB per ASIC unified packet buffer, ~ ~-=-=-=-=-=-gz-=------" S====-=--- A """ N ,

s 1 T

———————————— N T T T T T e e
Built-in RFID | ' USB 3.0 flash drive ! b 16 GB of DDR4 DRAM [ UAXDPg3 0 ASIIC |1 Everyport 100G, 40G, 1| Cisco StackWise 1
(passive) b : | : 16 GB flash 1 ' : 1} 10G,*and 1G* capable | 1 Virtual |
\ ) i I 1 1

\

{
' £9500 - 32C
' 32x 40G/100G

' £9500-32QC |
: :
1 1

16x 100G or
32x 40G

C9500-24Y4C !
24x 1G/10G/25G + 1
4x 40G/100G !

T T S R | N

M RS BBV EESU BSES EESE il BEsd Bavsauus BASS,

’
s s b s s s e B o e e b !
1
1

] S SN R s
3 )| " e aTh v CRA L

i C9500-48Y4C !
! 48x 1G/10G/25G + 1
I 4x40G/100G |

© 2021 Cisco and/or its affiliates. All rights reserved. *\With QSFP to SFP or SFP+ (QSA) adapter



Cisco Catalyst 9500 - C9500-32C

Redundant power supplies and fans

5 standalone fans -
! N+1 redundancy

o
’

Hot-swappable

AC, DC, and mixed power supplies supported

Maximum output is T600W at 220V and 1000W at 110V
More than 90% power efficiency at 50% to 100% of load

Redundant load sharing (1+1) mode only

© 2021 Cisco and/or its affiliates. All rights reserved

240-, 480-, or 960-GB |
! SATA SSD storage 1

5 variable-speed high-efficiency fans at rear of chassis
Detect ambient temperature and adjust fan speeds
Fans are hot-swappable

Front-to-back airflow

Can still operate with one fan unit failure




Cisco Catalyst 9500 - C9500-32QC,24Y4C,48Y4C

Redundant power supplies and fans

1 Redundant 1+1 \ 1
| 650W AC and 930W DC | ! Red‘;”dam 1 :
1 : | an tray

\ power supplies b 1

Hot-swappable

AC, DC, and mixed power supplies supported

Maximum output 12V/650W at 220V/110V AC Input
More than 90% power efficiency at 50% to 100% of load

Redundant load sharing (1+1) mode only

© 2021 Cisco and/or its affiliates. All rights reserved.

i 240-, 480-, or 960-GB |
p SATA SSD storage 1

Dual variable-speed high-efficiency fan trays

Thermal sensor to detect ambient temperature and
adjust fan speeds

Fan trays are hot-swappable
Front-to-back airflow

Can still operate with individual fan tray failure



Cisco Catalyst 9500 - kakyto Mofernb BbopaTh?

40P 10G 48P 25G 32P 40G 32P 100G
(Uplinks: 8P 106G, (Uplinks: 4P 100G)
2P 40G)

! v | — " g 24P 40G 16P 100G
16P 10G 24P 25G
(Uplinks: 8P 10G/2P 40G) (Uplinks: 4P 100G) ﬁ
12P 40G

MopTbl 25G 06paTHO coBMecTUMbl ¢ 100M/1G/10G
MopTbl 100G o6paTHO coBMecTMMbl ¢ 40G 1 ¢ 1G/10G (npu ucnonbdoBaHum QSA
apanTepa)

© 2021 Cisco and/or isElOaPOHHE. GCEBMECTUMOCTN TPAHCUBEPOB: tmgmatrix.cisco.com



Cisco Catalyst 9500 Series

Switch Database Management (SDM) template

Core template
MakcumanbHble pecypchl ans
unicast 1 multicast
MapLIpyTU3aumm m

6e30MacHOCTH
(Default: C9500 High Performance)

Distribution template
MakcrmanbHble pecypchbl
ans MAC agpecos um

6e30MnacHoOCTH
(Default: C9500 Switches)

SD-Access template
MakcrmanbHble pecypchbl Ans
6€e30MaCHOCTM M NoAaOePXKKa
SDA habpukn

NAT template
MakcurManbHble pecypchl
ans HacTponk NAT Ha
KOMMyTaTOpe

Cisco® Catalyst®
9500 Series

Mp1MeHeHUe LLabnoHoB ocTynHO Ha 9400 Sup-1XL(Y) n Catalyst 9500 c
UADP 2.0 XL u Catalyst 9500 High Performance ¢ UADP 3.0

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9600 & 9500H Series

SDM Templates, Scale & Customization

Feature Distribution Core (default) SDA NAT
Routes (IPv4/IPv6) 114K/114K 212K/212K 212K/212K 212K/212K
Multicast routes (IPv4/IPv6) 16K/16K 32K/32K 32K/32K 32K/32K
MAC address table 82K 32K 32K 32K
x IGMP/MLD snooping 2K 2K 2K 2K
Flexible NetFlow (Ingress) 49K/ASIC 32K/ASIC 32K/ASIC 32K/ASIC
Flexible NetFlow (Egress) 49K/ASIC 32K/ASIC 32K/ASIC 32K/ASIC
SGT label 32K 32K 32K 32K
Ingress 12K 8K 12K
Security ACL g
Egress 15K 19K 8K
Ingress 8K 8K 4K
ACL
p QOS AC Egress 8K 8K 4K
Ingress 1K 1K 1K
}\ NetFlow ACL
etFlow AC Egress 1K 1K 1K
I .BK .BK .BK
SPAN ngress 0.5 0.5 0.5
Egress 0.5K 0.5K 0.5K
PBR/NAT 3K 2K 15.5K
CPP 1K 1K 1K
Tunnel termination and MACsec 3K 3K 2K
LISP 1K 2K 1K
© 2021 Cisco and/or its affiliates. All righ i 4 ;
: its affiliates. Al rights reserved. Higher scale /\ Customizable resources
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Cisco Catalyst 9600 Series Switches

Ready for Catalyst 6500/6800 migration with e open
Industry-leading feature set Ol 05 XE

20 years of innovation _ IBN-ready

S50B of install base

ETA*, Trustworthy Systems

@ L2, L3, Multicast, MACsec-256 encryption,
ACL, QoS
Programmability/
. telemetry
o Resiliency: ISSU
and SWV -

NBAR2 AVC*,
Assurance

Catalyst 6500/6800

. Full Flexible NetFlow
o Hot patching, GIR

Resiliency Security ngf\?iézsf SD-Access, MPLS . EVPN BGP VxLAN

-

Catalyst 6000 - : "
- * Road
Gold standard for campus core Catalyst 9600 Series — Raising the bar on campus core Roadmap

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9600 Series

Quick Overview

Dual-serviceable 4 Line-Card slots

Fan tray

2 Supervisor slots

Built-in RFID (dedicated)

6.4 Tbps per slot
from each
Supervisor slot

Blue Beacons
(system, fan tray,
sup, cards)

Dimensions
8RU

13.95x 17.4x16.1
(Hx W x D in inches)

4 Modular N+1
Power Supplies

© 2021 Cisco and/or its affiliates. All rights reserved



Cisco Catalyst 9600 Series

Supervisor 1

i | 'ﬁ UADP)S. —~& UADR _ i
. F S0 . S SR - —— -

© 2021 Cisco and/or its affiliates. All rights reserved.

9.6 Tbps capacity

3x UADP 3.0 ASIC

Mgmt ports:
copper and fiber

Built-in RFID

Blue Beacon

2.4 Tbps per slot

8 core X86 CPU
@2.0 Ghz

16G DDR4 memory

M.2 SATA SSD
(optional: up to 1 TB)

2x USB3
1x mini-B USB console



Cisco Catalyst 9600 Series

LIine cards

C9600-LC-24C - 100G/40G (fiber)

. 24 ports
S QSFP28/QSFP+
. Supports 100G and 40G

C9600-LC-48YL - 25G/10G/1G (fiber)

. 48 ports
. SFP28/SFP+/SFP
. Supports 25G, 10G, and 1G

C9600-LC-48TX - mGig (copper)

48 ports
Copper 10G (NBASE-T/10BASE-T)
Supports 10G,5G,2.5G,1G,100M and 10M

C9600-L.C-48S- 1G (fiber)

. 48 ports
. SFP
. Supports 1G

© 2021 Cisco and/or its affiliates. All rights reserved



Cisco Catalyst 9600 Series

C9600-LC-24C - 100G/40G Line-Card

Catalyst 9600 Series Ethemet Switching Module
STy

S

« All 24 ports are capable of 100G (QSFP28) OR 40G (QSFP+)

» Hardware-ready with QSA (for 1G/10G)
«  With Supervisor Engine 1

e 40G: 24 x40G (line rate with 148 byte or higher)

100G: 12 x 100G (line rate with 187 byte or higher)

Every 2 ports in a port-group. Odd number ports can be 100G, and next even number port is disabled

© 2021 Cisco and/or its affiliates. All rights reserved



Cisco Catalyst 9600 Series

C9600-LC-24C with Supervisor Engine 1

» This line card appears in 40G mode by default

» Future supervisors can support 100G speed on all ports at the same time

: ;,i}:,g + H ;1

Default mode a 4°G_ 406 Jif 4 q [ 4 Ik
(all ports 40G) I i 406G i 40G aoc |

100G
configuration

Fo<slot#>/0/1 . . * Enable Hu1/0/25 as 100G
Hu <slot#>/0/25 IniteiEeS UEirEElCig 1028 Endsle q » Disable Fo1/0/1 and 1/0/2

© 2021 Cisco and/or its affiliates. All rights reserved.

Fo<slot#>/0/23
Hu <slot#>/0/47




Cisco Catalyst 9600 Series

C9600-LC-48YL - 25G/10G/1G Line-Card

« All 48 ports support 25G/10G/1G (SFP28/SFP+/SFP)

 Line rate on all ports (at 187 bytes for 25G; any size for 10G/1G)
* Any port, Any supported speed
» Port reference is always *TwentyFive<slot#>/0/<porti#>"

« Port speed is auto-detected (based on the inserted transceiver)

© 2021 Cisco and/or its affiliates. All rights reserved.

* hardware capable of 10/100M



Cisco Catalyst 9600 Series OS=XE 17.1.1
C9600-LC-48TX - mGig Line Card

» All 48 ports can support 10G/5G/2.5G/1G/100M/10M

« Line rate on all ports (any frame size)

* Any port, Any supported speed
+ No PoE support (Data Only)
» Port reference is always “TenGigabit<slot#>/0/<portH#>"

« Port speed is auto-negotiate (default)

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9600 Series OS-XE 17.2.1
1G Line card - C9600-LC-48S

All 48 ports support 1G
Hardware capable of 10/100M*

Line rate with 1G (any packet size with 1G)

Port reference is always “Gig<sloth#>/0/<portH#>"

© 2021 Cisco and/or its affiliates. All rights reserved *Roadmap



Cisco Catalyst 9600 Series

Fan tray

N+1 (8+1) fan redundancy

Flexible service - fan tray can be
replaced from the portside or
the back

Efficient - variable speed per fan
depends on the load, temperature,
and altitudes (=>lower noise)

Airflow - side-to-side airflow

Fan tray hot-swappable needs to be done within 120 seconds

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9600 Series

Power supplies

T

© 2021 Cisco and/or its affiliates. All rights reserved

Chassis has 4 slots for power supply
Individual on/off switch for each power supply

Supports a mix of AC (@220V) and DC
power supplies

Supports both 110V and 220V input
2 KW output with 220V (1050W with 110V)

Platinum rate power supply
Redundant mode: Combined and N+1

Supports input range of -40V to -72V
2 KW output

Platinum rate power supply
Redundant mode: Combined and N+1




Cisco Catalyst 9600 Series

Power Priority

Highest
priority

© 2021 Cisco and/or its affiliates. All rights reserved.

Higher
priority

All components in the
system are assigned a
power “priority” level

Supervisors and Fan tray
have the same “highest”
priority level

Line cards with lower slot
numbers (top) have the
“higher” priority level by
default

User-configurable power
priority for Line card slots
Is on the roadmap




Cisco Catalyst 9600 Series

Centralized Modular Architecture

» Centralized Architecture

Supervisor
UADP X86 CPU  Hitless Switchover & Upgrades
Data Plane Control Plane  Lower Latency (fewer ASIC)
Features Containers . : :
Micro Engines SSO/NSF/ISSU » Forwarding, Queuing & Security

on the Supervisor (UADP)

* Unlock new performance &
features with new Supervisor

+ X86 CPU + Storage
» Native Docker App Hosting

Passive Backplane (Up to 6.4T BW per slot)

Line Card Line Card Line Card « Passive Backplane

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9600 Series

Supervisor 1 - Block Diagram
( Switch backplane )

16T | 64x 64x 64x
NIF NIF NIF PCle Ethernet

8-core CPU
ASIC interconnect M.2 SATA

1.6 Tbps 1

y
A

A 4

© 2021 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst 9600 & 9500H Series

Switch Database Management (SDM) Templates

Core template
Maximizes system resources
for Layer 3 unicast and
multicast routes and security

(default for UADP3)

SD-Access template
Maximizes system resources
for policy entries to support
fabric deployment

© 2021 Cisco and/or its affiliates. All rights reserved.

User-Customizable
allows customizable
ACL TCAM resources

Distribution template
Balances system resources
between Layer 3 routes and
Layer 2 MAC and Netflow

(default for UADP2 XL)

NAT template
Maximizes system resources for
NAT configurations on the switch



Cisco Catalyst 9600 & 9500H Series

SDM Templates, Scale & Customization

Feature Distribution Core (default) SDA NAT
Routes (IPv4/IPv6) 114K/114K 212K/212K 212K/212K 212K/212K
Multicast routes (IPv4/IPv6) 16K/16K 32K/32K 32K/32K 32K/32K
MAC address table 82K 32K 32K 32K
x IGMP/MLD snooping 2K 2K 2K 2K
Flexible NetFlow (Ingress) 49K/ASIC 32K/ASIC 32K/ASIC 32K/ASIC
Flexible NetFlow (Egress) 49K/ASIC 32K/ASIC 32K/ASIC 32K/ASIC
SGT label 32K 32K 32K 32K
Ingress 12K 8K 12K
Security ACL g
Egress 15K 19K 8K
Ingress 8K 8K 4K
ACL
p QOS AC Egress 8K 8K 4K
Ingress 1K 1K 1K
}\ NetFlow ACL
etFlow AC Egress 1K 1K 1K
I .BK .BK .BK
SPAN ngress 0.5 0.5 0.5
Egress 0.5K 0.5K 0.5K
PBR/NAT 3K 2K 15.5K
CPP 1K 1K 1K
Tunnel termination and MACsec 3K 3K 2K
LISP 1K 2K 1K
© 2021 Cisco and/or its affiliates. All righ i 4 ;
: its affiliates. Al rights reserved. Higher scale /\ Customizable resources



FIB Allocation Examples

IOSXE 17.3.1

* Netflow requires 2X for flow records

Feature Customer 1 Customer 2 Customer 3
(L2 focus) (L3 focus) (FNF focus) *

L2 MAC 128K 32K 32K

L3 Unicast 144K 256K 64K

L3 Multicast 32K 16K 16K

L2 Multicast 16K 32K 16K

Ec—it-:;%r;\glzl,al_bsels 64K 64K 32K

Netflow - Input 32K 32K 64K *

Netflow - Output 0 0 64K~

Total Resources 416K

© 2021 Cisco and/or its affiliates. All rights reserved.

16K - 16384
32K - 32768



Cisco Catalyst 9600 Sup1 and 9500 Switch Scale

C9500-48Y4C/ C9500-

Model C9600- Sup1 C9500-32C C9500-32QC 24V AC
Switching capacity 9.6T 6.4T 3.2T 3.2T
Forwarding rate (IPv4/IPv6) 2 gggz g gﬁg: 1 gggz 1 gggz
MAC addresses 82,000* 82,000* 82,000* 82,000*
o o) iy sy iy i
Multicast routes 32,000* 32,000* 32,000* 32,000*
Security ACLs 27,000% 27,000% 27,000 27,000%
QOS ACLs 16,000* 16,000* 16,000* 16,000*
Flexible NetFlow (per ASIC) 96,000 96,000* 96,000 96,000*
VLAN ID 4,000 4,000 4,000 4,000
Spanning Tree instances 1,000 1,000 1,000 1,000

*  Depends on SDM template

© 2021 Cisco and/or its affiliates. All rights reserved.



High Availability



High availability

Protect business continuity

Physical redundancy Stateful Switchover (SSO) | Non-Stop Forwarding (NSF) I USpegr;/;%ee Slgfévthare StackWise®-Virtual

Redundant hardware Sub-second failover Resilient L3 topologies Minimize upgrade Infrastructure resilience

+ Redundant power + Between supervisors + NSF support for OSPF, downtime + Multi-chassis
supplies within chassis (<5ms) EIGRP, ISIS, BGP e SMU EtherChannel (MEC)

+ Redundant fan in the + Between chassis with .+ ISSU provides hardware-
fan tray StackWise-Virtual . GR* based failover

* Redundant supervisors

* Roadmap
© 2021 Cisco and/or its affiliates. All rights reserved.



Quad Sup Support - 9600



StackWise Virtual Quad Sup RPR

o vo

Lo [

Role Description Control Plane Data Plane
StackWise-A StackWise Virtual Active Active Active
In Chassis Active
StackWise-S StackWise Virtual Standby Hot Standby Active
In Chassis Active
ICS In-Chassis Warm Standby Warm Standby Warm Standby

© 2021 Cisco and/or its affiliates. All rights reserved.




Catalyst 9600 StackWise Virtual

Quad SUP RPR

o)

N

L LY
= "!'_: _ tackWis— >

e

[ 0 5™ B 5™

.....

1.:
-
.-

i

.|

cresse2 N

Y

IOSXE 17.2.1

» Active supervisor in chassis-2 become StackWise Active

« Warm standby supervisor in chassis-1 continue the boot process
* Become StackWise standby while the line cards in chassis-1 reset

© 2021 Cisco and/or its affiliates. All rights reserved.

RPR:
SSO:
StackWise-A:

StackWise-S:
ICS:

Route Processor Redundancy
Stateful Switchover
StackWise Virtual Active
StackWise Virtual Standby
In-chassis Warm Standby

134



StackWise Virtual Switchovers

Single SUP per Chassis

Bandwidth

100%
Time until the Supervisor Convert new supervisor : Manual Intervention
50% is replaced to StackWise SITng VB L SS Non-Deterministic Recover time
(]

»  Single-homed device
»  Back to full bandwidth

Manual Intervention

Time
Dual SUP per Chassis
Bandwidth
100%
Bring up LCs and Manual Intervention
50% Sync state info Non-Deterministic Recover time
Single-homed device
Back to full bandwidth
Time

© 2021 Cisco and/or its affiliates. All rights reserved.
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Cisco Catalyst 9000: Bcero 2 tvna nmueH3un

CTapaﬂ Mofdernb NMUeH3npPoOBaHMA HoBasi Mmogenb NMUeH3npOBaHMS

5 IP Services | Cisco DNA Advantage

i Full Layer 3 and core differentiators E SD-Access, assurance, and security
- , Added features solution package

! | Feature parity Network Advantage

i IP Base _ _ : Full Layer 3 with flexible segmentation and
:\ Routed access and access differentiators ,: network resiliency

Cisco DNA Essentials

: Simplified network operations
LAN Base E solution package

Layer 2 features and competitive parity Added features Network Essentials

Feature parity Competitive parity with full Layer 2 and
routed access

v

_______________________________________________

For more details, see the

Cisco DNA subscriptions required (minimum 3-year term) at time of Cisco Catalyst 9000 order
EA customers will receive a free upgrade from IP Base to IP Services on their legacy devices as part of the Enterprise Agreement. The upgrade of LAN Base to IP Base is

available at 50% of the cost.
© 2021 Cisco and/or its affiliates. All rights reserved.



https://www.cisco.com/c/m/en_us/products/software/dna-subscription-switching/en-sw-sub-matrix-switching.html

JInueHanpoBaHne ona KOMMYTaTOPOBISECCRBINA T

SD-Access ready, with advanced
security features bundled for

Cisco DNA Essentials

Simplified management and base
automation and monitoring for

entry-level customers
Single .
SKU 3/5/7 Year Subscriptions

Centralized Management

Base Automation and Monitoring

v
+
Network Essentials
(Layer 2 Routed Access)

Cisco DNA Advantage

SD-Access capable, with policy-based
automation and assurance for small

to midsize customers

Ssilgde 3/5/7 Year Subscriptions

Flexible Network Segmentation
Assurance and Analytics

Cisco Prime Infrastructure*

Cisco DNA Essentials

v

+
Network Advantage
(Full Layer 3 Routing)

midsize to large customers

Single .
SKU 3/5/7 Year Subscriptions

Cisco Secure Network Analytics
(previously Stealthwatch)

ISE Base + ISE Plus

Cisco DNA Advantage

Cisco DNA Essentials

-
Network
Advantage
(Full Layer 3
Routing)

Cisco Software Support Service (SWSS) included in all subscriptions

Must Attach Cisco DNA Premier, Cisco DNA Advantage or Cisco DNA Essentials
as Subscription with Cisco Catalyst 9000 switches

v

If you choose not to renew the
subscription, the box will continue to

function with the perpetual
license features
(Network Essentials/Advantage).

*Pl licenses included for
customers currently using
Pl to help them transition
to Cisco DNA Center




Catalyst 9000 Switches—Advantage vs. Essentials
C9200, C9300, C9400, C9500, C9600

Advantage

Advanced Automation Assurance and Analytics Basic Automation Basic Assurance
Mogonvcka 3,5,7 net [N SD-Access « Compliance and Reports Bleilpl/[fCRENSWIEall - Network Plug and Play (PnP) Health Dashboards -
T . Cisco Catalyst 9800 Series - Device 360 and Client 360 provisioning application Network, Client, Application
embedded wireless controller « Network Health Insights - LAN Automation
: + Application policy creation . Cisco Al Network Analytics, i . Cisco Local Area Bonjour Telemetry
ClSCO DNA +  Encrypted Traffic Analytics* Al Endpoint Analytics, ClSCO DNA Full Flexible NetFlow
« Cisco Wide Area Bonjour** Group-based Policy 1 Element Management
Adva ﬂtage . Application hosting* Analytics Essentla |S Software Image Management
Telemetry and Visibility (Swim)
(BKI‘II-OMaeT BCE Element Management ERSPAN**
(;byHK[_lMM CiSCO Patch/SMU Lifecycle Management . AVC (NBAR2)***
DNA Essentials) - Wireshark*
Enhanced Security Controls  Flexible Network Segmentation Essential Switch Capabilities «  Programmability,
MACsec-256** VRF, VXLAN, LISP, SGT, MPLS**, Layer 2, Routed Access, NETCONF/RESTCONF/gR
MocToaHHas yacTe BGP-EVPN with VXLAN** focToAHHas uacTb OSPF, PBR, PIM Stub PC/YANG

Multicast, PVLAN, VRRP, Cisco - Zero Touch Provisioning

Patch/SMU Lifecycle High Availability and Resilienc Discovery Protocol, QoS, FHS, . MACsec encryption
NetWOrk Management ° ok ~ o *x NetWO rk 802.1X, Mac-sec 128, CoPP, + Advanced telemetry
NSF**, GIR, HSRP, Stackwise Virtual**, SXP. IP SLA R der SSO
Ad t Manual/CLI operations or ISSU/eFSU** ESSG nt- | o I SIS, , SPAN, RSPAN
Van age through WebUI only 1als Stackwise (9200/9300) . Streaming telemetry
imi i L3 Routed Access and visibility
BkntouaeT BCce ) ~ Optimize Bandwidth ,
Full L3 Routing Functionality j4jjization (Advanced Multicast) RIP, EIGRP Stub, OSPF S(}D(ljjﬁotr:gstworthy
CPYHKLMM BGP**, OSPF, IS-IS RP Discovery, PIM BI-DIR (1000 routes) ,
’ - Software image
Network management (SWIM)

Essentials

itching r Netwo




HarnggHoe npepnctasnerHne DNA/Network nuueHanm

o C i S C O D N A S Oftv\/a re Essentials Advantage Essentials Advantage Premier
Subscription Matrix for - . ) . .

Switching —— B - .
https://www.cisco.com/c/m/en S . . . .

us/products/software/dna- P . . . .

subscription-switching/en-sw- S v ’ ’ v
sub-matrix-switching.html o ) 5 ) ’
Software Image Management (SWIM) v v v 4

© 2021 Cisco and/or its affiliates. All rights reserved.
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Eart Licensing Using P
NI KaK TTIPOCTO KYINTDb W HabIaTb
3KCMNyaTMPOBaTb KOMMYTATOP

CIsco

[1na kommyTaopoB release 1/.3.2 1 nosgHee, Hosopb 2020

Extended Maitenance (Long Live)



Kak MmeHdgeTca cTaTyc nMueH3nm?

Smart Licensing (SL) Smart Licensing USING POLICY (SLP

Un-
Registered

Failed

Register
Product

Consume
Registered In-use License
State
Consume * OCTaéTca TONbKO OAMH CTaTyC NUUEeH3unn“In-
License ”
use
o * Mopgenb NOCTPOEHa Ha O0BepPUM
Authorization > he— o . .
Expired *  YCTPOWCTBO BEOET YUET UCMOMb30BAHHBIX

YHKLMA 1 MMLEH3MOHHOIO YPOBHS
B Smart Account TpebyeTcs OTnpaBnsTb
oTyeThl B TeyeHne 90 aHen, ecnu Bbl
© 2021 Cisco and/or its affiliates. All rights reserved. aKTMBMPOBaru bonee BbICOKYHO NMMUEH3NIO,
yeM nprobpenm



Smart Licensing Using Policy - Nov 2020 (17.3.2)

bes nameHeHuin B npouenype 3akada 060pyaoBaHUsS 1 NMULIEH3NIA
Note: He 3abyabTe cOobLMTb MapTHEPY CBOM Smart Account

bonbwe HET Evaluation nepuopa. He Hy>XHO PErncTpmMpoBaTh NMULEH3MIO Nepen

NCNOMb30BaHNEM
Note: He Hy>XHO perMcTpmpoBaTtbh NULEH3NIO Neper MCnonb3oBaHMeM 060pyaoBaHNs. Ecnu
3aKaHUMBaETCA CPOK NMULEH3UN NN MBMEHAETCH YPOBEHDb HY>XXHO OTMNPaBMTb OTUET B SA

He TpebyeTca perynspHas KOMMYHMKaLMa 060pyaoBaHMa C

cisco.com
Note: [lpu yCrnoBumM, UTO Bbl HE MOBbLILLAETE YPOBEHDL NMLEH3MK. Kaxkgoe YyCTPOMCTBO B
CeTW BefeT YUET UCMONb3yeMOon NMULIEH3UN CaMOCTOSTENBHO.

OTﬂpaBbTe OTUET 06 UCMONBb30BAHUM MULIEH3MIM TOMbKO NP NSAMEHEHNN

YPOBHA NMLUEH3NN UMK NMPKW OKOHYaHNKM CPOKa OencTBmS.
Note: OTnpaBka OTUETa MOXET ObiTb on-line munun off-line

© 2021 Cisco and/or its affiliates. All rights reserved.



Korga Heo6xogMMo OTNPaBNATb OTUET?

VWhen should | report?

Perpetual Subscription
Report on-change Report on-change

Know when: Know when:

Am | using what | purchased? Am | using what | purchased?

Yes - no report needed Yes - with EA, report per policy

No - report within 90 days Yes - no EA, report upon renewal
No - report within 90 days

Recommended: Establish a smart account SW asset

baseline, report after upgrade to 17.3.2. / 17.4.1 or >

© 2021 Cisco and/or its affiliates. All rights reserved.



Reporting options

(1 (2,

O

Direct Connect

CSLU

Windows

)
%
-

v Devices directly
connected to CSSM on
Cloud either HTTPS or
through proxy.

v' No dependency on
external tools

*SSM on Prem support expected March 2021 **Linux support is coming mid 20



YTO NpOnNCXOoOuT C NMLEH3UAMMU NPV anrpenge Ha

0enna c Smart Licensing Using Policy (I0S XE
17.3.2/17.4.1 and later )?

« Y)Ke aKTMBMPOBaHHbIE ueped PAK nuueH3nn npu nepexoge Ha Smart Licensing Using
Policy onsa non-export controlled/ export-controlled SW, HUKakux QemcTemin He
TpebyeTcsa. O6HOBNANTECDH, MCMNONbIYMTE, OTMNPABNANTE OTUET NPU HEOOXOONMOCTM.

-+ RTU to Smart Licensing Using Policy for non-export controlled SW, HUKakux
NencTBnin He TpebyeTtca. O6HOBNANTECH, MCMONb3YUTE, OTMNPAaBNANTE OTUET Npu
HE06X0OMMOCT!.

- SL to Smart Licensing Using Policy for non-export controlled SW/ export-controlled
SW, HUKaKnxX OencTBum He TpebyeTcs. OOHOBNANTECDH, NCMONbIYNTE, OTNPABNSANTE
OTUET NPY HEOOXOOUMOCTMU.

- Hosasg nokynka export-controlled nuueHsuin (HSEC): TpebyeTtca Auth Codes Ha
vos@xapinUDI (unique device identifier) / SN. Cisco tools vnu APIs gocTynHbl ans
. a Ts%g/lgsTeMs g%/b“ﬂgle IFle%Co)rLfgesCe%?t'o a SA to determine deltas between purchase vs. use

US Commerce requires all trade-controlled SW to be purchased in advance

© 2021 Cisco and/or its affiliates. All rights reserved.



Catalyst 9000
3aKUeHmne




Cisco Catalyst 9000 Family

Scalability, Reliability, Security across the network

Cisco Catalyst Cisco Catalyst Cisco Catalyst
9100 APs 9200/9300/9400 Series 9500/9600 Series

«
:'_ =

'\\
N

]
Y
.\\

Built for Intent-Based Networking Automation S & Analytics

© 2021 Cisco and/or its affiliates. All rights reserved.



3akroueHmne

« Obllasa apxuTtekTypa ansa Bcero cemencrtaa Catalyst 9000 =>
edunHbIN Habop doyHKUMI, Bepcua 10, nuueH3npoBaHne

« PexkomeHgoBaHHOE MNO3MUMNOHMPOBaHNE A4 KaXkOom MOOENu, Knouenble C*)yHKLI,I/II/I

« [lepexon Ha Smart Account Using Policy no3BongeT nocne nokynkn KOMMyTaTopa
HauaTb ero UCcronb3oBaTb 6€3 perncTpaumm B Smart Account (B pamkax KynneHHow
NMLEH3MM)

« JIMLEH3Us cooepXuT 1 NoCToAHHbIM Habop doyHKUMI (Network) 1 no nognucke (DNA).
Bcerna.

© 2021 Cisco and/or its affiliates. All rights reserved.
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Would you like to know more?
FREE

Cisco Catalyst 9000 Switches
A new era of networking

* cisco.com/go/cat9K

Cisco Catalyst 9000 At-a-Glance
Cisco Catalyst 9000 Family FA

Catalyst 9000 Series - Cisco Community
Catalyst 9000 Series - Ciscolive Library

cs.co/cat9kbook
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