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FortiWeb Web Application u 3awmTta AP

3awmTta Beb-npunoxeHun n APl Besge, roe Bbl UX pa3BépTbiBaeTe

Bawmn Pa3ssepHyTbl MpenctaensaoT Bawum C sawwmrton Ha 6ase C 3_8Ll-ll/lT0I7l or
NPUNOXEHUS B oBnake u OusHec- nonb3oBaTensm MCKYCCTBEHHOIO UHTENNeKTa Fortlnet Security
n APls on-premise BO3MOXHOCTU B Nt0OboM mecTe, FortiWeb, koTopbiti cBoguT kK  Fabric ¢ nokpbiTuem
= c moboro ycTponcTea MUHUMYMY NOXHbI€ NOBEPXHOCTU aTaKU
@ C(\) oo cpabaTbiBaHUS U cOKpawlaeT  BawuX NPUNOXEHUU
= agMUHUCTPaTUBHbIE
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Web Application v sawiuTta API

FortiWeb peluaeTt ocHoOBHbIE NpPOOieEMBI, C
KOTOPbIMW CTaNKNBAKTCSA OpraHM3aumnm
Npwv pasBepTbiBaHUN WeED-NPUNoXxeHnUn

B
‘| ans nyénukaumm B IHTEpHeT:

&\

« 3almTta web-npunoxeHum
» Bot Mitigation
* API| Protection

G
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FortiwWeb Web App Protection

E The Web Application Firewall (WAF) cnoXHoOCTb:

ﬁg BnoknpoBka yrpos B pexnme peanbHOro BpEMEHM,
‘ He OrnoKupys NErMTUMHBIX NONb30BaTeNen n He
co3gaBasi NIOXKHbIX cpabaTbiBaHUN, Bbi3blBaOLLNX
aAMUHUCTPATUBHbIE N3OEPXKKU
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FortiwWeb Web App Protection
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MMpumMmepbI 3anpocoB, HaYnHarLWmecs C:

« &==; — Python Django mexagy napametpamu!
 FooBar==POST verb — Apache ¢ PHP

* <%I%M%u011e>==<IMG> — IIS ASP Classic

» ;/path1;foo/path2;bar/;==/path1/path2/ — Apache
Tomcat

 Transfer-Encoding: chunked
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FortiwWeb Web App Protection

PelweHue: NMpeunmyLiecTBa:
E FortiWeb BbisiBnseT n onokunpyet

Yyrpo3bl C MOMOLLbO KOMOUHaLMN: e 3awmTa OT N3BECTHbIX Yrpo3, B
@ ToMm yncne OWASP Top 10
‘ « MawunHHoe oby4veHne,
cosgatollee WwabrnoH Ballero e 3awmTa OT HEMU3BECTHbIX Yrpo3
npunoXxeHue Ans N YrpO3 HYNeBOro gHA
OOHapy>XeHUs1 BP€OOHOCHbIX
aHoManumn « CHwmxaeT agMUHUCTPaTUBHbIE
N3OEPXKKN 3@ CHET YMEHbLUEHUS
« [locTosiHHO ObHOBNAEMAad KOnn4yecTBa NOXHbIX
nHpopmauua ob yrposax u cpabaTbiBaHUN C NOMOLLbIO
aHanutuka ot FortiGuard MaLLNHHOIo 0by4yeHuns
Labs, Bkntovasi oOHOBreHMe
CUrHaTyp atak u anropuTmMoB * BbInonHeHne TpeboBaHui
OOHapyXeHUs ctraHpgapta PCI-DSS 6.6.
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FortiWeb Bot Mitigation

Cno)XHocTu ¢ botamu:

[TpunoxeHna B3anMMOOEUNCTBYIOT KakK C
«006pbIMUY, TaK N C BPeOAOHOCHbLIMW BoTamu, u
MM Heobxoanmo BrioknpoBaTb BPEOAOHOCHbIX
6oTOB, NpeaocTaBndas ynpaBnsiemMblin 4OCTYM
0e300ugHbIM 6oTam
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FortiWeb Bot Mitigation

F:RTINET

«Xopownm» 6otam
MOXeT ObITb pa3peLueHo
B3aMmMmoaeucTBoBaThb C
BalUMM NPUSIOXKEeHUeMm, B
TOM Ymcne C:

e search engines
e virtual assistants
e Chatbots

« Content aggregators
(e.g. price comparison
sites)

NencTtBna BpeaoHOCHbIX
OOTOB MOryT BKMHO4YaTh :

web scraping
competitive data mining

personal and financial data
harvesting

account takeover
digital ad fraud
transaction fraud



FortiWeb Bot Mitigation
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PelweHue:

* FortiWeb BbigBnseT n
Br1okMpyeT BPpeO4OHOCHYHO
aKTUBHOCTb OOTOB C MOMOLLbIO
KoMOunHauum:

« Sender and Request
reputation — |IP Reputation

« Signatures
« Traffic thresholds

« Analysis of client keyboard
and mouse interaction

« Bot Deception
 Machine Learning

lNpeumywiectBa:

Brnoknpyet BpeaoHOCHbIX 60TOB,
He OnokMpysi Nosfib3oBaTesien u
He MeLlaa NerMTUMMHOU
aKTMBHOCTM BOTOB (Hanpumep,
MOMCKOBbIE CUCTEMDI)

YMEHbLUNTE NN YCTPaHUTE
3aBMCUMOCTb OT METO0B
NPOBEPKU NOSib30BaTESNEN,
KOTOpbIE yXyaLlatoT
B3aUMOOENCTBUE C
nonb3oBaTtenem (Hanpuvep,
ReCaptcha, gpopmbl U T. A.)



FortiWeb API Protection

CnoxHocTtu c API:

icnonb3oBaHue TpaauLMOHHbLIX BEOD-
NPUNOXEHNN CoKpallaeTcq. . . . . .

F::RTINET © Fortinet Inc. All Rights Reserved.
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FortiWeb API Protection

CnoxHocTtu c API:

... 3aMeHeHbl npunoXxeHnamm Ha ocHoee API,
KOTOpble MOryT obecneynTtb bonee boratbin n
OT3bIBYMBbLIN NOMb30BaTENLCKNN UHTEPdENC,
0CcODOeHHO ANns nosib3oBaTernen MobUNbHbIX

YCTPOWUCTB.

FRTINET raw data



FortiWeb API Protection

CnoxHocTtu c API:

Traditional Web Applications

Most processing takes place
on the server

Browser renders the HTML

API Based Applications
- * Relies on more powerful clients
<= to process raw data

» Better performance

Better user experience for
mobile devices.
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FortiWeb API Protection

N
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PeweHus:;

FortiWeb npegoctaBnaeT wrno3
API, koTopbIn obecnevnBaet
edVHYI0 TOYKY BXoda angd
noctyna K API, koTopbin
BKIOYAET:

« schema validation
« attack signatures
 protocol limits

* API gateway that provides:

» APl user management
» API key verification

« API access control

» Rate limit control

* API call rewriting

NMpeumyuwecTBa:
 EpuHasa Todka Bxoga API

« CkpblBaeT BHYTPEHHIOK
cTpykTypy API ot
NOTEeHUNanbHbIX
3r10YMbILLSTIEHHUKOB

« (ObecneybTe ynyylleHHbIN
NonNbL30BaTeNIbCKNUN MHTEPdENC
Ong nonb3oBaTeneun Ha
LLIMPOKOM CMNEKTpe YCTPOUCTB
be3 yuepba 6e3onacHoCT



Machine Learning for Web Application Protection

YMeHbLUMTE BpeMEHHbIE NOTEPU MPY pasBepTbIBaHNN BED-NPUIOXKEHA

b O

HenpepbiBHAA MHTErpauua U HenpepbiBHoe pa3sBepTbiBaHue (Cl/CD)

—
W

F:=RTINET © Fortinet Inc. All Rights Reserved. 14



Machine Learning for Web Application Protection
CrapomogHbie WAF gobasnstoT npooriem

g - (O

Developer Legacy WAF Blocks

Pushes Code ' Legitimate Requests A

Developer WAF Administrator

=
User enjoys the benefits

troubleshoots the tunes the WAF of the new code
problem ‘l {A—‘k J
\_v’
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CyLlecTByeT ny4yLwumm cnocoo. . .

F:RTINET



Machine Learning for Web Application Protection

FortiWeb ¢ MaluMHHLIM O0y4YeHueM 3alLmLLaEeT BaLLe NPUNoXXeHWe, He 3amMeasisa ero
paboty

i) m

*

—g » A

E‘ - Threats
Developer Blocked
Pushes Code
FortiWeb User enjoys the benefits
Enhanced with of the new code

Machine Learning

protects the
F::RTINET - "
application



Machine Learning for Web Application Protection
TpagyumoHHble metoapl VWAF QrokMpytoT BpeOoOHOCHbIM TpadovK. . .

FortiWeb bnokupyet
Yyrpo3bl C MOMOLLIbIO

KOMOUHauuwn.

* |P Reputation

« DDOS Protection
* Protocol Validation
« Attack Signatures
 Antivirus/ DLP

F:RTINET
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Machine Learning for Web Application Protection

[lononHUTENbHLIN YPOBEHL aHarnM3a Ha OCHOBE MaLLMHHOIM 0DYYeHUs pasnnyaeT
BPEOOHOCHbIE U «00pbIe» aHOMarnmmn

F:i:RTINET 19



FortiWeb Machine Learning Benefits

%%  MeHblue NoxHbIX cpabaTbiBaHUIA
©
0O MeHbLue dAMNHUCTPATUBHDbIX
ogo

0 HaKnagHbIX PacxoaoB
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TeHOeHUMU NpoAOMKaT CTUMYNUPOBaTb
nHHoBauvun WAF . ..

Cloud Adoption Digital Transformation (DX) SaaS
Applications deployed in the DX is “a fundamental change in Organizations are increasing
cloud require new WAF the way a company does adoption of SaaS solutions for
capabilities: business using digital mission-critical capabilities, and
» Flexible deployment options technology. g:n;;ﬁigggzlgges\gﬁie
(VMs, containers, SaaS) « Journey, not a destination P '
» Multi-cloud support (including  + Not just deploying technology WAF-as-a-Service must provide
private cloud) .
» Customer-focused « Multitenancy
* New consumption models . : . . .
(e.q. Pay as you go) Ongoing rapid changes Scalability
« Convergence of technologies « Easy deployment

(e.g. Web, mobile, APls, Al) « Streamlined management

F:RTINET
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FortiWeb Container
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Kubernetes



| - FortiWeb and Ingress Controller

HTTP/HTTPS
A
Service

North-South protection FO rtIWe b :\

REST API

A
*ress Apy

O node
Pl —_—
gy container & Ingress AP!

'@: Ingress Controller Admin kubernetes cluster

() service
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Il - FortiWeb / FortiGate (no Ingress Controller)

As Gateway

North-South protection FortiWeb

(or FortiGate)

O node

" pod

v container

"7\ service
kubernetes cluster
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lll - FortiWeb as Container

Can be combined with Il alcide 0
m North-South and East-West protection

Istio control Plane (Pilot)

Ingress / Egress
Gateway

O node

' container

N e e e e e e e e e e e e e e =

\
AS

') service N

\ W

S ice A S ice B
ervice kubernetes cluster ervice
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IV — Using a cluster only for security appliance ﬂ

O node

" pod 4

v container

') service

___________________________________________________________________________

* Service =

- e e e e e = e e e e e = e e e e e e e e e e e e e E e e e e e e e e = e e N e e e e e e e e e e e e e e e e e e e

kubernetes cluster
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North-South protection

Can be combined with Il alcide Q



Fortieb doopm chakTopbl

Heckornbko eapuaHmos 0715 MakcumarbHOU 2ubkocmu pa3eepmbl8aHust

&

Appliances
* 7 models
» 25 Mbps to 20 Gbps

» Support for 10GE
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Virtual Machines
5 VM models
CPU-based
Perpetual licensing
VMware, Hyper-V,

Xen, Citrix Xenserver,
KVM, VirtualBox

Public Cloud
« 4 VM models
* BYOL and On-demand

* AWS, Azure, Google
Cloud, Oracle Cloud

e
SaaS

Subscription based

Based on data
consumed and number
of sites

Hosted by Fortinet

Delivered on AWS,
Azure, and GCP

Purchase with annual
contracts or from the
public cloud
marketplaces

00000

Container
4 virtual appliances
25 Mbps to 2 Gbps
Docker support

AWS ECS
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