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3 o TexHU4yeckoe
dliuTa OT Yyrpoa3 B IINIeKTPOHHOU No4Te pelueHue

LLinto3 3ﬂeKTpOHHO|\/J1 MOYThbl

OcCHOBHbIe nNpobrneMbl FortiMail
ONeKTPOHHas noyTa - "ABepb" B 3awmra BXogsLLEN U UCXOAALLEN
opraHn3auuto and 3J10yMblWWIT1EHHNKOB MoYThlI

Cnam, BNOXeHUs!, (OULLINHF 3awmTa KOHMAEHUMANBLHOCTY

HanpaBneHHble aTaku FortiSandbox WMHTerpaums co cpeacTeaMm 3alLmThbl

OT NPOABUHYThIX YrPO3
[MpenmyLiecTBa

MoarBepxaeHHast 3 PEKTUBHOCTb
aHTucnama - VBSpam

44 Harpagbl VB100

Jlydwee B oTpacnu no COOTHOLLUEHUIO
3O PEKTUBHOCTU, MNPONU3BOANTENBHOCTU
N CTOMMOCTH

CooTBeTCTBME HOPMATUBHbBIM
TpeboBaHUAM

[Tonb3oBaTenu ABnsaTCA akTOpPOM,
NOBbILLIAKLWMM PUCKN

R

FortiMail

FortiGuard

]
s NMouToBLIN cepBep
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FortiMall - goka3zaHHas 3dppeKTUBHOCTb

NSSL)

RECOMMENDED

<
m
2
=
m
©  sept2018

@Iabs

ADVANC El THREAT
EE ENS

virusbtn.com

Fortinet FortiMail — I —

Throughput {uss)

. o Fortinet Advanced Threat Protection
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Offline Infections Stability & Reliability Evasions Detected
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BapuaHTbI ncnonHeHus ans noodbIX noTpedHocTen

NMporpammHo-annapaTHble
KOMMJIeKCbI

IlnHenka mooenen

dunsrpaymsa ot 30 ThicsaY 4o 2
MWSISIMOHOB NUCEM B 4Yac

Moonepxka 10GE
NHTEepdencos

KonuyecTtBO nonb3oBaTeneun
He orpaHuU4YeHo

F::RTINET
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\_ XenServer )
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webservices™
\ J

BupTtyanbHble MallUHbI
JlnHenka BapuaHTOB

JlnueHsnpoBaHmne no
KOSIM4eCcTBY S4ep U
3almaemMbiX JOMEHOB

KonnyectBo nonb3oBarernen
He OrpaHn4eHo

CLOUD SERVICE

D
;ﬁi

FFFFFFFF

F::RTINET

OGnayHbIN cepBUC
* Pexum Gateway vnnun Server

« CTtaHgapTHbIN Unn
[TpemmnanbHbIN

« HactpaunBaetca Fortinet,
ynpaBnsaeTcad COBMECTHO

» [lorogoBoe NuueH3npoBaHue
NO KONUYECTBY
nonb3oBaTeneun
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CueHapuu BHegpeHus

 Fortinet noonepx1MBaeT yHMKanbHble CLEHapPUM BHEOPEHUS:

LLno3 (Gateway)
» Hanbonee pacnpocTpaHEéHHbIU - MTA

2
d

MNMpo3payHbin (Transparent)

» BKro4aeTcsa B paspbiB NpPoO3payHo AN ocTalibHbIX
y3rnoB He TpebyeTcs nameHeHun KoHpurypauum B
CYLLECTBYOLLEN NOYTOBOUN MHAPACTPYKTYpeE

Rdes

CepBep (Server)

» FortiMail dpyHKUMOHUPYET KaK cepBep MOYTOBbLIX
ALLMKOB C (pyHKUMEN obuiero kaneHgap4,
noctynom K nodte no POP3, IMAP n Webmail

[ Xr

Pexum 0365
» W3Bne4dyeHue

FRTINET
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[MonHbIM HAOOP 3aLUTHLIX Mep

AHTNCnam cepBUC

* Penytauus
oTnpasuTenen

« KaTeropupoBaHue
URL

* Penytaums xewwu-

|| ||||| i|||||||||||| || . I pacchbifikn cnama u

HoctynHa
OTOEeNbHO

HoctynHa
OTOEeNbHO

FRTINET

AHTUBUPYCHbLIN
cepsuc

» CurHaTtypsbl no
npusHakam

+ OBpUCTUYECKUNE
npasuna

Outbreak
Prevention

* PenytaumoHHbIn
aHTUBMPYC

+ 3almMTa OT HOBbIX
KamnaHum

HocTynHa
OTAENbHO

O6nako
FortiSandbox

O6nayHbIn cepBuUC
ceTeBou
NeCcoYHNLbI

BkntoyaeT Bce
aTanbl aHanms3a

Mo nognucke

He TpebyeTca
oTAenbHas
necoyHuua

HocTynHa
OTAENbHO

Hentpanusauusa
koHTeHTa (CDR)

* YpoansaeTt akTUBHbIN
KOHTEHT - UICTOYHUK
pucka

* [NoppepxnBaet
dopmatbl MS Office
n PDF

* icxogHble
OOKYMEHTbI MOryT
aBTOMaTU4ECKU
COXpaHATbLCS

© Fortinet Inc. All Rights Reserved.

SECURED BY
FORTIGUARD.

“»

3almuTa KIMKoB

3anpoc penyTtauuu
B MOMEHT KrvKa

WpoeHTudunumnpyet
HeaaBHO
CcKoMnpomeTupoBa
HHblE CalTbl U
3awmwiaet ot
HOBbIX
PULLNHIOBBIX
KamnaHuin

AHanu3 nogmMeHbl
oTnpaBuTens

* Npentudpmunpyet
MaCKMUpPOBKY
oTnpasuTens nog
COTpyAHMKa

* [duHamn4yeckun
CTPOUT NPU3HAKK

*  [ononHser
ayTeHTuurkauuio
oTnpaBuTenen
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OokymeHTauusa FortiMall

NMopTan gokymMmeHTauum: https://docs.fortinet.com/

CocTtaB goKkymeHTauum FortiMail:
Admin Guide - PykoBoacTBo agMmnHucTpaTopa
Cookbook - INpumepbl 1 pekomeHaauum no HacTPonke
CLI Reference - PykoBoacTBO No MHTEPdENCY KOMaHOHOW CTPOKU

REST API Reference - OnucaHue npuknagHoro nporpamMmmHoro nHtepdpenca

Release Notes - 3amMeTku K pennay

FRTINET
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https://docs.fortinet.com/

XunsHeHHbIn umkn MO n obopyaoBaHuA

[lonuTnKa n cOCToAHME XN3HEHHOrO UMKna:
https://support.fortinet.com/Information/ProductLifeCycle.aspx

Jlyywne npakTukm no Bbi6opy Bepcuum MO ForiMail :
AkTyanbHas Bepcua «0» (04/2020 - 6.2) — anst TeCTMpOBaHNSA N HOBbLIX BHEAPEHNN
Bepcus «-1» (04/2020 - 6.0) — B oOLwwem cny4vae

Jlydwne npakTukm no o6HOBIIEHUIO BEpPCUM
[TnaHnpoBaHue npouenyp obHoBneHua n otkata (cM. «Release Notes»)

MoTusmpoBaHHoe obHoBneHne (cM. «Release Notesy»)
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[ToucK oTBeTOB Ha BONPOCHI

OdmumanbHble pecypcebl.

dopym nonb3oBaTtenen Fortinet: https://forum.fortinet.com/

Bbasa 3HaHun TAC: https://kb.fortinet.com/

[NonHbIN nHOekc ctaten 6asbl 3HaHUW: https://pub.kb.fortinet.com/index/

HeodmuymnanbHble pecypchbl.

Kanan B telegram, Ha pycckom asblke: https://t.me/fortichat

Kanan B reddit: https://www.reddit.com/r/fortinet/

F:2:RTINET © Fortinet Inc. All Rights Reserved. 111
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K koMy MOXXHO 0OpaTUTLCA 32 MOMOLLLIO

Bonpockl No TeCTUpOBaHUIO U BHEAPEHUIO

CucTteMHble MHTerpaTtopbl, NapTHEPLI Fortinet B Poccuu:
https://www.fortinet.com/partners/partner-program/find-a-partner/emeapartners.htmil

KoHcynbsTauum no pabote MO, pelneHne TeXxHUYECKNX Npoonem

LleHTp TexHnueckon nogaepxku (TAC): https://support.fortinet.com/

KoHcynbkTauum no pabote noanmMcok, ycTpaHeHue JfIoXHbIX cpabaTbiBaHUMN

NNabopaTtopua FortiGuard: https://fortiguard.com/faqg

OOwume TexHU4YecKue BONpocChl

[pynna cncteMHbIX nHXeHepoB Fortinet B Poccunun, KazaxctaHe n YkpauvHe:
cis_se@fortinet.com
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https://www.fortinet.com/partners/partner-program/find-a-partner/emeapartners.html
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B3aunmoneuncrteue ¢ TAC

NHCTPpYKUMA No 3aBeneHuto TukeToB: https://fortinet.egnyte.com/d|l/x92xafOMHR

OnucaHune cepBucoB ¢ ykaszaHunem SLA: https://fortinet.eqgnyte.com/dl/yEvIXON5VH
JNlyywne npaktukm acphpektmsHoun padbotbl ¢ TAC:
OsHakombTecb ¢ SLA n yctaHaBnmBanTe NPUOPUTET COOTBETCTBEHHO KPUTUYHOCTU

[ns oMarHoCTUKK CNOXHbIX NpobnemM 3anpocuTe yaaneHHYy CeCCuto

Ecnn Heobxoanma peakumsa «30ecb U cemdacy - NO3BOHMUTE UMK HAaNULLIUTE B 4ar:
https://www.fortinet.com/support/contact.html

Ecnn HapylweH SLA — coobwinte Ham: cis_se@fortinet.com
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https://fortinet.egnyte.com/dl/x92xaf0MHR
https://fortinet.egnyte.com/dl/yEv1X0N5VH
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Ob6paTtHas cBsA3b No padoTte 3aWnUTHLIX Mep

Beb-cTpaHuya ¢ popmamm obpartHom ceasn: hitps://fortiguard.com/fag

BapuaHTbl B3ammoaencTBusa no npobrnemam ¢ AeTeKTUpOBaHUEM:

Cnam — nepecnartb B BUAe BNOXeHUsa Ha submitspam@fortinet.com

He cnam — nepecnaTb B BUAe BNOXeEHUA Ha removespam@fortinet.com

HekoppekTHaa penyTtauus IP - https://fortiguard.com/learnmore#as

BI1O — nepecnatb B BMAe 3anaposieHHOro apxmea Ha submitvirus@fortinet.com

[Mpoune Bonpockl - https://fortiguard.com/fag/antispam-contact

CucrtemaTtmnyeckn noBtopsitomecs npobnemol — 3asBka B TAC

F:2:RTINET © Fortinet Inc. All Rights Reserved. 144
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MuoroypoBHeBas dounsrpaums coooLueHnn

Ceccus AHTK Bupyc AHTKM Cnam KoHTeHT Neco4yHunua DLP NocTaBka
PenyTauuns Outbreak Outbreak MomeHT URL [pn3sHaKku MNocneaytoLlee
EHLO xew/CPRL OBpUCTUKA KnukKa BrnoxeHus [MpaBuna nencreve
YyepHble/Genbie MNoBeneHne CDR perynsipHble DKIM
CMUCKMN ApxviBauus BblpaXXeHuns SMIME

1
1

L

L
0
0 1

»

»

©--

MpomexyToyHoe aencTBue
MapknpoBka TeMbI
BcTaBka 3aronoska/npenynpexaeHus C -
negywownn MNMpodunes
HocTaska go ansrepHatnsHoro MTA Aytot po
BCC / OnoBeweHune / Apxusauus

: 2

duHanbHOe gencTeme
OT16pocnTb / OTKNOHUTL

F::RTINET KapaHTuH © Fortinet Inc. All Rights Reserved. 16
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MHoroypoBHeBas hunbsrpaums coooLeHnn

Table 2: Execution sequence of antispam techniques

Jly4ywiasa npakTtuka

« CoBpemeHHbIN SEG peannayet gecaTtku
Mep 3alnThbl

« OCcBOWTECH C UX NOCNeaoBaTenbHOCTbIO

* FortiMail Admin Guide -> Order of
execution

==RTINET

block IP check

at connection phase” is enabled
in a session profile, FortiMail will
check the client IP address
against the FortiGuard block IP
list. If positive, FortiMail rejects
the email.

Sender Client IP address | If the client IP is in the sender Add the IP address
reputation reputation database, check the to the sender
score and enable any appropriate |reputation database
restrictions, if any. and keep a
reputation score
based on the email
received.
Proceed to the next
check.
FortiGuard Client IP address | If the “Check FortiGuard Block IP | Proceed to the next

check.

Endpoint
reputation

Client endpoint ID

If the client endpoint ID is in the
sender reputation database,
check the score and enable any
appropriate restrictions, if any.

Add the IP address
to the endpoint
reputation database
and keep a
reputation score
based on the email
received.

Proceed to the next
check.

Sender rate
control per
connection

Client IP address

© Fortinet Inc. All Rights Reserved.

Apply any connection limitations
specified in the session profile.
Proceed to the next check.

In there are no
connection
limitations, or if no
session profile
applies, proceed to
the next check.

17




ApanTuBHaA 3allMTa OT HOBbIX KaMMaHUn

3alymTa oT HOBbIX KaMnaHMK Nno pacceifike cnama v BI1O

 Qutbreak Protection

Millions of Millions of IPs Millions of Millions of URIs
« Cnam: nogospuTernbHble BNOXEHNUs emails per day per day objects per day per day
BblABNSiEMbl€ B U3BECTHOM crame, MoryT ObITb
3abnokMpoBaHbl Mo penyTauum @ @
« BIO: obmeH gaHHbIMKM 0 HOBOM BI1O B Cyber

Threat Alliance, obnayHasa 6asa penytauuu
FortiSandbox, penyTtaunoHHbI aHTUBMPYC

FortiGuard
Big Data Analytics

 [loBegeH4Yecknnn aHanus

« MalwunHHoe obyyeHne Ha OCHOBE NpeablayLmX
cpabaTbiBaHUN

* [loxoxun nn noBeaeHne oTnpaBnUTeENAa U NPU3HaKN P
nnucbMa Ha npegblaylmne cpabatbiBaHna? "Ecnu
HeYTO BbIMMAOAUT KaK yTKa, NnaBaeT Kak yTka u
KpAKaeT Kak yTka, ..."

F:=:RTINET © Fortinet Inc. All Rights Reserved. 18



ApanTuBHas 3awmTa OT HOBbIX KaMMaHUW

Jly4ywiasa npakTtuka

* [lpumeHeHne Mmep 3anTbl OT HOBbIX
KamMnaHu No paccelinke cnama n BINO
MOTYT NPUBOAUTL K 3aEPXKKE B

AO0CTaBKe MNMOYTbIl MOoJfib30OBaTesiAaAM.

« Antispam: Spam Outbreak, Greylisting

* Antivirus: Virus Outbreak

« FortiGuard: Spam Outbreak, Malware

Outbreak

AntiSpam Profile

--System--

AS_Inbound

Domain:
Profile name:

Default action: UserQuarantine

& Scan Configurations

2 © rortiGuard
@ |PReputation

URI filter
@ Primary phishing
@ Secondary | unrated

@ Spam outbreak protection
© Greylist

FortiGuard AntiVirus Options

AntiVirus Profile

Domain: --System--

Profile name: AV_SysQuarantine

Default action:

@AntiVirus

@ Malware/virus outbreak

SystemQuarantine

=RTINET

Action:

v

--Default--

+ New...

[ Edit...

+ New...

[ Edit...

FortiGuard server port:
Use override server
Override server IP address:
Allow push update

Use override push IP

Virus outbreak protection:

Virus database:

v +New.. [ Edit.
Action: --Default-- -
Action: --Default-- -
v Action: --Default-- -
v Action: --Default-- v

FortiGuard AntiSpam Options

Enable service O

FortiGuard server protocol: UbDP -
FortiGuard server port: 8888 -
Spam outbreak protection: Low v

Spam outbreak protection period: (Minutes)

Use override server: A (6 ~ 360)
443 -
@ )
0.0.0.0 + -
©
@ 0000 Port: | 0 :

Enable with Def w

Virus outbreak protection period: | 5

s ‘(Minutes)
Def-360| ¥
© Fortinet Inc. All Rights Reserved. 19



CeTteBas neco4yHuuya: 3awmTa ot BIN1O "HyneBoro gHAa"

A dekTnBHOE npeporepaweHue BIMO "HyneBoro gHA"

 FortiMail nomelwaeT nucbMo B oyepenb U FortiMail
oTnpasnsieT ¢pannbl U CCbISIKM Ha NPOBEpPKY B
FortiSandbox gnsa aHanusa |i7, &\ — .
o o o BosBpaluaetcs
. aCJ:;';:eCKVM CARATYPRBI 1 SBPUCTMHECKM COO6IJ.I,eHVIe C pesyrnbTaT, NpUHMMaeTcs

peweHne B COOTBETCTBUN

noao3puUTESIbHbIM C MONMUTUKON

« 3anpoc penyTtaummn B obnake FortiSandbox 3feMEeHTOM

« [HamMu4eckuii aHanus B BUPTYyanbHOW cpeae
* BbissBneHune nonblTok cBs3n ¢ C&C &
- OnpeneneHne pesynbsTaTa Mo wKarne 4oBepus 1

BO3BpaT peayribrata (1) Mopo3puTernbHble 06BEKTHI

'@ all Back Detection
« MHOroypoBHeBOe KelLMpoBaHue pesaynsTaToB A OTNPaBSIOTCS B NECOYHMLY R
MakcumarsibHom adPEeKTUBHOCTH & .
'@ Full Virtual Sandbox

Code Emulation

(2) I_IpOBO.D.MTCﬂ MHOF0yDOBHeBbIIZ Cloud File Query
aHanns3 obbLeKkToB -

FortiSandbox AV Prefilter

E OI'ILI,I/IOHaJ'IbHaFI MHTErpauuna, BXoauT B COCTAaB KOMIMJIIEKCHOIO peLlleHnd no 3awnte ot NpoaBUHYTLIX YIpo3
F:2:RTINET © Fortinet Inc. All Rights Reserved. 20



CeteBasn neco4yHuua: 3awumta ot BI1O "HyneBoro gHA*

Jlyywian npakTuka

° n0ﬂ03pI/ITeﬂbele N HEXEJTIaTEl1bHbIE BJTOXEHNA JTy4HLUE
Oqu)I/IﬂprOBaTb, YeM OOCTaBUTb MNOJ1b30BATEJIAM.

« OTOUNLTPYNTE HEeXenaTernbHble BNOXEHUS U CCbINKU A0 UX
nonagaHusi nonb3oBaTesto

 [lpnmep - ucnonHsaemole dannel. exe, |s, vbs, psl.

 Content Profile -> File Filter

Content Profile

Domain: syst
Profile name: ~ CF_Inbound
Action: SystemQuarantine » +New. [ Edit.

& Attachment Scan Rules

=+ New.. [#Edit. Tif Delete # Move w Total: 7
Enabled FileFilter Operator Action

O executable_windows I Replace

» video I --Default--

» audio I --Default--

> image Is --Default--

» rchive I --Default--

» crypted I --Default--

O msoffice | UserQuarantine

FRTINET

File Filter
Domain: --System--
Name: executable_windows
Description:
& File Type

Selected:| application/x-ms-dos-executable
executable/vba

& File Extension

Selected: *msi
*exe
*dll
*js
*jse
* pif
“msp
*inf

© Fortinet Inc. All Rights Reserved.
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[Nonb3oBaTenbCKUM KapaHTUH U OMNoOBeLLEeHUS O cpabdaTbiBaHUN

 [Nangxect ¢ BO3MOXXHOCTbI CaMOCTOATENIbHOIrO U3Brie4YeHus

MNCbMa U3 KapaHTUHaA
« OTnpasutens U Tema
» CcCbINnKM Ha BbIMYCK UNKW yganeHue
* W3BneveHne no web 1 aNekTpoHHOU No4Te

* LeHTpann3oBaHHbLIN KapaHTUH
» Jlerkoe agMuUHUCTpMpOBaHME

* MoxeT ObITb KOHCONMMAMpoOBaH A5 BCEX LWITHO30B B KracTtepe

* BbisiBrieHne HOBOCTHbIX PaCCbUIOK

« OnoBelleHne nonb3oBaTesneun
« ABTOMaTM4Yeckas MapKUpoBKa N OOCTaBKa
 BcTaBka 3aronoskoB
* brnokuposaHne 1 onoeeleHne

4z cwindsor@fortinet.com
4% Inbox (66)
|| BenDay1l
_[{ Newsletter (132)
|| Drafts (16)
a4l Sent
| 2014 (488)
b (&1 Archives (908)
o Junk (124)
=] Deleted (280)
| @Action
|| @Waiting
B || Centrify
|| DealFlow (1)
|| EsPP

s Inbow - catndzorlomnet G oy Calentar

Fle [t Vew Go Mesage fventsand Tatks Took el

l I Quarantine Summary

Date From

Wed, 30 Apr 2014
07:50:09 -0700

“fig Data Bulletin”

Wed, 30 Agr 2014
06:51:46 -0700

“"Mother’'s Day Flowers”
owebmaster @hearsayxazom.asia>

Wed, 30 Apr 2014
06:50:41 -0700

“Ashley Madison Agent”

= = =

Wed, 30 Apr 2014
06:45:40 -0700

jackie_star@jedstock.com

Wed, 30 Apr 2014 “Mother's Day Flowers”

N
i Quanantine Summeny (1. % |

L oeamyl ~ Lwme ~ WMoy & dddess Book & (Fsonspem © 1o~ A Quck Fie P B
e oA calatcond o faply = Forwesd (@ Achve @ ik © Deiets |
14 from Tue. 29 Age 2014 17,0000 -0700 to Wed. 30 Apr 2014 039000 -0700 | 30/08/2004 2600 |
Me «cminshoe@fonmet com Ctiver Actipns ~

<Subscriber.8913482 Bulletins@eb.emediaUSA.com> Enterprises Moving to NoSQL?

<AshleyMadisonAgent @testi-men infox

i il |

Sehjort

[SPAM detected by FortiMad] Includes: Why Are

[SPAM detected by FortiMail] Wow, $19.991 That's
right, beautiful Mother's Day bouguets for $19.99
from Proflowers,

[SPAM detected by FortiMail] Don't Let Another Day
Go By
[SPAM detected by FortiMad] Time to research these

stocks!

[SPAM detected by FortiMadl] ProFlowers: wow,
$19.991 That's right, beautiful Mother's Day bouquets

b3
ﬂ.l’l.”.ﬂ.l\o?g

06:30:02 -0700 <owebmaster @nonrural.yailim. asia> for $19.99.
| \_N_e«f_S?;va_zgu rmhyaqa@pensionlawyers.com ISDAAM de‘lecle.d tfy rgmMai}]_Bonom support level ~

* 't % & From Subject e @ Date ~ B =°

Susie Hargreaves [Newsletter] November 2014 Newsletter @ « 06/11/2014 14:28| ~ >

TelecityGroup Customer C... [Newsletter] Energy Efficiency, TelecityGroup and you. @+ 06/11/2014 16:01 -.

Garrett Hollander [Newsletter] A little help with your sales and marketing efforts... @+ 06/11/2014 17:16 z

Doug Metz [Newsletter] I'd like to add you to my professional network on Linke... = -+ 06/11/2014 19:49 o |

Ava Belle Smith [Newsletter] The First Affordable All-Flash HyperConverged Applianc... @ -+ 07/11/2014 11:31 ¢

New Scientist [Newsletter] Last tickets available for New Scientist Live in Glasgow @ * 07/11/2014 12:31 W .

Infosecurity Magazine [Newsletter] Last Chance to Register: Webinar Week, LIVE Monday 1... @ - 07/11/2014 18:31 z

Brittany Thomas [Newsletter] Reach out to Customers of Symantec Altiris, Nessus and... @ () 08/11/2014 03:02 I

New Scientist [Newsletter] Question Everything @ + 08/11/2014 11:02 g

Learning [Newsletter] 5 Dumb Ways to Kill Employee Morale - and Proven Wa... @ + 10/11/2014 00:00 oo

Training [Newsletter] Become a Sales Prospecting Guru: Proven Tips to Gain ... @ + 10/11/2014 00:00

Training [Newsletter] Providing Feedback & Disciplinary Conversations: Dealin... @ + 10/11/2014 00:00

Resources 4 [Mewsletter] How To Write The Perfect Speech @+ 10/11/2014 23:04 |EJ

Education # [Newsletter] HIPAA Compliance Guidelines: Overlooked Regulations; ... @ + 00:00 -

© Fortinet Inc. All Rights Reserved. 22



OnoBeLleHus 0 cpabaTbiBaHUN

Jly4ywiasa npakTtuka

* PasnnyHble Mepbl 3aLMTbI
NMEIOT pa3Hble YPOBHMU
TOYHOCTW U MOJSIHOTLI
douneTpaymu.

e OcBOUTECH C BO3MOXHOCTSIMU
SEG no pearnposaHuto npu
cpabaTbiBaHUM 3aLLUTHbIX
Mep

e OTO NO3BOMUT
MUHUMM3NPOBATL BITOKMPOBKY
coo0OLEeHnn n3-3a
NOXHOMONOXUTENbHbIX
cpabaTbiBaHUN.

F::RTINET

Content Action Profile

Domain: system

Profile name: | Action_test

[ @) Tag subject| [OTchunbTpoBaHO]
@ ) Insert header B3

=+ New.. [# Edit..

Header Name

T Delete

Insert disclaimer default

Deliver to alternate host
Deliver to original host

BCC

Replace with message:| default
Archive to account| --None--

Notify with profile, OnoselleHue

vouuwuwuvueun

Final action: Discard

Total: 0
Header Value
Messag
Type Discl t Edit Variable...
Description:  Discl t ssage (default)
v
Content: B I U A = = B 9 C &
**MNpegynpexaeHne™* byaste 0CTOPOXHbI
Npun OTKPbITUK BrioXeHnsa %%FILE%%
v
v <+ New.. [FEdit.
v <+ New.. [ Edit.
v

04 Cancel

© Fortinet Inc. All Rights Reserved. 23



Hentpanusauua koHTeHTa (Content Disarm and | vaanesve vapocos
Reconstruction, CDR) &=

m Home Insert Page Layout References Mailings Review View Developer
|£) Cover Page = lj " ElE= Lr'_ %Smar‘bﬁ\r‘t %Hyperlink |5 Header -

2@

£l Quick Parts - &% - T Equation -

|1 Blank Page fillj Chart A Bookmark |5 Footer~ A wordart - [3 | £2 symbol ~
= Table Picture Clip Shapes ... Az
= Page Break - Art - (axt Screenshot ~ | ['#]) Cross-reference ,ﬂ Page Number = ~ Z=DropCap~ ’g'
Content Profile Pages Tables llustrations Links Header & Footer Text Symbaols
@ 1-|-1-|-E-|-1-||-1-:-3-|:4-|-I5-|-5-||-?-:-s-|:9-|-1Ia-|-11-I|-11-:-13-|-I14-|-1|5-|-15-I|-2\-|-1s-|-|
- s
Domain: system —
Profile name: CF_Inbound : DOCM test file
Action: SystemQuarantine w | 4+ New.. [ Edit. N
~ Purpose: Provide example of this file type
Attachment Scan Rules ; Document file type: DOCM
. - Version: 1.0 Hem;yanmsau,wﬂ CCblJTOK
Scan Options - Remark:
& Content Disarm and Reconstruction -
N Example content: hitps:// playboy.com
Action: | deliver v N
@ HTML content Click Protection - B Test Data: B
- 1
@ Text content Remave URIs hd N 1
© Ms Office . ;
[@©]pDF : 4

Archive Handling ; \ yﬂ,aﬂeHl/Ie BCT €HHOIo COﬂGp)KMMOFO

File Password Decryption Options ; (O LE, javaSCI‘i o - )

Content Monitor and Filtering 2 The names "John Doe" for males, "Jane Doe" or "Jane
z Roe" for females, or "Jonnie Doe" and "Janie Doe" for
# children, or just "Doe" non-gender-specifically are used as
En placeholder names for a party whose true identity is un-
? known or must be withheld in a legal action, case, or dis-
% cussion. The names are also used to refer to acorpse or

hospital patient whose identity is unknown. This practice is . ———
- widely used in the United States and Canada, but is rarely used in other English-speaking coun-

tries including the United Kingdom itself, from where the use of "John Doe" in a legal context origi-

; nates. The names Joe Bloggs or John Smith are used in the UK instead, as well as in Australia and :

- New Zealand. o 24
el b

Page: 10f 2 | Words: 425 | <&  English (US) | B3 | |[E]|£ B = = 100 (=) [} (+)



HeuTpanusauus KOHTeHTa 1 aHanu3 B Neco4vHuue
Jlyywian npaktuka

FortiSandbox Inspection @ Statistics...

FortiSandbox type: Appliance Cloud

Server name/IP: 172.31.8.199

AHann3 B CeTeBOW NecovYHuLe Test Connection
3aHVMaeT OT HECKOSMbKUX CEeKyHA OO  |errerenemt

Statistics interval: 5 +!  (minutes)
HeCKoanMX MMHyT Scan timeout: (minutes)
o Scan result expires in: 60 +!  (minutes)
* B MOMEHTbI MMKOBOW Halrpy3km 1 B Fortisandbox
HaKomnneHnsa odepeamn BpeMs Scan mode: Submitonly
@ Attachment analysis
aHan M3a MO}KeT 6bITb Bbl Lue Malicious/Virus Action:| --Default-- v | + New.. [#Edit.
w High risk Action:| --Default-- v | + New.. [#Edit.
° On pep'en MTe ﬂonyCTM M bl I/I n pep'en Medium risk Action:| --Default-- v |+ New.. [ Edit.
3a|u|e p>KKI/I I/I pea KL'.” IIO rl pl/l ero Low risk Action:| --Default-- v | + New.. [#Edit.
Mn peBbl LHeHUW. No Result Action:| --None-- v | 4+ New.. [®Edit.
@ URI analysis
e Bknrounute texHonoruro CDR ans Malicious/Virus Action:| --Default-- v| +New.. [Edit.
MFHOBEHHOW [0CTaBKM COObLLEeHN C - N N
HeVITpanM3OBaHHbIMM BJ—IO)KeHVIﬂMM - Low risk Action; --Default-- v + New: (K4 Edit:
No Result Action:| --None-- v | 4 New.. [#Edit.

F:=:RTINET © Fortinet Inc. All Rights Reserved.



PaboTta ¢ 3awmndppoBaHHbLIMU BNOXXEHNAMMW

[To3BONAET pacKkpbiTb N MPOBEPUTL 3allMdpoBaHHbLIE/3anaporieHHbIE BIOXEHUSA
 PDF
* ApxuB

Content Profile

Domain: ‘ --System-- - ‘

* OdoMCHbIN OOKYMEHT

Profile name: ‘ CF_profile ‘

Action: ‘ UserQuarantine - ‘ + New... [# Edit..

|/|CI'IOJ'Ib3yFI KriroyeBble CrioBa U3.

* Terlla niMcbmMa

Attachment Scan Rules

. Scan Options
* BCTPOEHHOIO CrKCKa rnaporeun

Content Disarm and Reconstruction

* CMNWMnCKa, onpegerneHHoro agMmMHNUCTpPaTopom
Archive Handling

& File Password Decryption Options

@ Words in email content

@ Built-in password list

@ User-defined password list

F::RTINET © Fortinet Inc. All Rights Reserved. 26



Pabota ¢ 3awmndgpoBaHHLIMU BrIOXXEeHUAMMU

Jly4ywiasa npakTtuka

* ApXuBbI K 3alLMPPPOBAHHbIE
OOKYMEHTbl MOryT
npeacTaBnAaTb 0CODYI0 yrposy
N3-3a CINOXXHOCTEU C UX
aHarnmaom.

« Onpegenute gonycTumMble
npasuna popmaTta apxmBOB.

* Micnonb3ynte
dyHKUMOHaNbHOCTb nogdopa
napons K 3alungpoBaHHbIM
apxmBam U JOKYMEHTaM.

FRTINET

Content Profile

@ Detect password protected Office/PDF document
@ Attempt to decrypt Office/PDF document

& Archive Handling
@ Check archive content

@ Detect on failure to decompress
@ Detect password protected archive

@ Attempt to decrypt archive

4

@ Max level of compression | 3

& File Password Decryption Options

@ Words in email content

4

Number of wordstotry: | 10
@ Built-in password list

@ User-defined password list

© Fortinet Inc. All Rights Reserved.
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3aLuuTa oT NoAMEeHbI oTnpaBuUTeriA

Impersonation analysis o \/

= BbisgBneHune MaCKMUPOBKW OTMpaBUTESTA NOoA

- . . . B Warning: Suspected Impersonation
TON-MEHEOXMEHT Mail From : Ken Xie <kxie@frotinet.com= 8 P P
o . .
» WoeHTudukaumns HopmarnbHbIX COOTBETCTBMM  To: CFO@fortinet.com E
MMEHUN N agpeca B 3arofioBke i
AntiSpam Profile
» BblisiBneHne cnyduHra Bo BXodsLLel noyre
» [MpepynpexaeHue nonyyarens pomelr: e
p 'D'y p y Profile name: AS_Inbound
Default action: | UserQuarantine v| + MNew.. | E Edit.
] & ScanConfigurations
i, & FortiGuard Action:| --Default—- -
P Greylist
Profile name: ImpersonationProfile & SPF check Action:| —-Default-- -
Domain: system ® DMARC check Action:| --Default-- -
€D Behavior analysis Action:| --Default-—- -
. B Header analysis Action:| --Default-- -
Impersonation Entry
& © Impersonation analysis Action:| --Default-—- -
+ Mew... E Edit... m Delete Impersonation profile: | ImpersonationProfile * | | + New..  EEdit.
& Heuristic Action:| --Default-- -
=« < 1 /1 #  Records per page: | 50 - Selected: 1 /1 ® SURBL [Configuration..] Action:| ~Default—- -
. . O DNSBL [Configuration...] Action:| --Default—- -
Display Mame Pattern Pattern Type Email Address . ,
® Bannedword [Confisuration...] Action:| --Default-- -
Ken Xie Wildcard kenxie@fortinet.com -
© Fortinet Inc. All Rights Reserved. 28




3alumTa oT nogMeHbl oTrnpaBuUTens

Jly4ywiasa npakTtuka

AHTUCNYPUHT - Heobxoanmas
Mepa 3almTbl OT NnogaenbHbIX
nnucem, B T.4. OT aTak
Business Email Compromise.

* Vicnonb3ynte SPF u gpyrue
OOCTYIMHbIE Mepbl
aHTUCNyJguHra.

e Session Profile;: SPF, DKIM

« Antispam Profile: SPF,
DMARC, Impersonation

FRTINET

Session Profile

Profilename:  Inbound_Session

Connection Settings

+]

Sender Reputation

+]

Endpoint Reputation

Sender Validation
SPF check: | Enable

@ Enable DKIM check

AntiSpam Profile

Domain: --System--
Profile name: AS_Inbound
Default action: UserQuarantine

& Scan Configurations

© FortiGuard
© Greylist
© spF
@© DMARC
@ Behavior analysis

(® Header analysis

@ |mpersonation analysis

+ New...

Action:

Action:
Action:
Action:

Action:

© Fortinet Inc. All Rights Reserved.

[# Edit...

--Default--

--Default--
--Default--
--Default--
--Default--

4 4] 44
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FortiMail — 0630p nepcnekTUBHbIX
bYHKLMI

F::=RTINET



3aluTta B MOMEHT KIMKa

8- g /I\

A\ -4
https://www.example.com/
° I'IepenMCblsaHme CCblJIKN B MOMEHT é
aHanusa nucbma B FortiMall o Accecs Deniod

RS

(o)

« CcCbINKM BeAQYyT Ha crieunanbHbIN
cepsuc Ha FortiMail,
nepeHanpasnsoLmMn Nonb3oBaTens no
NCXOOHOMY agpecy TOMbKO €Cnu OH He

ABIAETCA No4O03PUNTESIbHbIM . g @D

https://lwww.example.com/

e
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3aluTa B MOMEHT KITMKa: perMcTpauus KInmkoB

Log Type Date Time « Classifier @ Dispositi... From HeaderF.. To Subject Client IP Client Na... = Source Message

Mail Event | 2015-10-01 11:50:31.854 from=<yourfriend@gmail.com=, size=861, dass=0, nrcpts=1, msgid=...
AntiSpam | 2013-10-01 11:50:32.190 yourfrien.. ai@a.com test Mon, ...  10.0.0.66 Detected by Attachment Filter. Content disarm

History 2018-10-01 11:50:32.191 Attachme...  Modify 5. | vourfrien.. | yourfrien.. | a@a.com test Mon, .. | 10.0.0.66 External

Mail Event = 2013-10-01 11:50:32.226 STARTTLS=client, relay=a.com., version=TL5v1.2, verify=0W, cipher...

Mail Event | 2015-10-01 11:50:32.568 to=<a@a.com=, delay=00:00:01, xdelay=00:00:00, mailer=esmtp, pri..
AntiSpam | 2013-10-01 12:07:08.043 ai@a.com 10.0.0.1 URI Protect Passed: received at Mon, 01 Oct 2018, received categor...

AntiSpam | 2018-10-01 12:09:47.317 a@a.com 10.0.0.1 URI Protect Blocked: received at Mon, 01 Oct 2018, category: 37, cli...
AntiSpam | 2013-10-01 12:10:01.653 ai@a.com 10.0.0.1 URI Protect Passed: received at Mon, 01 Oct 2018, received categor..

Date=2018-10-01
Time=12:10:01.653
Te=a@a.com

Client Name=10.0.0.1

Message=URI Protect Passed: received at Mon, 01 Oct 2018, recerved category: 36, clicked category: 36, http://www.cnn.com
Session ID=w919cV12004663-w91%V13004663

=RTINET © Fortinet Inc. All Rights Reserved. 32



3awumTa oT NPOABUHYTbIX YIPO3: UHTErpaumsi ¢

Fortilsolator

= Fortilsolator
» BbecknueHTCcKnn yganeHHbln bpaysep

= CoKpbITME NHOpMaLMK O norb3oBaTene oT
3MN0YMbILLNEHHMKOB

= MoXeT NPUMEHATLCA COBMECTHO C
3alMTON B MOMEHT KIMKa

. I'IepenmcuBaHme CCbIJ10K B TeJ1ie NncbmMma
Angd nepeHanpaBineHnda Ha cepBucC

FRTINET

http://www.badsite.com https://fortimalil ....

<

— <= (2)

My

\~

'S /
WHTepnpeTaums B pexime peaanorOQemeHM

AEN
~

<.

N3onauymsa
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Offl Ce 365 OFFICE 365 MONTHLY ACTIVE USERS

= JNEeKTPOHHAaA NoyYTa - OCHOBHOM NOBOL
MUrpauum nonb3oBaTtesien o(hucHoro
naketa B oonako
» [IpMmeHeHne npoaoskaeT pacTu
= CneunannanpoBaHHOE CpPeacTBO
3awmTbl 3achhekTBHEE BCTPOEHHbIX B
0365 3aWmUTHLIX Mep
= bonee 50% oprannsaumi, e e e T e T TR
ncnosnb3syowmx 0365, npumeHsoT
19 3aWNThI CNeUNanMaupoBaHHbIil
wnto3 SEG (Gartner) Ao | pccoren o) [
N - Symantec Email Security .cloud with ATP 2,932 98% AAA
" ForthalI nnﬂ 0365: Proofpoint Essentials Advanced 2,926 98% AAA
Fortinet FortiMail Cloud - Gateway Premium 2,804 93% AAA
" ﬂyLILIJaFl 3aLL||MTa I/I BMEIMMOCTb Microsoft Office 365 Advanced Threat 1.050 350 B
Protection ' °
= [13BneyeHue NoAo3PUTESIbHbIX NMNCEM Microsoft Office 365 246 8%

https://selabs.uk/en/reports/enterprise
F::RTINET © Fortinet Inc. All Rights Reserved. 34



https://selabs.uk/en/reports/enterprise

Office 365

NHTerpauua no AP

I

= CneunannanpoBaHHoOe CpeacTBoO
3aWwumTbl 3hPeKkTuBHEE BCTPOEHHbLIX B
0365 3aWmUTHLIX Mep

= bonee 50% opraHnsauun,
ncnonb3yowmnx O365, npumeHsoT
ONs 3anTbl cneyuanm3npoBaHHbIN
w3 SEG (Gartner)

= FortiMail ans 0365:
= Jlyywas 3awmra u BUANMOCTb
= /13aBneveHne nogo3puTeribHbIX NMCEM

= QyHKUMA gocTtynHa B FML
400F/VMO2 nnwv Bbiwe

FRTINET

© Fortinet Inc. All Rights Reserved.
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Apxutektypa nHrterpauum c Office 365 m

FortiMalil

B pa3pbiB

>

@ BHEenomnocHo

i Graph API
v @ {8}

FortiMail [
N
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OcTtanucb Bonpochl?

emaill: cis se@fortinet.com
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