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FORTIDDOS

FortiDDoS 1200B

• 100% Behavioral-based Detection

• 100% Hardware-based DDoS Protection

• 100% Anomaly Inspection

• Continuous Attack

• Advanced DNS Protection

• Automated Learning Process

• Hybrid On-premise/Cloud Support

• Throughput Enterprise – 36 Gbps

• Packet Throughput – 48 Mpps

• Latency (Max/Typical) – <50 µs / <10 µs 

• DDoS Attack Mitigation Response Time <2 s

• Advances DNS Mitigation

• DNS Queries per second– 12M

• Interfaces:
• LAN 8 SFP+ 10 GE/ SFP GE,

• WAN 8 SFP+ 10 GE/ SFP GE,

• Built-in bypass 2 LAN and 2 WAN

DNS Attack Mitigation

IP Reputation

Packet Inspection



FORTIGATE

• Cluster

• Next Generation Firewall

• Segmentation

• IPS

• Mobile Security for 4G, 5G, IOT

• Firewall – 80Gbps

• IPS – 23 Gbps

• NGFW – 22 Gbps

• Threat Protection – 13 Gbps

• Interfaces:

• Multiple 10 GE SFP+

• Multiple GE SFP and GE RJ45

FortiGate 3000D

SSL VPN,

Site-to-Site IPsec VPN Web Filtering,

Application Control,

Antivirus,

Intrusion Prevention and 

Denial of Service

Fortinet Single 

Sign-On (FSSO)



FORTIGATE

FortiGate 1000D

• Firewall – 52Gbps

• IPS – 6 Gbps

• NGFW – 5 Gbps

• Threat Protection – 4 Gbps

• Interfaces:

• Multiple GE RJ45, GE SFP and GE SFP+ slots

• Cluster

• Next Generation Firewall

• Segmentation

• IPS

• Mobile Security for 4G, 5G, IOT

SSL VPN,

Site-to-Site IPsec VPN Web Filtering,

Application Control,

Antivirus,

Intrusion Prevention and 

Denial of Service

Fortinet Single 

Sign-On (FSSO)



FORTIADC

FortiADC 100F

• Cluster

• Acceleration and Performance

• Application Availability 24/7

• Enhanced Protection

• Authentication Offloading

• Global Server Load Balancing

• Link Load Balancing

• Health Check and Content Rewriting

• Web Application Firewall

• L4/L7 Throughput – 1.5 Gbps / 1.7 Gbps

• L4 CPS – 50 000

• L4 HTTPS RPS – 150 000

• L4 Concurrent Connection – 3M

• L7 CPS – 15 000

• SSL Bulk Encryption – 400 Mbps

• Compression Troughput – 1 Gbps

• Interfaces:
• 6 GE RJ45

Web Application Firewall

Global Server Load 
Balancing

Web Filtering



FORTIWEB

FortiWeb-VM08

• Cluster

• Web Security

• Application Attack Protection

• Security Services

• Authentication

• Management and Reporting

• vCPU – 8

• RAM – 4

• Storage – 40 Gb

• Virtual NICs – 1 / 10

• HTTP Throughput – 2 Gbps

• Deployment Mode – Reverse Proxy

Built-in Load 
Balancer

OWASP Top 10,

PCI DSS 3.0

Web Application 

Firewall,

Web Filtering



FORTIMAIL

FortiMail-VM02

• Cluster

• Advanced Threat Protection

• Integrated Data Protection

• Content Disarm and Neutralization

• Antispam

• Antivirus

• Recipient-based Policies

• vCPU – 2

• RAM – 4

• Storage – 50 Gb / 2 TB

• Virtual NICs – 4

• Email Routing – 67 000 per hour

• Antispam – 54 000 per hour

• Antispam + Antivirus – 52 000 per hour

• Gateway Mode

Antispam

Authentication Proxy

Antivirus



FORTISANDBOX

FortiSandbox-VM

• Cluster

• Automated Zero-day, Advanced Malware 
Detection and Mitigation

• Integration with:

• FortiGate

• FortiADC

• FortiWeb

• FortiMail

• FortiClient (ATP Agent)

• FortiAnalyzer (Remote Logging)

• FortiManager (Update Database)

• vCPU – 16

• RAM – 48

• Storage – 30 Gb / 16 TB

• Virtual NICs – 6

• Sniffer Throughput – 1 Gbps

• Number of VMs – 8

• Files – 140 000 per day

• Deployment Mode – Integrated

EDGE
(FortiGate)

Email Networks
(FortiMail)

Web Applications
(FortiWeb)



FORTIANALYZER

FortiAnalyzer 400E

• Event Correlation & Advanced Threat 
Detection

• NOC-SOC Dashboard

• Scalable Performance & Flexible Deployments

• Centralized Search and Reports

• Seamless Integration with the Fortinet 
Security Fabric

• Automated IOC

• Real-time and Historical Views

• Gb/Day of Logs – 200

• Analytic (logs/sec) – 6 000

• Collector (logs/sec) – 9 000

• Devices – 200

• Number of Days Analytics – 30

• Storage – 12 TB

• Interfaces:

• 4 GE

REPORTS

LOGS

CORRELATION



FORTIMANAGER

FortiManager-VM

• Cluster

• Centralized Security Management

• Centralized Policies and Objects Management

• Centralized Software Upgrades

• Centralized Security Updates

• Detailed Revision Tracking and Auditing

• Automation

• vCPU – 2

• RAM – 4

• Storage – 100 GB

• Virtual NICs – 4

• GB/Day of Logs – 1

• Devices/VDOMs – 10

Device and Policy 
Monitoring 

FortiGuard FQDN

Software Upgrade



FORTIWEB

Application Analysis



FORTIMAIL

Top Virus Recipients and Senders



FORTIGATE 3000D

Traffic History by Number of Active Users



FORTIGATE 3000D

VPN Users



FORTIGATE 3000D

Top 10 Blocked Web Categories



FORTIGATE 3000D

Top Users by Phishing Sites



FORTIDDOS 1200B

Attack Mitigation 17-Jan-2019

Throughput (bits/sec) Drop Count: 43 579 535



FORTISANDBOX

Zero-day Malware Analyze



FORTIGATE 3000D

Proxy Avoidance



FORTIGATE 3000D

Threat Detection and Prevention



FORTISANDBOX

Threat Rating Distribution



FORTISANDBOX

Most At-Risk Devices and Hosts
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