F "RTINET

PelwueHusn Fortinet ansa npoTtuBoaencTBUS
COBpPEeMEeHHbIM yrpo3am
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Yto TpebyeT ycunenuna 3awmutbl? Cyber Threat Intelligence
Verizon Data Breach Investigations Report - 2018

Frequency of malware vectors .
What are other commonalities?

Email 92.4%
® 49% I——
s of non-POS malware was installed via malicious email’
Q Web 6.3%
=
o
- 76% —
Other | 13% of breaches were financially motivated
0% 25% 50% 75% 100%
13% N
Figure 21. Frequency of malware vectors within detected malware of breaches we_re motivated by the cEl of strategic
(n=58,987,788) advantage (espionage)
68% I—

of breaches took months or longer to discover

https://www.verizonenterprise.com/verizon-insights-lab/dbir/
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Yto TpebyeT ycunenuna 3awmutbl? Cyber Threat Intelligence

FBIIC2 - 2017 Internet Crime Report
2017 Crime Types

2017 Crime Types Continued

By Victim Loss

Crime Type Loss
BEC/EAC $676,151,185

Crime Type Loss
Misrepresentation $14,580,907

By Victim Count Confidence Fraud/Romance $211,382,989 Harassment/Threats $12,569,185
Crime Type Victims Crime Type Victims of Violence
Non-Payment/Non-Delivery 84,079 Misrepresentation 5,437 Non-Payment/Non-Delivery $141,110,441 Government $12,467,380
Personal Data Breach 30,904 Corporate Data Breach 3,785 Impersonation
[ Phishing/Vishing/Smishing/Pharming 25,344 Investment 3,089 Investment 596,844,144 Civil Matter $5,766,550
Overpayment 23,135 Malware/Scareware/Virus 3,089 Personal Data Breach $77,134,865 IPR/Copyright and $5,536,912
No Lead Value 20,241 Lottery/Sweepstakes 3,012 Counterfeit
Identity Theft 17,636 IPR/Copyright and 2,644 Identity Theft $66,815,298 Malware/Scareware/ $5,003,434
Counterfeit Virus
Advanced Fee 16,368 Ransomware 1,783 Corporate Data Breach $60,942,306 Ransomware $2,344,365
Harassment/Threats of Violence 16,194 Crimes Against Children 1,300 Advanced Fee $57,861,324 Denial of Service/TDoS ~ $1,466,195
Employment 15,784 Denial of Service/TDoS 1,201 Credit Card Fraud $57,207,248 Charity $1,405,460
[ BEC/EAC 15.690 Civil Matter 1,057 Real Estate/Rental $56,231,333 Health Care Related $925,849
Confidence Fraud/Romance 15,372 Re-shipping 1,025 Overpayment $53,450,830 Re-Shi;_inng $809,746
Credit Card Fraud 15,220 Charity 436 S 538,883,616  Gambling $598,853
Extortion 14,938 Health Care Related 406 P:ishing/Vishing/Smishing/ 529,703,421 C:rlwzles Against $46,411
. Pharming Children
?:::gupport 13’323 ?::‘:r'i':nf ig? Other 523,853,704 Hacktivist $20,147
! o Lottery/Sweepstakes $16,835,001 Terrorism $18,926
Real Estate/Rental _ 9,645 Hacktivist 158 Extortion $15,302,792 No Lead Value $0
Government Impersonation 9,149 Tech Support $14,810,080

Social Media
Virtual Currency

19,986
4,139

*These descriptors relate to the medium or
tool used to facilitate the crime, and are used
by the IC3 for tracking purposes only. They
are available only after another crime type

has been selected.

https://pdf.ic3.gov/2017_ic3report.pdf

Social Media
Virtual Currency

$56,478,483
$58,391,810

Descriptors*

*These descriptors relate to the medium or
tool used to facilitate the crime, and are used
by the IC3 for tracking purposes only. They
are available only after another crime type

has been selected.

In 2017, IC3 received a total of 301,580 complaints with reported losses exceeding $1.4 Billion
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Yto TpebyeT ycunenuna 3awmutbl? Cyber Threat Intelligence
2017 Crime Types Continued

By Victim Loss

FBIIC2 - 2017 Internet Crime Report
Top 20 Foreign Countries by Victim

Excluding the United States’

Crime Type Loss
Misrepresentation $14,580,907

Crime Type Loss
BEC/EAC $676,151,185

Confidence Fraud/Romance $211,382,989 Harassment/Threats $12,569,185
— of Violence
i i E =5 Non-Payment/Non-Delivery $141,110,441  Government $12,467,380
= 3 @ Impersonation
o s Investment $96,844,144 Civil Matter $5,766,550
Yt > > LA Personal Data Breach $77,134,865 IPR/Copyright and $5,536,912
RIS oK . Counterfeit
T L8y = o § Identity Theft $66,815,298 Malware/Scareware/ $5,003,434
\N@ S B | S . DA Virus
- " b £ ) ALF S ‘ Corporate Data Breach $60,942,306 Ransomware $2,344,365
= s \ & 2 Advanced Fee $57,861,324 Denial of Service/TDoS  $1,466,195
Y & 28 o AT Credit Card Fraud $57,207,248 Charity $1,405,460
® hi =, - R Real Estate/Rental $56,231,333  Health Care Related $925,849
[ <D pray. : Overpayment $53,450,830 Re-Shipping $809,746
LN > ‘ Employment $38,883,616 Gambling $598,853
£ e = Phishing/Vishing/Smishing/ 529,703,421 Crimes Against $46,411
. ‘ Pharming Children
Other $23,853,704 Hacktivist $20,147
Lottery/Sweepstakes $16,835,001 Terrorism $18,926
1. Canada 3,164 | 6.Russian Federation 594 | 11. France 368 16. Netherlands 266 Extortion $15,302,792 No Lead Value S0
2. India 2,819  7.Brazil 558 12.China 366 17. Malaysia 265 Tech Support 514,810,080
3. United Kingdom 1,383 8. Germany 466  13.South Africa 349 18. United Arab Emirates 259
4, Aust'ralia 989 9. Philippines 453 14, ItaIY 291 19. Spain ) 248
5. Mexico 632  10.Japan 413  15. Pakistan 276 20. Argentina 238 - -
Social Media $56,478,483 *These descriptors relate to the medium or
Virtual Currency 4,139 LUUE USEU LU 1AL LE LT LEIIG, diiu a1e uscu Virtual Currency $58,391,810 tool used to facilitate the crime, and are used

by the IC3 for tracking purposes only. They
are available only after another crime type

has been selected.

https://pdf.ic3.gov/2017_ic3report.pdf

by the IC3 for tracking purposes only. They
are available only after another crime type

has been selected.

In 2017, IC3 received a total of 301,580 complaints with reported losses exceeding $1.4 Billion
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YcuneHus 3alinTbl TpebyeT afieKTPoOHHadA noyrta
«Ho y Hac Xe yXe eCTb aHTUCNaAM?>»
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Cnam Xopowee MMnoxoe -~~~ =~  ~“=-__ Xopowee [noxoe
VnTepher = AHTHCnam ST Kanenr
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¢  Ouabtp cnama (penyraums)
¢  Ounbtp BpeaoHocHoro M0 (curHatypel)
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YcuneHus 3alinTbl TpebyeT afieKTPoOHHadA noyrta
«Ho y Hac Xe yXe eCTb aHTUCNaAM?>»

T

'y 8

—

-

UHTepHeT

AHTHUCNam —

e  (Qunbrp cnama (penyrayma)
¢  Ounbtp BpeaoHocHoro M0 (curHatypel)

“~~-__ Xopowee [lnoxoe

KnueHTt
e-mail

MeToAabl N TaKTUKKN 3NMOYMbILWNEeHHUKOB

[NocrnegoBaTenbHbIN MOUCK

HOBbIX M KHOBbIX» aTaK — g c
obxon, penyTaummn u curHatyp oumnanbHas NHxeHepus —
obMaH ga)ke onbITHbIX

nosib3oBaTeneun

cnonb3oBaHWe 9KCNNOUTOB A1

Nnoxoe 3anycka koja 6e3 B3auMoAencTBua g
C norb3oBaTenem
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YcuneHus 3alinTbl TpebyeT afieKTPoOHHadA noyrta
«Ho y Hac Xe yXe eCTb aHTUCNaAM?>»
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Cnam Xopowee [lnoxoe --~ =  ~-__ Xopowee [lnoxoe
UHTepHer - AHTHCRAM e~ KnueHT
=7 T~ e-mail

— .

e  (Qunbrp cnama (penyrayma)
¢  Ounbtp BpeaoHocHoro M0 (curHatypel)

Buabl aTtak Ha ANIEKTPOHHYHIO NMOYTY, ooxoanaLwmx penyTaumio U CUrHaTypbl

&

Phishing n Spear Phishing:
Lenb — nobyanTb Nofib3oBaTens ﬁ

Business Email Compromise:
Lerib — MOLLIEHHUYECTBO,

nobyanTb K nepesogy AeHer K LEeNCTBUIO: OTKpbITUE bauna,

nepexon no CCblJyike, 3arpy3ka

Zero day vulnerabilities:
Llenb — 3apaxeHne BpeaoHOCHbIM
1O 3a cyeT akcnnyaTtauum 0-day

Mnoxoe

«0bHOBNeHna», BBO NornHa-
naponsi

David Finger, fortinet.com blog, April 26, 2018
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YcuneHus 3alinTbl TpebyeT afieKTPoOHHadA noyrta
«Ho y Hac Xe yXe eCTb aHTUCNaAM?>»

%
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rltﬁrl'| ( — | Tl ™ >
ﬁ‘t __‘__*.-a-— . f{:;-r— “';ﬁ"& __..; - \
y Cnam  Xopowee Mnoxoe -~ .~ ~=-__ Xopowee [Mnoxoe |
HTepHeT - T
P =T AHTUCNam T~ H”"E"."
= N~ e-mail
e  (Qunbrp cnama (penyrayma)
¢  Ounbtp BpeaoHocHoro M0 (curHatypel)
Hackonbko oHU 3¢hppeKTUBHbI?
CraTtuctuka 3a oavH mecsy 2018: 27% B cpefHeM nornb3osarenen nonagarTcs Ha
YacToTa B AeHb B opraHusauum ¢ 1000 LleneHanpaBneHHbu}'] (*)|/|L|J|/|Hr
YyeroBek, nonyvyarwwmnx Ka}Kﬂ,blﬁ
no 50 nucem B AeHb KnowBe4, 2018
OuULINHP 1/3331 15
Hosoe BMO |  1/645 " 4% nornb3oBarenein B cpeaHem KIMKHYT Ha
Osterman Research White Paper, 04°2018 mo6y+0 CCBll Verizon DBIR, 2018
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YcuneHus 3alinTbl TpebyeT afieKTPoOHHadA noyrta
«Ho y Hac Xe yXe eCTb aHTUCNaAM?>»

S
" Cnam Xopowee [lnoxoe -~ "T=-__ Xopowee [noxoe
HTepHeT =T T~ Knunenr
e AHTHMCNam T )
T - e-mail

e  (Qunbrp cnama (penyrayma)
¢  Ounbtp BpeaoHocHoro M0 (curHatypel)

Hacnex cobpaHHOU apmMmuu, BOOpYXeHHON BUITaMN U KONMbSAMU, HE MOMOXEeT
nHdopmMauma o NpUoNNKeHNN DANNIMCTUYECKOUN paKeTbl, AaXe eCNn N3BeCTHa
eé ToYHasa Mmoaenb U KTO ee 3anyCcTun.

https://blogs.gartner.com/anton-chuvakin/2015/08/13/threat-intelligence-and-operational-agility/
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[MpoaBuHYTLIE Yrpo3bl 06XoaAaT aHTUcnam? YTo xe pgenartb?

Gartner - Market Guide for Secure Email Gateways

= Conokemmin (0
MpoaBUHYTLIE Yrpo3bl Nerko 06xoaaT cUrHaTypHble MeToabl, !+ Co coblnkamm i
TPpagunumnoHHO MNCMOoJIb3yeMblE€ B LLJTHO3aX GHGKTpOHHOVI MOYTHI i i Cnam  Xopowee flnoxoe

3awmTa oT NPOABUHYTHLIX Yrpo3
CeTteBasi necoyHuLa/pa3opyXeHne N peEKOHCTPYKLMS KOHTEHTa
[MepenucbiBaHne URL 1 npoBepka B MOMEHT KiuKa
MHCcnekunsa KoHTeHTa, eTekTMpoBaHue cnyduHra u aHomanum

(€T g 011=]d AAPXUTEKTYpa COBPEMEHHOTO LLI03a 3MEKTPOHHOI NOYTEl, @
8l nossonsoLas NPOTUBOCTOSATH NPOABUHYTHIM Yrpo3am

Xopowee Ucxopawee
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[MpoaBuHYTLIE Yrpo3bl 06XoaAaT aHTUcnam? YTo xe pgenartb?

Gartner - Market Guide for Secure Email Gateways

= Conokemmin (0
MpoaBUHYTLIE Yrpo3bl Nerko 06xoaaT cUrHaTypHble MeToabl, !+ Co coblnkamm i
TPpagunumnoHHO MNCMOoJIb3yeMblE€ B LLJTHO3aX GHGKTpOHHOVI MOYTHI i i Cnam  Xopowee flnoxoe

LLinto3 3aWwmThbl 3NEKTPOHHON NOYTHI

3awmTa oT NPOABUHYTHLIX Yrpo3
CeTteBasi necoyHuLa/pa3opyXeHne N peEKOHCTPYKLMS KOHTEHTa
[MepenucbiBaHne URL 1 npoBepka B MOMEHT KiuKa
MHCcnekunsa KoHTeHTa, eTekTMpoBaHue cnyduHra u aHomanum

AHTUCNam

UepHbI CNUCOK NO TUnam
dhannos

MTA/aHTn-cnam/curHaTypHbIn aHTUBUPYC

CeteBasd
necoyHuua
NHcnekuunsa

KOHTEHTa

(€T g 011=]d AAPXUTEKTYpa COBPEMEHHOTO LLI03a 3MEKTPOHHOI NOYTEl, @
8l nossonsoLas NPOTUBOCTOSATH NPOABUHYTHIM Yrpo3am

Xopowee Ucxopawee
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PeweHue ot Fortinet - Advanced Threat Protection

3au.w|Ta OT NPOABUHYTDBIX YIrpo3
KomnekcHoe pelleHne ansa 3awmTbl OT
NPOABUNHYTbLIX YIPO3:

= FortiSandbox — ceTeBasi necovyHuUa
(Network Sandbox), knto4yeBon anemMeHT
dbabpurkn 6e3onacHoCTH

= FortiMail — w3 3anTbl ANEKTPOHHOW
noyTbl (Secure Email Gateway)

= FortiGate — yHMBepcarnbHbIW LLMH03
be3onacHocTu (Enterprise Firewall)

= FortiWeb — mexceTeBomn aKkpaH Beb-
npunoxeHun (Web Application Firewall)

= FortiClient — cpeacTBo 3aLMThl pabo4nx
ctaHuum (Endpoint Protection)

= FortiADC — B6anaHCUpOBLLVK HarpysKku
(ADC)

= FortiProxy — Beb-wnto3 (Secure Web
Gateway)

4. AMHAMUWYECKUI
AHAIN3
(MECOYHULIA)

OTMNPABKA OBPA3L0OB

3. CTATUYECKUIA
AHAINS

(BbIABJIEHME
CTATUYECKNX
NPN3HAKOB

YIPO3bl)

2. BbIBOPOYHAA
OTIPABKA
OBPA3LIOB HA

AHAINS

1. MPEO-oUNLTPALMA
BNTOKNPOBKA
COBPEMEHHbBIX 1 PAHEE
HE BCTPEYABLLUMXCAH
YIrPO3 B PEXXMME

PEAINLHOIO BPEMEHM
F:RTINET K )




PeweHue ot Fortinet - Advanced Threat Protection

3aLmTa oT NPOABUHYTHLIX Yrpo3

» PenyTauuoHHbI aHTUBNPYC
N KOHTPOIb M3MEHEHUS
penyTaumm

» [lpoBepka pannos 1 CCbINoK
B NecoyvHuue —
npefoTBpalleHne HOBOro
BI1O

» PasopyxeHue u
PEKOHCTPYKLMA KOHTEHTa

» PacwmndpoBka
3anaporieHHbIX BIIOXEHUN U
apxvBoOB

» [lpoBepKa CCbINOK B MOMEHT
knuka (Time-of-Click) — no
penytauun n B NneCovHunLe

» 3aluTa OT NoASOXHbIX
oTnpasuTtenen (Impostor
Protection)

Capabilities

» W amo Oasieko He 8cé

IDC MarketScape Worldwide Email Security

Symantec
Trend Micro

Fortinet | Forcepoint

Mimecast )

‘ )
Proofpoint . & ° n‘JCisco
Barracuda . :

Sophos
Dell SonicWALL

9
Retarus

Strategies

ATDEmail @

VERIFIED (

Security Value Map™
Beach Prevention Systems (BPS)

curdprepontaesso

$400 $350 $300 $250 $200 $150 $100
TCO per Protected Mbps

PRODUCTS TESTED

R77.30
Cisco FirePOWER 8350 v6.1.0.1 with Cisco AMP v5.1.12.10483

Security Effectiveness

DECEMBER 2017

¢ Check Point Software Technologies 15600 Next Generation Threat Prevention & SandBlast™ (NGTX) Appliance

v5.4.0 and FortiClient ATP Agent v5.6.1.1112)

Fortinet Advanced Threat Protection (FortiSandbox Cloud with FortiGate 600D v5.6.1, FortiMail Virtual Appliance

LS N

virusbtn.com

F:RTINET

e Juniper Networks SRX1500 v15.1X49-D90.7 with Sky ATP
o Palo Alto Networks PA-5220 PAN-OS 8.0.3-h4 with Traps v4.1.0.28239



Kak 3alumTnThCca OT BpeAOHOCHbIX BNoXxeHun? GandCrab

.

| b |5 Your Document 200414 - Message (Plain Text) =G |
Message @ Q
I
From: Y |- Sent: Wed 18/4/2018 2:34 PM
TG‘: RN (R — T ———
Cc
Subject: Your Document #00414

| Message |, DOC1081723104.zip (22 KB)

eI

Dear Customer,
to read your document please open the attachment and reply as soon as possible.
Kind regards, ‘

HTF Customer Support

- Y -

= Hanbonee pacnpocTpaHeHHbIN Ha CEroaHsALWHNUA OeHb BUPYC-LUMMPPOBanbLLMK
= OCHOBHOM CNOCOB OOCTaBKU — BNOXEHUE C jS-/Vbs- 3arpy34mMKoM B SN1EKTPOHHON noyTe

F:RTINET



Kak 3almTnuThCcAa OT BpeaoHOCHbLIX BrnoxXeHUn? GandCrab

We are sorry, but your files have been encrypted!

Don't worry, we can help you to return all of your files!

Files decryptor's price is

Amount was doubled!

Time left to double price:

00 days 00h:00m:00s

What the matter? Buy GandCrab Decryptor Supportis 24/7 Test decryp

* [locne oTKpbITUA — UHCTPYKUKUK, CTpaHuua B Tor

F:RTINET



Kak 3almTnThCcAa OT BpeAoOHOCHbLIX BroxeHun? GandCrab

. wi. 1.2
v Crverall code structure makedver GandCrab retaliates to the vaccine tool by |

- he .
«  Switches 1o 5alsa20/20 algorithm for encryption Using Salsa2( to generate the .lock

. . filename.
Offline encryption (na C2)
*  Encrypls network shares
P : “Waccine” v2
Distributed through compromased wabsites Ahrlah FH:EIW'! 2 second
= Doesnot encrypt if <Bhex-chars> bock exists sion of the vaccine tool o
in ComomonAppData directary A VT VAL w321

supportthe new Jock filename *  Remowes WM evasion function
) ) + Added a link to POC source code of a
Denial-of-Service attack on Ahnlab's AV
component

| 7 va3

+ Adds anti-disassembly trick

+ Mo changes observed

July

w1 ] ) L cine” vl v, 1.2 (new urli:tl ) v
= San sen-:.r-;p:ed wictam data Ahnlab releases 2 vaceine G.andCraI.: reaspo:. .5. 11:-1r.|.e r::av.v vaCcing *  Works as avaccine by creating the ransomyware
to a bong list of URLs ! That creates the lock file to prevent by chgngu"u‘g the_ xlll-swuich to mutex
' Ganderab from encryptingfiles chicking the sdstence o +  Firstrelease does not work with Win? and later 0%
or o its mutex name. «  Releases a new variant that works on Win? and later 05
I.El P
et va.2

1o G010
+  Update picked up from new 4.1.2

v, 1.1 Ty
* Adds sandbox evasion tricks

«  Minimal code optimization

* [MosBunock B Havane 2018 roga, akTMBHO pa3BMBaeTcA - 4 Bepcun
= Ransomware-as-a-Service (RaaS)

==RTINET.




Kak 3alumTnThCca OT BpeAOHOCHbIX BNoXxeHun? GandCrab

= [loyeMy cuUrHaTypHbI aHTUBUPYC Ha LLIN03e 6ecrnoneseH NPoTUB TakoW aTaku
* YHUKanbHble 3arpy34mkn, 4YacTo MEHSIOLLIMECS BPEJOHOCHbIE KOMMOHEHTHI

F:RTINET




Kak 3almTnThCcAa OT BpeAoOHOCHbLIX BroxeHun? GandCrab

A High Risk Downloader

L 30ef 7325
_—m. i
WD :eZaldoc3 6alBa343332c T3 Th2Re4ThC
ProceszMEVETEMROOT W svetem3 D' svchost eme. —
Indicators B Behavior Chronology Chart
) . ) . 120
AAAOVRNN The script created high risk file
100 4 [+
AARRTRRANN The document tried to launch a shell program o0 o0
&0
AARRYRRANN The script tried to access malicious URL(S)
.. a0
Y Suspicious URL
[ | Executable potentially attempted to download an executable via HTTP “
| The file tries to start a process with suspicious extension =
0000000000000 O00O0 00 000 o o0 000 o oo o
08:10:57 08:11:07 08:11:17 08:11:27 08:11:37 08:11:47

* [loaTomy HEOOXOAMMO NPOBOANTL aHANU3 NOAO3PUTENBHbLIX BIOXEHU B NECOYHULIE
« => BoigBneHnune BIN1O no nosBegeHuto, npegoTepaLlleHne goctaBku nucem ¢ BINO

F:RTINET




UYTto penatb, ecnun pe3ynbTaT HYXeH ObICTPO?
ATaKa Ha cepBUCHbIE LEeHTPbl MOOUNBbHbLIX TenedoHOB

Oom Alexander [@samsung.com > OtnpaeneHo: Tue 27/3/21
Komy: undisdosed-redpients:

Kanua:

Tema 59 /59 + 1 Bre TpyBKKW BXogHble gaHHbIE TOMHOOTE

| CooBueHne |z_|)|Symptom_and_repair_code_list.xlsx

Ooporoi Bce,

MNomanyMcTa, HaMmmare damn ¢ komoM Symptom & Repair Code m caenyiTe EceM pexomMeHpmanmAarm HAP mna ToOYHOCTHM HAHHHK
HO npMzmMMaeTCA M OTCHSEMEAST KAXOEI CAydYal, nomxanyicra, He EBEHEMpaMTe HenpaBMARHEL ODederT, KOO HEMCOpaBHOCTM M KOO EOCCTAHOBISHMA.

MozToMy A OpOCKHMNI EAC CASOOBATE OPaEMABHOMY OpOUECCY M EBHOOMHWMTH

C yveEameHMeM
Alexander Turunov

"The above message is intendad solely for the named addrassee and may contain trade secret, industrial "
technology or privileged and confidential information otherwise protected under applicable law including the
Unfair Compefition Prevention and Trade Secret Protection Act Any unauthorized dissemination, distribution,
copying or use of the information contained in this communication is strictly prohibited. If you have received

this communication in emor, please notify the sender by email and delete this communication immediately.

= Paccbinka nmcem ¢ BNOXeHNAMU, SKoObl cogepKalluMmn HOBbIE CNY>XeOHbIe Koab!
* [lo dpakTy BO BnoxxeHusx akcnnont CVE-2017-11882

F:RTINET



UYTto penatb, ecnun pe3ynbTaT HYXeH ObICTPO?
ATaKa Ha cepBUCHbIE LEeHTPbl MOOUNBbHbLIX TenedoHOB

Header Name Header Value

X-Yandex-FolderMame Inbox

Return-Path a. "@samsung.com

X-Yandex-Front mxfront2g.mail yandex net

X-Yandex-TimeMark 1522128802

Authentication-Results mxfront2g.mail yandex.net; spf=softfail {mxfront2g.mail.yandex.net: transitioning domain of samsung.com does n
ot designate 66.18° L0 = as permitted sender, rule=[~all]) smtp.mail=a.turunov@samsung.com

X-Yandex-Spam 1

X-Authority-Analysis v=2.2 cv=cY2iliLM c=1 sm=1 tr=0 a=ip9sk82UPAQ/pESutroiw==:117 a=ip9sk82UPAQ/pESutroiw==:17 a=v20P

Qva-lfwA 10 a=a9SbwjEakwbGy57THaESA:S a=QEXdDO2ut3YA: 10 a=hD80LE4hAAAA S a=ZtFFnOKTTymUBPp

LdcA:9 a= oPMXimmy9A4AXal:21 a= W S 7WecoQA 1D a=22bfimUUjbgOyheBHNQA:S a=w 9GLTiXVE2aiGA
v:18 a=1Vg_FKATplAA 10 a=NhVS5cO-HjH8A:10 a=4qBtGoCUj2ZRsnWkpVaEA9 a=IKloO-ieCDEA10 a=7gxagl

COIMBA: 10 a=0QrlS-b8-hQA: 10 a=ckaldg68nOMA: 10 a=6tzKkkzESqlodXiTRTpo:22 a=bdywSUJVTUN-GKEVKTD
M:22 a=X1c0kInRQAnjloBfxGzdG:22

MIME-Version 1.0

Date Mon, 26 Mar 2018 23:30:55 -0600

From Alexander Turunov <a.turunovi@samsung.com=

To undisclosed-recipients:;

Subject =PUTF-87Q759 / 59 + =D0=B3_=D0=B2=D1=81=D0=B5_=D1=82=D1=80=D1=837= =?UTF-87Q7?=D0=B1=D

0=BA=D0=B&_=D0=92=D1=85=D0=BE=D0=B4=D0=BD=D1=8B=D0=B5_7= =?UTF-8?Q7?=D0=B4=D0=B0=D0=
BD=D0=BD=D1=8B=D0=B5_=D0=A2=D0=BE=D1=87=D0=BD?= =?UTF-8?Q7=D0=BE=D1=81=D1=82=D1=28
C?=

= [Mncema otnpaesnanuck 9kobbl oT Samsung (header from)
= SPF softfail
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UYTto penatb, ecnun pe3ynbTaT HYXeH ObICTPO?
ATaKa Ha cepBUCHbIE LEeHTPbl MOOUNBbHbLIX TenedoHOB

'y

Hame of the User*

GSPHN ID*

C D

Job Desc

Mohamed Moawad Abd ElHalim, MTI Samsung o
mohamed moawad Moawar ) Technician
< @mti-mmgroup.com:=
OMAR EID TAHA OMAR! Omar Eid Taha Morsi, MTI Samsung <g==s y@mti-mn| | Sonnician
Mohamed Adel Bayoumi|ADEL2( Mohamed Adel Bayoumi, MTI Samsung <i's " & “sfl &5 &7 feigf Technician
Protocol Host URL Body Caching
HTTP brrange.com  fimm.exe 512 no-cac...
HTTP brrange.com  fimm.exe 512 no-cac...
HTTP brrange.com  fimm.exe 512 no-cac...

ASC name*

Content-Type

text/html; charset=UTF-&
text/html; charset=UTF-&
text/html; charset=UTF-&

ASC code*
Mobile No.

Process

leqnedt32:3536 |
egnedt32: 5040
egnedt32: 5080

Cooepxnmoe Excel danna noxoxe Ha nerMTMMHoe

Llenb atakn — ycTaHOBKa UHCTPYMEHTOB YAANEHHOro agMUHUCTPUPOBAHUS

MK, kK koTopomy ByayT NoaknoYaTb PEMOHTUPYEMbIE MOOUINbHbIE TenedoHbl => MOMHbIN AOCTYN K AaHHBIM
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UYTto penatb, ecnun pe3ynbTaT HYXeH ObICTPO?
ATaKa Ha cepBUCHbIE LEeHTPbl MOOUNBbHbLIX TenedoHOB

8 engines detected this file o
SHA-256 70be8dbdaaBe22c02aceda7b58347e1cdcd7832a516d26cbefc44dbldc20b049

File name UwW_245 Littleton Road_20180918.xlsm

File size 218 MB

8/57 Lastanalysis  2018-09-20 07:06:18 UTC Mo Content Disarm and Reconstruction

Attachments: &) ATT00001.him (348 B); 3] readme xdsm (817 KB)

**BUMMaHMe** BAIOESHMA COOSp®ANM NoOOSPMTSNbHEI KOHTSHT M OwnM ofSesSEpe®SHH.
Dorogol Vse, pozhaluista otkroite fail.

No engines detected this file

SHA-256 b192894b5066869ec2351acche1eff451701cc27f568e0ed4dad5Teee3725a33a8
File name readme.xlsm
File size B17.13 KB

Last analysis  2018-09-20 07:08:01 UTC

(0/60 ) y

y lNocne Content Disarm and Reconstruction
= Kak 3awmtntecs — Content Disarm and Reconstruction
= YpaneHue akcnnouTta U3 BNoXeHns, MrHoOBeHHast ocTaBka NucbMa agpecary
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UYTto penatb, ecnun pe3ynbTaT HYXeH ObICTPO?
ATaKa Ha cepBUCHbIE LEeHTPbl MOOUNBbHbLIX TenedoHOB

Message ‘

Log Details: 0200002620

Name cdr Date
. . . . . Time
Type Disclaimer insertion message EditVa
o Classifier Attachment Filter
Description:
Disposition Modify Subject;Insert Disclaimer;Content Disarm and Reconstruction
Content: B I L8] Latow 15w A - = = = - 9 C - From user@example.net
Header From user@example.net
“*BHUMaHne™* BnoxeHus cogepxann noao3puTenbHbIM KOHTEHT W Obinn T - fortisdint
[s} .@fortiad.info
obe3BpeeHbl.
Subject
Length 3083909
Session ID wBK7799w002619-w8K7799x002619
Client IP 10.1.2.254
Direction in
Policy IDs 0:1:1
Domain SYSTEM
Destination IP 10.1.2.3
Source External

Reset to Default

= Kak 3awmtntecs — Content Disarm and Reconstruction
= YpaneHue akcnnouTta U3 BNoXeHns, MrHoOBeHHast ocTaBka NucbMa agpecary

Close
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Kak domnbTpoBaTh CCbINKM N HEBPeAOHOCHbLIN KOHTEHT?

&7 FortiMailVM02 FML CLOUD VM-126 GW

URI Click Protection

s A\

@ Dashboard License AntiVirus AntiSpam
| Fortiview >
™ 33|.U,|/|Ta B MOMGHT KnMKa :;:AOI::DI_ s URI Click Protection https://www.example.com/
£+ System v ewrite
» [Mpun NnpoBepke NUCbMa CCbINKK | e = URtfewi
elworl Category: | all v
nepennucobiBakoTCA Tak, YTO OHU Administrator BaseURL: | https:/gw126.fortimail.com

yKasblBalOT Ha creunasbHblA rnoprarsn
Ha FortiMail

» [pn nonagaHun nonb3oBaTens no
Takon ccobinke, FortiMail nposogut

Configuration
Mail Settings
Customization
High Availability
Certificate

FortiSandbox

MOBTOPHbIA aHaNM3 KOHEYHOW CChISKM

» Tpebyer nuuensnm URL Click Protect
License (cm. cnang no
NULEH3MPOBaHNIO)

= [NpenmyLiectBa

» [lo3BonsaeTr 3awuTuTb
nonb3oBarenen OT nepexoga no
CCbIfnikam, Mo KOTopbIM YyXe nocne
NPOXOXAEHNA NMUCbMa CTan 4OCTYMNeH
BPEOOHOCHbIA KOHTEHT

Maintenance
& Domain & User
I, Policy
= Profile

Q Security

AR VS

Q

0 Access Denied
S

B URIClick Handling
Category: | Social_Networking

Action: Allow with Confirmation -

FortiSandbox Scan
Enable [ @]
Action: Allow with Confirmation
Timeout action: Allow

Timeout (seconds): | 2

@
o O
https:/iwww.example.com/

URIRemoval

default v

Apply Cancel

Category:

& Content Disarm and Reconstruction

Action: --Default-- -

Sanitize HTML content -
Convert HTML to text

B HTML content

B Text content

Sanitize HTML content

Remove URIs
Click Protection

B MS Office
B PDF
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Kak domnbTpoBaTh CCbINKM N HEBPeAOHOCHbLIN KOHTEHT?

L S @
Impostor Protection e \/

Warning: Suspected Impersonation

= Mail From: Ken.Xie@frotinet.
AHanu3 nogMeHbl oTnpaBuTens MailFrom: Ken.Xie@irotine com .

» ABTOMaruveckas ngeHtudukayma

Binh Tran <btran@fortinet.com> 326

)) SaLIJ' MTa OT B E C Wilson Zhang <wzhang@fortinet.com> 314

Impersonation AntiSpam Profile
KOPPEKTHbIX Map oTobpaxaemoro
Profile name: M_test Domain: —System-—
UMEHN 1 agpeca oTnpaBuUTenNs. N
e Entry Default action: | --None-- | |+ New.. | [ Edit.
» [leTekTupoBaHue crnyduHra | G| B oo S
- ] 11 Records per page: | 50~ Total: 2 Qo FortiGuzrd Action:| ~Defauit-- hd
BH yTpe H H M X OTI-I paB MTen e M BO Display Name Pattern Pattern Type Email Address : (SE;Y‘M )
check Action:| --Default-- -
~ KenXie Wildcard lode@fortinet.com (B DMARC check Action:| —Default- -
BXOIHH LU,eM novyTe " Ken"Xie Wildesrd "@fortinet.com € Behavior analysis Action:| ~-Default-- -
~ @ Header anal lysis Action: '—Deju\tw -
I-I peﬂyn pe)l(lqu Me non y I aTen e“ 2 © Impersonation analysis AETER| --Default— -
Impersonation profile: IM_test - ‘ + New.. | B Edit..
@ Heuristic Action:| --Default-- -
|| I_I p e y Ll-l eC a m Cance @O SURBL [Configuration..] Action:| —-Default-— -
M M T B Top Recipients & = onfiguration..] Action:| --Default-- -
d [Confi tion...] Action:| --Default--
Domain: | --All-- w | Period: | Today w | Category: | By Message Count v Q, | Email address... ::d 'C::ﬁ gj:[il::m o - T
» [lo3Bonger 3aWmuTUTbL OT aTak, C—
Action:| -Default-- -
-~ Spam Removal <removespam@fortinet.c... 3008 - __
OCHOBaHHbIX Ha couunaribHOU eyt . — -
Yan Lin <yanlin@fortinet.com> 1200 Action:| --Default-- -
Zhaoqing Qiang <zqgiang@fortinet.com> 498 | lettes Action:| —-Default-— -
M H)I(eH e p M M ( H an p M M e p H OT M M eH M Ben Zhou <benzhou@fortinet.com> 698 | Action:| —Default— hd
FortiGuard Web Filtering Service <fgweb... 420 |
pyl(()B()ﬂ MTen ﬂ KOM n aH M M n p Mxoﬂ MT Adam Shewchuk <ashewchuk@fortinet.c... 402 s
6a jordanleee@fortinet.com 3%6 | m Cal
npocb O nepeBOﬂe ﬂeHer) Lei Wang <leiwang@fortinet.com> 353 |-
||
|
0 350 700
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He yapanochb npeporBpatuth? BbisiBNneHUe Komnpometauum

FortiAnalyzer: Indicators of Compromise (loC)

= = FortiView v ADOM: Fabric ADOM & Security F;

E Summary Add Filter © BAlDeviceswy ©Today~
® Threats " End User Last Detected Host Name 0s Verdict # of Threats
Top Threats 1 Chris Bailey ( 10.2C 04/24/2019 Chris Bailey & Mac OS X 2
Threat Map Desktop
Compromised Hosts 2 Justice Smith (10.z 04/24/2019 Justice Smith A Linux LUBUNTL 2
Laptop
FortiSandbox Detection :
3 Jody Doyle (10.201 04/24/2019 Jody Doyle A Linux LUBUNTL 2
2 Traffic > Desktop
555 Applications & Websites ;|4 Robin Paul (10.20C 04/24/2019 Robin Paul A Linux LUBUNTL 2
Desktop
& VPN >|5  10.200.1.10 04/24/2019 Shay Stevens B Linux LUBUNTL 2
2 WiFi > Laptop
6 10.200.1.9 04/24/2019 Willy Stevens A Linux LUBUNTL [l 2
£ 5ystem , Y 4 | Infected |
Desktop
an Endpoints > 17 10.200.1.8 04/24/2019 Danni Thompson A Linux LUBUNTL TRt R 2
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He yaanocb npeaorBpatuTth? BbisBNneHne KoMnpomMertauuu

Kak aTo ynyqywunTb?

EcTecTBEHHbLIN MUP

Uenoseyeckas

AEeATESIbHOCTb

e

-G

KnbepnpocTtpaHCcTBO

(bots vs honeypots)
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He yaanocb npeaorBpatuTth? BbisBNneHne KoMnpomMertauuu

FortiDeceptor: 2KM3HEHHbIN LUK

FortiDeceptor

= ABTOMaTtn4yecKkoe pasBepThbiBaHUE
—  BM 1 npumaHoOK (OaHHbIX,
NPUNOXEHNN, CEPBUCOB)

CCCCC

= HanpaeneHue atak Ha BM ¢
KOHJourypaumnen oodbIvHbIX IT
CUCTEM
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He yaanocb npeaorBpatuTth? BbisBNneHne KoMnpomMertauuu

FortiDeceptor: 2KM3HEHHbIN LUK

FortiDeceptor " yaneHl/le - C*)I/IKCaLI,I/IFI BCeX
~ * OEVUCTBUIN 3TI0YMbILLNTIEHHUKOB B

BM

= Koppenauus cobbiTun n
KOHCONuaaumnsi BCeEX akTUBHOCTEWN

L B €0MHYI0 KaMMNaHWIo

™

E
Alert Log

N

=7
ED
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He yaanocb npeaorBpatuTth? BbisBNneHne KoMnpomMertauuu

FortiDeceptor: 2K M3HEeHHbIN LUK

FortiDeceptor = Co3gaHme NHONKaTopoB aTakn —
* =  [JaHHbIX, N0 KOTOPbIM MOXHO
. BblABUTb CKOMMPOMETUPOBAHHbIE
y3nbl

= Py4yHOe 1 aBTOMaTn4yeckoe
nogaBneHne atakm — 6rIokMpoBKa
nHamnkatopos B C3U
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3aknrovyeHue

ATaku ¢ NPUMEHEHUEM INEKTPOHHOW NOYThl 3OPEKTUBHBI U HAHOCAT 3HAYUTESNbHLIN YLLEPO

yCTapeBLIJI/Ie dHTNCMNaM pelleHnd He CnpaBJiAlTCA U CO30aloT JTOXKHOE HyBCTBO 3alLLMLLEHHOCTU

Fortinet ATP Framework — KombnHaumsa COBPEMEHHbIX 1 aKTUBHO pa3BMBaEMbIX CPEACTB 3alUnThbl
= Fortinet cooTBeTCTBYET aKkTyasribHbIM pekomeHaaunsam Gartner (Market Guide for SEG)

. HPOTMBOCTOﬂTb NnPpoABUHYTbIM Yrpo3amMm BO3MOXHO — C NPOABUHYTbLIM CpeaACTBOM 3alUUTDbI
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