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FortiGuard Labs

FortiGuard Labs npegoctaBnsieT cepBUCHI
U cBeAeHUA Ans 3aWmuThbl B YCIIOBUAX
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Machine Learning (ML) &
Artificial Intelligence (Al)

F::=RTINET



MoryT nu MaLKnHbI MbICNNTbL?

= AnaH TeropuHr B 1940x rogax cpaBHUI
NPUHUMN 00Yy4YEHUSA MaLLUUHbBI C Pa3BUTUEM

MageHua
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-
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Al & ML — Be3ae v KaxXabiv AeHb
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TUnbl MAaWMHHOIO O0y4YeHus

O6y4yeHune No n3BeCTHbIM LWabroHam

OGOy4eHue c “yuntenem” MpyMep: onTu4eckoe pacno3HaBaHue
CUMBOJIOB

[Touck 3aKOHOMEPHOCTEU, CYLLECTBYOLLNX
Mexay obbektamu.
[Mpumep: obHapyXeHne No4O03PUTENBHOIO
noBegeHnsa (aHoManumn)

O6y4yeHune 6e3 “yuntensa”

B3anmogencrteme co HEKOTOpOM cpedon (Lenu

OOy4yeHUe c nogkpenneHuem Mapkosa)
[Mpumep: WwaxmaTobl
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OOyuyeHue ¢ “yuutenem”
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OOyuyeHune 6e3 “yuyntenn”

= OnpeneneHne 6asoBon Moaenu
» Tunbl onepaynm
» CyMMbl onepaunm
» [eorpadmnyeckoe pacnpegeneHme

= CpabaTbiBaHMe, Korga TpaH3akumm He
COOTBETCTBYIOT 6a30Bom (paspeLleHHON
Moaenn)
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OOy4eHue ¢ noaKkpenneHnem (Bo3HarpaxgeHmem)

* 13 naHHOW No3uumn, nonpoodyimnTe
OencTBoBaTb Ha OCHOBE TEKYLLUX
(MNK OTCYTCTBYIOLLMNX) 3HAHUN

= Ecnu nony4eHHas urpa BbiMrpaHa,
yBennybTe BEC AJ1 BCEX XO0B B
nurpe

= Ecnn urpa npourpaHa, yMeHbLUnTE
BEC
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PacwunpeHHaa aHanuTuka

= AHannTunkKa - 3To N3BrevYeHne nonesHon nHdopmaumm n3 OonbLLINX
0ObeEMOB AaHHbIX

* PaclunpeHHas aHanutuka - ato npumeHenne UM k aHanuntuke
KakoBo BnusiHne
npoucxopsLiero?

OnTummnsauyms

MporHosupyollee ModenMpoBaHue

[MporHo3Hasa aHanuMTuka

Bas3oBbin aHanu3

YTO MOXeT Npon3ouUTH aanblue?

Uto cnyquno(:b? HO'-IeMy TakK cnquHOCB?
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Malware Classification

Variant Grouping

Heuristic Malware Detection

Web Form Anomaly Detection

URL/Domain Analytics

User & Entity Behaviour Analytics




NMpumep 1. Al-based Malware Processing
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Mpumep 2. Fortiweb Employs 2 Layers of Machine Learning

ANOMALY THREAT
DETECTION DETECTION

-3

HHONOEENANEIOROREARN SECURED BY AAAAAAAA BT

FORTIGUARD.

Application

; Anomalies
Traffic

AGOOGAALGA®

X{ x| X
Statistical probability Pattern analysis
B = Normal Request analysis based on matching based on
observed application FortiGuard trained and
. = Benign Anomaly traffic over time curated threat models

A = Threat
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Allowed Normal Request Traffic Normal and Benign Traffic
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OBONIOUNA TEXHONONMN aHTUBUPYCHOW 3aLUUTbI

YPOBEHb |
* [1poctoe MD5 / SHA256 BbluMuCnieHne

* [Mopaepxka 6onbwmnx DB anga noucka
N3BECTHbIX Yrpo3

« OpHa curHatypa — oauH 3roBpe
* Reactive and non-responsive to mutations
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OBONIOUNA TEXHONONMN aHTUBUPYCHOW 3aLUUTbI

OauH 3noBpen — MHoro 3noBpenoB —
[ToBeaoeH4yeckmm aHanus MalwnHHoe oby4yeHune
O4Ha curHaTypa OfHa curHaTypa a y

CLEAN e

MALICIOUS SIGNATURE SIGNATURE MALICIOUS EMULATION @‘

MALICIOUS @
@—‘ MALICIOUS

N3BecTHas Heun3secTHas

3awmrta 3alwmrTa
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FortiGuard Fortinet

MANAGEMENT-ANALYTICS

o Security
= 3HAYUTENbLHO PARTNER API MULTI-CLOUD EﬁBQSTa
3atpygHdaeT paboty @

KNnoepnpecTyrnHukam

IOT-ENDPOINT @ WEB APPS
= BhicOokad TOYHOCTb,

[ 7 va
Manbin ypoBeHb FP Q | ﬁ
[ npOBepeHHaﬂ UNIFIED ACCESS @ EMAIL

3¢¢e KTI/I BHOCTb ADVANCED THREAT PROTECTION
= BbicOKas Knowledgebase Repository
aalTNpyemMocCTb Production CPRL
HF signature set
?\ (9 Production @
feature set
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