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In this lesson, you will learn about threat actors and their motivations. You will also learn about the anatomy of
an attack, which is also known as the kill chain, and how the advanced threat protection (ATP) framework is
works to break the kill chain and stop advanced threats.
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Objectives

Identify threat actors and their motivations

Identify different types of cyber attacks

Understand the anatomy of an attack—the kill chain

Identify how the ATP framework works to break the kill chain

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in attack methodologies and the ATP framework, you will be able to design
your ATP solution to protect your network from advanced threats.

Advanced Threat Protection 3.0 Study Guide 5
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Cyber Attacks

In this section, you will learn about threat actors, what motivates them, and different types of attacks.

Advanced Threat Protection 3.0 Study Guide 6
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Threat Actors and Motives

» Organized crime * Insiders
« In it for profit + Usually motivated by revenge, but can also

- Nation state (government sponsored) hetfonpintt

- Wants to gain political, commercial, military ~ * SCript kiddies
advantage = In it for fun, learning as well as fame

» Hacktivists

= Bring visibility to political or socially
motivated issues

Threat Actor Opportunistic Targeted

Organized crime X X
Nation state X
Hacktivists X
Insiders X
Script kiddies X
FIERTINET @ Fortinet Inc. All Rights Reserved 4

A threat actor is typically a person, or an organization, that acts with malicious intent with the purpose of
compromising an organization’s security or data. Threat actors are typically categorized into the groups
shown on this slide.

Criminal organizations can be motivated by profit. There are government-sanctioned attacks that are looking
to gain political, commercial, or military advantage. Hacktivists spearhead attacks to bring visibility to political
or socially motivated issues. Insiders, such as ex-employees, can be out to get revenge or make a profit.
Then, there are script kiddies who are in it for fun or fame.

Advanced Threat Protection 3.0 Study Guide 7
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Threat Actor Risk Levels

* Financial motives accounted for 76% of the breaches according to the 2018 Verizon
Data Breach and Incident Report

* 39% of malware cases where ransomware

The motives behind attacks
(percentage of breaches)

Year after year, financial
heads the list of motives.

F:ERTINET

According to the 2018 Verizon Data Breach and Incident Report, 76% of data breaches were financially
motivated. Year after year, financial gain is the main motive for data breaches.

Ransomware is the top variety of malicious software and it is found in 39% of the cases were malware was
identified.

Advanced Threat Protection 3.0 Study Guide
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Types of Attacks

* There are two types of attacks you need to defend against

» Opportunistic attacks
« The threat actor is not specifically targeting your organization
+ Examples of how the organization could be compromised include:
« An employee received spam and clicked a malicious link or attachment (that is, ransomware)
= An employee visited a malicious or compromised website
= The organization was tested and identified as vulnerable

+ Targeted attacks
* The threat actor is targetting your organization

+ They either want something your organization has or would like to disrupt some service
« They will devise a way to breach your network

F::=RTINET @ Fortinet Inc. All Rights Reserved 5]

There are two categories of attacks that organizations are faced with: opportunistic attacks and targeted
attacks.

In opportunistic attacks, the threat actors are not specifically targeting the organization in question; however,
the organization can be compromised if an employee clicks on a malicious URL or attachment that was
received in a spam email, or visits a malicious or compromised website. The threat actor may also use an
Internet scan, or Google search to identify that the organization is potentially vulnerable to a known exploit.

If a threat actor specifically targets your organization for something that it has or to disrupt one of its services,
this type of attack is known as a targeted attack.

Advanced Threat Protection 3.0 Study Guide 9
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The Kill Chain

In this section, you will learn about the anatomy of an attack, which is also known as the kill chain.

Advanced Threat Protection 3.0 Study Guide
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Kill Chain—Anatomy of an Attack

» Framework to describe the stages of an attack—the kill chain

+ Steps the threat actor takes to break into an organization’s network with the ultimate
goal of data exfiltration

Exploitation

Lateral
Movement

F::=RTINET @ Fortinet Inc. All Rights Reserved ]

The different stages that an attacker might go through in an effort to break into an organization’s network, with
the ultimate goal of data exfiltration, is also known as the kill chain. Knowing the stages of the kill chain can
help identify methods of preventing attacks. The closer to the beginning of the kill chain that you can stop an
attack, the less costly and time consuming the clean up will be.

There are many variations on the stages of an attack, but what’'s shown on this slide are the stages most
commonly used. Once you understand the kill chain, then you can learn how to break it.

Advanced Threat Protection 3.0 Study Guide 11
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Reconnaissance

* First step of the attack is to gather information on the organization
+ Both technical (network/systems) and non-technical (organizational) information

» Passive reconnaissance collects information without interacting with the
organization
* Non-Technical
- Press releases, social media sites (Facebook, LinkedIn, Twitter), dumpster diving, recycled electronics
= Technical
« Whois, ARIN, job postings, help forums, Shodan.io, Google searches, case studies

+ Active reconnaissance involves directly interacting with the organization

F=RTINET & Fortinet Inc. All Rights Reserved =]

Once a threat actor establishes a target, the first step they will take is reconnaissance. Reconnaissance
involves gathering information about the network and systems, as well as about the organization itself. The
method of gathering information can be passive or active.

When doing passive non-technical reconnaissance, the threat actor uses public information, such as press
releases and social media sites to find out information such as new executive appointments, events and
tradeshows that the target organization is participating in, dumpster diving, and so on.

Passive technical reconnaissance involves using resources such as Whois, ARIN (for North American IP
address blocks), RIPE NCC (for European IP address blocks) and APNIC (for Asian, Australian, and New
Zealand IP address blocks). The threat actor can also browse the target organization’s job postings, to find
out the technical skills that the organization is looking for, or third-party help forums to see what systems the
organization uses and the problems they are facing. Attackers can also find information in case studies on the
organization that are published by third parties. For example, Microsoft published a case study on the
organization Target, which outlined the solutions that Target used within their organization, in great detail.

When doing active reconnaissance, the threat actor interacts directly with the organization and, therefore, may
be detected. For example, once the threat actor finds the target organization’s IP range using ARIN, they can
use port scanners like nmap to find running services and the operating system types of Internet-facing
servers. Specific protocols, such as HTTP, have banners that display information about the protocol and the
computer system the protocol is running on. Attackers can use the information in the banners to gain
information about an organization’s computer systems. This is called banner grabbing. Once attackers identify
the software and versions, they can then research vulnerabilities that the systems may be subject to if they
are not properly patched. Telnet, nmap, and netcat are common tools used by attackers for banner grabbing.

Advanced Threat Protection 3.0 Study Guide 12
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Weaponization

* Attacker creates the attack
* Depending on resources, they may use zero-day exploits or buy or rent exploit kits

* Backdoors, and command and control (C&C) servers must be available to carry out
their attack

* They must ensure that all the exploits and malware use evasive techniques in order
to bypass controls such as intrusion prevention systems (IPS), firewalls, and
antivirus protection

F:=RTINET & Fortinet Inc. All Rights Reserved 10

Weaponization is the phase in which the attacker creates the attack based on information that they obtained in
the reconnaissance stage. The more information the attacker uses, the more compelling a social engineering
attack can be.

Attackers could use spear-phishing—a targeted phishing attack—to gain access to internal corporate
resources, using the information they found on an employee's LinkedIn page. They could put a remote access
trojan in a file that appears to contain crucial information about an upcoming event, in order to entice its
recipient into running it. If they know what software the organization’s users or servers run, including operating
system version and type, they have a good chance of being able to exploit and install something within the
organization's network.

Depending on resources, attackers may use zero-day exploits that they discovered, purchased, or stole.
Attackers can also buy or rent exploit kits that take advantage of known vulnerabilities. They also need to
have additional tools ready to carry out the attack, like backdoors or C&C servers. They must ensure that all
the exploits and malware being used have evasive techniques, in order to bypass controls such as firewalls,
IPS, and antivirus scanners.

Advanced Threat Protection 3.0 Study Guide 13
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Delivery

» There are multiple delivery mechanisms that can be used, based on the
reconnaissance that the attacker has carried out

* Phishing emails
« Sending either malicious attachments, or links to malicious or compromised sites

* Drive-by-downloads

* Web application attacks

Dropped USB sticks

+ Make use of default, weak, or compromised credentials

FERTINET  Fortinet Inc. All Rights Reserved 1

There are multiple delivery mechanisms that an attacker can use. Which one they use will be based on the
reconnaissance they have carried out.

Phishing emails, as the name suggests, use the corporate email system to deliver specially crafted email to
the users in the hopes that they will open the email and infect the system.

The drive-by-download method waits for users to access malicious or compromised web sites. The attacker
guesses, or observes, which websites users visit frequently and infects one or more of them with malware.
Eventually, a member of the targeted group becomes infected.

Web application attacks try to circumvent the business logic used by web applications and allow the attacker
to gain access to the web server and underlying databases.

Sometimes an attacker will drop USB sticks in the lobby or parking lot of the target organization, in hopes that
a user will pick one up and plug it into a computer on the corporate network.

Attackers will also make use of default, weak, or compromised credentials to gain access to the organization’s
network.

Advanced Threat Protection 3.0 Study Guide 14
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Exploitation

» Malware payload is triggered and run
» Exploit can be because of zero day or unpatched vulnerability
+ Can also trick a user into installing software on their system

* Whatever mechanism is used, the attacker now has a foothold within the
organization

F:ERTINET

In the exploitation stage, the malware payload is triggered and run, and takes action on the targeted
vulnerability. The attacker can exploit the system by taking advantage of zero-day or unpatched
vulnerabilities, or by tricking a user into installing software on their computer. Whatever mechanism they use,
the attacker can now get into the system, install additional tools, and create new script files for malicious

purposes.

Advanced Threat Protection 3.0 Study Guide 15
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C&C

+ The initial system is compromised, and under the attacker’s full control
+ Aremote access trojan (RAT) can be used to control the compromised machine
« The RAT uses a reverse connection in order to overcome any network address translation (NAT)
or firewall security in place
« All traffic generated by the attacker must evade detection

« Commands are tunneled through protocols such as HTTP(S) or DNS which look legitimate at first
glance

« Encryption is used to hide activity
» Techniques such as domain generated algorithm (DGA), and fast flux are used to hide C&C
servers
* Web shells are used when a web server has been compromised
« Web shells are scripts which present a GUI to the attacker
« Unlike reverse shells, web shells do not require any additional sockets to be opened up

F:=RTINET & Fortinet Inc. All Rights Reserved 13

Once the attacker exploits the system, they drop post-exploitation tools in order to control the system and
advance the attack. Most of the time, the information the attacker is looking for is not on the initially
compromised system. The attacker can use a RAT, which makes a reverse connection to a server that the
attacker controls. The RAT uses a reverse connection in order to overcome any NAT or firewall security in
place.

Any traffic generated by the attacker must evade detection. Attackers can tunnel commands through protocols
such as HTTP(S) or DNS, which look legitimate at first glance. Attackers typically use encryption in order to
hide their activity.

Attackers can use more sophisticated evasion techniques, such as DGA or fast-flux. DGA is used to
periodically generate a large number of domain names that are used as rendezvous points for the C&C
servers. Fast flux is a DNS technique, where a single domain is associated with numerous IP addresses. The
IP addresses are swapped in and out frequently, through changing DNS records.

Attackers can use web shells to take advantage of compromised web servers. Web shells are used by system
administrators, and have a wide range of tools to perform management tasks on the server. An attacker can
use a web shell to copy entire databases, or use the compromised web server as a pivot point for lateral
movement.

Advanced Threat Protection 3.0 Study Guide
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Lateral Movement

+ Initial compromised system is used as a pivot point

+ Attacker moves from system to system within the network
« |nstalls more RATs or backdoors
+ Finds more assets to exfiltrate

+ In this stage, attackers are often using legitimate tools like PsExec, WMI, and
PowerShell to advance their attack

F:=RTINET © Fortinet Inc. All Rights Reserved 14

The first system that the attacker compromises, may not have the information that they are looking for. So,
they must search for it. During this search, the attacker maps out the internal network and moves laterally
through the organization using the compromised machine as a pivot point. As the attacker moves from system
to system within the network, they may install more RATs or backdoors on those systems.

At this stage, attackers are often using legitimate tools like PsExec, Windows Management Instrumentation

(WMI), and PowerShell. These are tools used for management purposes in a network. These are expected to
be seen in a corporate environment and, therefore, would not raise any red flags.

Advanced Threat Protection 3.0 Study Guide 17
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Data Exfiltration

+ Attacker finds the data they were looking for
» They will copy, transfer, or move the data to an internal staging server

* Move it out of the network using FTP or HTTP(S) and using compression and/or
encryption

F::=RTINET @ Fortinet Inc. All Rights Reserved

When the attacker discovers the data they are looking for, they will save it to an internal staging server and
then move it out of the network to a system that they control. At this point, they can do whatever they want
with this data—ransom it, auction it off, or just release it to the public for defamation.

Advanced Threat Protection 3.0 Study Guide 18
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While the Attack Continues...

* The attacker must make sure to clear their tracks to evade detection and remain
hidden in the network

+ It is not uncommon for attackers to leave themselves multiple points of entry, in
case they are discovered, in order to easily get back into the network

F::=RTINET @ Fortinet Inc. All Rights Reserved 16

While they carry out the attack, the attacker must make sure to clear their tracks in order to evade detection
and remain hidden on the network. It is not uncommon for attackers to leave themselves multiple points of
entry, so that they can easily get back into the network, if they are discovered.

Advanced Threat Protection 3.0 Study Guide 19
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Breaking the Kill Chain

In this section, you will learn how to use the different components of the ATP solution to break the kill chain.
Advanced threats are the main point of interest. While FortiGate can play a role in helping discover
reconnaissance activity, such as remote scanning, this will not be discussed here. Instead, you will focus on
how to detect threats that want to evade detection.

Advanced Threat Protection 3.0 Study Guide
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Breaking the Kill Chain—Delivery

» Attack Vector: email attachments
+ Advanced threats can evade antispam, and antivirus scanning
« Solution: integrate FortiMail with FortiSandbox to address unknown malicious email attachments

/@r‘tiMail _

Client

(S FortiSandbox

+ FortiMail receives an email with an attachment bound for an internal user
« FortiMail sends the attachment to FortiSandbox for analysis

* FortiSandbox opens the attachment and analyzes its behaviors

+ FortiSandbox sends the results of the analysis back to FortiMail

« FortiMail, based on result and policy configuration, applies action to email

F::=RTINET @ Fortinet Inc. All Rights Reserved 18

One of the most common attack vectors is phishing emails containing malicious attachments or malicious
URL links. Advanced threats are able to evade traditional spam and antivirus scanning engines. Using the
ATP solution, FortiMail is able to send suspicious attachments to FortiSandbox for analysis. After analyzing
the file, FortiSandbox sends the results back to FortiMail, which then takes action.

Advanced Threat Protection 3.0 Study Guide 21
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Breaking the Kill Chain—Delivery

» Attack Vector: Email URL links

« Advanced threats can evade URL filtering

+ FortiMail, based on result and policy configuration, applies action to email

FERTINET & Fortinet Inc. All Rights Reserved 19

Solution: integrate FortiMail with FortiSandbox to inspect URLs

/@r‘tiMail _

Client

(S FortiSandbox

FortiMail receives an email with embedded URL(s) bound for an internal user
FortiMail extracts the URL(s) and sends them to FortiSandbox for analysis

FortiSandbox requests URL(s) to see where it leads and examines the downloaded files, then runs
any downloaded files to identify their behavior

After analysis, FortiSandbox sends the result of the analysis back to FortiMail

Another common method of delivery is email containing malicious URLs. In this scenario, an email body
contains a malicious embedded URL, which is able to bypass traditional security measures. FortiMail can
forward URLs like these to FortiSandbox. FortiSandbox accesses the URL and analyses the response to
identify whether it is linked to anything suspicious, and reports back to FortiMail with a verdict.

Advanced Threat Protection 3.0 Study Guide 22
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Breaking the Kill Chain—Delivery

+ Attack Vector: web browsing
+ Advanced threats can evade IPS, web filtering, and antivirus scanning
« Solution: integrate FortiGate or FortiProxy with FortiSandbox to detect downloading of malicious
objects

Internet

| \ ri
e : *®

Compronﬁised Server

552y FortiSandbox

« User accesses a malicious or compromised web site where malicious scripts try to exploit their
browser and download malware

+ At download time, FortiGate or FortiProxy sends the sample to FortiSandbox for analysis

« FortiSandbox sends the results back to FortiGate or FortiProxy, which, based on scan policy, can
detect and block any future access to the malicious object

F:ERTINET © Fortinet Inc. All Rights Reserved 20

Drive-by-downloads are another popular delivery mechanism. In a drive-by-download, users are infected after
visiting a malicious website or a website that has been compromised to serve malicious content. The website
delivers payloads to exploit the browser, which then leads to malware being downloaded. FortiGate or
FortiProxy is able to send the downloaded files to FortiSandbox for analysis.

Advanced Threat Protection 3.0 Study Guide 23
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Breaking the Kill Chain—Delivery

* Attack Vector: web application attacks

Advanced threats can be uploaded to a poorly written or compromised website

Solution: integrating FortiYWeb or FortiADC with FortiSandbox to prevent uploading of malicious
files to web server

ForiADC_ >
<5 3 Fortiweb

,-5%\ J We;‘:qSﬂé.rve r

5 FortiSandbox

Internet

et X

« Web server allows or has been compromised to allow uploading of files

Attacker uploads file to web server
FortiWeb or FortiADC sends the file to FortiSandbox for analysis
FortiSandbox opens the file and analyzes its behaviors

= FortiSandbox sends the results back to FortiWeb or FortiADC

F::=RTINET @ Fortinet Inc. All Rights Reserved

21

Web applications, such as HR systems, sometimes allow for the uploading of files. This feature can be

exploited by attackers to compromise these web servers. Whether it's because of poorly written code, or
misconfigurations on the web servers, attackers can upload malicious files, like web shells, and gain complete
management access to the server.

You can use FortiWeb or FortiADC to monitor for web server file uploads and send such files to FortiSandbox
for analysis.

Advanced Threat Protection 3.0 Study Guide
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Breaking the Kill Chain—Delivery

* Attack vector: USB drives
+ Advanced threats may reside on USB drives which users may insert into their computers
« Solution: integrating FortiClient with FortiSandbox

& e

FortiClient Endpoint ForliSandony

+ User inserts into their computer a USB drive, which contains malware

« Before allowing access, FortClient sends files to FortiSandbox for analysis
« FortiSandbox opens each file and analyzes its behaviors

* FortiSandbox sends results back to FortiClient

+ FortiClient quarantines any files it finds suspicious

F::=RTINET @ Fortinet Inc. All Rights Reserved 22

USB drives are another potential source of malware. In some attacks, the attackers leave USB drives
containing malware in public places, such as office lobbies and parking lots, with the hopes that an employee
will pick it up and insert it into their computer.

This type of delivery can be counteracted using FortiClient integrated with FortiSandbox. When a USB is

attached to a host protected with FortiClient, FortiClient can send the files on the USB drive to FortiSandbox
for analysis, before allowing the user access to the files.

Advanced Threat Protection 3.0 Study Guide 25
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Breaking the Kill Chain—C&C

= After the host is compromised, additional tools are downloaded and updated over time
(This slide focuses on the malware that has been packaged to evade detection)
+ Solution: mtegratlng FortiGate with FomSandbox

2

C&C é'érver

» C&C software running on compromised host makes call outs to a server, which the attacker
controls

* When additional tools are downloaded, they are sent by FortiGate to FortiSandbox for
analysis

» FortiSandbox opens the files and analyzes the behaviors

+ FortiSandbox sends the results of the analysis back to FortiGate to take action on the result
F:ERTINET © Fortinet Inc. All Rig Reserved 23

After a host is compromised, attackers download additional tools to further their attack. For example, banking
malware often downloads keyloggers to steal user credentials. Since communication with a compromised
host is ongoing, FortiGate can monitor the network traffic for any additional or updated malware coming into
the organization. FortiGate sends any new files being downloaded to FortiSandbox to identify whether they
are malicious.

Advanced Threat Protection 3.0 Study Guide
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Breaking the Kill Chain—Lateral Movement

+ As the attack propagates into the network, internal hosts are targeted

+ Solution: integrating FortiClient with FortiSandbox (hosts on same or different
network)

7 .

FortiClient Endpoint FortiSandbox

Compromi'géd Server %

N

Compromised Client

* The compromised host tries to exploit and drop malware on additional hosts in the
network

» Target host’s FortiClient sends files to FortiSandbox for analysis
+ FortiSandbox opens the files and analyzes their behaviors
+ FortiSandbox analyzes the file and sends results back to FortiClient to take action

F::=RTINET © Fortinet Inc. All Rights Reservad 24

During the lateral movement stage, the attacker is trying to compromise and infect other computers in the
network. If these computers are protected with FortiClient, FortiClient can send any file that the computer
downloads, to FortiSandbox for analysis. If FortiSandbox finds the file to be suspicious, FortiClient can take
action and quarantine the file.

Advanced Threat Protection 3.0 Study Guide 27
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Breaking the Kill Chain—Lateral Movement

* As the attack propagates into the network, eventually data center hosts are targeted

+ Solution: integrating internal segmentation firewall (ISF\W) FortiGate with
FortiSandbox

K e

' FortiGate

Compromised Client

“_JFortiSandbox

FortiGate sends the files to FortiSandbox for analysis

FortiSandbox opens the files and analyzes their behaviors

FortiSandbox sends the result back to FortiGate which can then take action on the
results

F::=RTINET @ Fortinet Inc. All Rights Reserved 23

If the attacker is looking for sensitive data, at some point they will try to target hosts in the data center.
Normally, these hosts are in a different subnet than the first compromised host. In this case, if you deploy
FortiGate as an ISFW firewall, FortiGate can analyze the traffic moving across subnets and send any files to
FortiSandbox for analysis to prevent propagation.

Advanced Threat Protection 3.0 Study Guide
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Breaking the Kill Chain—Summary

= Delivery
Email attachments FortiMail and FortiSandbox
Email URL links FortiMail and FortiSandbox
Web browsing (drive-by downloads) FortiGate/FortiProxy and FortiSandbox
Web application attacks FortiWeb/FortiADC and FortiSandbox
Out of band (USB) FortiClient and FortiSandbox

*+ Command and Control

Additional malware is downloaded (keyloggers, and so  FortiGate/FortiProxy and FortiSandbox
on) FortiClient and FortiSandbox

* Lateral Movement

Additional hosts are targeted FortiGate/FortiProxy and FortiSandbox
FortiClient and FortiSandbox

Z6

F::=RTINET @ Fortinet Inc. All Rights Reserved

This slide shows a summary of the kill chain stages that can be blocked using specific ATP components.
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Review

v Identify different types of cyber attacks

v" Identify threat actors and their motivations

v Understand the anatomy of an attack—the kill chain

v" Identify how the ATP framework works to break the kill chain

This slide shows the objectives that you covered in this lesson.
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FortiSandbox Key Components

FortiSandbox 3.0

oriinet Inc. All rights resenved Last Modified: 2 July 2018

In this lesson, you will learn the appropriate applications for sandboxing. You will also learn basic
FortiSandbox concepts, including an overview of the architecture, key components, supported input methods,
and networking requirements. As well, you will learn the basic configuration requirements to deploy a
FortiSandbox in your network.
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Objectives

* Identify appropriate applications for sandboxing
Identify FortiSandbox architecture

Identify FortiSandbox key components

Identify the appropriate network topology requirements
+ Configure basic network settings

* Manage virtual machine images

» Configure scan options

After completing this lesson, you should be able to perform the objectives shown on this slide.
By demonstrating competence in basic FortiSandbox concepts and configuration requirements, you will be

able to design, configure, and maintain a FortiSandbox deployment in your own network, that is suitable for
your security needs.
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Sandboxing Concepts

In this section, you will learn the appropriate applications for sandboxing. You will also learn the basic
concepts of FortiSandbox, which include the architecture, key components, and input methods.
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Why use a sandbox?

« Traditional virus detection relies on pattern matching
+ Can't effectively protect against new viruses

» Heuristics can identify virus-like attributes
+ Better chance of identifying new variants of viruses
- Based on probability; can cause false-positive detection

+ Code emulation can detect viruses with much more certainty
* Full execution is rarely done
+ Real-time systems have more constraints: RAM, session volume, packet buffers, and so on

* Full code execution requires an isolated and protected environment 7
+ Suspicious files can be fully executed y

« Each aspect of the file’s behavior can be observed ‘

F::=RTINET & Fortinet Inc. All Rights Reserved

Traditional virus detection relies heavily on pattern matching. Some vendors use patterns that detect one virus
per pattern, while others use patterns that are more flexible, and can catch multiple viruses with a single
pattern. It varies by the vendor’s engine. Because signatures require an exact match, they don’t provide much
protection against new viruses—ones where no signature exists yet.

Heuristics can identify virus-like attributes, but they are based on probability. This can increase the possibility
of false positive detection.

Some network virus scanners can do some runtime code execution. Full execution is generally not done by a
network virus scanner due to system resource constraints.

Full code execution requires a separate, protected environment where suspicious files can be fully executed,

and every aspect of the file’s behavior can be observed. This requires system resources and time that’s not
normally available on a network device. In other words, it requires a sandbox.

Advanced Threat Protection 3.0 Study Guide



FortiSandbox Key Components

DO NOT REPRINT

I_f'\l-)'I'II\II:'I'

INTTINL ]

FortiSandbox Architecture

* The FortiSandbox host has FortiGuard engines and packages, including the
extreme database for the FortiGuard antivirus

* The VM host is based on a modified hypervisor

+ Various OS support for virtual machines (VMs)
= Windows 7, Windows 8.1, Windows 10, MAC OS, and Android
* Windows XP only supported in a custom VM

+ License keys are activated in the master VM

» The master VM contains the main image, plus a snapshot

« The snapshot is taken in a running state, so each clone does not need to wait for systém
initialization
+ As files are accepted for sandboxing, the master VM is cloned

+ Files are executed in the cloned VM
« After terminating the execution of a sample, the cloned VM reverts to the snapshots

F:ERTINET

The FortiSandbox OS has FortiGuard engines and packages, including the extreme database for FortiGuard
antivirus. The VM host is based on a modified hypervisor that natively supports Windows 8, Windows 8.1,
Windows 10, MAC OS, and Android. You can also install custom VM images to support other operating
systems, such as Windows XP. You must have the appropriate license keys for each VM image you want to
maintain.

The master VM is the original VM image in which the Windows license key is activated. FortiSandbox creates
a snapshot, so the master VM contains the main image plus a snapshot. The snapshot is taken in a running
state, in order to achieve a faster startup for each clone.

As files are accepted for sandboxing, the master VM is cloned. Each new VM is set up so that after

terminating the execution of a sample, it reverts to the snapshots. This set up eliminates the risk of system
infection, because each sample runs in a clean environment, that is started from the snapshot.
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Input Methods
» Devices Third-party -,lrg:eAngork Share
» Files submitted directly from FortiGate, Al '~ |Carbon Black/Bit9

FortiMail, FortivWeb, FortiADC, FortiProxy,
and FortiClient

FortiMail ~BCC Adaptor

» Sniffer S N
- Files extracted from mirrored traficto ' /F Gl
perform inspection ST 2g v

* On-demand

+ Files or URLs submitted manually, using
management GUI

- JavaScript Object Notation (JSON) API > ¥ o /
+ Adapters % Switch
« Internet Content Adaptation Protocol
(ICAP) Direct file
+ Carbon Black/Bit9 submissions Files extracted from

mirrored traffic

+ BCC Adapter
* Network share

F:ERTINET

A FortiSandbox is capable of scanning files from different sources. The input methods are not a mode of
operation for the device. They are simply methods of receiving files that can be used concurrently, or in any
combination.

The most common method of deploying FortiSandbox is integrated with another Fortinet device. In this
deployment, the devices submit files directly to FortiSandbox. FortiSandbox can accept input from FortiGate,
FortiMail, FortiWeb, FortiADC, FortiProxy, and FortiClient.

When FortiSandbox is deployed in a network that does not have other supported Fortinet appliances, you can
use sniffer input to inspect files. In this deployment, you must use port-mirroring or a network tap device to
send a copy of all the traffic you want to inspect, to FortiSandbox. FortiSandbox will extract files from that
mirrored traffic for inspection. Keep in mind that, if you want to inspect encrypted traffic, it should be decrypted
before being mirrored to the FortiSandbox.

You can manually submit files and URLs on-demand, using the FortiSandbox management GUI, or using
JSON API. JSON API can automate the process of uploading samples and downloading actionable malware
indicators.

Advanced threat protection (ATP) is the concept of detecting new threats as early as possible. The ideal
sandboxing solution must check all samples collected from all locations. FortiSandbox is an open solution that
can be configured to integrate with most third-party devices. FortiSandbox can act as an ICAP server, to
accept inputs from ICAP-enabled clients, as well as accept files from a Carbon Black/Bit9 server. If none of
these methods are supported, the third-party device can post files to a network share, which can be monitored
and scanned by FortiSandbox. You can submit emails from an upstream MTA server to FortiSandbox using a
BCC adapter. FortiSandbox will extract attachment files and URLs in an email body.
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Key FortiSandbox Components

| FortiSandbox Components |

Identifies file types and assign files into appropriate job queues

Checks files against previously seen samples

i 7 "
[‘m r';f Static Analysis Quickly scans code for intended activity
o -~
AT
£ PR ortiGuzrd Antivirus Scan Applies FortiGuard antivirus (AV) scan
[y 1
T f - - . . .

B Network Share ,’ Cloud Query Queries FortiGuard community intelligence
I
!

Adapter Sandbox Prefilter Analytic engine determines suspicious objects that require sandboxing

Examines real-time, full lifecycle activity to expose the threat

DWW URL Detection gl

Generates a verdict and reports threat levels

i

Intelligence Sharing Shares malicious file information with FortiGuard and sandbox
community cloud
FE:EHT""ET @ Fortinet Inc. All ".!Ei'}'i‘: <ezerved

FortiSandbox can receive samples from several different input methods. It analyses the samples using a
filtering approach, to assess the sample’s behavior and rate the risk of potential malicious behavior.

Input from sniffer, devices, and network share is submitted to the file filter, which is the first component of
FortiSandbox inspections. A file may have to be processed through every inspection component, before
FortiSandbox can generate a verdict for it. This is usually the case for zero-day malware, which is typically
detected by the VM scan engine before a verdict is generated.

Certain samples may be caught by the cache check or AV scan, depending on how long the malware has
been active. This inspection approach allows FortiSandbox to filter out files that can be easily detected using
other methods of inspection. Using this approach reduces the number of files that need to be submitted to the
VM scan engine for sandboxing. The only exception to this, are URL inputs. These inputs are submitted
directly to the VM scan engine for sandboxing.

It is important to understand that FortiSandbox does not physically block any malware; it simply provides
feedback on whether or not the file is malicious.
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Key FortiSandbox Components

l FortiSandbox Components l * File Filter
m + Determines the file type of samples
« Submits samples into the appropriate scan job queue, based on the scan

m profile configuration
« Cache Check

v

» Checks the file checksum against recent verdicts on FortiSandbox
Y + Also applies black/white list configuration and overridden verdicts

+ Static Analysis
+ Specialized scanners analyze behavior and extract embedded objects for
further analysis
« Embedded scripts, shell code, flash files in PDFs
* Embedded macros in Office files
+ Checks embedded URLs against the FortiGuard URL and IP reputation

e 4+ e

<4

% database

/ » Executes scripts using code emulation

% + Since the malware is not being run in a sandbox, sandbox evasion

¥ techniques will not stop static analysis from discovering malicious activity
F::=RTINET £ Fortinet Inc. All Rights Reserved 8

The file filter determines the sampile file type. The file filter also submits the samples into the appropriate scan
job, based on the scan profile configuration.

After FortiSandbox has determined the file type, the sample is checked against cached verdicts on
FortiSandbox to see if there is an existing verdict for the sample. This is also where FortiSandbox applies the
black/white lists configuration, and any existing overridden verdicts.

Next, the file is submitted for a static analysis scan, where specialized scanners analyze the behavior of the
sample, as well as extract embedded objects for further analysis. Code emulation is applied to simulate the
intended activity of any embedded scripts or macros. Embedded URLs are extracted and checked against the
FortiGuard URL and IP reputation databases. In this step, since the malware is not being run in a sandbox,
any evasion or anti-debugging techniques built into the malware will not affect the static analysis scanners
from discovering malicious activity.
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Key FortiSandbox Components

| FortiSandbox Components | « FortiGuard Antivirus Scan
+ Uses the same antivirus database as various Fortinet devices
» Uses Fortinet-patented Content Pattern Recognition Language (CPRL)

+ Applies signature-based matching that attempts to identify malware-type
behavior

+ Uses code emulation to identify polymorphic code

+ Cloud Query

FortiGuard Antivirus Scan * A database of samples collected from other FortiSandboxes around the world
« Checks samples against this database to determine if a verdict already exists
Cloud Query « Sandbox Prefilter
. = Eliminates files and URLs that don’t need to be scanned
Sandbox Prefitter » Disabled by default
+ VM Scan

+ Files are executed in an emulated environment
* Anti-evasion technigues applied
+ Time change, mouse scrolling, hardware emulation, simulation of human behavior etc.

+ Tracer engine monitors and records all activity and passes the information to
the rating engine for verdict and report generation

F:ERTINET £ Fortinet Inc. All Rights Reserved £l

In the next step, FortiSandbox employs the FortiGuard antivirus engine, which utilizes Fortinet’s patented
Content Pattern Recognition Language (CPRL), and attempts to identify malware-type behavior within the file.
CPRL allows one signature to match many different code variations of the same malware. This keeps the
signature databases small, and allows efficient pattern matching. The antivirus engine also applies code
emulation to identify polymorphic code.

The FortiSandbox Community Cloud is a database of samples and verdicts collected from other FortiSandbox
devices around the world. A checksum of the file is sent to the FortiSandbox Community Cloud and is
checked against the database. If the verdict is generated using an up-to-date antivirus engine and database,
then FortiSandbox uses the verdict as-is; otherwise, FortiSandbox passes the file to the next process.

The Sandbox prefilter can further reduce the number of files and URLs that are submitted for sandboxing. For
example, if a PDF doesn’t contain any scripts, it doesn’t need to be scanned. Therefore, that file would be
filtered out by the Sandbox prefilter process. You'll learn more about the sandbox prefilter later in this lesson.

For each file that requires sandboxing, FortiSandbox generates a new VM instance, and starts the execution
of the file. As the file is executed, a tracer engine monitors a wide range of behavior, including the following:

» System files being modified or deleted

* Registry keys being created, modified, or deleted
* New files and processes being generated

*+ Web URLs being accessed

» Connection attempts to IP addresses

The tracer engine forwards all the recorded activity to the rating engine, for verdict and report generation.
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Key FortiSandbox Components

lFortiSandbox Componentsl . Rating engine

+ Analyzes tracer engine’s information
= FortiGuard URL rating for URL calls
= FortiGuard IP rating for IP connection attempts
Checks file hashes
+ FortiGuard cloud file query
= FortiGuard Cloud-Based Threat Intelligence database
Any new files downloaded/generated are scanned with FortiGuard
antivirus (AV) engine
+ Generates a verdict
+ Malicious
« Suspicious — High, Medium, or Low
« Clean
* Unknown

.
¥
L4
b4
®
v
L3
¥
L ]
v
L4
Y
»
¥

m « Generates a report with all details collected by tracer engine
v

.
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The rating engine analyzes the tracer engine’s information.

Connections attempts to any URLs are checked against the FortiGuard web filtering database. All IP
connection attempts are checked against the FortiGuard IP rating database to determine if they are known
command-and-control (C&C) servers. Hashes for files generated during the sandbox analysis are submitted
to the Sandbox Community Cloud, to query for any existing verdicts. The file hashes are also checked against
another database called the FortiGuard Cloud-Based Threat Intelligence database. This database is a
repository of threats with feeds from the Cyber Threat Alliance and other threat-intelligence sharing sources
that Fortinet is partnered with.

After analysis is complete, the rating engine generates a verdict. All files scanned in FortiSandbox can are put
into one of three categories: malicious, suspicious, and clean/unknown. Malicious files are 100% known
malware. Files are rated as suspicious can have three severity levels to further classify the risks. Fortinet
devices, such as FortiMail, can make granular decisions based on these severity levels. The clean rating is
assigned to any files that do not match any known antivirus signatures, cloud query verdict or display
malicious behavior during sandboxing. The unknown rating is assigned to any files the FortiSandbox cannot
process before the scan timeout expires. This could be due to not enough resources being available to
generate a new VM instance for the scanning. FortiSandbox will try to reprocess the file at a later time, as
resources become available.

Finally, the rating engine generates a report with all details collected by the tracer engine. This report is
available for download.
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Key FortiSandbox Components

lFortiSandbox Componentsl . Intelligence Sharing

+ Scan results of suspicious files are shared with the Sandbox
Community Cloud and FortiGuard

+ Shared with other Fortinet appliances in the form of malware and URL
packages

.
¥

49

Intelligence Sharing

F:ERTINET © Fortinet Inc. All Rights Reserved

For any files with a suspicious rating, FortiSandbox will submit the file to FortiGuard along with the verdict
report. FortiGuard Labs will verify the verdict and, if necessary, provide a new signature through an antivirus
database update. FortiSandbox will also upload similar information to the Sandbox Community Cloud, so
other subscribers can have access to the same information.

FortiSandbox also shares verdicts with other Fortinet appliances, in the form of malware and URL packages
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Networking Considerations

In this section, you will learn the topology requirements for deploying a FortiSandbox in your network.
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Dedicated Interfaces

* Port1 is dedicated to management access
+ Management GUI and CLI access using HTTPS, PING, SSH, or TELNET
+ Alert emails and SNMP
+ DNS and FortiGuard updates
+ Other ports, with the exception of port3, can also be configured as management ports from the
CLL.
» Port3 is dedicated to VM internet access
« Any traffic, generated as a result of sandboxing, requiring internet access

Network > Interfaces

Interface I 1Pvd IPv6 | Interface Status | Link Status | Access Rights
port1 (administration port) 10.0.1.213/255.255.255.0 4] = HTTPS.S5H
port2 I 192.168.1.99/255.255.255.0 Lt ] L]
port3 (VM outgoing port) 100.64.1.213/255.255.255.0 2] ]
port4 192.168.3.99/255.255.255.0 Lt L]
port5 192.168.4.99/255.255.255.0 © ]
porté 192.168.5.99/255.255.255.0 L] Il

F::=RTINET £ Fortinet Inc. All Rights Reserved 13

FortiSandbox has two interfaces that are dedicated to a specific function.

Port1 is dedicated to all management-related traffic. This includes management GUI and CLI access, alert
emails, SNMP, DNS, and FortiGuard access. Port1 can also be used to accept files from Fortinet devices;
however, it cannot be used for sniffer mode.

Other ports, with the exception of port3, can also be configured as management ports from CLI.

Port3 is used for outgoing communication, triggered as a result of sandboxing a file. This port is also used for
license key activation for all Windows guest VM license keys. Port3 cannot be used to accept file inputs from
any sources.

The rest of the ports can be used for network access as well as sniffer input, Fortinet device input, and
internode communication within a cluster.
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Positioning FortiSandbox

* Connectivity and administrative access considerations
+ Will the VMs be allowed to access the internet?
« Which network segments should have administrative access?

» Are there any Internet access restrictions?
« Consider using a FortiManager for FortiGuard updates

port3 completely
isolated from the
internal network

FortiSandbox[:. <
With port1 connected :
to root-vdom directly, -
you can control Switchl.
management access
using firewall policies

-~

LJ_J;L ICeN

AT (T

Internal Network . ,' g
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When deploying FortiSandbox in your network, you should consider connectivity and administrative access.
For example, will the VMs running on the sandbox be allowed to access the Internet? Which network
segments should have access to the management GUI? Finally, should there be any access restrictions to the
Internet for the FortiSandbox itself? If you want to have access restrictions, then you may want to consider
using a FortiManager for FortiGuard updates.

FortiSandbox uses port3 to allow scanned files to access the Internet. This behavior is crucial in generating a
reliable verdict on a file. To eliminate the risk of any malware propagating and replicating internally, it is highly
recommended to that you put port3 on an isolated network behind a firewall.

If you're using a FortiGate, you should create a separate VDOM to isolate all FortiSandbox port3 traffic.
Configure the firewall policies to allow only outbound traffic.

Due to the nature of traffic sandboxed malware could generate, this traffic can lead to a bad reputation for the
Internet-facing IP. If you have legitimate services running on that connection, it could result in a service
disruption due to a bad IP rating. Sandbox execution is very short. So while it is unlikely to result in a poor
reputation, it is still a possibility to consider. The best option is to use a dedicated Internet connection for
port3 traffic. This will ensure your primary ISP’s public IP address reputation scores are not compromised by
the nature of the traffic the FortiSandbox VMs will generate.
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SIMNET

* If the Internet is unreachable through port3, FortiSandbox uses simulated services
« ADNS server that responds to all DNS queries with an internal IP address

« A web server that responds to all HTTP and HTTPS requests, and fake content for all file
download requests

Dashboard
+ EXE (default), HTM, ICO, PNG, GIF, JPG, PDF : :
i System Informatior &
+ A mail server that responds to all SMTP requests
Unit Type Standalone
o 5 G Host Mame FortiSandbox [Change]
=
can Policy eneral Serial Number FSAVMODD000100846
General Options. System Time Mon Apr 22 11:19:27 2019 EDT [Change]
X Firmware Version w304 buildD060 {GA)[Update]
Upload Settings
WML [Upload License]
# Upload malicious and suspicious file infarmation te Sandbex Community Claud i ©:[Uplasdiicen
S Configurati Last Backup: N/A [Backup/Restore]
Submit suspicious URL to Fertinet WebFilter Service ptm Cooheration 2ok Baciup: HUR [Bacinyestord
iett G ; Current User admin
Upload statistics data to FortiGuard service
\F - " Uptime O day(s) 2 hour(s) 16 minute(s)
Allow Virtual Machines to access external network through outgoing port3 I o
" Windows VM L]
Apply default passwords te extract archive files
M it Offi [Uptoad License]
Disable Community Cloud Query —— — AT
WM Internet Access A [SIMNET ON)] I
By default, Internet FDN Download Server )
access for port3 is Community Cloud Server ]
disabled Weh Filtering Server °©

F:ERTINET © Fortinet Inc. All Rights Reserved

If VM traffic cannot pass through port3, FortiSandbox will switch into SIMNET mode and display SIMNET ON
in the System Information widget. SIMNET tricks the file being analyzed by responding to different Internet
queries with these fake responses:

» A DNS server that responds to all DNS queries with an internal IP address

* A web server that responds to all HTTP and HTTPS requests, and fake content for all file download
requests

» A mail server that responds to all SMTP requests

Without Internet access, some of the inspection features while sandboxing will not result in accurate detection.
This means that certain types of malware detection will not work as well as they could. The decision of
whether or not to allow Internet access to the VMs is not just about increasing the risk to the reputation of your
IPs—it also directly improves the ability of FortiSandbox to accurately detect malware. The best results occur
when Internet access is allowed, so this is the preferred deployment.
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Sandboxing With SIMNET

+ Sandboxing a downloader without Internet access on port3

3L Rating Engine
Sandbox Guest VM

Without Internet access,

/ FortiSandbox cannot
URL Rating: FoLN perform these checks

with real traffic

DHS Query: FODN

DN3 Response; FODN 192,168.230.1 .
IP Reputation: 152.168.250. 19

L HTTF Reguest: GET URL @ URL Rating: UEL /

Y

HTTP Response: fake file.exe

| AV Inspection: £alks file. —\.—\x

b
[ ]

Callkback connection

IP Reputation: Unknown x
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(slide contains automated animation)

If you decide not to allow Internet access to the VMs, certain requests generated by the malware sample are
replied to with fake responses.

When the malware does a DNS query, FortiSandbox responds with an internal IP address. Performing an IP
reputation lookup on an internal IP would be meaningless.

When the malware attempts to download a file, FortiSandbox provides a fake download package. This allows
the downloader to successfully execute; however, FortiSandbox cannot run it's antivirus inspection on the file.

If the malware creates a callback connection to an IP, FortiSandbox cannot rate the IP, to determine if it's a
botnet server.

The reduced subset of inspection features can potentially generate a verdict that's not 100% reliable.
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Sandboxing With Internet Access

+ Sandboxing a downloader with Internet access on port3

3L Rating Engine
Sandbox Guest VM
URL Rating: FQLK /

DHE Query: FODH

DNS Response: FODN 100.64.1.252 . 2 /
IP Reputation: 100 .64 .1.252

p HTTP Request: GET URL @ URL Rating: UEL /

2 3

HTTE Response: virus.exe &

A5 ] AV Inspection: vizus. exe /
IP Reputation: 100.564.2.32 /

Callback connection: 100.64.2. '32
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(slide contains automated animation)
With Internet access on port3, FortiSandbox is able to perform the full set of inspections.

This time, the DNS query receives a genuine public IP address in the response, which can be rated against
the FortiGuard IP reputation service. If the malware attempts to download some payload, it can be inspected
using the FortiGuard antivirus engine, which could result in a specific malware detection. If that payload
creates a callback connection to an IP, FortiSandbox can also rate that IP against the FortiGuard IP reputation
service, to determine if it's a botnet IP.

With the full set of inspection features, the resulting verdict is more reliable than if there was no Internet
access. If you decide to allow Internet access, then it must be unrestricted and unfiltered.
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Initial Configuration

In this section, you will learn the basic configuration required to install FortiSandbox.
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Interfaces

* Initial port1 IP configuration can be performed using the CLI
+ To change the IP address
= set port1-ip <IP/netmask=
+ To assign a gateway address
« set default-gw <IP=>

* Access the web-based management GUI with port1 IP using HTTPS

CAUTION: For VM appliances, the port1 IP address must match the IP
address configured in the VM license file. Otherwise, license validation will fail!

Fi=RTINET © Fortinet Inc. All Rights Reserved 19

All FortiSandbox devices are preconfigured with default IP addresses. Initial port1 IP configuration must be
performed from the console, using the commands shown on this slide. If your management computer is on a

separate subnet from FortiSandbox, you must specify a gateway address using the commands shown on this
slide.

After you have assigned an IP from your own network’s management subnet to port1, you can access the
web-based management GUI with the port1 IP, using HTTPS to complete the rest of the configuration tasks.

Keep in mind, for VM appliances, the port1 IP address must match the IP address assigned to your VM
license. Otherwise, license validation will fail.
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Routing

* At least one static route is needed for Internet access through port1
+ FortiGuard updates are performed using port1
Network > System Routing

=+ Create New

1P/Mask
0.0.0.0/0.0.0.0

Gateway Device
10.0.1.254 portl

Scan Policy > General

+ Separate gateway IP and DNS configuration for port3

General Options

Upload Settings

Status:

# Uplzad maticlous and suspicious file Infarmatien to Sandboo Communlty Cloud
Submit suspicious URL to Fortinet WebFilter Service
Upload statistics data to FortiGuard service

o Allowr Virtual Machines o access external network through outgoing port3

L]

Port3|F:

Gateway:

DS

Disable SIMMET if Virtual Machines are nat able to access external network through cutgolng port 3

100.64.1.213/255.255.255.0

10064.1.1

100.64.1.1

F:ERTINET

You will need to configure at least one static route for Internet access through port1, so the FortiSandbox can
receive FortiGuard updates for the various packages.

The port3 gateway and DNS configuration is separate from the regular static routing configuration. The
gateway, and the DNS server assigned to port3, is strictly dedicated to traffic generated by VM sandboxing. It
will not affect traffic from any other interface.
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System Time

Serial Number

System Time
Firmware Version

WM License

System Configuration
Current User

Uptime

Windows VM
Microsoft Office

VM Internet Access
FDN Download Server
Community Cloud Server
Web Filtering Server
Antivirus DB Contract

Web Filtering Contract

Dashboard

System Information S o
Unit Type Standalone
Host Name FortiSandbax [Change]

FSAVMOO000010086

Mon Apr 22 11:24:27 2019 ED _——
v3.0.4,build0060 (GA)[Update]

@ [Upload License]

Last Backup: N/A [Backup/Restore]
admin

O day(s) 2 hour(s) 21 minute(s)

]

@ [Upload License]

[

]

(-]

© 2020-03-24

& 2020-03-24

F:ERTINET

Time Settings
System Time
2019-04-22 11:26:53 EDT Refresh
Time Zone
[(GMT-5:00)Eastern Time(US & Canada) v
C Set Time
Hour |41 Minute 24 . Second 53
Month | apr Day 29 Year 2019
@® Synchronize with NTP Server
Server [poolntp.org
Sync with an NTP
server for accuracy

Accurate time information is crucial, especially when it comes to investigating new malware. Any investigation
into new malware needs to be traced back to when that malware was first seen by FortiSandbox. In order to
make sure this information is determined with precision, the clock must be accurate; otherwise, it will be
difficult to determine how far this malware has spread.

In order to make incidence response easier (or perhaps even possible), it is important to make sure that all
the network devices have their clock set accurately. For best results, synchronize your devices to the same

NTP server.
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Administrative Access

Network > Interfaces

Intarface Status

+ By default, only available through port1 using HTTPS
and PING

* You can enable it on CLI for other interfaces

Interface:

Inter face Status: [+]

+ Also supports HTTP, SSH, and Telnet, but must be T
enabled manually -

Access Rights

* Administrative accounts can be local, LDAP, or RADIUS|.orF

# S5H
Teinet

System > Administrators

System > LDAP Servers

S_ystem > RADIUS Servers

Hame Tyos Prosie

adi 'in LOCAL

Super Adirin

MNew LDAP Server

Mame:

Server Mame/IP:

Mizw RADILIS Server

Port: 389
1 1812

Camman Mame

Distinguished Name:

Bind Trpe: Simple & Anomymaus O Reguler

Enahle Secure Connaction

CAUTION: Remember to change the default acrin account password!

F:ERTINET

Responding to HTTPS and ping is hard-coded port1 behavior. You can also enable additional protocols like

HTTP, SSH, and Telnet. All other interfaces respond to ping only by default. You can modify other interfaces
on the CLI to respond to other administrative protocols.

The default admin account has an empty password. This should be changed as soon as possible, for all
Fortinet appliances. Aside from local accounts, FortiSandbox also supports LDAP, and RADIUS.
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Administrative Access Cont.

* Three default administrative profiles:

+ Super Admin
= Full GUI and CLI administrative access
« Intended to be used by network security administrators

+ Read Only
« Unable to make any GUI configuration changes and limited CLI usability
= Intended to be used for system wide monitoring and reporting

» Device
+ Unable to make any GUI configuration changes and limited CLI usability

System > Admin Profiles

« Intended to be used for monitoring alerts and reporting for a specific device

& CreateNew | [#

Profile Name Comments
Super Admin This the default profile for super admin users. All functionalities are accessible.
Read Only This is the default profile for ready only users, Users can view access certain functionalities but cannot changs any setting.

Device This is the default profile for device users. Users can access certain functionalities about assigned devices, but cannot change any setting. 0

Users|

F:ERTINET

FortiSandbox has three default administrative profiles. The Super Admin profile allows full GUI and CLI
administrative access, which is intended to be used by network security administrators.

The Read Only and Device profiles do not allow any GUI configuration changes and provide limited CLI
usability. The Read Only profile is intended to be used for system-wide monitoring and reporting tasks;
whereas the Device profile is intended to be used for monitoring alerts and reporting for a specific device.
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= Traffic sniffer

System > FortiGuard

FortiGuard Packages

+ FortiGuard packages updated using port1
« Scanner, rating, tracer, and analytics engines
« Signature databases

Module Name Current Version
AntiVirus Scanner 0000600019
AntiVirus Extended Signature 00067.00842
AntiVirus Active Signature 0006700983
AntiVirus Extreme Signature 00067.00866
Metwork Alerts Signature 0000202791
Sandbox System Tools 03000.0053%
Sandbox Rating Engine 0300000112
Sandbox Tracer Engine 0300000093
Android Analytic Engine 00000.00000
Android Rating Engine 00000.00000
Traffic Sniffer 00004.00033

Upload Package File: Browse... | Mo file selected.

Last Check Time
2019-04-22 11:22:17
2019-04-22 11:22:17
2019-04-22 11:22:17
2019-04-22 11:22:17
2019-04-2211:22:17
2019-04-22 11:22:17
2019-04-2211:22:17
2019-04-22 11:22:17
2019-04-22 11:22:17
2019-04-22 11:22:17
2019-04-2211:22:17

Last Update Time
2019-03-20 14:44:03
2019-04-2209:3%:27
2019-04-2211:22:17
2019-04-2209:41:41
2019-04-2209:41:56
2019-02-22 13:28:26
2019-04-2209:43:35
2019-04-2209:42:06
2019-04-22 05:41:57
2019-04-2209:41:57
2019-03-20 15:19:19

Last Check Status
Already Up-to-date
Already Up-to-date

Successful
Already Up-to-date
Already Up-to-date
Already Up-to-date
Already Up-to-date
Already Up-to-date
Already Up-to-date
Already Up-to-date
Already Up-to-date

FERTINET

24

FortiSandbox uses multiple packages that are updated dynamically by FortiGuard. Regular updates ensure
your FortiSandbox is equipped for accurate and efficient detection mechanisms. Updated antivirus signatures
allow for detection of malware, without the need to use sandboxing. An up-to-date database of IPs allows for
more accurate botnet callback detection. Updates to the various engines help improve detection accuracy and

reporting.
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VM Management

In this section, you will learn how to download, install, and manage guest VM images in FortiSandbox.
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Guest VM Image Management

» Default VMs are preinstalled and preactivated on hardware appliances

« VM names indicate OS version, service pack level, and whether or not Microsoft office is
installed

Virtual Machine > VM Images

Name Version Status Enabled Clone# Load# Extensions

= DefaultVMs (1/1) 7
le” WIN7X86VMO16 1 @ activated I (V) 1 1

+ Default VM types vary by model

] Microsoft
+ VMOO — No default images 32 bit Office 2016
SR installed
WIN7IX86EPT016]
7
Windows 7 Service Pack 1
FEERTINET & Fortinet Inc. All Rights Reserved 26

Default VMs are preinstalled and preactivated with the necessary license keys on hardware appliances. The
VM name indicates the OS version and software installed. For example, WIN7X86SP1016 VM runs Windows
7 32-bit with service pack 1 and Microsoft Office 2016. It's important to note that not all VM image will have
Microsoft Office installed.

The types of default VMs vary by model. The VMOO virtual appliances do not have any preinstalled VM

images. They must be downloaded and installed manually. For a VM to be useable in sandboxing, it must be
in the activated state.
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Guest VM Image Management

: OptiOﬂE]' VMs are pUbliShed by Virtual Machine > VM Images

FortiGuard
Name Mershon Etatus Enabler! Clore # Load # Extensions
« Must be downloaded and installed = DeraltVis (1/1) %
manua“y & WINTXESVMO16 1 (% activated

= Appropriate license keys must be Ry e e | | G |k
available for the imagesto activate |, ..oemy o kes o o |5 wa
» Default VMs and optional VMs i | @ :”“ il B B
. | WWIMIEXEAVM 1] 4GB ] [ o N
have default software installed:
o WINIDKEAYM U] &, sce (] [ o M
» Adobe FIaSh Player L WIHICXAAVIO1E @ & 40k [x] o o WA
+ Adobe Reader 1 WINETHAVM o & 3G <3 o o N
2 Java RUI'I Tlme o WINSLXEEYM o & 25k o o 0 N
= 5 5 o WINBLKGAVMOLE @ & 458 (<] ¢ o N
. M!crosoft Visual C++ Run Time i e Aaw e % %
» Microsoft. NET Framework L vinTxedspt 6 LB @ o0 0 A
* Microsoft Office (only on VMs ending  [=Siimiiauns
Wlth 016) let  WinsdowsXP 1 & activated (] 1 1
« Web browsers lo*  MACOSX o @ activated & 1 1
F:=RTINET © Fortinet Inc. All Rights Reserved 27

The optional VMs are published by FortiGuard and must be downloaded and installed manually. If the default
VMs in hardware appliances are not suitable for your organization, you can install an optional VM that fits your
organization’s needs. The optional VM list provides various configurations of VM images, such as Windows
10 32-bit, Windows 10 64-bit, and Windows 10 64-bit with Microsoft Office 2016.

By default, Default VMs and optional VMs have the following software installed:

» Adobe Flash Player

* Adobe Reader

* Java Run Time

* Microsoft Visual C++ Run Time

* Microsoft .NET Framework

» Microsoft Office (only on VMs ending with O16)
* Web Browsers
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Guest VM Image Management

* Users can generate customized

VMs Virtual Machine > VM Images
Name Mershon Etatus Enabler! Clore # Load # Extensions
+ Windows XP supported as a custom |[SEETEEEETINE

i mage le WINTXBEVMD1S 1 (B activated @ 1 1

; ;
« Refer to the VM Installation Guide [ s P

found at docs . fortinet.comfor|. e oo
step-by-step instructions [y & 18
| WINIDKSAYM X 4GB
& SGE
X 4GB
& 3GE
X iGE
& 2GB
X 2GB
X 2B

WINICKEEVM

WINICKSAVMO1E

E R K

WINETXASYI

&

WINEIHEEVM

7 WINE LKA MO1E

= WINTXEESPL016

=" WINTHGA5PL

o 0000 0O0O0O0OOO

(1]
(1]
o
L]
o
o
2
o
(1]
(1]
(1]
s

F::ERATINET & Fortinet Inc. All Rights Reserved 28

The VM images provided by Fortinet might not suit your needs. For example, the default software installed on
the VM images might not mirror what you have installed in your organization’s computers. You can generate a
custom VM, that fits your organization’s needs, and upload it to FortiSandbox. Refer to the VM Installation
Guide found at docs. fortinet.com for step-by-step instructions for creating custom VMs.

The custom VM image allows you to customize a VM image with any software that can be installed and run on
a Windows computer.

Advanced Threat Protection 3.0 Study Guide 58



FortiSandbox Key Components

DO NOT REPRINT

CODRTINET

JINTITINL ]

Windows Cloud VM

+ FortiSandbox VM supports Windows
cloud VM

» Windows Cloud VM service for (5)
Windows VMs and maximum

expansion limited to (200) per
FortiSandbox VM

* Windows Cloud VMs are remote
cloud VMs hosted in Fortinet

FERTINET

AR
IWindows Cloud VM Contract & 2019-07-23, 25 available (Up to 200}'

Dashboard

& Dashboard layout is successfully saved.

System Information F
Unit Type Standalone

Hest Name FSAVMMDIDODO: =~ [Change]

Serial Number FSAVMBIDODE = ===

System Time Frl Jul 20 23:44:11 2018 UTC [Change]

Firmware Version v30.0,build0022 {Interim][Update]

WM License @ [Upload License]

System Configuration Last Backup: N/A [Backup/Restore]

Current User admin

Uptime: O day(s} O hourls) 25 minute(s)
Windows VM L

Microsoft Office @ [Upload License]

WM Internet Access L]
FDN Download Server L]
Community Cloud Server L]
‘Web Filtering Server L
Antivirus DB Contract @ 2019-07-22
‘Web Filtering Contract © 2019-07-22

MacOS VM Contract @ 2019-07-23, 2 available (Up to 8)

Starting at firmware release 3.0, FortiSandbox supports Windows cloud VM. The Windows cloud VM’s are
hosted on Fortinet data centers. Customers would require an additional license to subscribe to this service. A
Windows cloud license supports five Windows VMs, but it can be expanded to support 200 Windows VMs per

FortiSandbox VM, based on license type.

Advanced Threat Protection 3.0 Study Guide

59



FortiSandbox Key Components

DO NOT REPRINT

I_f'\l-)'I'II\II:'I'
A\ BN

FTINL_ 1]

FSA-VMOO with Windows Cloud VM

VM Images
B Edlt Clone Number | Bl DefeteVM | D) Undaleta Vi K M scroenshot | CF Enabled VM Types: 04 | Gy Kays: 0/8 | Pl Clona Number: 25 /33
| Mame MMersion Status Enabled | Clone# Load# Extensions
= DefaultViis (D70} i
= Optional VMs (0/1}
L WINTHEBEVIMO16E & 3co [=] ] 0 NA

~*  MACOSK & activated ] 2 2 macdmg

mflnelas(htmpns unik edf ico ppt vef com j xls:omlm t s dll mov doc mp3 rm docxk me rif pdf swf jar ﬂnhdor.mdulmxllaxlsm
L indowsCloudVM & activated [} 25 25 adtm hadam e sldxnnr.mppemnolmnpnms drn onetod thnx bat omd vbs ps ']Jsaﬁmms i s asp jEp url dot it pps potuwv{lEBLmklnk;arl b bty
g

wef el pub bt mime

+ FSA-VMOO supports 8 local VMs

+ FSA-VMOO with local VM still needs port3 access

* Average scan time in VMs is currently 5 minutes per file
* Windows cloud VMs need one main (port1) interface

F::ERATINET @ Fortinet Inc. All Rights Reserved 30

Once you have subscribed to Windows cloud VM, it will show up under remote VMs as activated. The
average scan time for a file on Windows cloud VM is 5 minutes and you need to configure one main interface
to communicate with the Fortinet data center server where the Windows cloud VM is hosted.
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* No default VMs included in VMO0O
virtual appliance

+ Available VM images appear as
optional VMs, and must be
downloaded and installed manually

« Images are downloaded from FortiGuard
using port1

* You must ensure appropriate license
keys are available

L2ERTINET

Guest VM Image Management in Virtual Appliance

Virtual Machine > VM Images ‘Download VM
Name Version Status E“af'.'-f’ gﬁ?g:‘:r;n :

= DefaultVMs (0/0) %
= QOptionalVMs (0/1)

=~ WIN7X86VMO16E ©

Virtual Machine > VM Images

Name Version Status En ad # Extensions

= DefaultVMs (0/0)

= OptionalVMs (0/1)

lo  WIN7XB86VMO16E © Q 0 0 NA

 FortiSandbox will
Status Ente e s

initialize VM in ge |

Name Version
DefaultVMs (0/0)

Optional VMs (0/1)

WIN7X86VMO16E

& Fortinet Inc. All Rights Reserved 31

As mentioned before, FortiSandbox VMOO virtual appliance does not ship with any default VMs. Any available

VM images will appear under Optional VMs, which means that they must be downloaded and installed
manually. This process may take a substantial amount of time, so take that into consideration when you’re
planning your initial configuration. This procedure also applies to any Optional VMs you want to download on

hardware appliances.

VM images are downloaded from FortiGuard, using port1. So, you must ensure FortiSandbox has a default

route and Internet connectivity for port1.
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Scan Options

In this section, you will learn how to control various scan options to optimize scan job performance and modify
scanning behavior on FortiSandbox.
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Scan Profile

« Control which file types or URLs will be
accepted into the sandbox job queue
Enable or disable

scanning of + Affects files received from device,
specific file types sniffer, network share, and adapter
inputs
= On-demand, JSON API, FortiMail and
Network Share file submissions will always
[® Flashfiles (@ B Webpages (@ [ Compressed archives (@ be acceptEd

Scan Policy > Scan Profile > Job Queue

Scan Profile

Job Queue VM Association

€ Executables (@ PDFdocuments C @ | [@ Office documents (@

# Android files & & Macfiles & &+ User defined extensions & L4 URL detectlon depth deflneS hOW deep
T — FortiSandbox will inspect links on a
Maximum URL: 1 | page

; + 0: inspect the contents of the page directly
o B specified by the URL

Default Timeout: 40

+ 1: inspect the contents of the page directly
= —————— specified by the URL, as well as all links on
URL scan that page

g + URL detection timeout defines how long
FortiSandbox will spend scanning a
specific URL

Fi=RTINET © Fortinet Inc. All Rights Reserved 33

The Scan Profile is divided into two sections. The first section of profile is used to enable or disable scanning
of specific file types or URLs. Keep in mind that these settings only affect files received from device, sniffer,
and adapter (ICAP, Carbon Black/Bit9, BCC Adapter) inputs. Files or URLs submitted on-demand or through
JSON API, email attachments submitted by FortiMail and files from Network Share will always be put into the
scan job queue, even if their file types are disabled.

When URL detection is enabled, FortiSandbox will scan URLs using the installed web browsers in the guest
VM images. You can adjust the URL detection settings to ensure FortiSandbox does not spend too much time
and resources to follow URLs. Set the values based on the amount of investigation you wish to do on the web
page.

The Default Depth value controls how deep FortiSandbox will inspect links on a page. For example, a depth
of 0 means that FortiSandbox will only inspect the page directly specified by the URL, and a depth of 1 means
that FortiSandbox will inspect the contents of the immediate page, as well as all links on that page. The
Default Timeout value defines how long FortiSandbox will spend scanning a specific URL. The Maximum
URL value defines how many URLs FortiSandbox will accept per submission using on-demand URL
submission using management GUI or JSON API.

It is important to note that a timeout value of 60 seconds does not mean it will take exactly 60 seconds for a
URL to be scanned. A submitted URL might wait in the pending job queue for a guest VM to become
available. The URL detection timeout value does not take that into consideration. It starts the moment the
FortiSandbox starts to scan the contents of webpage inside guest VM during sandboxing.
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Scan Profile

Select Extensions

il

HHJ

Scan Policy > Scan Profile > VM Jissoc_iat_ion
= WIN7XBVMOt6E [ Clone1Version1 | statuscivaed

88 Installed Applications B Scanned File Types /

Adobe Flash Player 15 ActiveX 15.0.0.189
Adobe Reader X (10.1.4)
Adobe Reader X {10.1.4) 10.1.4

dotm

atx

o b
. E !..

Google Chrome 47.0.2526.73 i
Google Update Helper e

Google Update Helper 1.3.28.15 Enabled >
Java 7 Update 71 = extensions

optm

To associate file types to  Click to assign . i
this VM image, the clone _spe._c;nﬁp,ﬁle_\ ot
value should be non-zero extensions ancreidfies

skim

sofoware inssalled to support meg

Define

custom

(e e NSErE —
FEERTINET © Fortinet Inc. All Rights Reserved

A 2 E B [

o
e

The second section of the Scan Profile allows you to define file extensions and VM image associations. This
means that specific files will be sandboxed by the associated VM image. To assign a file to a VM image, the
following conditions must be true:

+ The file type has to be configured to enter the job queue (first section of the scan profile)
» The VM image clone value should be a non-zero number

File types are grouped into different categories. You can select the entire category, or individual file
extensions. You can also define custom extensions.

After any change to the scan profile, the VM images are reinitialized, which can take a while. When VMs are

being reinitialized, they are not available for sandboxing. It is recommended that you make changes to the
scan profile during a maintenance window.
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Sandbox Prefiltering

=k Halp informalion.

-= Fnakles sandbaox

|office|trustvendecr] Enable sandbeoxing prefilter for specific file types.

loffiea| brusbvander] Disable sandboxing prefiller for specilic [ile Lypss.

of sandbaxing prafilter.

r -2 —tpdf
ing prefilisr Lor pdl has fesisnabled
oxing-pretilter —= —tdll
boxing prefilter for dll has Ieen =Talzr=y Preﬁltering for each file

prefilrer -1 is enabled individually

r zandboxing prefilise:

411: enabled

trustdomaln: enakled

F:ERTINET © Fortinet Inc. All Rights Reserved 35

Sandbox prefiltering is another feature that can greatly save resources by reducing the amount of files and
URLs submitted into the sandbox job queue. If the sandbox prefilter is enabled, files and URLs are scanned
first by an advanced analytic engine, and only suspicious ones are submitted to the sandbox queue. The
sandbox prefilter validates specific conditions, and checks for suspicious behavior in files and URLs. If a file or
URL matches the conditions below, it will be submitted for sandboxing:

* Proper dependencies exist in the guest VM image for DLLs to be executed, and that DLL file is not
corrupted

+ Active scripts exist in PDF, and Office files

+ Callback behavior in SWF files

» Suspicious behavior in JS and HTML files

* Macros in Office files

* URL rating is Unrated, Phishing, Malicious, Hacking, Spyware, or Spam

Sandbox prefiltering is disabled by default. The CLI commands shown here control the sandbox prefilter
behavior. It can improve the system's scan performance; however, if resource utilization is not an issue in
your FortiSandbox, it is recommended to keep this feature disabled.
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Scan Priority
Scan Policy > Job Queue Priority + Different file types and input
Simbid sources have different
1 @Gu-:eu-a'x EXE Executables DLLABSBATPSLIARMIAVET files proceSSing priority
: O it « Jobs are assigned to guest VM
(o T images based on this priority list
4 @GII'C‘E‘I‘BT DOC Mitrgsnft Qffics files Ward, Excel, PowwerPoint fles ete)
5 @Cu-:-ﬂ:a\' SOF | Ackois Tlash files
& @GII'UE‘I’-B'K WEE Static W files
7 @GII':‘:“I'B" ANDROAD | Android Fles
[} @Ou-ilrr-a-w | M _k‘a'\'fle:
7 @URLO'PB{III.‘I'U URL detection
File RPC Tb‘lm:u:f:"Jf-'crflzsin\'u't.txt.Do\'.-::ﬂurn-"e:eul Drag-and-drop to
o reorder items
F:ERTINET © Fortinet Inc. All Rights Reserved 35

Different file types and input sources have different processing priority. Jobs are assigned to guest VM images
based on this priority list. This means if a VM image is configured to scan two different file types, the files with
higher priority will be scanned first, and only when that list is empty will FortiSandbox start assigning the lower
priority files to the VM. Therefore, it is recommended, at least from an efficiency standpoint, that you assign
file types with higher priority to one VM image, and files with lower priority to another VM image. This ensures
lower priority file types are not ignored in the event there is an influx of higher priority files.

The priority list can be modified by dragging and dropping entries.
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Black and White Lists

* Rating for entries in the white list will always be clean
+ Rating for entries in the black list will always be malicious

Click to open
Scan Policy > White / Black List the edit menu
"White./ Black List ] 7] TR x SLIppOI‘tS wildcard
1 e T E “fartinel.oom Smicro: Y i) ] =

- SHALD}
- SHA2550]

= Domain (2]

’ Manually enter

i hecksums or
Click to open o :
the file upload FQDNs
menu

hetpd S rmicrosaft. comy’
“abe/bad htm!

‘White List Upload |

-*amazen.com.*subseriba

Supports regex expression

White List Type: DS

Action: Appand

Upload a File Conzaining White List: | Choose File | Mo file chasen The URL pattem will have a hlgher
= P rating priority than domain pattern.

FERTINET © Fortinet Inc. All Rights Reserved 37

The black list can help improve scan performance by immediately generating a malicious rating on matched
files. The white list allows you to address false positive detection events by rating matching files as clean.
Since these static lists are applied at the cache check stage, FortiSandbox processes them early in the
scanning cycle. FortiSandbox now supports regex expression. For example, if a user adds

.*amazon.com. *subscribe to the white list, then all subscription URLs from amazon.com will
immediately be rated as clean. In this way, all such subscription links won’t be accidently opened inside a VM
and become invalid.

The lists contain checksum values in MD5, SHA1, or SHA256 format, as well as domain FQDNs where files
can be downloaded from. You can manually enter the checksums one by one, or upload a large list of
checksums in a file. FortiSandbox supports the wildcard format for the domain field. For example, if you add
* .microsoft.com tothe domain white list, all files downloaded from the subdomains of microsoft.com
will be rated as clean. However, the URL pattern has a higher rating priority than domain pattern. If you add
http://www.microsoft.com/*abc/bad.html tothe URL black list, then any file from that URL will be
rated as malicious, even though you have whitelisted microsoft.com inthe domain filed.

Be very careful about adding entries to the white list. Matched entries bypass all scanning. So, if you’re adding
white list entries to your FortiSandbox, you should be absolutely certain that files of that type are safe.
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Overridden Verdicts

A High Risk can File & &

= . u Clean B Overview Detalls Q

Basic Information Over _]lde verdict to _

Mark as t:lsah Basic Information
e HEROR {fa Ise pOSiti_\j_’_B} Received: May 08 2019 15:30:44
Started: May 08 2017 15:30:55-04:00 - J
- Started: May 0 2019 15:30:50-04:00
Status: Done
Status: Dane
Rated By: Static File Scan
Rated By: AV Scanner
Submit Type: On-Demand
Mark as clean (false positive) Bl == encious (- neive)
Comments: s‘:?-;”:: Verdlct ‘0 ; Comments: |
suspicious (false
negative)
ESub’n"t Feedback to cloud (includes tracer json, new verdict and original -Submit feedback to cloud (includes tracer san, new verdict and original
file) - file) -
Cancel m Cancel
Scan Policy > Overridden Verdicts

Fals_te l FPN Job MDS Comment Detected Time Override Time

ositive
pi » @ 3714484456711731963  984b10e5603652caBacPa374427dab11  Thisisnotamalicious file  Jan 17 2018 12:56:13-05:00 Jan 18 2018 09:14:25
Ealse @ 3714457959946991067  03189b0f74322357bePbBc 9634353 Tc Clean printer driver Jan 17 2018 13:04:50-05:00  Jan 18 2018 09:18:08
negative (@ 5714414414478055449  5ddc53612bda502eefcad12916cida2d Malicious File Jan 172018 11:46:28-05:00  Jan 18 2018 09:15:01
FEERTINET © Fortinet Inc. All Rights Reserved

You can also override a file’s verdict using a scan job report. The Overridden Verdicts page displays all
entries that have been manually marked as false positive or false negative. These verdicts are applied in the
cache check step of FortiSandbox’s inspection sequence, so marking a scan job report as either false positive
or false negative should be done only if you're absolutely certain. Mistakenly marking a scan verdict as false
positive can potentially allow dangerous malware to bypass detection.

Administrators can delete an entry on the Overridden Verdicts page, if a verdict has been marked

erroneously.
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Package Management

Scan Policy > Local Package Scan Input > Malware Package

Package Options ™ Refresh | © X E1 L.
Version Release Time Total
Malware Package Options 2,102 2018-02-05 15:44:56 1
| 2101 2018-02-05 12:06:56 1
Includes past | 3| day(s) of data. (1-365) 2.100 2018-02-05 11:25:51 0
I_I_nclude_as: job data of the following ratings: Scan Input > URL Package
v Malicious
(4 High Risk 2 Refresh © View EN
] Medium Risk
DRE P Ot Version Release Time Total
Acias Outons 2.105 2018-02-13 11:08:55 1
Includes past G I day(s) of data. (1-365) 2104 2018-02-13 10:48:56 B
2.103 2018-02-13 10:47:55 1
Includes job data of the following ratings: 2.102 2018-02-12 15:45:51 2
vl Malicious
b By default,
[ High Risk aniSaﬁdbox
1 Medium Risk ;
packages contain
Enable STIX10C objects with
® malicious and
high risk verdicts
F:ERTINET © Fortinet Inc. All Rights Reserved il

FortiSandbox can generate antivirus and URL packages from scan results, and distribute them to various
Fortinet devices. A new package is generated every time FortiSandbox detects a new malware whose rating
falls into one of the enabled package options ratings (Malicious, High Risk, or Medium Risk). Low risk objects
are not included in these packages.

The supported Fortinet device sends a package request to FortiSandbox every two minutes. The request
includes its installed version. The FortiSandbox receives the request, then compares the version with its own
local package version number. If the received version is different, FortiSandbox sends the latest package to
the device.

The malware package contains hashes for all suspicious files detected by FortiSandbox. The URL package
contains direct URLSs for suspicious webpages detected by FortiSandbox.
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Review

Identify appropriate applications for sandboxing
Identify FortiSandbox architecture

|dentify FortiSandbox key components

Identify the appropriate network topology requirements
Configure basic network settings

Manage virtual machine images

Configure scan options

Sl < < 8%

All the objectives covered in this lesson are listed on this slide.
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In this lesson, you will learn about high-availability on FortiSandbox. You will also learn about built-in
diagnostic tools available on FortiSandbox for troubleshooting and monitoring it's performance.

Advanced Threat Protection 3.0 Study Guide 71



High-Availability, Maintenance and Troubleshooting

DO NOT REPRINT

EODRDTINIET

JIN TN ]

Objectives

+ Configure FortiSandbox high-availability
» Monitor FortiSandbox operation
» Use built-in diagnostics tools

After completing this lesson, you should be able to perform the objectives shown on this slide.
By demonstrating competence in basic FortiSandbox concepts and configuration requirements, you will be

able to design, configure, and maintain a FortiSandbox deployment in your own network, that is suitable for
your security needs.
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High Availability

In this section, you will learn about FortiSandbox high-availability (HA) cluster requirement, functionality, and
configuration.
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FortiSandbox HA

* Load balancing HA

* Three types of nodes:
+ Master
» Primary slave
= Slave

+ Supports up to a maximum of 100 nodes

+ Same set of guest VM images should be
installed on all nodes

» All nodes should be on the same
firmware build

BR2-FortiGate

* Each node should have a dedicated L @ ‘
interface for cluster communication Branch Office '
« Communication between cluster Branch Office
members is encrypted
F:=RTINET £ Fortinet Inc. All Rights Reserved 4

FortiSandbox HA provides both load balancing and failover protection. There are three types of nodes in a
cluster:

+ Master

* Primary slave

+ Slave

As well as normal scanning duties, the master node also manages the cluster, distributes jobs, and gathers
the verdicts. Devices integrate with the master node. All scanning-related configurations, such as scan
profiles, and sandbox pre-filter, are done on the master node. The master node propagates the configuration
to all other nodes in the cluster. The primary slave node provides failover protection for the master node. It
monitors the master node, and stands ready to take over in the event the master node fails. The master, and
primary slave nodes should be the same model. The slave nodes provide load balancing. The master node
distributes scan jobs to the slave nodes. After scanning completes, the slave nodes send the verdict back to
the master node. Slave node models in an HA cluster do not need to match. The communication between
cluster members is encrypted.

Before configuring a FortiSandbox HA, you must ensure:

» Each node has the same set of guest VM images

« All nodes are on the same firmware build

» Each node has a dedicated interface for internal cluster communication
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Configuration Synchronization

» The following configuration elements are synchronized from the master node to
all nodes (primary slave and slave):
+ FortiGuard
+ Malware package generation
* VM internet access
= The port3 network settings are not synchronized, and must be manually configured on each slave unit

Scan Policy > General
Synchronized to

[vi Allow Virtual Machines to access external network through outgoing port3 ;
all nodes
Status: L]
Port3 IP: 100.64.1.213/255.255.255.0
Gateway: 100.64.1.254
] Disable SIMNET if Virtual Machines are not able to access external network through outgoing port Mot
DNS: 10.200.2.10 synchronized to
_—— all nodes

] Use Proxy

+ Black and white lists

= Scan profile

F::ERATINET © Fortinet Inc. All Rights Reserved 5

The following configuration elements are synchronized from the master node to all other nodes. This includes
the primary slave, and all slave nodes. These configuration elements should be managed only on the master
node:

+ FortiGuard

* Malware package generation

* VM internet access setting, but not the interface, gateway, and DNS settings.

+ Black and White lists

» Scan profile

* Yararules

+ Job cleanup schedule
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Configuration Synchronization

the primary slave node:
Sniffer
Mail server
* Network settings
« Including DNS, proxy, and routing table
Network share scan
Scheduled report
+ Log server
+ Certificates
* Devices
+ SNMP
+ Widgets
+ Users
Archive server settings
Adapter settings

-

-

F:ERTINET

* The following configuration elements are synchronized from the master node to

The master node also synchronizes the following configuration elements to the primary slave node:

Sniffer
Mail server

Network share scan
Scheduled report

Log server

Certificates

Devices

SNMP

Widgets

Users

Archive server settings
Adapter settings
Others (login disclaimers)
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Configuring HA

» hgo-settings -h

-1 List the Cluster configuration.

-sc Set this unit tc be a HA-Cluster mode

Enable HA and configure
mode of operation

unit. i NAA

|-t<wimi2iR> set this unit to be a HE-Cluster mode unit.f

11: Master
=: Primary Slave

Configure

-n<name string> Set alias name for this unit.
-Cc<HA-CLUSTER name®> Set the HA-Cluster name

-p<authentication code> Set the authentication code for Master

E: Regular Slave
for Master unit.

unit.

HA interface

—-i<interface>

-51 Set the external IPs for this cluster.

—-i<interfac

[%z]

—a<lP/netmask:

Set interface used for cluster internal communication.

:cify the interface for external communication.

Specify the IP address and netmask for external communication.

# he-slave -h
-a &dd the slave unit to HA-Cluster
-r Eemove the slave unit from HAR-Cluster.
-u Update the slave unit information.
-5 The master unit IP address.

-p The authentication code of HA-Cluster.

FERTINET

Select the
external
interface and
configure a
virtual IP

L) Fortinet Inc. All Rights Reserved

HA configuration on FortiSandbox is done on the CLI. The main HA cluster CLI commands are hc-

settings, hc-slave, and hc-status

You use the hc-settings command and options to configure the main HA settings, such as enable HA, and
to configure the node’s mode of operation, node alias, group name, group password, and the HA interface.
You must also configure an external interface for external communication and an IP address that will be used
as a virtual IP for the whole cluster. Devices will interact with the cluster using this virtual IP.

The hc-slave command and options are used to join the primary slave, and regular slave nodes to the

cluster.
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Example Configuration

S
Cluster virtual IP: 1¢.0.1.214
213
100.64.1.213 g ##10.100.1.1 portl] 10

FSA1 (master node)

» he-settings -sc —tM -nFSAl —cFSAGrp -pfortinetl! —-iportd
> ho-settings -si -ipertl -al0.0.1.214/24

FSAZ (primary slave node) FSAZ3 (regular slave node)

» ho-settings -sc -tP -nFSREZ —-iportd > hc-settings —-sc —tR —-nFSA3 -iportd

> hec-slave —a -sl10.0.1.213 —pfortinet! > hg-slave —a —-s510.0.1.213 -pfortinet!
F::ERATINET © Fortinet Inc. All Rights Reserved g

This slide shows an example topology with the relevant CLI commands.

The physical cabling on the master node and primary slave node should be identical; that is, all active
interfaces should belong to the same respective subnets. The slave node’s management port may be
connected to a different subnet, but the HA communication interface (port4 in this example) must be
connected to the same Layer 2 network as the master and primary slave nodes.

You must configure the HA group name, password, and the virtual IP only on the master node. After those are

configured, the primary slave, and regular slave nodes can be added to the group using the commands shown
here on this slide.

Advanced Threat Protection 3.0 Study Guide 78



High-Availability, Maintenance and Troubleshooting

DO NOT REPRINT

CODRTINET
TN TITINLC 1

Monitoring HA Status

* Master node settings dump: * Primary slave node settings dump:

> ho-settings -1 » ho-settings -1
LICDO0DE8TL S8N: F MOICO000%ELA

P Vo 8
sher Type: Primary Slave
Hams: FSAL Hams: FSAZ
HC=-Name: FSAGrp Interface: portd

Buthentication Code: fortinetl!
Interface: portd

Cluster Interfaces: :
portl: 10.0.1.214/255.255.255.0 Cluster virtual IP

+ Cluster status (master node):

> ho-status -1
Status for all units in cluster: FSRG:Ip

SH Type IE
FSAVMOICCCOCEET] Master 10.100.1.1
FSAVMOICCCOC981s Frimary Slave 10.100.1.2
FSAVMCCOCCCOC9013 Regular Slave 10.100.1.3
FE:EF‘T"-'ET B Fortinet inc. All "-'gi'!'i‘: leserved ]

The CLI commands used to dump each node’s cluster settings, and list all clustered node’s status, are shown
here.

The hc-status -1 command on the master node produces the complete list of clustered nodes in the

group. The other nodes (primary slave and regular slave) do not have the same visibility into the cluster. They
only see the master and primary slave nodes.

Advanced Threat Protection 3.0 Study Guide 79



High-Availability, Maintenance and Troubleshooting

DO NOT REPRINT

CODRTINET
TN TITNLC ]

Cluster Management

« Each cluster node’s management GUI is accessible through it’'s network access
port (port1)

» Each cluster node can also be managed from the master node

Q | @& Dashboard Interface 4% Routing  EJ ONS @ wMNetwork @ FortiGuard | B2 WMStatus | G0 WM Images
& Dashboard
== System Information = == Scanning Statistics
8w FortiView > g ~ e
o Hetwark 4 Unit Type Primary Slave [Change] Rating
& system ,  HostName FSAVMOID00009816 [Change] Maliclous
Serial Number FEAVMOICO000%8 16 zis : 5
¥ Virtual Machine » Suspicious - High Risk
System Time Maon Apr 22 15:34:20 2019 EOT [Change] r .
By Scan Policy 5 Suspicious - Medium Ris
- Firmware Version v3.0.4build0060 (GA} Update] i i
TR 5 Suspicious - Low Risk
@ Scaninput s Tinload Licenssl
VM License @ [Upload License] Clean
I;f; HA-Cluster System Configuration Last Backup: N/A [Backup] Other
Health Check Current User admin
Processed
Job Summary Uptime O dayls) 1% hour{s} 11 minutels) Pending
Status Windows VM Py sesii
FSAVMOIOD0009814 Microsaft Othee & [Upload License]
FSAVMODO00D09015 VM Intermet Access o
ENR Newsmilege Secyer - = Disk Monitor
F::=RTINET © Fortinet Inc. All Rights Reserved 10

Cluster node management options are centralized on the master node. Each node’s configurable settings are
accessible from the master node’s management GUI.
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Monitoring

In this section, you will learn the various methods of monitoring available on FortiSandbox.
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Dashboard Dashboard
= Seanning Statistics - Lase 3 Wenks #F T n = Pending Job Statistics ’ s x
Sniffer  Deviceis) %:-wd Metwark  Adap URL &
[ ] 150 0 [} o s | | T
4 34 (i & M
1 0 [
(4] o 1 o [ 8] 1
0 0 0o 0
0 0 0o 0
@ 151 0 @ & gl | aaasss
0 0 2 0 ]
il i o 0
Total o 5 25 2 o 4 262 W OnDemand M| Sniffer W Devicels) M Network Share W Adapter | URL
Last Ladaned Mon JanCB 09368
Dashboard =
0 Las: =
Dashboard e
- -— R
System Resources A o
00000
& v N -~
(7] Memory Usage: [ g
* Reboot @ Shutdown 5000 I
-— s Soagetinn = Chaan
F::ERATINET © Fortinet Inc. All Rights Reserved 12

There are various widgets on the FortiSandbox Dashboard page that you can use to monitor various aspects
of FortiSandbox’s performance.

The Scanning Statistics widget displays information about the files that have been scanned over a specific
time period. The default period is 24 hours, but you can modify this to display data for up to four weeks. This
widget is updated in real time. Information about files being scanned or pending scanning will be reflected in
this widget.

Another performance monitoring tool is the Pending Job Statistics widget. This displays the total number of
pending jobs for all input sources. It is good practice to monitor this information, specifically for high volume
FortiSandbox deployments. It may reflect a need to modify the scan profile, if the pending job queue keeps
increasing.

There are other useful widgets such as Threat Distribution, Customized Threat Distribution, File
Scanning Activity, and more.
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FortiView

(8 Fortiview Y * FortiView pages allow you to view and search
Operation Center threats detected by FortiSandbox
Threats by Topology View threat

information broken

Threats by Hosts E
down by various

Threats by Files categories
Threats by Devices Threat detection
events in

/ent Cal :
il calendar view

File Scan Search T =
FortiView > Operation Center

URL Scan Search
£ o Detection  2017-11.0107:2341 to 2018.01.0807:2341 "
Severity Wictim 1P Incident Time Threat Name File Name Actica
You can view the A High Risk 103002258 Suspisious - High flasispelatend, e € Action Required
scan job reports for 0 3 i E _ . . o
all on-demand jobs « Click the view Suspéciaus - High fiasupdatesdexe © Action Required
using the File Scan @ detailsiconto ;. Suspicious - High Paupdeion @ Acion Required
Search or URL - access the L T S e
Scan Search menu ! detailed Scan - USpCious cul ashupdateys.ee Actlon Required
0ptions @ jOb I'eP0f1 Fs Suspicious - Mediism update.exe ® Action Required
F::RTINET £ Fortinet Inc. All Rights Reserved 13

The Operation Center view lists all detected threats in a given time period. This view displays severity levels,
victim IP addresses, incident time, and threat name. If the detected virus’ name is not available due to there
not being an active signature in the antivirus database, the malware's severity will be used as its threat name.
The information in the Action column provides you and your security team to track any action taken in
response to the incident. In Operation Center view, you can click the View Details icon to access the
detailed scan job report.

The rest of the FortiView pages show the same threat information, but broken down by various categories,
including topology, hosts (usernames, email addresses, or end-user devices), files, and input devices. The
Event Calendar view shows threat detection events in a calendar view. The File Scan Search and URL
Scan Search pages allow you to search specific files or URLs using various search criteria.
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Scan Job Report Overview

A High Risk Dovmicader

Basie Information Details Infermath
Recehved: Jul 12508 0812019
Started: Jul 11 2018 04:22:21-07.00
Status: Dare File Size: 267774 [brytes)
Rated By: Service: KTTP
Subenlt Tyoe: FortiCGate MD5: 454 1ab< Fdbed P36 7B505Poc P04 15204
Saurce | P: 192.168.115.99 SHAL 04a375534 3e0cd 1926 cafbcad s T Ic 18
Destirastian IF: F131196.163 SHA2SE: Thebdd1451 3727 Ier leackled!
Digital Sgnalure: Na 1o: AVTIPETEFTEABSE0E0
SIMMET: Off Submitted By FG14003G 13304732
Wirus Tatal; Q St Deviee: ISFW-Firanoe
VOOM: raot
Submitted Flename: Lypernysafoeypaszanyexe
Fileame: Iypognysafomeypaszocae
Start Time: 11 2018 04:32:21-07:00
Distection Tine: o 11 3078 06:34:51-07:00
Suspicious Indicators Sean Time: 270 secongs
AN Sean Unit: FEATKDIR 15000127
(S Disvice: FG140D3G13804754
Lo Launched 0: WINFHEIVI, WINTXEEVM
[y
[
=50
| = 3
F::ERATINET & Fortinet Inc. All Rights Reserved 14

Every scan event on FortiSandbox generates a scan job report. You can access the scan job reports from the
any of the FortiView pages. The scan job report contains all the information used by the rating engine to
generate a verdict on a file or URL.

Scan job reports contain very detailed information, especially if the file was sandboxed inside a guest VM. You
will learn how to analyze these results in another lesson.
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4. High Risk Downloader

AWINTHEAVM & WINFHBEVM STATIC_SCAN

MG ST
The goclzbin cracked e

Scan Job Report Tree View

"
S Al e e TG S . —|
Process BEYETEMRDOT R syslemiZoncost s

3 e .
umsmsncnzmcsaaw:mimwé'.
PrecessREVSTEUROOTR myslemIZenc nst vt

™,
Y
™,

Wb (2p e b S salle. .
Provess: &5 E TSRO0 T -

roysleT S

L2ERTINET

& Fortinet Inc. All Rights Reserved 15

The Tree View breaks down the activity for each process when a file was being scanned. You will learn how

to analyze these results in another lesson.
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Scan Job Report Details

A High Risk WEBLink

AWINTRBSSPIO1E

& Caplured Packets o OriginalFile & Tracer Packsge & Tracer Log
B Bebavior Chronology Chart
120

00

LRCRCNC N 9RO OEOGOR0OROOOEGO000000
20:45:03 2043709 2oeEi3 204818 204523 20r4E2E a3y 04338 2Rz 204B4E
5 indicators (7)

o

virtualization ar ani-

| file system for andi-virbualizati

anti-gebud

Exom P ially attempaed

executable iaHITTE

The fibe has an meeoutable in its resourcs sectian
The exscutabie has invali Rich beader checksum
[ File Qperafians (1)

[ Repistry Cperations {156)
B Memory Operations (25)

FERTINET

& Fortinet Inc. All Rights Reserved 15

The Details view shows analysis details for each detection OS that is launched during the scan. The details of
each detection OS are shown in a separate tab. The infected OS will have a VM infected icon in its tab title.
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Initializing VM image

+ Sequence of log events associated with installing a new guest VM

Log & Report = VM Events
& Downloadlog | @ Historylogs  (_@ Search
@ 9, Filter ...
& Date/Time Level User Message
1 2019-04-23 15:03:07 information  system WVMINIT: VM initialization is done successiully.
2 2019-04-23 14:58:13 Information  system VMINIT: WINTXB65P 1014 Office 2016 Is activated online successfully with key
3 2019-04-23 14:56:11 information  system WVMINIT: WINTX865P 10146 Start activating Office 2016 online with key
4 201%-04-23 14:58:04  information  system VMINIT: WINTXB65P 1014 Windows 7 is activated online successfully with key
5 2019-04-23 14:47:11 Information  system VMINIT: WINTX265P 1016 Start activating Windows 7 online with key
) 2019-04-23 14:37:36 information  system WMINIT: Start initializing VM images for FSAVMOO000010086.
rs 201%-04-23 14:37:31 information  system VMMGRD: VM clone number has been changed. v
Virtual Machine > VM Images
VM Images
Name Version Status Enabled Clone # Load # Extensions
= Optional VMs (1/8)
&2 WINTXBESP1016 2 @ activated ] 1 1
L WINTHEAM (1] X ace [x] 0 0 NA
F::ERATINET £ Fortinet Inc. All Rights Reserved

Installing a new guest VM takes a considerable amount of time. You can monitor the status of the installation

from VM Events. For example, when you install a Windows 7 gues

t VM with Office 2016, FortiSandbox will

validate the license key for Windows and, if you have purchased the license from Fortinet, then it should be

successfully activated. After that, it will activate Office 2016. Once t
be initialized successfully.

he activation is completed, the VM should

From Virtual Machine > VM Images you can check the status of the VM, it should be activated and enabled.
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System events
Log & Report > System Events
# Date/Time Level User Message
4 2019-04-23 16:09:57 information  admin Administrator admin logged into website successfully from 10.200.4.254
2 2019-04-23 15:19:56 information  system FDN Server connection status changed: FDN Server fds1.fortinet.com is accessible.
3 2019-04-23 15:14:59 warning system FDN Server connection status changed: FDN Server fds1.fortinet.com is NOT accessible.
4 2019-04-23 15:03:25 information  system Successfully installed Network Alerts Signature, ver: 00002.02793
5 2019-04-23 15:03:17 information  system Successfully installed AntiVirus Extended Signature, ver: 00068.00010
[ 2019-04-2315:03:16 information  system Successfully installed AntiVirus Active Signature, ver: 00068.00010
7 2019-04-23 14:35:04 information  system Download web filter server list from successfully
8 2019-04-23 14:16:40 information  system Successfully installed AntiVirus Active Signature, ver: 00068.00009
9 2019-04-2314:11:12 information  admin Administrator admin logged into website successfully from 10.200.4.254
10 2019-04-23 14:10:00 information  system Cloud Community Server connection status changed: Cloud Community Server is accessible.
11 2019-04-23 14:09:59 information  system VM Internet Access status changed: The Internet is accessible for VM.
12 2019-04-23 14:09:59 information  system Web Filtering Server status changed: Web Filtering Server is accessible.
F::ERATINET & Fortinet Inc. All Rights Reserved 18

When you initially deploy FortiSandbox, give sufficient time for downloading the FortiGuard databases, such
as Antivirus signature database and Network Alerts Signature database. You can verify the such events from

Log & Report > System Events, you can also monitor other activities such as FDN server connection status,

cloud community server connection status, web filtering server connection status, VM Internet access status
and more.
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Alert Emails

System > Mail Server

Ermail Server Settings

SMTP Server Address:
Port:

Email Account:

Login Account:
Password:

Confirm Password:

Alert Motification Configuration

[102002:100 ]
Izs ]
!fsa@acmccurp.nel

Mail server details

P e

| [ Send a notification email ta the glabal email list when Files/URLs with selected rating are detected|

[] Send a notification email to the Device/Domain/Vdom email list when Files/URLs with selected rating are detected

Adert Notification Configuration

¥ Send a notification email to the global email list when Files/URLs with selected rating are detected

Global notifiati il receivers i net
list {separated by commal:

] Send a notifcation email to the Device/Domainvidom email list when Files/URLs with selected rating are detectad
A Malicious

[¥iHigh Risk e
[ Medium Risk Select which

Lo Risk ratings will
generate an
alert email

Whast rating of job to send alert email:

Maotification email subject template:

Scheduled Report Configuration

[ Send scheduled PDF report Lo global email receiver

Schedule Configuration

FERTINET

[ Send a notification email to the email list when malicious/suspicicus verdict is returned to client device Schedule Configuration
[ Use FQON as unit address for job detail link [default is 1P address of Port1) Report Schedule Type: Haurly 1l
Every (hour): 12 1=
Include job data before: Days i0-28 |1 -
] Send scheduled PDF report to Device/Domain/dom emall address days:
Hours {0-23 hours): la
What rating of job to be includad in the detail report: 1 Maliclous
v High Risk
I Medium Risk
Configure #LowRisk
scheduling  Clean
details

2 Fortinet Inc. All Rights Reserved k]

When malware is detected, it is important that administrators receive proper and timely notification. One
method for doing this is through alert emails.

To configure, you must configure the mail server settings and provide the email of one or more administrators
to receive the alert notifications. You can also specify which ratings will generate an alert email. Based on this
configuration FortiSandbox will generate an alert email for every scan job with that specific rating. Depending
on how busy your FortiSandbox is, this can amount to a lot of alert emails.

Another alternative is to configured a scheduled report. You can specify the scheduling details, and select
specific ratings. FortiSandbox will generate and send a PDF report based on the scheduling configuration,
and ratings which can reduce the frequency of emails being sent out.
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SNMP

System > SNMP

SNMP Agent: 1 Enabled Fhatle
Description: ‘Community Mame;
Lecation: Hests
Contact: i
Add
=
SNMP vLivic Part: 161 # Enable
I = Create New : e, 7 ) Cuerissvzc
Community Name Cueries Traps Enatile port: 161 @ Enabde
Trapsvl
Local Port: 162 Remote Port: 152 # Enable
0 SNMP w12 recordls)
SMMEP T TrapsvZc
+ CresteNew | [ : Local Fort: 162 Remote Port: |17 # Enable
e T L If your network
- — : SHMP Lyents
Ussrname SecuiyLevel e requires Event= et e
authentication e fnend
it Log disk space Iz low
0SNMP V3recardis] and encryption, Malware is detected
= s Topology map Tor cluster has changed
FortiSandbox SHMP MIB ena b’ie SNMPV3 4 Health check status for cluster has changed
Download Fortinet- Enable specific
and FortiSandbox- SNMP traps

speciﬁi-: MIBs

FERTINET

You can monitor FortiSandbox with SNMP. FortiSandbox supports SNMPv1, SNMPv2c¢, and SNMPv3.
FortiSandbox can generate traps for high CPU, low memory, low disk space, malware detection, and cluster

changes.

The SNMP configuration page can also provide download links to Fortinet- and FortiSandbox-specific MIB
files.
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Local Logging

+ All Events
il s
|L"- Log & Report +  Uncategorized dump of all logs

All Events + System Events

SyetamEvents + System-related events, such as FortiGuard, user creation, configuration changes, and so on
* VM Events

VM Events +  Guest VM image-related events

Job Events + Job Events

I T . Scanning-related-events

o * HA-Cluster Events
biotification Events | +  HA-related events. This menu item only appears if HA is enabled.

+ Notification Events

Log & Report > All Events +  Email alerts and SNMP trap-related events Filter based on any
& Downlosd Loy @) History Logs | (T Search | Qf thB |Og fleldS
R ‘».’il ;
Select a log entry to
=-| open the details pane
First || Previcus | Pages:| 1 J/5BB  Wext | Last Total Logs: S0/29387

# 1 Date/Time 2018-01-05 10:31:04

Level Infarmation User system

User Interface system Action VM

Status SUCCESS Message WHMNET: Start SIMNET, Fall to resolve domaln name

Log ID 0106000001 Sub Type system

Reason nane Log Type event
F::=RTINET & Fortinet Inc. All Rights Reserved

FortiSandbox logs a lot of information. You can view an uncategorized dump of all logs by clicking All Events,

or by using one of the specific categories shown on this slide. Clicking on a log entry opens the details pane at

the bottom of the page which, depending on the log entry, may show more details related to the event. You

can also filter logs based on any of the log fields.

This is a summary of the type of logs you may find under each category:
+ System Events

+ All system-related event logs such as FortiGuard updates, admin account logons, configuration

changes, SIMNET status, and more
VM Event

+ All guest VM image-related event logs such as download status, initialization, cloning, and

configuration changes
Job Events

» Tracer engine logs related to jobs, which you can use to trace the scan flow of each file or URL

Notification Events
» Events related to SNMP traps and alert emails

Advanced Threat Protection 3.0 Study Guide

91



High-Availability, Maintenance and Troubleshooting
DO NOT REPRINT

CODRTINET

INTTINLD ]

Remote Logging

* Supports remote logging
+ FortiAnalyzer (5.2.0 or later)
« Syslog
« Common Event Format (CEF)

Log & Report > Log Servers

Narme:
Type:
Log Server Address:
Port:
Status: = Enable Disable
Select specific 7 Alert Logs
severity levels to Include Jobs with Clean Rating
be forwarded to # Critical Logs
the remote log & Error Logs
senver ¥ Warning Logs
« Information Logs
# Debug Logs
FiEATINET HESHI R g e Roasne: .

Logs can be sent to a remote logging server. FortiSandbox supports syslog, CEF, or FortiAnalyzer (5.2.0 or
later). You can choose to send all logs, or logs with a specific severity level. By default, FortiSandbox will send

logs for only scan jobs with a non-clean rating. You can select Include Jobs with Clean Rating to send alert
logs for jobs with a clean rating as well.
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Remote Backup

* Schedule automatic
configuration backup to a
remote server

+ Cluster nodes support restore
option

* Network and HA configuration is
not restored in cluster setup

FERTINET

System > System Recovery

System Recovery

Local Backup

‘You can backup your current system configuration and restore it at a later time,
Click hers to save your backup file.

Remote Backup

Server Type: | scp E

Server Address: W

File Path: W‘

Username: iadmin |

Password: ano-nc |

Backup Schedule: Every | day |v|at| 01 ~|{00
Reset Cnts

Restore

Restore file: Browse... | Nofile selected. |

Restore Administrators, Admin
Profiles, Certificates, LDAP Servers  []
and Radius Servers:

You can configure remote backup so that FortiSandbox saves a copy of the configuration file on a remote

server. You can set the backup to occur on an hourly, daily, weekly, monthly, or yearly basis.

You can restore the system configuration for a standalone FortiSandbox and cluster node FortiSandbox. To

avoid confusing the original configuration file with current cluster settings, FortiSandbox does not restore

network and HA-related configuration.
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Diagnostics

In this section, you will learn about various diagnostics tools available on the FortiSandbox CLI.
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Status Diagnostics

Status information
for guest VM
images

Status information for the
FortiSandbox system

17:2405%4 2018 UTC

Windows
license

Microsoft
Office
license
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The status command shows information about the system, including firmware level, device serial number,

disk usage, Windows VM status, and more. For VM appliances, it will also show the FortiSandbox license
status.

The vm-status command works similarly, but shows information for the guest VM images. You can use this
command to verify the activation and initialization status of the guest VM images. You can use the vm-
license command to see the list of Windows and Microsoft Office licenses installed and activated on your
FortiSandbox.
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Network Ultilities

> 7

Utilitiss:

|pinq Test network connectivityv tc ancther network host.l
tepaump Examine local network traffic.
| traceroute Examine route taken teo ancother network host. |

Uses the same options
>ltepdump -i portl icmof and filters

tepdump: verbose output suppressed, use -v or —-vv for full protocol decods

listening on portl, link-type EN10OMEB (Ethernet}, capture size 262144 byvtes
21:56:05.549033 IP 10.0.1.10 > 10.0.1.213: g 1, le=ngth 40

ICHM? echo request, id 1,

21:56:05.54915% IP 10.0.1.213 > 10.0.1.10: ICMP echo reply, id 1, length 40
21:56:06.549304 TP 10.0.1.10 = 10.0.1.213: ICMF eche reguest, id 1, =s=g 2, length 40
21:56:06.545335 IP 10.0.1.213 > 10.0.1.10: ICMP echc reply, id 1, =eg 2, lsngth 40
21:56:07,.549544 1P 10.0.,1.10 > 10.0,1.213: ICMP echo request, 1d 1, seg 3, length 40
21:56:07.549580 IP 10.0.1.213 >» 10.0.1.10: ICMP echo reply, id 1, seq 3, length 40
21:56:08.550549 IF 10.0.1.10 » 10.0.1.213: ICHMP echo request, id 1, seg 4, length 40
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To diagnose any network issues, you can use the ping or traceroute commands available on FortiSandbox.
If you need to verify ingress or egress traffic, or you want to take a deeper look into the packets, you can use

the built-in tcpdump tool. It is an open-source, command line packet analyzer, and uses the same options
and filters. You can find more information on www . tcpdump. org.
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Test-Network Command—Internet Access

St et mecmae  tria et Tl AR

2xs lolernel 1s disallowsd. SIMHET |

Loooutpat omitted, ..

VM Internet

g cnand ) Scan Policy > General VM Internet access
- is disabled

General Options ——7—-

Upload Settings

# Upload mallcious and suspicious file information to Sag _,t'»( Community Cloud

Submit suspiclous URL to Fortinet WebFilter Service |

Upload statistlcs data to FortiGuard service

Allow Virtual Machines to access external network through outgoing port3 I

Apply default passwords to extract archive files

Disable Community Cloud Query

System Internet
access validation

c.output omitTed. ..

nc. All Rights Reserved <

F:RTINET Sl

In addition to the ping and traceroute utility commands, FortiSandbox has a specialized command that
runs a series of validations for Internet connectivity: the test-network command.

This CLI command can be used to validate various system and VM Internet connectivity metrics. Using this
command, you can quickly verify whether or not system Internet and VM Internet access on port3 are enabled
and working. The output for this command is formatted so that it is easy to identify which parts of the output
are related to the system and which are related to the VMs.
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Test-Network Command—-DNS Resolution

v cpsad 0]
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One of the other metrics that the test-network command validates is DNS resolution speed. While this
command validates both the system and VM, what's more important, are the VM resolution speed numbers. If
the DNS resolution speeds for the VMs start to increase, it may affect scan job performance.
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Test-Network Command-Ping and WGET

wget error code § —
Server issued an error
response

Algomice
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The test-network command also checks ping and Wget speeds. Wget is a another open source command
line utility that is used to retrieve files using HTTP, HTTPS, FTP, and FTPS. The command output will print

any error codes generated by Wget. For more information about these error codes, you can refer to the
WGET Manual on www.gnu.org.

High speed times for ping and Wget can indicate link latency or congestion, and should be addressed as soon
as possible.

Advanced Threat Protection 3.0 Study Guide 99



High-Availability, Maintenance and Troubleshooting

DO NOT REPRINT

CODRTINET
TN TITINLC 1

Test-Network Command - FortiGuard

FDN availability
and contract
validit}{

WWeb filtering
service availability.
This is required for
rating URLs.

Community cloud
availability. This is
required for community
cloud query.
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The test-network command checks FortiGuard services as its last set of validation tests. These include
the FortiGuard distribution network (FDN) accessibility, FDN contract expiration, web filtering service, and the

community cloud service. All these FortiGuard services should be reachable and valid for FortiSandbox to be
effective.
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Review

v Configure FortiSandbox high-availability
v Monitor FortiSandbox operation
v" Use built-in diagnostics tools

This slide shows the objectives that you covered in this lesson. By mastering the objectives covered in this

lesson, you learned how to learned how to use built-in diagnostic tools to troubleshoot and monitor
FortiSandbox performance.
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Advanced Threat Protection

Protecting the Edge

FortiSandbox 3.0
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In this lesson, you will learn how to protect your organization’s network traffic from advanced threats.
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Objectives

+ |dentify FortiGate threat protection features

» Configure antivirus scanning on FortiGate

» Block URLs that can pose a security risk to your network

» Configure botnet protection

* |dentify FortiGate’s role in ATP

+ Configure FortiSandbox integration with FortiGate

+ Configure FortiGate to submit files to FortiSandbox for inspection

Limit file submissions from FortiGate

» Configure applied threat intelligence features

* Monitor antivirus logs

* Diagnose file scanning and file submission processes

After completing this lesson, you should be able to perform the objectives shown on this slide.

By demonstrating competence in FortiGate’s threat protection and ATP integration concepts and configuration
requirements, you will be able to protect your network from advanced threats.
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FortiGate Threat Protection Feature Overview

In this section, you will learn about the threat protection features available on FortiGate, and how to configure
them.
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FortiGate Threat Protection

+ FortiGuard Antivirus scan
« Grayware scan

* Heuristics scan

* Botnet protection

FortiGuard category-based blocking of suspicious

URLs SECURED BY
- Mobile malware scan FORTIGUARD-

F::=RTINET ) Fortinet Inc. All Rights Reserved 4

The threat protection features available on FortiGate are aimed at preventing known threats and specific
advanced threats.

FortiGuard antivirus scanning protects against the latest viruses, spyware, and other content-level threats
using signature-based detection. Fortinet’s patented Content Pattern Recognition Language (CPRL) is used to
create signatures that can detect many variants of a virus using a single signature. Grayware scanning
detects unsolicited, annoying programs that are not traditional malware, but can worsen the performance of a
computer system and may cause security risks. Heuristics scanning detects virus-like behavior using
probability-based rules. While heuristics scanning may detect zero-day viruses, it is prone to false positives.

Botnet protection detects and blocks connections to botnet servers and phishing sites. A wider range of

malicious and suspicious sites can be blocked using the FortiGuard category-based web filter feature. There
are also protection features for mobile platforms using the mobile malware scan service.
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FortiGuard Services

* Three antivirus databases available:
* Normal
« Extended
« Extreme

« Requires active subscription to FortiGuard antivirus
service

+ Includes updates for grayware signatures and heuristics S EC U R E D BY

rules

+ Starting from FortiOS 5.6, the Botnet IPs and Botnet FORTIGUARD@

Domains subscription is part of the FortiGuard Antivirus
license

* Mobile malware protection requires separate
subscription to FortiGuard mobile security services

» Web filtering requires separate subscription to
FortiGuard webfiltering service

F:ERTINET

There are three antivirus databases available. The normal database, which includes common recent attacks,
is usually the default database on most entry-level FortiGate units. The extended database includes all
signatures from the normal database, as well as additional, recent, non-active viruses. By default, mid-range
to high-end FortiGate devices use the extended database. The extreme database includes all the signatures
in the previous two databases, as well as dormant viruses and viruses aimed at legacy systems. This
database is typically used in high-security networks and networks with legacy systems.

Regular updates to the antivirus databases ensures you are protected. Your organization must have a current
subscription to the FortiGuard antivirus service. This subscription also includes updates for grayware
signatures and heuristics rules, and, starting from FortiOS 5.6, botnet database (IPs and domains).

Mobile malware protection, and web filtering require your organization to have separate subscriptions to the
FortiGuard Mobile Security Service, and FortiGuard Web Filtering service, respectively.
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Configuring Antivirus

Security Profiles > AntiVirus

* APT Protection Options is
SR available only when the Scan
Name Mode is Full

Comments Scan files and block viruses. a8

oo oo I
Detect Viruses  Jlailad Monitar

Inspected Protocols

HTTP ©
SMTP @©

POPE © Policy & Objects > IPv4 Policy

IMAP @O

MAFL G Inspection Mode  Flow-based RSt
FTP @

CIFs

APT Protection Options

Content Disarm and Reconstruction [ ]
Treat Windows Executables in Email Attachments as Viruses €
Send Files to FortiSandbox Appliance for Inspection Suspicious Files Onby  All Supported Files
Use FortiSandbox Database @ L o

Include Mobile Malware Protection O

F:ERTINET

FortiGate has two distinct inspection modes: flow-based and proxy-based. Beginning at FortiGate 6.2, the
inspection mode is configured per policy, which means you can have some policies in flow-based mode and
others in proxy-based mode.

Whether the antivirus profile is operating in flow-based or proxy-based inspection mode, two scanning mode
options are available: full scan mode and quick scan mode. Full scan mode uses the full antivirus database
(normal, extended, or extreme—depending on what is configured in the CLI) and the IPS engine to examine
network traffic. APT Protection Options are only available when the Scan Mode is Full, which means that
the Scan Mode must be Full if you want FortiGate to send files to FortiSandbox for analysis.

Quick scan mode uses an IPS engine with an embedded compact antivirus database containing fewer
signatures. Quick scan mode does have some limitations compared to full scan mode in flow-based
inspection mode. Quick scan mode cannot do the following:

» Send files to FortiSandbox for inspection

» Use advanced heuristics

* Use mobile malware packages

Some entry-level FortiGate models don’t support this method.

Beginning at FortiOS 6.2, you can apply quick scan mode to policies that are running in proxy-based
inspection mode.

Advanced Threat Protection 3.0 Study Guide

107



Protecting the Edge
DO NOT REPRINT

EORTINIET
TN TITINLC T

Antivirus CLI Configuration

 Antivirus databases can be selected on CLI
« Grayware database can be enabled globally for all antivirus profiles

config antivirus settings

set default-db { normal | extended | extrems }
set graywars {| disakle }
end

+ Heuristic scanning can also be enabled globally on CLI
config antivirus heuristic
set mode {[]pass | block]!| disable }

and

paszs: allow suspicious
files, and generate a
log entry

black: block
suspicious files

F:ERTINET

You configure the default antivirus database using the CLI. The available databases will depend on the
FortiGate’s model.

By default, the grayware database is disabled. You can enable it globally for all antivirus profiles using the
CLI.

By default, heuristics is also disabled. You have two options to enable heuristics—pass or block. Pass allows
suspicious files through and generates a log file. Block prevents suspicious files from passing through.
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SSL Inspection

» Full SSL inspection must be used to scan encrypted protocols

Security Profiles > SSL/SSH Inspection Security Profiles > SSL/SSH Inspection
Name ProtectClients Decrypt | Name ProtectServer
Comments Write a comment... | outbound ; a2 Comments Write acomrment.
traffic j

i & 55L Inspection Options
55L Inspection Options P P

Enable S5L Inspection of Multlpl Clients Connecting to Multiple Servers Protecting SSL Server
Protectmg S5l Server —————— Server Certificate Fortinet_SSL -
Inspection Method SSL Certificate Inspection JRFNESI Bl & Download Certificate
CA Certificate - !Z)e crypt
L Download Certificate Protocol Port Mapping inbound
Untrusted SSL Certificates JEALIE Block = View Trusted CAs List Inspect All Ports (B traffic
RPC over HTTPS o HTTPS 443
F::=RTINET £ Fortinet Inc. All Rights Reserved 8

Viruses reside in the payload of a packet. For antivirus to be effective, FortiGate must have access to the
packet payload. So how can FortiGate inspect packets that are encrypted?

FortiGate has two methods of inspecting outbound encrypted sessions—SSL certificate inspection, and full
SSL inspection. SSL certificate inspection inspects only the SSL handshake and identifies the destination
server using the server name identifier (SNI) or common name (CN) of the certificate. This information is
enough to identify some applications, as well as most URLs. However, certificate inspection is unable to
inspect encrypted packet contents and therefore it is not effective for antivirus scanning. Full SSL inspection is
capable of inspecting all of the packet contents, including the payload. FortiGate does this by proxying the
SSL connection. There are two SSL sessions that are established—client-to-FortiGate, and FortiGate-to-
server. This allows FortiGate to encrypt and decrypt packets using its own keys. For antivirus to be effective,
you must use full SSL inspection to scan outbound traffic.

To inspect encrypted inbound traffic, FortiGate acts as a reverse proxy server. You should import the back-
end server’s key pair to FortiGate, and apply it to the SSL inspection profile. If you have multiple servers to
protect, you will need to add an SSL inspection profile for each server, unless the servers share the same
certificate (wildcard certificate).
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Blocking URLs

+ Block URLs that can pose a security risk to your network
Security Profiles > Web Filter

Mew Web Filter Profile

Marme WebFilter

Comments | Write a comment o

@ FortiGuard category based filter

MName Action

Malicious Websites
Phishing

Spam URLs
Dynamic DNS

Newly Observed Domain

Mewly Registered Domain

[# General Interest - Personal |
o ET
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You can also use the web filter profile to block access to websites that can pose a security risk. There are
FortiGuard categories for malicious, phishing, and spam URLs.

Newly Observed Domain applies to URLs whose domain name is not rated and were observed for the first
time in the past 30 minutes. Newly Registered Domain applies to URLs whose domain name was registered
in the previous 10 days. FortiGuard’s auto-rating system attempts to rate the URL using various methods. If
auto-rating cannot rate the URL, FortiGuard applies the Not Rated rating.

If you do not block the Newly Observed Domain and Newly Registered Domain categories, you should, at
a minimum, use the warning action to warn users when they might be accessing a suspicious URL.
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Blocking Botnet Connections

+ Botnet scanning can be enabled on IPS profile, or using a DNS filter profile on
individual firewall policies

Security Profiles > DNS Filter
Security Profiles > Intrusion Prevention EGit DNS Filter Profile

Edit IPS Sensor

Name

Comments Default dns filtering.

IPS Signatures Redirect botnet CAC requests to Block Portal  ©

+ AddSignatures  [@ Delete # Edit IP Exemptions © 54643 domains In botnet package

Name Exempt IPs Severity Enforce 'Safe Search on Google, Bing, YouTube (B
No matching entries found

IPS Filters System > FortiGuard
Intrusion Prevention @ Licensed - expires on 2019/07/22
+ AddFilter ~ # EditFilter & Delete
IPS Definitions ® Version 14.00597 © Upgrade Database
Filter Details
Severity: SR R IP5 Engine @ Version 400219
r , T,
Malicious URLs @ Version 200183
Botnet C&C Botnet IPs @ Version 400463 = ViewList
Scan Outgoing Connections to Botnet Sites | Disable m Monitor Betnet Domains © Version2.00228 = Viewlist
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A key event in the attack kill chain on an organization occurs when the threat communicates with a command-
and-control server—either to download additional threats or to exfiltrate stolen data. IP and domain address
reputation blocks this communication. You can enable blocking of botnet connections on IPS profile and apply
it to specific firewall policies.

FortiGuard maintains a database containing a list of known botnet C&C addresses. This database is updated
dynamically and stored on the FortiGate and requires a valid FortiGuard antivirus subscription.

When you block DNS requests to known botnet C&C addresses, DNS lookups are checked against the botnet
C&C database. All matching DNS lookups are blocked and redirected to a FortiGuard block portal. Matching
uses a reverse prefix match, so all subdomains are also blocked. To enable this feature, click Security
Profiles > DNS Filter and enable Redirect botnet C&C requests to Block Portal. Finally, apply the profile
to specific firewall policies.
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FortiSandbox Integrated Features

In this section, you will learn how to integrate FortiGate with FortiSandbox. You will also learn how to
configure threat intelligence sharing between FortiSandbox and FortiGate, and how to block URLs that are
identified as suspicious by FortiSandbox.
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Enterprise Network Model Overview

* Next generation firewall (NGFW)

DCFW ;
sits between the core layer and the
Edivit Internet
Farm » Requires fast processing of traffic

. ;_1{3“;3 « Data center firewall (DCFW) sits at

the distribution layer
» Protects corporate services
« Usually inspects inbound traffic only

* Internal segmentation firewall

S L (ISFW) splits the access layer into
ol Biskribution Access~  Multiple security domains
Layer Layer Layer * Protects users
NGFW
ISFW
Fi:RTINET 12

NGFW FortiGate devices are the first line of defense in an enterprise network. These are traditional entry-
point firewalls that sits at the edge of your organization’s network and inspect all inbound and outbound traffic.
Typically, this inspection requires fast firewall and traffic processing capabilities. The features that are usually
enabled in NGFW FortiGate devices are firewall, application control, VPN, and IPS.

DCFW firewalls are installed at the distribution later. They typically protect corporate services and are usually
inspecting only inbound connections. These low-latency, high-throughput FortiGate devices are typically used
for IPS and firewall functionalities.

ISFW firewalls are used to split the access layer into multiple security segments. In the event of an outbreak,

you can safely quarantine a single segment without affecting others. ISFW FortiGate devices are typically
used for firewall, application control, web filtering, antivirus, and IPS.

Advanced Threat Protection 3.0 Study Guide 113



DO NOT REPRINT

EORTINIET

Protecting the Edge

INTITINL ]

Deployment Considerations

* Adding FortiSandbox introduces
processing overhead and latency
« Full SSL inspection
= Antivirus inspection

Server

=

* Using all the security features
available on FortiGate ensures only
samples that require sandboxing
will be offloaded

* Flow-based inspection can be used

| -

=D,

B <L totake advantage of any on-board
Core Distribution Access Securlty processing units (SPUS)
Layer Layer Layer
NGFW
ISFW
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When discussing FortiSandbox integration, you have to consider the processing overhead. Where is the
optimal location to implement advanced threat protection? The location depends solely on the network setup,
and corporate network security policies.

You could implement ATP at the entry-point using an NGFW FortiGate. Stopping malware closest to the
source prevents any risks of propagation, especially when using threat intelligence sharing with DCFW and
ISFW FortiGate devices. However, you have to keep in mind that enabling antivirus and full SSL inspection
will add processing overhead. If the FortiGate has SPUs, you can use flow-based inspection mode to take
advantage of any on-board content processors (CPs) or security processors (SPs).

The same concept applies when integrating FortiSandbox with a DCFW FortiGate. Typically, you configure
DCFW devices for inbound-traffic inspection. Using flow-based inspection to take advantage of any on-board
SPU will keep performance impact to a minimum.

ISFW FortiGate devices are located closest to the users. For greater accuracy, you can use proxy-based
inspection.
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FortiSandbox Integration

* FortiGate’s role:
+ Decrypt content
+ Detect and block known threat ‘ _ &

|
! Provide -
[~ verdict

« Offload suspicious samples to FortiSandbox
* Prevent outbreak

* FortiSandbox’s role:
* Inspect submitted samples Share threat

. ot
« Generate a verdict information
= Share threat information

Submit
samples

FomGuard
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Before offloading samples to FortiSandbox, FortiGate must decrypt content, and detect and block known
threats (using any or all of the threat protection features you've learned about so far). An ATP solution is not
just about integrating a FortiSandbox and starting to scan samples. The features you've learned about so far
must work in unison with FortiSandbox to be efficient and effective. Sandboxing is not fast enough to scan
everything moving through an enterprise network.

After FortiSandbox inspects the submitted samples and generates a verdict, FortiGate acts based on the
verdict. FortiSandbox also shares threat information in the form of malware and URL packages that can be
shared all through the network with other FortiGate devices to prevent an outbreak.
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Patient Zero

 FortiGate does not quarantine samples while waiting for FortiSandbox to finish
scanning

= Patient zero—the first infection in a network—is a possibility, if end user accesses the malware
before scanning completes

+ FortiGate is able to block any further propagation
+ FortiClient can also be used to quarantine patient zero machine

F:ERTINET

FortiGate is a real-time firewall. As such, it does not queue files while waiting for FortiSandbox to finish
scanning. So patient zero—the first infection in the network—is a possibility if the end user accesses the
malware before scanning completes.

FortiGate is able to block any further propagation of the malware by using FortiSandbox-generated malware
signatures and malicious URL lists. You can also use FortiClient to quarantine patient zero’s computer.
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Security Fabric > Settings

@ Sandbox Inspection

FortiSandbox type
Server 10.0.1.213

Notifier email

v Clofld Activate FortiCloud

Test connectivity

FortiSandbox: Scan Input > Devi

ce

Permissions & Policy

Authorized: )

New VDOMs/Domains Inherit E4
Authorization:

Last Changed 2018-02-14 07:49:22

Even if VDOMs are disabled,
FortiSandbox appends :root for
authorized FortiGate devices

FERTINET

Configuring FortiSandbox Integration

+ FortiSandbox configuration is global

» Antivirus profile configuration is per
VDOM

* FortiSandbox can be configured to
auto-authorize VDOMs as samples
are submitted

» If VDOMSs are disabled, all scan jobs
belong to root VDOM

FortiSandbox: Scan Input > Device

~
[+

Device Name

Serial Malicious High Medium Low
FOVMEVEZSTOLAIDT a 1 ¢} 2
FOYMEVEZFTOLHDT Q 1 o 2

You must authorize each device on FortiSandbox before it will start accepting samples.

If you enable VDOMSs on FortiGate, each VDOM is treated as a separate input device on FortiSandbox. If you
enable auto-authorization, FortiSandbox will automatically authorize VDOMs as files are submitted.

If you do not enable VDOMs, all scan jobs belong to the root vdom.
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Submitted File Extensions

» FortiGate can query FortiSandbox for dynamic file Eemanahay Poan Belly Sean Brefle
extensions lists
= Inclusions list: define file extensions to submit
= Exclusions list: define file extensions to nof submit

» Overrides antivirus engine’s supported extensions

+ Defined by FortiSandbox scan profile

* Includes user-defined extensions . ' o
Exclusion list I

/" Mo valid software installed to support
) . Android files
Inclusion list

No valid software installed to support

Mac files

[ URL detection(1)

WEBLink

[ User defined extensions{0 +

I}
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Starting in FortiOS 5.6, FortiGate can query FortiSandbox for two dynamic file extensions lists—an inclusion
list, and an exclusion list.

These lists correspond to the scan profile configuration on FortiSandbox. Each extension that you enable is
added to the inclusions list, and the rest are added to the exclusion list.

These lists override the FortiGate antivirus engine’s supported extensions. For example, even if the antivirus
engine supports offloading of . docx files to FortiSandbox, if that extension is in the exclusion list, FortiGate
will not send any .docx samples.

These dynamic lists also support user-defined extensions.
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Configure FortiSandbox settings

« Configure antivirus profiles to offload
samples to FortiSandbox

Apply antivirus profile to firewall policy

Ensure an full SSL inspection is being
used

+ FortiGate only offloads files; URL
offload is FortiMail-specific

FERTINET

Submitting Files From FortiGate

Security Profiles > AntiVirus

Edit AntiVirus Profile
Scan files and block viruses, W55
uice [N

Detect Viruses Maonitar

Comments

Scan Mode

Inspected Protocols
HTTF &©
SMTP OB
POP3 OB
IMAP
MAPI B
FTP
CIFs

APT Protection Options
Content Disarm and Reconstruction »

Treat Windows Executables in Email Attachments as Viruses @O

Send Files to FortiSandbax Appliance for Inspection

Mone  Susplcicus Files Only SRR R

Do not submit files matching types

Do not submit files matching file name patterns o
Use FortiSandbox Database @ L o]

[ o]

Include Mobile Malware Protection

+

After configuring FortiSandbox on FortiGate, any new antivirus profile you create will automatically be

configured to send all supported files to FortiSandbox.

When using proxy-based inspection, you can specify precisely which protocols are inspected. Regardless of
which protocols are selected for inspection, keep in mind that FortiGate only offloads files. URL offload is a

FortiMail-specific feature.
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Limiting Submissions

+ Three ways to limit file submissions:
+ Exclude specific file types
« Exclude specific file extensions
= Submit only files that are considered suspicious by the analytics engine

Security Profiles > AntiVirus

APT Protection Options

Content Disarm and Reconstruction [e

Treat Windows Executables in Email Attachments as Viruses @O

Send Files to FortiSandbex Appliance for Inspection MNone  Suspicious Files Only REHESTRNTEEEE SIS
Dho not submit files matehing types +
Do not submit files matching file name patterns L+
Use FortiSandbox Database €@ O
Include Mobile Malware Protection [ o] Only submit
suspicious files
config antivirus profile Default setting
edit <profile name>
set ftgd-analytics { disable | everything suspicicus
end
F::=RTINET & Fortinet Inc. All Rights Reserved 19

There are three ways to limit the number of files FortiGate may submit to FortiSandbox. You can configure the
exclusion of specific file types or file extensions. You can configure these exclusions in the antivirus profile
configuration page on the management GUI.

Using the CLI, you can configure the antivirus profile to submit only files that are considered suspicious by the
analytics engine. When enabled, FortiGate greatly limits the number of files that will be submitted to

FortiSandbox. So, unless FortiSandbox load is an issue, for highest security, it is better to use the default
setting (everything).
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Applied Threat Intelligence

Security Fabric > Settings Security Profiles > AntiVirus

& Sandbox Inspection Inspection Options

FortiSandbox type & Activate FortiCloud Treat Windows Executables in Email Attachments as Viruses @

Server 10.0.1.213 Test connectivity Send Files to FortiSandbox Appliance for Inspection BTN All Supported Files
I ] =

Maotifier email Do not submit files matching types

Do not submit files matching file name patterns

©
Applied Threat Intelligence | Use FortiSandbox Database @ O l
Include Mobile Malware Protection [ o]
I E_?znamic Malware Detection version  2.106 [signatures: 5} I
e

I URL Threat Detection version 2.104 (entries: 2! I \

Security Profiles > Web Filter

& Static URL Filter
Block invalid URLs >
URL Filter o ]
Block malicious URLs discovered by FortiSandbox @
Web Content Filter (® ]
FE:EHTInET &2 Fortinet Inc. All mignis leserved 20

FortiSandbox shares threat intelligence with FortiGate in the form of two databases—the malware package,
and the URL package. If FortiGate is configured to use the FortiSandbox database, it will generate a periodic
request to FortiSandbox and query for the latest malware and URL package versions. The malware package
contains hashes for all suspicious files detected by FortiSandbox. The URL package contains direct URLs for
suspicious webpages detected by FortiSandbox.

You can use this feature to share the same advanced threat intelligence throughout your organization’s entire
network, regardless of which FortiGate is submitting samples to FortiSandbox. For example, if your NGFW
FortiGate is configured to submit samples, you can share that threat information with your remote office
FortiGate devices, DCFW FortiGate devices, and ISFW FortiGate devices. This information sharing prevents
any malware that has entered your organization’s network to propagate to other segments.

If you're using FortiSandbox, you should use these threat intelligence features.
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Centralized Threat Information

& & | ©AddFiler [z~ [ Details
DatefTime ¥ Senvice Source File Name ‘irus/Botnet User Details Action

2019/06713 11:00:51 HTTP 100110 BiCar exe anahytics

2018/06/13 11:00:51 HTTE 100110 eicarexe EICAR_TEST_FILE blocked

+ Starting at FortiOS 6.0, FortiGate shares threat Log Detais %
information about all malicious files it inspects with & Security
FortiSandbox Level W

» This ensures that FortiSandbox has visibility of all e e
malware—known malicious and suspicious—activity & Antivirus
within your network Profile Name AV:AcmeCorp

incoming
" 2753021 bbfhB4B9e54d4 71898 dbad1

(v}
. true

Message File submitted to Sandbox
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Starting at FortiOS 6.0, FortiGate shares threat information about all malicious files it inspects with
FortiSandbox. This includes malware detected by FortiGate using local antivirus signatures. This ensures that
FortiSandbox has visibility of all malware activity within your network.

As shown on this slide, if FortiGate is integrated with FortiSandbox, you will see a second analytics log for all
viruses detected using FortiGuard antivirus signatures. If you review the analytics log details, you will see that
FortiGate sent the file to FortiSandbox.

Advanced Threat Protection 3.0 Study Guide 122




Protecting the Edge

DO NOT REPRINT

EODRTINIET
TN TTINL- 1

Logging and Diagnostics

In this section, you will learn how to verify FortiSandbox operation using FortiGate logs. You will also learn
how to debug the daemons involved in scanning and offloading files to FortiSandbox.
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Antivirus Logs

+ FortiGate generates two logs for each file submitted to FortiSandbox
+ First log entry indicates the file was submitted to FortiSandbox
« Second log entry is generated when FortiGate receives a verdict

* Files blocked using FortiSandbox malware database will display a virus name
starting with FSA/<rating>

FortiSandbox
& & | ©AddFilter malware database |z m petails
e i Log entry
# Q Date/Time Service Source File Name Virus/Botnet ____r.uéer Details Action indicating a
1 02-1211:38 HTTP 10.0.1.10 fsa_dropperexe host: 100.64.1.10 blocked verdict was
2 02-1211:34 HTTP 10.0.110  fsa_downloader.exe low risk host: 100.64.1.10 monitored returned
3 02-1211:30 HTTP 10.0.1.10 fsa_downloader.exe host: 100.64.1.10 analytics .
4 02-1211.04 HTTP 10.0.1.10 fsa_sample_l.exe clean host: 100.64.1.10 monitored
5 02.12 1100 HTIP __ 100.L10 _ fsa sample Lexe host: 100.64.1,10 analytics Log entry
6 02-12 11:00 HTTP 10.0.1.10 eicar.exe EICAR_TEST_FILE host: 100.64.1.10 blocked indicating f“&
was submitted
to FortiSandbox
FEERTINET ol | Rig ved 23

FortiGate generates two logs for each file submitted to FortiSandbox. FortiGate generates the first log entry
when the file is submitted to FortiSandbox. You can quickly identify this log entry because the Virus/Botnet
column will be empty, and the Action column will indicate analytics.

FortiGate generates the second log entry after FortiSandbox returns a verdict. The Virus/Botnet column will
indicate the FortiSandbox rating (high risk, medium risk, low risk, or clean).

Any file blocked using the malware database generated by FortiSandbox will display a virus name starting
with FSA/ followed by the rating.
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Diagnosing File Scanning

diagnosze debug applicaticon scanunit -1

diagnose debug enable

n

31 26% job 0 open

File details
su 26% job 4 client 10.0.1.10:54147 server 100.84.1.10:80
2ES . obiect ame 'fsa nle 1. .aexa'! xa
2 ob 4 chject name 'fsa sample 1l.exe Antivirus
databases used File checksum
' bytes 4056 to scan the file sent to Analytic
- engine
31 26% wanted for analytics: file has passed all checks
su 26% submit file to analytics: name 'fza sample l.exe',
Tol863 beddfc?s90blaceabaclebedslobdabdcd0l77021805604A0 0.5 5579,
det: 100.64.1.10:80
sU 269 add ANALYTICS infection
Analytic engine found the
lsu 283 report ANALYTICS infection priority ¢ | file to be suspicious
su 26% Within engqueus
Isu 269 FRaquest to engueue Isa sample l.exe (vd u]l .Fnehquoﬁto
quarantine daemon
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There are two daemons involved in submitting files to FortiSandbox. The first daemon is scanunit. The
scanunit daemon performs multiple types of scanning for web pages, files, and email messages. The scanunit
daemon also decompresses archives and scans files inside archives.

To view the real-time debug messages, use the command shown on this slide. The debug output lists the
session details (client and server IPs), as well as the name of the file being scanned. This is especially useful
when dealing with large amounts of debug output. You should log the debug output to a file, and then search
for specific file names.

The debug output lists the databases being used to scan the file. In this example, you can see that the
fsa sample 1.exe file is being scanned with the default (core), mobile malware (mmdb), FortiSandbox
(fsa), and extended antivirus databases.

The scanunit daemon also does a quick check by sending the file checksum to Analytic engine. If Analytic

engine determines that the file is suspicious, it will return a verdict of infection. The file is then handed off to
the quarantine daemon.
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FortiGuard Analytic Cache

+ File is not submitted to FortiSandbox if a verdict for the file is cached by
FortiGuard analytic

diagnose debug application guarantine -1

diagnose debug snable

: Hew Job, cmd 7, req length 848, ofdl 13

alytics: VEid=0, S:atLls:'_,IStatus sample l.exe]
77, Size=408&, UEL length=3&, Mail header length=0

2: New job created, id: 287

{ d: req{id=287, type=3} is duplicated I

—333: Job 87 deleted

ats(1-19: Received an ANALYTICS 8
=127 Request 0 was handled succ

quar job va

Service=4,
gquar alloco
quar fsb har

quar put Jjob
_get analyti
_quar req t

TS5 request, viid:i e
ssfully

Duplicated means
the file was cached by
FortiGuard analytic

:llj_:jilo;c test application guarantined 7 # diag test application quarantined 8
. . 4

dups: 1l score:-55 TeT7Ee3dbdeeeTd it aceabacleledc2ebhdalbded 017702 Msbeladebeid

filename: fsa sample l.exe

Clear files cached by
View files cached by FortiGuard analytic
E:ATINET FortiGuard analytic . . .. . .»

ights Reserved

When you run a diagnostic and the quarantine handler return a verdict of duplicated, that means the file
has a verdict that is cached locally on the FortiGate. The checksum of the file that is currently being scanned
matches the checksum of a file that was quarantined previously, so FortiGate will not send that file to
FortiSandbox.

You can view the files that have been cached by FortiGuard analytic by running the command diagnose
test application quarantined 7, which will show the score, checksum, and file name.

You can also clear the FortiGuard analytic cache by running the command diagnose test application
quarantined 8.
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Diagnosing File Submissions

diagnose debug application guarantine -1
diagnose debug enable File handoff from
analytics engine

: New job, cmd 7, reg length 712, gf
o

r job walidation{}-1863: analytics: Vfid=0, Status=1,

r tu
za sample l.exe, Service=4, Checksum=dl87c%77, S5ize=405%4, URL length=36&,

Mail header length=0

... Start file transfer
guar fsh handle guar()-143%: added a reg-3 to fortisandbox-fsbl, viid=0, oitp- " to FortiSandbox
name=[766:1:4096: FGVMOZ0000159713.2. . tgz].

Bi. start

guar start connectien{)-80 ver fortisandbox-fsbl-10.0.1.213 in wdom-0

uar re dev=fortisandbox-fabl xfer-status=1

File accepted by |
Tile=[2] 18 accepted by sServer(fortisandbox-ILsbhl]. Fomsandbox"

Job 8 deleted

uar _L‘E';HIOLC; recy

guar pubt job regi)

Clean verdict

guar_store analytics report{)-588: The reguest (score is 0)

'ICTBG3D5D66ETDFCTS90BLACERSACIESE3629CBDASDC4017TC218C546CADESESD score is .'JI returned by
FortiSandbox
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The quarantine daemon is involved in submitting files to FortiSandbox. For identification purposes, the serial
number of FortiGate, and the VDOM name are included in the transfer.

The quarantine daemon uses OFTP to transfer files on port 514. By default, encryption is enabled, but you
can modify that on the CLI. The quarantine daemon also receives the verdicts returned by FortiSandbox.
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Diagnosing FortiSandbox Dynamic Packages

diagnose debug application guarantine -1

diagnose debug enable

Iquar_fsb_handle_quar(Ju1363: added a reg-4 to fortisandbox-fsbl, vEid=0, citp- Malware
name=1[]. package request

__guar_ start_connecticn{)-825: start server fortisandbox-fsbl-10.0.1.213 in vdom-0

quar reqg fsa file(}-839: malware pkg new version (2.100;

name=1[1. request

oy

guar start connectien()-825: start server fortisandbox-fsb2-10.0.1.213 in wvdom-0

Iqua:mfsbmhandle_quar(J~1363: added a reg-& to fortisandbox-fsh2, vfid=0, oftp- URL package

quar_req fza file(}-843: url pkg new version (2.100]}

Extensions list

quar fsh handle guar()-13&0: added a reg-% to fortisandhox-fsh3, wiid=0, oftp-
request.
name=1[].
| quar start _connection()-825: start server fortisandbox-fsb3-10.0.1.213 in wdom-0
quar req fsa file(})-848: fsa ext list new wversion (15226%8743)
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The quarantine daemon is responsible for sending requests for the dynamic lists generated by FortiSandbox.
This includes the malware package, URL package, and the extension lists. FortiGate sends the version
number of its current packages to FortiSandbox. FortiSandbox compares FortiGate’s package version with its
own. If the package version on FortiGate is earlier than the package version on FortiSandbox, then
FortiSandbox will send the new packages.
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Review

|dentify FortiGate threat protection features

Configure antivirus scanning on FortiGate

Block URLs that can pose a security risk to your network
Configure botnet protection

|dentify FortiGate’s role in ATP

Configure FortiSandbox integration with FortiGate
Configure FortiGate to submit files to FortiSandbox for inspection
Limit file submissions from FortiGate

Configure applied threat intelligence features

Monitor antivirus logs

Diagnose file scanning and file submission processes

Lol R

This slide shows the objectives that you covered in this lesson. By mastering the objectives covered in this
lesson, you learned how to protect your network from advanced threats.
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In this lesson, you will learn how to protect your email network from advanced threats.
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Objectives

* ldentify FortiMail threat protection features

» Configure an antispam profile on FortiMail

» Configure an antivirus profile on FortiMall

» |dentify FortiMail's role in advanced threat protection (ATP)

+ Configure FortiMail integration with FortiSandbox

+ Configure FortiMail to submit objects to FortiSandbox for inspection
+ Configure scan order

» Configure quarantine release rescan

* Monitor antivirus logs

* Diagnose file scanning and file submission issues

After completing this lesson, you should be able to perform the objectives shown on this slide.

By demonstrating competence in FortiMail’s threat protection and ATP integration concepts and configuration
requirements, you will be able to protect your email network from advanced threats.
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FortiMail Threat Protection Feature Overview

In this section, you will learn about the threat protection features available on FortiMail and how to configure
them.
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FortiMail Overview

+ Gateway mode ]

» Mail is delivered to FortiMail, scrubbed of threats, &1 5%
and forwarded to destination mail server e

« Transparent mode
+ Deployed physically in line of the SMTP path
* Commonly used by ISPs and carriers

« Server mode
= Full featured mail server

« Receives, inspects, and delivers email to user
mailboxes stored in a local database
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FortiMail is an email security device that provides inbound and outbound threat protection, as well as data
loss prevention and encryption. You can deploy FortiMail in three distinct operating modes: gateway,
transparent, and server. The mode you select depends on the type of network in which you will be using
FortiMail.

In gateway mode, FortiMail provides full mail transfer agent (MTA) functionality. In the email path, FortiMail
sits in front of an existing email server and scans email. If FortiMail detects any spam email, it discards them
or stores them in the user quarantine mailboxes on the local FortiMail. FortiMail delivers all clean email to the
back-end mail server.

In transparent mode, FortiMail is physically located on the email path so that it can intercept email traffic
transparently for inspection. When operating in transparent mode, FortiMail isn't the intended IP destination of
the email; therefore, no DNS or destination NAT (DNAT) rule change is required. When you deploy FortiMail
in transparent mode, you don’t have to make any DNS or IP address changes in your environment.
Transparent mode is often used in large MSSP or carrier environments.

In server mode, FortiMail provides all of the typical functions of an email server as well as security scans. You

can use FortiMail operating in server mode as a drop-in replacement for retiring email servers. It is also an
excellent choice for environments where you are deploying internal email servers for the first time.
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FortiMail Security Concepts

IE Header: + Session based: IP header and
192.168.3.1:3000 » 172.16.1.1:25 SMTP envelope

SMTP Envelope: = Session profile

EHLO mx.infocommnetwerk.org =) Application based: SMTP
MAIL FROM: <jamesturner@infocommnetwork.org> ’

RCPFT TO: 1i MECOrp. nets header and bOdy
RCPT TO: <boblacmecorp.net> + Antispam profile
DATR girn "
» Antivirus profile
Messgge Hoader i : » Content profile
Received: from mx.infocommnetwork.org .
Subject: Trade Show Enrollment + Data leak prevention

From: jamesturnerf@infocommnetwork.org
To: aliceBacmecorp.net, ..

Message Body:
Hellao...
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FortiMail's threat protection features can be broken into two categories: session-based features, and
application-based features.

The overall purpose of session profile inspections is to detect suspicious activities as soon as possible. This
allows FortiMail to take action early and eliminates the need to perform some, or all, of the more resource-
intensive scans that would be required after the entire email message arrives. You can configure a session
profile to control email session volume based on sender reputation, reject sessions from blacklisted servers,
validate senders using sender policy framework (SPF) records and domainkeys identified mail (DKIM) keys,
detect abnormalities in SMTP sessions, and so on.

The application layer inspection features are spread across the antispam, antivirus, content, and data leak
prevention profiles. You can configure the antispam profile to detect and block spam emails based on various
spam characteristics. You can configure the antivirus profiles to inspect and strip malicious attachments. You
can configure the content and data leak prevention profile to inspect and block emails based on various email
characteristics—specific message headers or attachment type, size, content or count, and so on.

You will learn about the threat protection features available in the antispam and antivirus profiles—specifically
the ones that leverage FortiGuard services.
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FortiMail Antispam Protection

* Antispam features that can detect known spam
+ FortiGuard IP reputation
+ FortiGuard URI filter
* Image spam

« Antispam features that can detect zero-day spam
« Spam outbreak protection

. Behqvi(?r and header analysis S EC U R E D BY
| roustes FORTIGUARD:

+ Session profile can also be configured to reject
connections based on the FortiGuard IP blacklist
database.
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The antispam profile features can be broken down into two categories—features that can detect known spam,
and features that can detect zero-day spam.

The FortiGuard IP reputation feature queries the FortiGuard antispam service to determine if the remote
sender’s IP address is in the FortiGuard blacklist database. The FortiGuard URI filter sorts known URIs into
categories, such as phishing, spam, and malicious. If an email message contains any URIs that match the
enabled categories in the URI filter, FortiMail treats that message as spam. The IP reputation and URI filter
features combined will block majority of the known spam emails being processed by FortiMail. The image
spam feature analyzes embedded images for spam characteristics. While image-based spam emails aren'’t as
common, this feature should still be used to catch the random occurrences.

Of the features that can detect zero-day spam, the spam outbreak protection feature is the most effective.
This feature detects email that shares similarities to recently-observed, known spam, but doesn’t have a
FortiGuard rating yet. FortiMail will queue these emails for a specified period, and requery for ratings from
FortiGuard, after the hold period ends. The default hold period of 30 minutes is usually long enough for
FortiGuard to update its various rating databases to properly identify the email. Behavior analysis uses a
variety of methods to identify spam not caught directly by FortiGuard. By applying elements of heuristics and a
fuzzy matching algorithm, which compares spam recently detected (within the past 6 hours) by FortiGuard
signatures on the device in question, behavioral analysis can detect changing spam samples. Header
analysis looks for the presence of specific header entries that are commonly found together in spam email.
Heuristics uses a set of rules that are created from known spam content. These rules use PERL-compatible
regular expressions (PCRE) to locate spam attributes within each email. Heuristics is resource intensive, and,
if improperly configured, prone to false positives.
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FortiMail Antivirus Protection

+ Malware detection
+ FortiGuard antivirus service
« Heuristic
= Malware outbreak
+ Virus outbreak
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FORTIGUARD-
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The FortiGuard antivirus service performs signature-based detection to detect known malicious attachments.
Fortinet’s unique content pattern recognition language (CPRL) allows single signatures to protect against
multiple different malware strains. FortiMail's antivirus scanning uses the same FortiGuard virus signature
databases that are used in FortiGate firewalls. This database also includes grayware signatures.

You can enable heuristics for some light sandboxing. FortiMail uses the local sandbox to examine the
construction of files to look for characteristics commonly found in viruses. It also emulates the execution of the
content to look for typical virus behavior.

The malware outbreak feature uses data analytics by FortiGuard to generate rating information on malicious
email content. FortiGuard labs receive global requests for ratings of sender IPs, content, and attachments. A
sudden uptick of requests for a specific IP reputation, or a file checksum, can indicate a new outbreak. The
malware outbreak feature can detect such occurrences.

The virus outbreak features allows FortiMail to query the global threat intelligence network, which is

comprised of various sources such as global sandbox intelligence, Cyber Threat Alliance, and other third-
party sources.
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FortiGuard Services

 Three antivirus databases available:
+ Normal: Common recent attacks
« Extended: Includes normal plus additional recent non-active viruses
« Extreme: Includes extended plus additional dormant viruses

+ Requires active subscription to FortiGuard antivirus service
+ Includes updates for grayware and heuristics rules
« Virus outbreak feature requires separate subscription to FortiGuard
Virus Outbreak Protection service
* Antispam features require active subscription to FortiGuard
antispam service
+ Includes URI rating service
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Just like FortiGate devices, FortiMail has access to three antivirus databases. The normal database includes
signatures for common recent attacks. The extended database contains all signatures from the normal
database, as well as additional recent non-active viruses. The extreme database contains signatures from the
previous two databases a well as dormant viruses, or viruses aimed at legacy systems. The extreme

database is available on only high-end models.

The FortiGuard Antivirus Service subscription includes regular updates for the antivirus database, the
grayware database, heuristics rules, and the malware outbreak service. The virus outbreak service requires a

separate subscription to FortiGuard Virus Outbreak Protection service.

The antispam features requires an active subscription to FortiGuard Antispam Service, which also includes

the URI rating service.
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Configuring Antispam
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You can configure security inspections on FortiMail in profiles. Each security profile can have an action profile
associated with it. The action profile defines what FortiMail will do when it detects a security violation.

The antispam profile has a default action profile, which you can configure as the default action to take when
FortiMail detects spam email using any of the enabled inspections. You can also assign a feature-specific
action profile to override the default action profile. You can use the default action profile combined with the
feature-specific profile to build an antispam configuration profile that uses mail storage space efficiently. For
example, you can configure the antispam profile to use a default action of user quarantine, but use a discard
action for emails identified as spam using the IP reputation and URI filter features. This configuration will
ensure emails that are known spam are not wasting FortiMail’'s mail disk space by being sent to user
quarantine.

After configuring the antispam profile, you must apply it to an inbound recipient policy to start blocking inbound
spam. You should also consider configuring a separate antispam profile for outbound emails, and apply it to
an outbound recipient policy to block outbound spam. Usually, the outbound antispam profile has different
requirements than the inbound antispam profile.
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Configuring URL Filter

Profile > AntiSpam > Antispam Profile > AntiSpam > URI Filter  * Block emails containing
S URiFiterProfe URLs that can pose a
security risk to your network

Profile Name: | phishing
; I Fortiguard Categories
B B Potentially Liable

£ OB Adult / Mature Content

B O Bandwidth

& Secondary | ynrated - Action:| ~Defsult-- ¥

D Newly Observed Domain
(O Mewly Registered Domain

0 Spam outbreak protection
B Coolict

W General Interest-Persanal

W General Interast-Business New CalegOI‘y
to handle
I URLSs without
a FortiGuard
rating
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You must configure a URI filter that includes URI categories that you want to block, and apply it to the
antispam profile. Each antispam profile supports two URI filter profiles. This allows you to configure two
different sets of URI categories with different actions. For example, you may want to discard all emails with
URIs from the security risk category, but send emails with URIs from the unrated category to user
quarantines.

The URI filter feature allows for a lot of customization. In most deployments, you should filter malicious
websites, phishing, and spam URLs in the security risk category; however, you can customize the URI filter
profile to filter email messages containing URIs that, traditionally, would not be considered spam.
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Content Disarm and Reconstruction

* Removes potentially exploitable
content and replaces it with content
that's known to be safe i —— Remove macros
* Disarms MS Office and PDF ] camermmsanen oV et fle
attachments from hazardous macros, |
active scripts, and other active | ! Neutralize URLs
contents . -
g Remove embedded
1 content
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HTML content in the email body and attachments may contain potentially hazardous tags and attributes (such
as hyperlinks and scripts). MS Office and PDF attachments may contain potentially hazardous macros, active
scripts, and other active content. FortiMail provides content disarm and reconstruction (CDR) to remove or
neutralize the potentially hazardous content and reconstruct the email message and attachment files.
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Content Disarm and Reconstruction (Contd)

* Neutralizes HTML content within an Profile > Content > Content
email by converting it to text, Content Profle
removing hyperlinks and producing
new HTML content without tags and

Domain:

Profile name: | COR

attributes Action; UserQuarantine_Inbound v +New. EEdit.
. Replaces URIs with text and removes 2 Attachment Scan Rules
malicious URIs completely @ ScanOptions
& Content Disarm and Reconstruction
Action: Sanitize_Subject_Tag *
@ HTML content Sanitize HTML content b
@O Text content Vi in
Sanitize HTML content
@O MS Office Remove LIRIS
© POF Click Protaction

E2  Archive Handling

E) File Password Decryption Options

£ Content Monitor and Filtering
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If you enable HTML content, FortiMail detects HTML tags in email messages. Select one of the following

actions in the HTML content drop-down list to specify the action FortiMail will take:

» Convert HTML to text: Converts HTML text to text-only content

» Sanitize HTML content: Produces new HTML content by removing the potentially hazardous tags and
attributes (such as hyperlinks and scripts) and preserving only the safe and essential tags (such as
formatting tags)

*+ Remove URIs: Removes URIs in the email message

» Click Protection: Rewrite the URIs and, in case users click the URIs, scans the URIs and then takes the

configured actions

If you enable Text content, FortiMail detects URIs in email messages. Select one of the following actions in
the Text content drop-down list to specify the action FortiMail will take:

*+ Remove URIs: Removes URIs in the body of the email message

» Click Protection: Rewrites the URIs and, in case the user clicks the URIs, scans the URIs and then takes

the configured actions

If you enable MS Office, FortiMail disarms and reconstructs MS Office attachments, including .zip files that
have been compressed once.

If you enable PDF, FortiMail disarms and reconstructs the PDF attachments, including .zip files that have
been compressed once
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URI Click Protection—CDR
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FortiMail can rescan URLs that have previously passed the security inspection. When an attacker sends an
email with a URL link, initially that link might be safe and it will pass the inspection check on the FortiMail.
However, it is possible that the link could be compromised after a certain period of time. Attackers use this
method to avoid detection and will only compromise the server after a certain period of time. To avoid this kind
of attack, FortiMail rewrites the URL to point to itself. So, when the user clicks on the link, that now points to
FortiMail, and the original URL is inspected again, if the link is compromised, FortiMail takes the configured

action.
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URI Click Protection—CDR

Profile > Content > Content System = FortiGuard > URI Protection
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FortiSandbox Scan
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Action: Allow with Confirmation -
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Timeout (seconds): | 10
URI Removal
Category: | default -
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URI Click Protection is available for HTML content and text content. To protect users from harmful or spam
URIs, such as phishing or advertising web sites, FortiMail uses the FortiGuard URI filter service and
FortiSandbox to scan the URIs after the users clicks on them. Depending on the inspection results from

FortiGuard and FortiSandbox, you can decide if you will allow users to access the URIs, or if you will block the
URIs.

If you select Allow with Confirmation FortiMail allows access with a warning. If you select Block, FortiMail
blocks access. If you select Submit only, FortiMail allows access while it sends the URIs for scanning.

When FortiMail sends URIs to FortiSandbox for scanning, it may take a while for FortiSandbox to return the

results. In the Timeout (seconds) field, specify how long you want to wait for results before you select
Block, Allow, or Allow with Confirmation in the Timeout action drop-down list.
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Configuring Antivirus
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» The antivirus profile must be applied to
an inbound recipient policy to start
scanning email
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To enable local antivirus scanning techniques and actions, you must create an antivirus profile first. You
should configure the antivirus action profile to replace any malicious content. This will make sure that the
email body is still delivered to the original recipient, but with the malicious attachment removed.

It is highly recommended that you enable antivirus scanning in both inbound and outbound recipient policies.
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FortiSandbox Integrated Features

In this section, you will learn how to integrate FortiMail with FortiSandbox. You will also learn how to enable
quarantine release re-scan of emails with malicious attachments.
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« FortiMail’s role

« Submit files and URLs to
FortiSandbox

* Queue email during analysis
= Apply configure action to email
based on verdict
+ FortiSandbox’s role
« Inspect submitted files and URLs
* Generate a verdict
+ Share threat information
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FortiSandbox Integration

Share threat
information

Provide
verdict

Submit
samples

On top of file submissions, FortiMail can also submit extracted URLs from emails to FortiSandbox for

inspection. FortiMail queues the email while waiting for a verdict. FortiSandbox inspects all submitted files and

URLs. FortiSandbox then generates a verdict and sends that verdict in reply to FortiMail. FortiMail uses the

verdict to apply the configured action.

FortiMail does not use FortiSandbox threat intelligence. However, FortiSandbox can share the threat
information learned from FortiMail submissions, with other devices (FortiGate, FortiWeb, and FortiClient).
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No Patient Zero

+ SMTP is a store-and-forward protocol

FortiMail queues email while waiting for FortiSandbox to complete inspection
« Default timeout is 30 minutes

Malicious objects are never exposed to the end user

Monitor > Queue > FortiSandbox

List @ T Z] Ser k3 : Q, Search.. D) Cle current
Total: 1

18071 % Recordsperpage: 50 -

Qi

Client IP Envelope From Envelope To Subject Session ID Received
wiGKgCPY002542-w1GKgCPZ002542  Fri,Feb 16, 2018 12:42:12 PST

100.64.1.10 jamesturner@infocommnetwork.org  Alice@acmecorp.net  Trade Show Enrolment
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SMTP is a store-and-forward protocol. This allows FortiMail to queue the email while FortiSandbox inspects
all submitted samples. FortiMail will release the email only if there is a scan timeout event, or FortiSandbox
returns a clean verdict. This ensures that the malicious content is never exposed to the end user.

There is a dedicated FortiSandbox mail queue where FortiMail stores emails while waiting for FortiSandbox to
finish inspecting submitted samples.
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FortiSandbox Integration
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When configuring FortiSandbox integration on FortiMail, you should consider the Scan timeout and Scan
result expires in settings. These settings can greatly affect the performance of your FortiMail and
FortiSandbox.

The Scan timeout value determines how long FortiMail will wait for a response from FortiSandbox. The
default is 30 minutes. So, if after 30 minutes FortiSandbox is unable to generate a verdict, FortiMail will
release the email to the end user. You must decide whether or not 30 minutes is sufficient or too long to wait
for an email that may require sandboxing.

The Scan result expires in value determines how long FortMail will cache a verdict. Because FortiMail
doesn’t use the FortiSandbox-generated malware and URL databases, this timer determines how often
FortiMail will query FortiSandbox for repeat occurrences of the same malicious samples (file checksum and
URL query).

You can also limit submissions from FortiMail by file size, email category, or URL category. You can configure

FortiMail to send only suspicious emails, or unrated URLs. However, it is recommended that you configure
FortiMail to send all emails and all URLs, unless your FortiSandbox is experiencing performance issues.
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Similar to FortiGate VDOMSs, FortiMail has domains. FortiSandbox configuration is global, but antivirus profile

and FortiSandbox sample submission is done for each domain. With auto-authorization enabled, each domain
will be automatically authorized as samples are submitted.

Each domain will appear as a separate input device on FortiSandbox.
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Submitting Files From FortiSandbox
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You can configure FortiSandbox submission in an antivirus profile by enabling Attachment analysis and URI
analysis. You can assign different action profiles for different FortiSandbox verdicts.

The Scan mode setting determines whether FortiMail waits for results after sample submission. If you select
Submit only, FortiMail will submit the sample, and deliver the email to the end user without waiting for a
response. This is useful for monitoring only. The Submit and wait for result setting is recommended. With
this setting, FortiMail will wait for a verdict or until the scan timeout value is reached, before taking action on
the email.
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Scan Order

* Default scan order is Antispam - Content 2> FortiSandbox

+ Reduces FortiSandbox load because the majority of malicious email will be detected by
antispam and content filter

» Can be changed on the CLI

config system fortisandbox

set scan-order { antispam-content-sandbox | sandbox-antispam-
content| antispam-sandbox-content }
end
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The default scan order is antispam, followed by content filter, followed by FortiSandbox. This scanning order
reduces the number of submissions to FortiSandbox because the majority of malicious emails are detected by
antispam and content profile features.

The scanning order can be changed on the CLI. However, using the default order is recommended.
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Quarantine Release Rescan

* Rescan on release prevents malware from being released to end users

Security > Quarantine > Quarantine Control

Quarantine Report System Quarantine Setting Quarantine Control

Quarantine Release Re-scan Settings

Re-scantype: &0 AntiVirus
O FortiSandbox
Re-scanoption; @0 Personal quarantine

@ System quarantine

* Released content can be scanned by both antivirus and FortiSandbox

* Quarantine release rescan action depends on the matching inbound recipient
policy’s antivirus profile
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The default scan order may allow an email containing a malicious attachment or URL to be sent to and be

released from, user quarantine. If you are using the quarantine action in any action profile, you should also
configure quarantine release re-scan.

This features allows content released from user or system quarantine to be scanned by both antivirus and
FortiSandbox. The action FortiMail takes depends on the matching recipient policy’s antivirus profile.
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Logging and Diagnostics

In this section, you will learn how to verify FortiSandbox operation using FortiMail logs. You will also learn how
to debug the daemons involved in queuing emails, and offloading samples to FortiSandbox.
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Monitor > Log
System Event Mail Event AntiVirus AntiSpam Encryption
St @ Search 2018-02-12 00:24:09 -> Current
|5 188 | /1 + Recordsperpage: 100 + Gotoline:
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queued for FortiSandbox scan, since it contained uris http:/fgguftdgo infocommnetwork org/gguftdgo/flashupdateviexe.

Uri httpo/gguftdgoinfocommnetwork.org/gguftdgo/flashupdatev3.exe has been sent to FortiSandbax
Uri http:/fgguftdgo infocommnetwork org/gguftdgo/flashupdatev3.exe has been scanned by FortiSandbox. Scan result: rating=SUSPICIOUS_HIGH

Email wiGMIJAW002674-w1GMIjAx002674 has been processed by FortiSandbax, 1 suspicious is found, 278s used to process the email
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A single email can potentially generate four to five different log types, depending on which inspection profiles
are triggered. The easiest way to retrieve all associated logs in the context of an email session, is to use the
cross search results. You can access the cross search result for an email session from the history logs by

clicking the session ID link.
You can examine the cross search results to learn details about the events generated by FortiSandbox

integrated virus scanning. The logs show what type of file triggered the FortiSandbox scan, the file checksum

and the scan result. FortiMail also logs how long it took to process the email

154

Advanced Threat Protection 3.0 Study Guide



Protecting Email Networks

DO NOT REPRINT

CODRTINET
TN TITINLC 1

Cross Search Results Time Period

* The default time period for cross search results is 5 minutes

* If FortiSandbox takes longer than five minutes to complete a scan, the generated
logs will not appear when accessing the cross search results

+ Use the right-click context menu in the history logs to select longer time periods

Monitor > Log
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Clear Selaction
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Crogs Search (Sessien) ] 10 Minutes
—
Crogs Search [Message) * 30 Minutes
&0 Minutes
FEERTINET © Fortinet Inc. All Rights Reserved 26

The cross search result is time based, and the default period is 5 minutes. If FortiSandbox takes longer than
five minutes to complete a scan, the generated logs will not appear when accessing the cross search results.
You can use the right-click context menu in the history logs to select longer time periods.
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Diagnosing Email Queueing

deferd &5
deferd enakl

g application

‘LempZ/top/dfwlHI

application deferd display
d:TaskManager.cpp:293:gfind: runnsr ¢ load 1
:DatagramServer.cpp:79:handle request: received request type 1 id 3353
15 id: Hold gs1HLI 1352=wlHLUsaDUU3352 | ig& . .
tempZ/tmp/qfwl J;aaf“ClCIBQ‘:Z 7 IHL s 2000 222 1ar b Session ID of email

FERTINET

5aC003352-wl HLUs2D003352 ] held in queue
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df | /var/spool/defe: AfwlHLU2aC003352—wlHLUsaD003352] Email released Verdict from
FortiSandbox

The deferd daemon handles the queuing of emails while samples
view the real-time debug messages, use the command shown on

are being scanned by FortiSandbox. To
this slide. When dealing with large amounts

of debug output, you can use an email’s session ID or submitted sample detail (file name or URL) to search

for specific debug output sections.

The deferd daemon waits for notification from the sandboxclid daemon, to release the queued email.
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Diagnosing File Submission

sandboxclid &5 .

sandboxclid enable Qumk

sandboxclid display checksum
query

°351Vr :pp Td:Connect:
ocmmand , cpp: =pare:; aC
f332£dBRe37 Dr?vaf\.achTEBdaCceTerZeb79a

.output’
Landabo
758331 E5

elats - eply: hash
RH f arHB '834alce

e2f2eb7%a, score 156, flags 0, name

Verdict

018-02-16T14:40:13:File
D4a3aflbdef332fdBDE37%cHE

sandhbox

4758331£5

'”fﬁjan'

sandboxclid:2018-02-16T14:40:13:2andboxScanJok ol iFetchFileResults: File

ubn27 E jatevi.exe (checksum

JﬂFSQQ]fG’ C [ hde 2 fdBns ! lalics ' f 79a) has bheen scanned by
i t'":n’ resuli: o ‘ ajan

tCommand.cpp:174:Parselbata: F3A reply: hash

wlGHMadEvDD 9 has heen processed by
pDro = the smail

Z1d=s used to

ac287834alceVeif2eb7%a, score 2, flags 0, nams

018-02-16T14:40;13 ;¢ stsled Job.cpp:1159: ocess: Emzil wlGMadKullz72%-

sandboxelid:2018-02-16T14:40:13: SandboxSc:
(HfwlGHMadkul02T729-wlGMadE-0027221 suce

ndab.cpp:al:process:
ully

Hotify deferd

| |
Notify

FEERTINET @ Fortinet Inc. All Rights Rese

deferd

The sandboxclid daemon handles preliminary queries, Odette File Transfer Protocol (OFTP) job preparation,
file submission, and verdict handling. Use the commands shown on this slide to view the sandboxclid daemon

real-time debug messages.

For each job, sandboxclid will perform a quick check against FortiSandbox to query for existing verdicts. If a

verdict does not exist, sandboxclid will transfer the sample to FortiSandbox for full analysis. After

FortiSandbox completes the inspection and reports back with a verdict, sandboxclid notifies deferd to release

the queued email.
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Review

Identify FortiMail threat protection features

Configure antispam profile on FortiMail

Configure antivirus scanning on FortiMail

Identify FortiMail’s role in ATP

Configure FortiMail integration with FortiSandbox

Configure FortiMail to submit objects to FortiSandbox for inspection
Configure scan order

Configure quarantine release rescan

Monitor antivirus logs

Diagnose file queueing and file submission processes

. N S S KNS

This slide shows the objectives that you covered in this lesson. By mastering the objectives covered in this
lesson, you learned how to protect your email network from advanced threats.

Advanced Threat Protection 3.0 Study Guide 158



Protecting Web Applications

DO NOT REPRINT

FE:RTINET

bt NSE

Certification
Program

F-"RTINET

Advanced Threat Protection

Protecting Web Applications

FortiSandbox 3.0

0 i arfiret Inc. Al righis resened Last Modified: 2 July 2019

In this lesson, you will learn how to protect your web servers from advanced threats.
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Objectives

+ Identify FortiWeb threat protection features

» Configure attack signature policies on FortiWeb

» Configure blocking of connections based on IP reputation on FortiVWeb
» Configure antivirus scanning on FortiVWeb

+ |dentify FortiWWeb’s role in ATP

+ Configure FortiSandbox integration with FortiWWeb

+ Configure FortiWWeb to submit files to FortiSandbox for inspection

+ Configure applied threat intelligence features

» Understand the role of machine learning in detecting advanced threats
* Configure machine learning

» Monitor attack and event logs

After completing this lesson, you should be able to perform the objectives shown on this slide.
By demonstrating competence in FortiWeb’s threat protection and advanced threat protection (ATP)

integration concepts and configuration requirements, you will be able to protect your web application servers
from advanced threats.
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FortiWeb Threat Protection Feature Overview

In this section, you will learn about the threat protection features available on FortiWeb, and how to configure
them.
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Fortiweb Overview

* Protects web-based applications from
code-based attacks
« SQL Injection or other injection types
« Cross Site Scripting and Request Forgery
» Layer 7 DoS/DDoS attacks
+ Cookie poisoning

+ Protects against application vulnerabilities
in custom code and commercial platforms

" Web servers

FortiWeb
» Learns “normal” behaviors and stops
anomalies

« URL parameters, HTTP methods, session IDs, ﬁ SGL Injection, X5S:..

cookies and so on

FE:EHT"-'ET © Fortinet Inc. All Rights ~eserved 4

FortiWeb is a web application firewall (WAF) that is specifically designed to protect your web servers from
threats. FortiWeb provides specialized application-layer threat detection and protection for HTTP or HTTPS.
FortiWeb’s application-aware firewalling and load balancing engine can:

+ Secure HTTP applications that are often gateways into valuable databases

+ Improve application stability

» Monitor servers for downtime and connection load

» Accelerate SSL sessions

* Learn normal behavior and detect anomalies
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Fortiweb Deployment Modes

* Reverse proxy (default)
+ Requests are destined for a virtual IP address that Forti¥Web responds to

» Transparent Modes
+ True transparent proxy
= Session aware transparent inspection
« Transparent inspection
+ Asynchronous transparent inspection
+ Requests are destined for the protected server, not FortiWeb

+ Offline protection
+ Qut-of-band deployment
« Traffic needs to be mirrored to FortiVWeb
« Recommended for monitoring only

F:ERTINET

FortiWeb has multiple deployment modes. You can deploy FortiWeb in reverse proxy mode either physically
inline or as a one-arm setup. All client requests go to a virtual IP address that FortiWeb responds to.

FortiWeb also has two different transparent inspection methods—true transparent proxy and transparent
inspection. True transparent proxy mode is session aware, but transparent inspection mode is not. You can
deploy both transparent inspection modes in-line, without changing the IP address scheme of your network.
FortiWeb also supports an offline protection mode, which is more suited for monitoring rather than inspection
and blocking. If you're using offline protection mode, you need to mirror all traffic that requires inspection on
FortiWeb.

The most common method of deployment is reverse proxy mode.
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FortiWeb Threat Protection Components

ATTACKS/THREATS

BOTNETS, MALICIOUS HOSTS, ANONYMOUS
PROXIES, DDOS SOURCES IP REPUTATION

APPLICATIONLEVEL

DDOS ATTACKS DDOS PROTECTION

IMPROPER

i) PROTOCOL VALIDATION

KNOWN APPLICATION
ATTAGKTYPES ATTACK SIGNATURES

Sl ANTIVIRUS/DLP

FORTIGATE AND FORTISANDBOX
APT DETECTION INTEGRATION

APPLICATION

CORRELATION
User/Device Threat Scoring

SCANNERS, CRAWLERS,
SCRAPERS, CREDENTIAL STUFFING

UNKNOWN APPLICATION
ATTACKS WITH MACHINE LEARNING

F::=RATINET © Fortinet Inc. All Rights Reserved <]

As shown on this slide, FortiWeb includes a wide range of components than you can configure to detect and
block a wide range of threats. In this lesson, you will learn about the FortiWweb components that rely on
FortiGuard intelligence to provide threat protection for your web servers.
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FortiWeb Threat Protection

* Attack signatures

+ Protects web-based applications from code-based
attacks
« Injections, known exploits, bad robots, Trojans

* |P reputation
+ Botnets, malicious hosts, anonymous proxies, and

DDoS sources SECURED BY

* Antivirus
+ Scan file uploads using FortiGuard antivirus engine FORTIGUARD@

« Regular and extended databases

+ Credential stuffing defense

+ Database holding compromised credentials from high
profile breaches

F:ERTINET

FortiWeb has a large database of attack signatures that you can configure to mitigate attacks and data leaks.
These signatures are attack patterns that FortiWeb can use to detect attacks, such as Cross Site Scripting
(XSS), SQL injections, information disclosure, and so on.

FortiGuard maintains a list of public IP addresses, along with their reputation and category. An IP’s reputation
is poorer if it is known to have participated in attacks. You can configure FortiWeb to block connections from
IP addresses that are known to be botnets, malicious hosts, anonymous proxies, and DDoS sources.

You can also configure FortiWeb to scan files using the FortiGuard antivirus engine and databases. FortiWeb
supports both regular and extended databases.

The credential stuffing database contains compromised credentials from high-profile breaches. You can
configure FortiWeb to detect usage of these known compromised credentials.
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Web Protection > Known Attacks > Signatures » \Wide cove rage
Name « Various categories, thousands of
Custom Signature Group - & sig n atu res
Comments P .
+ Action rules per category
Mame Status| False Positive Mitigation Action Block Period  Severity Trigger Action
Cross Site Scripting Alert & Deny &0 High
Cross Sive Scripting (Extended) Alert &0 Medium
S0L Injection Alert & Deny &0 High
SOL Injectian (Extended) Alart &0 Medlurn | Dictionaries [<]
SOL Injection {Syntax Eased Detection) Mert & Deny &0 High :’:-*:' ~ Cross Site Scripting
T Alert & Deny 0 High |‘ + Cross Site Scripting (Extended)
Generic Attacks|Extended) Alert &0 Medium I i v qu' In]ectlon Ext
|- o A
Voo Esploits TSI (e i |3 QL In{ect{on[ ended) ‘
|¥ %+ 5QL Injection (Syntax Based Detecti
Trojans Alert & Deny &0 High |8 o Generic Attacks
Bad Robot Alert & Deny 0 Low a i“ + Generic Attacks(Extended)
Information Disclosure Erase & Alert &0 High |¥ 5 o Known Exploits
’ ; | 8 v Trojans
€ 2 l—“ + Bad Robot
: |¥ %+ Information Disclosure
il i |#-% ® Credit Card Detection
Search
Filters
F::ERATINET © Fortinet Inc. All Rights Reserved g

You can configure signature rules to mitigate attacks and data leaks. There are various categories of
signatures containing thousands of signatures for each category. Some categories contain extended versions
that may cause false positives, but might be required in high-security networks. You can assign actions to
each category, or assign actions to individual signatures to handle exceptions.

You can click Signature Details to access the signature database.
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Signature Database

Web Protection > Known Attacks > Signatures

PR

W e

Manager. This attack can be achieved in HTTP request URL.

Dictioniaties [£] |Trojans i o
+ Cross Site Scripting | Search Description | & @ signature | ST V Treeat weight
~* Cross Site Scripting = ey
ature 1D Statu: De:
+ Cross Site Scripting (Extended) Hatire i = s m"'m;_ | T ———— Signature ID: 070000001
S0 Injection 7000000 v i rule detects if there are specific header names which are esed by trojan horses in i
‘/SSL I::;n:&'ll'onfExln:nda:d\ 0 i Enshie headers. This Injection can be achieved In HTTP request header names. HTTR/2 Compatibie
~ SOL Injection {Syntas Based Qetecti; B70000002 + Enable Thls.rulet.:Ietectslfthe HTTP request filzname contalns "roat.exe’. This Injection can be Alert Cnly:
W Generic Attacks achieved in HTTP reguest flename.
« Generic Attacks(Extended) 0000003 v This rule detects if there is a specific text mark which certain "trejan” horses have in HTTP I~
 Known Exploits 4 Eneile response body. This injection can be achleved In HTTP response body.
+ Trojans This signature prevents attackers from parforming Command injection attacks using
000004 v
"« Trojans L Eratle «commands. This attack can be achieved in HTTP request URL and arguments.
+ Bad Robot 070000005 + Enable Thiz signature prevents attackers from accessing PAS Webshell located on the target
+ Information Disclosure websenvser. This attack can be achieved in HTTP response body.
S Credit Card Detection = i This signature prevents attackers trom accessing RC-SHELL Webshell located on the target
Search webserver. This attack can be achieved in HTTP response body.
Filts
bl 070000007 + Enable This signature prevents attackers from accessing b374 Webshell located on the target
webserver, This attack can be achieved in HTTP response body,
DTO00000E + Enable This signature prevents attackers from accessing biackioor in WP Custom Content Type

mple

_HTI'PLX HTTP2

GET frootkit php HTTR/L1

Huost: yoursite.com

Referer: hitpo/ifyoursice.com/

User-Agent: Mozilla/4.0 [compatitle; MSIE 7.0; Windows NT 5.1; 51, NETCLR1.1.4322)
o-cache

X_File:; data.bet
‘Connection: Keep-Alive
‘Cookie:CustomCookie=\Weblnspectl

Fortinet Inc. All Rights

You can use the signature database as an information source or to fine-tune your configuration. The database
lists signature ID, description, and match examples. You can also add exceptions to each signature.
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Configuring IP Reputation

IP Protection > IP Reputation > IP Reputation Policy

[ =" Exceptions
Edit IP Reputation Policy

Category Status Action Block Period Severity Trigger Action

Botnet L ® Alert & Deny - High w | Please Select -
Anonymous Proxy L & Period Block * | 60 Medium w | Please Select -
Phishing L & Alert & Deny - 60 High » | Please Select -
Spam @ | Alert & Deny » | 6L High w | | Please Select -
Tor & Period Block - | 60 Medium w | | Please Select -
Others L & Alert - Low ¥ | | Please Select -

+ Global setting
+ Specifies the actions to take depending on the reputation category

FEERTINET © Fortinet Inc. All Rights Reserved 10

You can configure FortiWeb to use the FortiGuard IP reputation database and block connections from known
compromised and malicious clients. A client will have a poor reputation if they have been participating in
attacks. FortiGuard Labs continuously monitors the status of IP reputations, and adjusts the score based on
recent activity.

On FortiWeb, you can assign actions to IP reputation categories. The category defines the type of attack an IP
address has been involved in. The categories are botnet, anonymous proxy, phishing, spam, Tor, and others.
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Configuring Antivirus

Web Protection > Input Validation > File Security

LT a (AT File Security Rule

Edit File Security Policy

Mame

Action

Block Period
Severlty
Trigger Action

Trojan Detection

Antivirus Scan

Send Files to FortiSandbox

Scan attachments in Email

+CreateNew  [#Edit

A\-Scan
Alert & Deny
&0
Low
Please Select
{\
O % :
FortiGuard
i antivirus
o scan
[ ok LT
¥4 Delete || Sinsert | & Mov

[1~3600){Seconds)
Attack
signature
based

detection

O D File Security Rule
L4 allowed-files
FEERTINET

Web Protection > Input Validation > File Security

File Security Policy

Edit File Security Rule
MName allowed-files
Type Allow File Types Bl AIRN
Host Status >
Host 52 Select -
Request URL Type Regular Expression
Request URL fupload.php
File Upload Limit 0
T concel
= CreateNew i Delete
o | File Types
(m] 1 GIF
O 2 PG
O 3 PNG
o 4 PDF
H 'S Word{.docx)
0 | 6 Micrasoft Office Word(.doc)

[0-102400){KBytes)

© Fortinet Inc. All Rights R

eserved

On FortiWeb, you can configure file security policies to protect file upload repositories on web servers that
accept file inputs. You can use file security rules to control size, file type, and location where files can be

uploaded. Files that pass size, type, and upload location requirements can then be scanned for viruses by the

antivirus engine.
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Configuring Web Protection Profile

Policy > Web Protection Profile

Mare: Web-Protection-Frafile novsrttacks
Session Management » | ez '|S|'gnalules High Level Security e Olm chobiiaeids
#-Forwarded-For [Please Select] - a - . e I >
Known Attacks / Enable XML Protocol Detection >
Slgnatisros [Please Select] =Y e Enable JSON Protocol Detection »
Advanced
Custom Palicy [Please Select] Rl ——
Palling Oracle Protection TPiease Sekect] - o Input Validation
HTTP Header Securit TPle: - X "
R e, Please Select] e Parameter Validation [Please Select] v ©
Cookie Security z - -
el = File Security AV-Scan ~le
Coukis Security Pobicy fPlease Select] - o T
Input Validation
Paramter Vatkdation [Mease Select] 1P Reputation
File Security f 5 1
uri [Please Select] Lo IP Reputation [ o
Protocal
s Hame Status Action Severity Trigger Action
rotocol Constraints [Please Select] » @ EE oo
et z FartiGate Quarantined IPs L &l Alert High Please Select
Access
Brute Force Login Please Select] - &
(s St Th b ' fil b lied
sy ] * The web protection profile must be applied to
1P List [Please Select] | i
GeslP Please Select] a server po |Cy
Das Protection
DS Protection [Please Sele Rl - 4
IP Reputation
1P Reputaticn [ ]
F::=RATINET © Fortinet Inc. All Rights Reserved 12

Signature policies and file security policies must be applied to a web protection profile, which then must be
applied to a server policy. The IP Reputation feature is enabled using a toggle switch in the Web Protection
Profile.
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FortiSandbox Integrated Features

In this section, you will learn how to integrate FortiWeb with FortiSandbox.
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FortiSandbox Integration

* FortiWeb’s role , Submit
& Provide
+ Detect and block known threats

o verdict SR
= Offload suspicious files to )
FortiSandbox l

« Prevent outbreak Q{fg

+ FortiSandbox’s role:
+ Inspect submitted files
+ Generate a verdict
+ Share threat information

Share threat
information

* FortiWWeb can hold a session for

up to 30 minutes while file is
being analyzed

FEERTINET © Fortinet Inc. All Rights Reserved 14

File uploads cleared by the antivirus scanner, are offloaded to FortiSandbox for analysis. While FortiSandbox
is analyzing the file, FortiWeb has the ability to hold the session for up to 30 minutes. If a file in that session is
malicious, then FortiWeb can drop that session based on the verdict from FortiSandbox.
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FortiWeb: System > Config > FortiSandbox

FortiSandbox Settings

FortiSandbo Type FortiSandbox Appliance EETERERNLA TR LA

Server IP/ Domain 10:0.1.213 Test Connectivity

Secure Connection (I
Cache Timeout 72 [1-168)Hours

Addnin Email

Statistics Interval 5 [1-60)minutes

Email to receive reports and notifications

FortiSandbox: Scan Input > Device

Permissions & Policy

Authorized:

New VDOMs/Domains Inherit M
Authorization:

Last Changed 2018-02-12 16:50:48

Configuring FortiSandbox Integration

FortiSandbox configuration is global

File security policy configuration is
per ADOM

FortiSandbox can be configured to
auto-authorize ADOMs as files are
submitted

If ADOMSs are disabled, all scan job
belongs to the root ADOM

FortiSandbox: Scan Input > Device

Even if ADOMSs are disabled on
FortiWWeb, FortiSandbox appends
root for authorized Fortivweb
devices

FERTINET

||

Devlce Mame + Serlal Melicious High Medium
[#FartiWeb:roat FVWMO10000104717 o o a
[#FartiWeb FVVMO10000104717 o o a

) Fortinet Inc. All Rights Reserved

Similar to FortiGate VDOMSs, FortiWeb has administrative domains (ADOMSs). FortiSandbox configuration is

global, but security configuration (file security, web protection profile, and server policy), and FortiSandbox file
submission is done for each administrative domain. When you enable auto-authorization, each ADOM is
automatically authorized as files are submitted.

Each ADOM will appear as a separate input device on FortiSandbox. If ADOMs are disabled, all scan jobs

belong to the root ADOM.
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Configuring File Submissions

Web Protection > Input Validation > File Security Input Validation > File Security > File Security Rule
FlleSeaurty Rue [ e e oty | P
Edit File Security Pullcy Edit File Security Rule
Nama allowed-files
Mame FSA-Check Type Block Fils Types
IActinn Alert & Deny vl Host Status s ]
Block Period 60 (1~3600)(Seconds) Host Pleass Sefect p
Iﬁever'lty High vI fRequestURLType Regular Expression
Request URL fupload php
Trigger Action Ficase Seledt ] Filz Uplad Limit 0 (0-102400}{KBytes)
Trojan Detection O
Antivirus Scan © Cancel
fsend Files to FortiSandbax <] o Creste Hew | T Dol
o | o File Types
Hold Session While Scanning File @0 o 1 GIF
Scan Attachments in Email > oz G
O | & BNG
£ |4 POF
05— Cancel O s Ward{docd)
4 CreateNew || BEdi B Delete || Sinsert || & Move O e - - Micrusuft.Dfﬁchcrdldoc] )
— R * File security policy must be applied to
o 1 TErE a web protection profile, which then
o 2 allowed s must be applied to a server policy
F::ERATINET © Fortinet Inc. All Rights Reserved 16

You can configure FortiSandbox file submission in a file security policy. Any files not detected by Trojan
detection and the FortiGuard antivirus engine will be uploaded to FortiSandbox.
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Hold Session While Scanning File

* FortiWeb waits for up to 30 minutes Web Protection > Input Validation > File Security
while FortiSandbox scans the file FleSecuty Rule
Edit File Security Policy
* Only available when you enable . .
- = ame SA-Check
Send Files to FortiSandbox Action AertDeny .
Block Period 40 (1~3600)(Seconds)
Severity High .
Trigger Action Please Select ”
Trojan Detection O
Antivirus Sean O
Send Files to FortiSandbox L ¢
Hold Session While Scanning File T
Scan Attachments in Email »
[‘g| Cancel
+CreateNew  [ZiEdit | T Dele mWinsert | $ Mo
O D File Security Rule
[} 1 blocked-files
] 2 allowed-files
F::ERATINET © Fortinet Inc. All Rights Reserved

FortiWeb can hold sessions for up to 30 minutes while FortiSandbox is scanning the file. If FortiWeb holds the
session for more than 30 minutes while FortiSandbox scans the file in the request, FortiWeb will forward the
session without taking any other actions.
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Security Loophole with Activesync and OWA

» Exchange server communicates
directly with remote devices using
ActiveSync or OWA

+ Exchange server bypasses Secure
Email Gateway (SEG)

* Malware is hidden within the HTTP or e,
HTTPS payload o

Exchange

2, No threat detection is
done on Exchange server
and email is forwarded 1o
recipient on same Exchange
Server

1. Infected email is sent to
Exchange Server using
ActiveSyne protocol

i BlackBerry

3. Exchange client is
Wl Windows Phone infected with the file passed
from Exchange Serves
ﬂ Qutiook {mobile and web)

F:ERTINET £ Fortinet Inc. All Rights Reserved 18

When remote users send and receive emails using ActiveSync or OWA, the server directly communicates
with the devices, bypassing email protection services that scan SMTP traffic. SEGs only scan inbound and
outbound emails from users that are external to the communications server using SMTP.

The ActiveSync protocol is based on XML and uses HTTPS to communicate to the server. OWA is a browser-
based method that communicates to the server using HTTP and HTTPS. SEGs have no visibility to this traffic
and can’t intercept threats that may be hidden inside.

Using Microsoft Exchange as an example, if a remote user sends an email infected with malware using their
mobile device or OWA to a recipient outside the organization’s Microsoft Exchange Server, the email would
be flagged and acted upon by the SEG. However, recipients on the same Microsoft Exchange Server as the
mobile or OWA user would receive the infected email, spreading the threat or possibly sending it to other
users on the Microsoft Exchange Server.
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Protecting ActiveSync and OWA with FortiWeb

* FortiWWeb can be deployed as a proxy
for ActiveSync and OWA 38 Exchange

* Inspects traffic and intercepts any 3
attachments sent from remote »
devices or web browsers / oo b

» Send attachment to FortiSandbox to

! eliminating the possibility of
I sending lo other users

o 2. FortiWeb runs AV scan on
detect advanced persistent threats or stiectment and forwerds o :
zero-day attacks sems i
ActiveSync l
o4 ZX o
L 1. Mobile device is routed b
¥ viaURL that paints to
FortiWeb for Exchange
access 4. Exchange client isn't

infected by the attachment in
the original email

FERTINET

FortiWeb can be deployed as a proxy for ActiveSync and OWA. This means that any remote mobile user or
email client would be directed to FortiWeb. Here FortiWeb would inspect the traffic and intercept any
attachments sent from the device or web browser. These attachments are then processed by FortiWeb’s
antivirus engine to check for threats. You can also configure FortiWeb to send attachments to Fortinet’s
sandboxing solutions for additional scans to detect advanced persistent threats or zero-day attacks.
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Scan attachments in Emalil

* FortiWWeb will perform Trojan detection, [Web Protection > Input Validation > File Security

antivirus scan, and will send the TR
attachments to FortiSandbox Edit Fil Security Polcy
Name FSA-Check
Action Alert & Deny -
Block Period 60 (1~3600)({Seconds)
Severity High -
Trigger Action Please Select -
Trojan Detection O
Antivirus Scan €O
Send Files to FortiSandbox ©
Hold Session While Scanning File @
Scan Attachments in Email L &
Protocol owaA D Activesync 0 map @
FE:EHT"-'ET B Fortinet inc. All mignis leserved 20

For FortiWeb to send attachments in email to FortiSandbox, you must enable Scan Attachments in Email
and select the desired protocols. If you select OWA, then FortiWeb will scan attachments in email sent and
received through the web browser login. If you select ActiveSync, then FortiWeb will scan attachments in
email sent and received through a mobile phone login. If you select MAPI, then FortiWeb will scan
attachments in email sent and received through the Message Application Programming Interface (MAPI), a
new transport protocol implementation on the Microsoft Exchange Server.
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FortiSandbox Malware Signature Database

FortiWeb: System > Config > FortiGuard

@ Use FortiSandbox Malware Signature Database

I Version 2.106 I
Description Use Signature Database from FortiSandbox to Supplement the AV Signature
Database.

FortiSandbox: Scan Input > Malware Package

< Refresh @ & Download § = £
ersion Release Time Total
e s

74017 n
2105 2018-02-12 17:36:56 4
2104 2018-02-12 17:04:56 3
2103 2018-02-12 16:10050 2
2102 2018-02-12 15:14:56 1
2101 2018-02-12 11:34:56 1
2100 2018-02-12 10:25:52 0
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You can also configure FortiWeb to use the malware package generated by FortiSandbox. The malware
signature database contains signatures for all suspicious files discovered by FortiSandbox.

FortiWeb does not use the URL package.
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Machine Learning Overview

In this section, you will learn about machine learning (ML) on Fortiweb and how FortiWeb leverages
probability to identify threats rather than running exacting matches against observed activities.
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What is ML?

* ML is the scientific study of algorithms and statistical models

« With existing application learning solutions, once a parameter is ‘learned’ a new
request will either have a ‘yes’ or ‘no’ answer
= Blocking action based on answer

» ML is different

o It's about probability

= A new request is examined based on the probability of being an anomaly
+ FortiWWeb use ML in two layers

+ |dentify whether a request is an anomaly
+ |dentify whether the anomaly is an attack

All Rights Reserved 23

F:ERTINET

FortiWeb uses two machine layers. The first layer checks if the request is an anomaly, the second verifies if
the anomaly is an attack. This is very different from today’s solutions, which immediately block upon every
anomaly, causing false positives and the frustration we see with customers. Additionally, with ML every
request gets a probability value that is different from a yes/no match to an existing learned profile.

FortiWeb uses probability and argument length as two learning dimensions. Others dimensions might be
added in the future.
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Traditional WAF Application Learning Detection

THREAT
DETECTION

=av
=X

Application All Anomalies

Traffic

EmomeonmAnn NS AG00AAGAG AOOT

x] dx) 1 dx] |

Blocked Request Traffic
(with false positives)
Whitelist matching
. = Normal Request using observed request
traffic during “leaming
. = Benign Anomaly windows"
= Threat L] |
A o
IIIIIAIIIIIIIIIIIAllllllllll}
Allowed Request Traffic (with false negatives)
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For traditional WAF blocking, all anomalies lead to high false positives, and accuracy requires labor intensive
fine-tuning. Unobserved variations will trigger anomalies, and whitelisting characters used in attacks leads to
threats evading detection. If you make any changes to applications, then that would require relearning.
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Two Layers of Machine Learning

ANOMALY THREAT
DETECTION DETECTION

Application

Traffic

A‘ ‘ A BLOCKED

Il = Normal Request Statistical probability

. e A | S e Pattern analysis matching
= Benign Anomaly Ui i r

observed application tra?naes: ::f;cFutigtEdutar:Seat
A = Threat traffic over time

models 28996
@

EEEEEEEEE N EEEEEE :I’

Allowed Normal Request Traffic Normal and Benign Traffic
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The second layer of ML is used to decide whether an anomaly detected by the first layer ML is an actual
attack, a mistake entered by the user, or changes to the application that made new types of entries legitimate.

FortiWeb is loaded with threat models, each for a different attack vector (SQLi, XSS, and so on). These threat
models are based on work done by the FortiWeb engineering team, which analyzed thousands of attacks from

various sources. FortiWeb arrives with pre-built threat models that are updated periodically through the
FortiGuard Security Service subscription.
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Parameter Models for Anomaly Detection

\‘f

g
COLLECT L
Gather samples Build mathematical model Test model based on « Evaluates new requests
samples against model

« Re-samples data as set
times parameter’s
function hasn't changed

If an anomaly is detected, is it a threat?
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The example on this slide shows how FortiWeb’s first layer ML works:
» Collects up to 5000 requests maximum or stops if it observes an obvious pattern
* In Fast mode the number of requests needed is halved

* Builds the mathematical model for the parameter

» Tests the model against new requests

* Running mode: In this phase, the mathematical model for the parameter is already built and tested. Every
request is evaluated based on it and anomalies will move to the second ML layer (threat detection).
Additionally, in this phase FortiWeb uses a sophisticated mechanism to identify whether a parameter has
changed. You will explore this on the next slide.

Advanced Threat Protection 3.0 Study Guide 184



Protecting Web Applications

DO NOT REPRINT

EORTINIET
TN TITINL ]

Fortiweb Machine Learning Basics

https: /fwww.example.comfinsert?firstname=Mark&lastname=Smith https:/iwww example.com/finsert?firstname=Janette&lastname=Smit&

User sends "Mark Smith” in

application form field for ——* Normal

NAME

User accidentally sends
"Jan " in
application form field for

Application NAME
FortivWeb ML ony expects .
letters in the firstname and Tl'affIC FortiVWeb ML predicts that this
lastname field - Anom :
/ ML LAYER 1
" : | | HMM ANOMALY

Fortiweb ML see this as Rl [ - recrion
Mormal Application Traffic ATTACKS
ALLOWED Hidden Markov Model ML LAYER 2

{(HMM) ML matches \ = %

entry against values g;gﬂ%ﬂf&gﬁtiﬂn

Il ted for th P,
HEIL G application form field for

field and typical length of NAME

field entry Layer 2 separates
oAl IRED RY threats from anomalies Fortiweb ML with FortiGuard
o JAEL O Support Vector Machine
FORTIGUARD. (SVM) predicts that this is an

Anomaly AND AN ATTACK

BLOCKED

https:/hwww.example.comfinsert?firstname="SELECT *.* FROM CUSTOMER"
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This slide shows a very simplified example of the client experience:

1. User Mark enters his first and last name correctly in the form field. These entries are inserted in the URL
parameters and adhere to the ML profile FortiWeb built. No anomaly. User is allowed.

2. User Janette mistakenly enters the character ‘&’ which triggers an anomaly by the first layer ML. However
the second layer ML checks it against the threat models and verifies it's not a threat. Notice that with
existing WAF solutions with standard application learning this would trigger an anomaly that would be
blocked, causing a false positive. With FortiWeb ML the legitimate request passes through.

3. An attacker injects SQL code into a parameter. The first layer ML identifies it as an anomaly and the
second layer ML identifies it as an attack.
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Detecting Application Changes

« Web applications are not static and change frequently

* New URLs and parameters are added and existing parameters provide new
functions

+ FortiVWWeb monitors for these changes

+ |t samples data for existing parameters and validates if the mathematical model
needs updating

+ FortiWeb uses boxplots to identify if applications have changed
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Applications change frequently as new URLs are added and existing parameters provide new functions. This
means the mathematical model of the same parameter might be different than what FortiWeb originally
observed during the collection phase. In this case, FortiWeb needs to relearn the parameter and then update
the mathematical model for it.

FortiWeb uses boxplots to determine that the functions of the parameter have changed.
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Boxplots
+ Boxplots display the probability distribution of
the samples with regard to the mathematical Interquartile (IQR)
model built for the parameter 50% of Data
+ During the running stage, FortiWeb —— S largest
continues to sample data at predefined times F
and these samples are then displayed in a
boxplot
o \ T /o
+ |t then compares the latest boxplot(s) to the ¥ .

boxplots gathered during the collection stage

+ |f the new boxplots do not overlap, FortiWeb g
will collect the samples again and regenerate
the mathematical model to adapt to the new k
parameter’s function
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Boxplots depict numerical data and the probability distribution of a specific number of parameter values.

During the sample collection period, the system generates 1 to 4 boxplots (sample boxplots). After the
machine learning model is built, the system will keep on generating new boxplots to display the probability
distribution of the new inputs. If the new boxplots do not overlap with the sample boxplots, the machine
learning model for that parameter will be rebuilt.
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FortiV¥Web: Machine Learning > Anomaly Detection

URL: Jproductiockupphp
Parameter Name: Product|D
HMM Learning Stage: 4P Running
Probability Boxplots
Boxplats are used to evaluate whether 3 parameter has changed.
]
5 5l‘n|
5
|
4

4.50

Boxplots for ProductliD Parameter

Blue — Last five boxplots
generated during running stage

Last boxplots generated

doesn’t overlap

Brown — Boxplot(s)
generated during collection
stage

URL: Jproductiookup.php
Parameter Name: ProductlD
HMM Learning Stage:  4fRunning

Probability Boxplots
Boxplots are used to evaluate whether 3 parameter has changed.

F:ERTINET

:
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FortiWeb compares previous boxplots for newly created boxplots to see if the parameter has changed and
then if the HMM mathematical model needs to be updated.

The slide shows an example of the boxplot diagram. The new boxplots are shown in blue, whereas the
sample boxplots are brown. The system displays, at most, five new boxplots. With new inputs coming in and
new boxplot generated, the system will remove the oldest one at the left to create a place for the new boxplot.
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Relearning the Parameter

FortiWeb: Machine Learning > Anomaly Detection

URL: Jproductiookup.php
Parameter Name: ProductiD
HMM Learning Stage: ¢ RaCollecting W 8.32%

Probability Boxplots
Boxplots are used to evaluate whether a parameter has changed,

A Boxplotcha

FERTINET

URL: /productiookup.php
Parameter Name: ProductlD

HMM Learning Stage:  #fRunning

Probability Boxplots
Boxplots are used to evaluate whether a parameter has changed,

prebability distribution for
updated parameter model

N

10,
9.505 -[ :

5| EE Boxplots representing new
850

Continuing from the previous slide, this slide shows that the mathematical learning model for the ProductiD

parameter is being rebuilt.
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Configuring ML

In this section, you will learn how to enable ML on FortiWeb and configure various parameters on the ML
policy.
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Server Policy (Reverse Proxy Mode)
7 . Web

Policy applied to Protection
the traffic to Profile
protected web
applications
Virtual server Virtual Server
defines network Server Policy
interfaces that —
HTTP/S requests —
are destined for
Server pool Server ML policy is part
consists of web Pool of the server
application servers — policy
that Fortiweb —
directs requests to
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To enable ML, at a minimum you need to define a Server Policy, which requires you to create the two server
objects, Virtual Server and Server Pool. While a Web Protection profile doesn’t need to be created, it is
through this profile that the signatures can be applied to monitor traffic. Although technically not required when
using ML, signatures easily eliminate known attack types before they get to the ML layers. This reduces strain
on system resources and yields cleaner application parameter profiles.

If there is no matching policy, then FortiWeb handles traffic based on the mode it is configured in. If FortiWeb

is configured in reverse proxy mode, then non-matching traffic is denied. If it is configured in any other mode,
then non-matching traffic will be allowed.
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Creating an ML Policy

FortiWeb: Policy > Server Policy

F CreateNew ~ || Hermee— First, need to define

]! Create HTTP Policy || Vit e server policy
i

New Policy
Machine Learning
Enable ML
B
Machine Learning #ﬂ
Once enabled, click View to edit
i 102 & C 3
the ML policy . - x_/
View Stop Refresh Discard Export Import
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To create a machine-learning policy:

1.
2.
3.

4.
5

Click Policy >Server Policy.

Select Create New > Create HTTP Policy. The New Policy page opens

Scroll down to the Machine Learning section at the bottom of the page, and click Create. The New
Machine Learning dialog opens.

Add the desired domains and IP addresses.

Click Create to enable machine learning.

Once enabled, the Machine Learning section will show four control buttons, as shown on the slide.
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Viewing/Editing an ML Policy
FortiWeb: Machine Learning > Anomaly Detection
P Server Policy Domain Number Dynamically updare] =i Anemaly Detection Configuration ML poli \
1 ServerPolicy ACMECORP 1 E . pO le |
B3 Anomaly Detection Settings conflgu ratlon 0 pthﬁS
. —y A )
E3Threat Model —
f T . . — | Wiew Threat Models
ML Policy, created in Server
POI i ERHMM Parameter Model Update
c:y J ERHTTP Method Setting
B Action Settings
URL Replacer Policy [Please Select]
All requests are scanned first by HMM and then by Threat model. Choose action when atlack is verified.
Allow sample collection for Domains
= Create New | il Delete 2 Move | <®]import
S e : v} Domain View Domain Data Action =
Doma’n(s) enabled B = billings.acmecorp.net = aBF o
g — P
IP List Type Black
Define whe ‘ ,.'.rr'esﬁ’fr_:f'fe\amfng or to not fearn fram certain IB/Range. Leave emply to learn from ail sources.
: . _ = sotirce IP list
View Domain Data - Createnew | Bicat || Bipert
. D 1P Range
No matching entries found
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To View or Edit the ML policy:
1. Click Machine Learning > Anomaly Detection.
2. Select the corresponding Server Policy and then click Edit
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« Summary of data collected for
the domain through the use of
the ML profile

+ It reports the
* Domain overview info
» Top 10 URLs by Hit
*+ HMM Learning Progress
+ Violations Triggered by Anomalies
» Machine Learning Events

FERTINET

Viewing Domain Data—Overview

FortiV¥ifeb: Machine Learning > Anomaly Detection

m TreeView | Parameter View I

2019-05-09 16121107
5

1k

+ | 624524

UTE-g

Top 10URLS by Hit

MMM Learning Progress

| 18128114

.......................

2015-03-13
12136119

2015-03-12
13:28:14

20150812

2015-03-12
13123113

The Overview tab provides a summary of data collected for the domain through the use of the ML profile. It
reports information about the entire domain, including the domain overview, Top 10 URLs by Hit, HMM

Learning Progress, Violations Triggered by Anomalies, and Machine Learning Events dashboard.
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Viewing Domain Data—Tree View

FortiWeb: Machine Learning > Anomaly Detection

[Ovewiew Parameter View I < Back
Domain: billings.acmecorp.nel £ Refresh
[ URLs with parameters .
g/ Access Frequency: s 3 Aert
B joginphe Model initizlization Date:  2019-05-0% 16:38:54 b
B s he Action(Alert/Block]: 1l
g logout.php fnonely: g
B indexphp
B uploadphp 2000 0000 D400 O0E00 1200
— Violation Trend
Displays the entire URL
directory of the domain in oitsincaes
3 tree View YOU can CliCk Parameter Name Hl‘«‘vh-::arning Stage HIMM Details
= & assword Running i=
the URL path to view its s e .
violation statistics.
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The Tree View displays the entire URL directory of the domain in a tree view. You can choose either one of
the URLs to view its violation statistics.

Web site directory: The left panel of the Tree View page shows the directory structure of the website. The /

(backslash) indicates the root of the site. You can click a URL in the directory tree, then the violation statistics
of this URL will be displayed on the right side of the Tree View page. You can also click a directory, then click
Rebuild Directory to rebuild ML models for all the URLs under the selected directory.

Parameters: The Parameters tab shows the HMM learning states of all the parameters attached to the URL.
For example, if the URL is http://www.demo.com/1.php?user name=jack, then user name isthe
parameter. A URL can contain multiple parameters.

Allow Method: You can set the HTTP request methods that are allowed to access the URL.
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Viewing Domain Data—Parameter View

: " FortiWeb: Machine Learning > Anomaly Detecti
- Display statistics related to i i b A Sl ol b

parameters
* HMM learning stages
+ Boxplots
+ Distribution of anomalies

Probability Baxplot:
Boxplots areused ta evaluate whether 3 parameter fias changed.

TTTTEY

&

Anamaly Detection Settings JEUSPESEERPETIRCY Custom settings

Strictness Leved for Anomaly | 0.1
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Parameter View displays machine learning statistics for all the parameters. You can click Add Filter on the
upper-left corner of the page, and filter the parameters by name or learning status.

Applications change frequently as new URLs are added and existing parameters provide new functions. This
means the mathematical model of the same parameter might be different than what FortiWeb originally
observed during the collection phase. In this case, FortiWeb needs to relearn the parameter and then updates
the mathematical model for it.

First of all, FortiWeb needs to determine that the functions of the parameter have changed. To do that, it uses
boxplots to depict numerical data and the probability distribution of a certain number of parameter values.

Every time the system observes 500 valid parameter values, it generates one boxplot to display the probability
distribution of these values. During the sample collection period, the system generates two or four boxplots
(sample boxplots). After the anomaly detection model is built, the system will keep on generating new
boxplots to display the probability distribution of the new inputs. The slide shows an example of the boxplot
diagram. The new boxplot is shown in blue, whereas the sample boxplots are brown. The system displays, at
most, five new boxplots. With new inputs coming in and new boxplots generated, the system will remove the
oldest one at the left to create a place for the new boxplot.

Distribution of Anomalies triggered by HMM displays the potential anomalies in red and the normal

requests collected during the sample collection phase in blue. The system judges whether a request is normal
or not based on its probability and the length of the parameter value.
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HMM Parameter Model Update Settings

FortiWeb: Machine Learning > Anomaly Detection

Edit Machine Learning

@ HMM Parameter Model Update

Sample Collection mode Fast -

If ‘Fast'is chosen fewer samples are collected during the learning phase

Dynamically update when parameters change [

Update parameter model when number of boxplots do not overlap 2

Application Change Sensitivity Medium -

FortiWel updates automatically when the application changes by comparing bosplots over time, Choose how sensitive ForfiWeb will be to application changes.

+ Sample Collection mode for collection stage
» Here you can define how many samples to collect to build the HMM model
+ Fast requires half the samples that Normal requires
* Dynamically update when the parameters change

+ Compare boxplots generated in the running stage to those from the collection stage and, if they
don’t overlap, rebuild the mathematical model
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There are two modes for sample collection, Normal and Fast. In normal mode FortiWeb collects up to 5000
samples to build an ML model for the parameter and in fast mode it collects 2500 samples.

Applications on the backend servers change frequently as new URLs are added and existing parameters
provide new functions. This means the mathematical model of the same parameter might be different from
what FortiWeb originally observed during the collection phase. In this case, FortiWeb needs to relearn the
parameter and updates the mathematical model for it. For that reason you need to enable the option
Dynamically update when parameters change and select a value between 1 to 3 for the field Update
parameter model when number of boxplots do not overlap. The default value is 2, which means if two

newly generated boxplots don't overlap with any one of the sample boxplots, FortiWeb automatically updates
the ML model.

Advanced Threat Protection 3.0 Study Guide 197



Protecting Web Applications

DO NOT REPRINT

CODRTINET
TN TTINLC T

Application Change Sensitivity

FortiWeb: Machine Learning > Anomaly Detection
Edit Machine Learning

EHMM Parameter Madel Update

Sample Collection mode Fast -

If ‘Fast'is chosen fewer samples are collected during the learning phase

Dynamically update when parameters change L s

Update parameter model when number of baxplots de not overlap 2

Application Change Sensitivity

FortiWeb updates automatically when the application changes by comparing boxplots over Hime. Choase how sensitive FortiWeb will be to application changes.
= g 8 |<
s Z : L ¢
2 < ﬁ o a
s i : an

High level checks whether the Medium level checks whether one

two boxplot's notches overlap boxplot's notch and the other boxplots ~ Low level checks whether the two

IQR overlap boxplot's IQR overlap
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The system uses boxplots to determine whether a parameter has changed. The boxplot displays the
probability distribution of the parameter value. During the sample collection period, the system generates two
or four boxplots. After the ML model is built, the system will keep on generating new boxplots to display the
probability distribution of the new inputs. If the probability distribution area of the newly generated boxplot
doesn't overlap with any one of the sample boxplots, the system determines this parameter has changed.

Depending on the Application Change Sensitivity level, the system triggers a model update when it
observes different extents of overlapping areas.

Low—The system triggers a model update when the IQR area of the new boxplot doesn’t overlap with the

IQR areas of the sample boxplots.
Medium—The system triggers a model update if the notch area of the new boxplot doesn’t overlap with the

IQR areas of the sample boxplots.
High—The system triggers a model update when the notch area of the new boxplot doesn’t overlap with the

notch area of the sample boxplots.
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Anomaly Detection Settings and Threat Model

FortiVWeb: Machine Learning > Anomaly Detection © Welk-trained Mathematical Modei for [+]
Edit Anomaly Detection Configuration Cross-site Scripting
B Anomaly Detection Settings @ Well-trained Mathematical Model for =4

SQL Injection
Strictness Level for Anomaly 0.1 =

Choose threshold levels to detect anomalies. The higher the threshold the more ag imalies triggered.
B Threat Model

@ Well-trained Mathematical Model for 4
Code Injection

Scan anomalies to verify whether they are attacks.

[ View Threat Models | P | €@ Well-trained Mathematical Model for |4
Command Injection
The value of the strictness level ranges - . _ -
from 0.1 to 1.0. The higher the value, the s et onsror
more anomalies will be triggered. fnclusion
@ Well-trained Mathematical Model for 4=
Threat Model is used to validate if an Common Injection
anomaly is a threat or not.
= = @ Well-trained Mathematical Model for =
Recommendation is to leave on. Remote Exploits
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The ML model judges whether a request is normal or not based on its HMM probability and the length of the
parameter value.

You can set the strictness level for the model. The value of the strictness level ranges from 0.1 to 1.0. The
higher the value, the more anomalies will be triggered. For example, 0.1 means that the 0.1% of all samples
with the largest HMM probability and length will be treated as anomalies.

The system scans anomalies to verify whether they are attacks. It provides a method to check whether an
anomaly is a real attack by the trained SVM Model.

Click the View Threat Models link to enable or disable threat models for different types of threats such as
XSS, SQL injection, and code injection. Currently, seven trained Support Vector Machine Models are provided
for seven attack types. The threat model is updated periodically through the FortiGuard server update and has
been extensively trained and tested by the FortiGuard team. They are created using thousands of real attack
samples from various sources. These include well-known third-party databases such as CVE and Exploit DB,
FortiGuard Labs, and leading third-party vulnerability scanners.
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Action Settings

FortiWeb: Machine Learning > Anomaly Detection

B Action Settings
Name Action Block Period Severity Trigger Action
Anomaly Detection Alert & Deny 60 High
HTTP Method Violation Alert & Deny 60 High
IURL Replacer Policy [Please Select] -
All requests are scanned first by HMM and then by Threat model. Choose action when attack is verified.

+ Actions to take for parameter anomalies which is verified as an attack and HTTP
method violations

* URL Replacer Policy
+ Used if web applications have dynamic URLs or unusual parameter styles
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All requests are scanned first by HMM and then by threat model.

Double-click the cells in the Action Settings table to choose the action FortiWeb takes when an attack is
verified for each of the following situations:

» Alert: Accepts the connection and generates an alert email and/or log message
+ Alert & Deny: Blocks the request (or resets the connection) and generates an alert and/or log message
+ Period Block: Blocks the request for a certain period of time

If the web application has dynamic URLs or unusual parameter styles, you must adapt the URL Replacer
Policy to recognize them. You need to first create a URL Replacer Policy in Machine Learning Templates.
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Logging

In this section, you will learn how to verify FortiSandbox operation using FortiWeb logs.
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Event Logs

» Generated each time a file is uploaded to FortiSandbox
* Disabled by default—must be enabled on the CLI
config system fortisandbox

Iset elog enable]
end

Log&Report > Log Access > Event

2 || © AddFilter

# Date/Time Level User Interface Action Message
333 02-1411:59 GUI browse User admin has viewed the Event logs from GUI{10.0.1.10)
334 02-1411:59 daemon sandbox-send-file Suspicious file flashupdatev3_l.exe (1029632 bytes) has been sent to FortiSandbaox
335 02-1411:58 GuI browse

User admin has viewed the Attack logs from GUI{10.0.1.10)

FERTINET
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FortiSandbox file submissions are logged in event logs. These logs are generated every time a file is

uploaded to FortiSandbox. This feature is disabled by default and must be enabled on the CLI using the
commands shown on this slide.
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Attack Logs

Log&Report > Log Access > Attack

Aggregated Attacks
= || @ Add Fitter [
#  Date/Time Policy Source Destination | Threat Level Action Message HTTP Host URL
1 02-1412:04 BillingPortalAccess 100.64.110 10200210 === Alert_Deny filename [flashupdatev3_2 exe] risk level [suspicious high] details [Dropper]: Forti file detection 10.200.2.211  jupload php
7 02-1412:03 BilingPortaldccess 10064110 10.200.2.10 Alert I 3_1.exe] risk level [susplcious high] detalls [Dropper]: FortiSandbox file detection. 102002211 fupload.php

First upload

attemptis not Second
blocked upload
attempt is
denied
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If the hold session feature is disabled in the file filter ruile, FortiWeb generates an alert the first time a
suspicious file is detected. Any future upload attempts of the same malicious file will generate an alert and a
deny action. FortiWeb logs these events in attack logs.

With the hold session feature enabled, FortiWeb will only generate the Alert_Deny log message.
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Log&Report > Log Access > Attack
(ac [
—joRc TR oy
| & | % Severity Level: ! informative @ Add Filter x @ [A|||vrreHost bilfings somecorp et
= Date/Time Palicy Source  Destination Threatlewel|  Action [y — Forthviieh Semesa D nane
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This slide shows an example of a Machine Learning log. Main Type is Machine Learning and Sub Type,
might have one of the following values:

* Anomaly in http argument

* HTTP Method violation

» Charset detect failed
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Log&Report > Log Access > Attack
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Under the Machine Learning heading in the log details section you can see the input from the attack, in
orange, being compared to both the HMM probability and Argument Length observed for the parameter, in
green. Anomaly is triggered when the Argument actual value is significantly different from the Median
value. The anomaly is checked against the Threat Model from FortiGuard and the verdict is that the anomaly
is a threat that is categorized as Cross Site Scripting.
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Machine Learning Log—SQL Injection

05131347 WlfnFortalaccess

H

z

3

7y 5151343 ElEngportalhcon
s 03151947 BilngFortaiaccess
5 05151543 BlingRortal
T 05151543 ElEnghertal
[} 05121343 Ellnge:
0

0515 1343 Eslinghert

o 5131343 mkngPortalacoens
1 171942

12

= 05151343 ElEngPortalhcon
1 05151543 ElingPoral

ax 05121343 ElfngPortal

1%
17

ey

15

=

2 05131343 BilkngFoetal

= 05151543 BlingFortal

53 051513543 ElngPoral

2 051519:43 BlingRortalaccess

Source | Destnaton | TheeatLeve:
W0B4120 10200230
Wa8L120 1000
WAEE120 10700
We4120 1030020

10054120 1020029
WASALI0 102
WaLa120 10DOTIN
WOSAL0 1002130
WaL4170 10300220
AEELI0 1000290
AW0E4120 10200290
Was210 10ELOL I
WOSLLI0 10200130
WABL1I0 W00

PR EER bR bRt

WAB10 1000290
A00EL120 100010 wme—s
WSLLI0 WIOLIN smeme
A00EL120 100010 wmeme

Action
Alen Dery
Alurt ury
Alart Dy
Aot Dy
Alert Dy
Hert Deny
Blert Dery
Alert Dy
Alert By
Alart Dy
Ajert_Deny
Alent Dery
Aot Dy
Hent Dery
Alert Dary
et Dy
Bert Dery

Adert By
Alart Dy
Aart Dany
Aert Doy
Alert Dany

v Datmction:

Machice Leaming Ancmay Detac
Mxliine Lesning Aeraly Detec

Bilingssumecornog|

M v

nehasion

Machine Liening Ansrmay Detection: SC. Injsction
Machine Learning Ancmasy Debection: SO Inpection

Silings acmacorpnal

Bitings scmacor—|

Machi atection: 0L Inyect

TR T T = T A T T

Sttschizn Learsing. Baperation =
Anamaly Detection infarmation
0
15
= 3
=0
o o

Lewg

B rsesznvsive  arqument actusl vaiue

on Ingect

Machine |saring Ansmay Detection: 505, Injection

Mathice Leamng Ancmaly Debaction: S0 Ingection

P — |
Bilings scrmecomng

= 2

B Ingection

Threst Anahysis results - SCL Injection

Rerte Eptat rpe—

Hilyugicon © Swis @ S

This is an ML attack log of a SQL injection attack. The FortiGuard threat model has determined the anomaly
as a SQL injection attack.
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FortiView

FortiView > Security > Threats
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Threat Score : o - ;I'.

Medilm
Action (Block/Alert) : 120 1 Low
Service (HTTR/MTTRS): 120 Al
Time Perlod:: Last 24 Hours " oGO000 IB00G0 120000 1400W0 160000 100000 | 200000 220000 OO00G0 020000 DHDDI  DG00H0
Threat Threat Level 5 Threats Threat Score Action (Block/Alert) Service (HTTRHTTPS]
SOL Injection 45 0 50 1 45/0
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Using FortiView, you can visualize and easily drill down into key elements of FortiWeb, such as server or IP
configurations, attack and traffic logs, attack maps, and user activity. This means you can achieve a much
deeper understanding of threats to the organization’s web applications.
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Review

|dentify FortiWWeb threat protection features

Configure attack signatures on FortiWeb

Configure botnet blocking on FortiWeb

Configure antivirus scanning on FortiVWeb

|dentify FortiWeb's role in ATP

Configure FortiSandbox integration with FortiWeb
Configure FortiWeb to submit files to FortiSandbox for inspection
Configure applied threat intelligence features
Understanding the role of ML in detecting advanced threats
Configure ML

Monitor attack and event logs

Lol R

By mastering the objectives covered in this lesson, you learned how to protect your web servers from
advanced threats.
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In this lesson, you will learn how to protect end users from advanced threats.
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Objectives

* |dentify FortiClient threat protection features

» Configure antivirus on FortiClient

» Configure botnet protection on FortiClient

» Configure FortiSandbox integration with FortiClient

After completing this lesson, you should be able to perform the objectives shown on this slide.

By demonstrating competence in FortiClient threat protection and advanced threat protection (ATP)

integration concepts and configuration requirements, you will be able to protect end users from advanced
threats.
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FortiClient Threat Protection Feature Overview

In this section, you will learn about the threat protection features available on FortiClient and how to configure
them.
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FortiClient Overview

Compliance & Telemetry
+ Network-based endpoint awareness,
compliance, and enforcement
Malware Protection
+ Antivirus and AntiExploit
+ FortiSandbox integration for automated
handling of advanced threats
+ Web Security

+ Web filtering, single sign-on, application
firewall

(&) MALWARE PROTECTION

(B WER SECLIRIT

+ Remote Access
* Authorized and secured access to
corporate assets using IPsec or SSL VPN
* Vulnerability Scan
+ Scans and detects vulnerabilities

* One-click link to install patches for
identified vulnerabilities

FERTINET

@ AntiVirus Protection
0__- gamnst’

Realtime Protection:
Dynamic Threat Detection:

Block

Threats Detected:
Scan Schedule

Last Scan

AntiExploi
H AntiExploit
Eo: e e o

Shielded applications:

Blocked exploit attempts:

Sandbox Detection
‘g?‘; Behavior based zero-day detection and advanced threat protection

Sean on the 1st day of each month at 1930

Never Scanned

FortiClient is a unified endpoint protection platform. FortiClient integrates with Fortinet's Security Fabric to

provide endpoint awareness, compliance, and enforcement by sharing endpoint telemetry, regardless of

device location. FortiClient automates the prevention of known and unknown threats using FortiGuard global
intelligence and integration with FortiSandbox. FortiClient also provides secure remote access to corporate
assets using VPN with native two-factor authentication and single sign-on. FortiClient is supported on many

devices (PC, Mac, Linux, Chromebook, Apple, and Android).

FortiClient includes a vulnerability scan component to check endpoints for known vulnerabilities. The
vulnerability scan results will include a list of vulnerabilities detected, which are rated as critical, high, medium,
or low threats. You have the option to install patches and resolve as many identified vulnerabilities as possible

using the one-click link.
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Antivirus Protection

* Antivirus

+ Real-time antivirus protection S E C U R E D BY
+ Block malicious websites FO RTI G UA R D®

= Dynamic threat detection

« AntiExploit
+ FortiGuard updates provided for free FortiClient: About > Help
+ Antivirus engine, and databases _
« Regular, Extended, and Extreme databases FIBRES
» Vulnerability management engine and e T e
database i & it 200008

+ Botnet database (IRDB)

+ Sandbox signatures Sigiiai
Signature Status Version
|Antivirs: @ Up To Date 48.00228
|AntiVirus Extended: @ Up To Date &8.00178
|AntVi Extrams @ Up To Date 5B.00202
[Wulns lity: @ Up To Date 1.00185
IRDE Swgnatures @ Up To Date 400470
|Sandbox Signatures: © Sandbox not configured Unknown

F:ERTINET

FortiClient antivirus has multiple mechanisms to block advanced threats at multiple stages of the kill chain.

When a user attempts to execute a file that is known malware, FortiClient real-time antivirus protection can
block the file. If a user attempts to execute malware that uses a known command and control (C&C)
infrastructure, but is polymorphic in nature, FortiClient will block the C&C requests using botnet protection.
Similarly, if the malware tries to check a known malicious domain for further instructions, FortiClient will block
its communication channels using web filter. FortiClient can also block known drive-by download sites using
the web filter.

FortiClient can proactively prevent known exploits by scanning popular applications and operating systems for
vulnerabilities. Once detected, FortiClient can recommend patches to address the vulnerabilities.

The antivirus engine and databases, vulnerability management engine and database, and the botnet database
are all updated by FortiGuard, free of charge.
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Licensing
* Managed by FortiGate » Standalone * Managed by FortiClient
+ License applied to * No licenses required for EMS
FortiGate private individuals or « License applied to EMS
- No separate license commercial businesses - No separate license
required for FortiClient required for FortiClient
+ Integrates with Security » FortiClient cannot
Fabric to provide participate in Security
endpaint visibility Fabric

Note: Starting from FortiClient and FortiClient EMS 6.2, the licensing model has changed significantly.
Refer to the Licensing Guide docs.Fortinet.com for more information.

F:ERTINET

All deployments of FortiClient receive FortiGuard updates free of charge. There is no license requirement for
these updates. However, licensing becomes a factor when dealing with large managed deployments.

Standalone FortiClient installations don’t require any licenses. This is true for both private individuals and
commercial businesses. The downside of this deployment type is that there are no central management
options; each FortiClient installation needs to be managed individually.

If you're deploying FortiClient with the FortiClient Enterprise Management Server (EMS), you will need to
apply the license to FortiClient EMS. Each purchased license allows the management of one FortiClient
endpoint. When you manage FortiClient endpoints using a standalone FortiClient EMS, there is no Security
Fabric participation. You can deploy a hybrid topology where FortiClient EMS provides FortiClient endpoint
provisioning services, while FortiGate provides compliance rules.

You also have the option to manage FortiClient endpoints using FortiGate. There are 10 free licenses

available. When managed by FortiGate, you can configure Security Fabric integration for endpoint-level
visibility.
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Configuring Antivirus

@ FortiClient -
Feiial @ Raal-_til’frfe protection and file-
based malware scanning

x

rus Protection

@ AntiVi

= AntiVirus Protection @
Realtime Protection: ON

Dymamic Theeat Detection: aFF Wi Real-lime Upda‘es and .
Block malicious websttes: N Scan files as they are downloaded or copied to my system proa ctive threat protealﬂnﬁ
'@' MALWARE PROTECTION Threats Detected: [ Drynamic threat de;ecﬁon using threat intelligence data —— "
Sean Schedule Scanen Block malicious websites
= Last Scan Never 5 @ Security Risk
@ Malicious Websites : _
=X g :"'S"'['f,u Malicious URL blocking and
6 e botnet protection. Requires Web
© Newly Observed Domain ‘Security module installed
@ Newly Registered Domain - - S

B Biock known attack communication l:"|an.'|e|4

= Scheduled Scan

Schedule Type | Monthly v

Scan On 1r
Start(HHMM] (19 v i30' v
Scan Type it

[] isable Scheduled Scan

= Exclusions

Add/remove files or folders to exclude from scanning | Add |

FEERTINET © Fortinet Inc. All Rights Reserved

You can access all of the FortiClient antivirus features by clicking the settings icon on the Malware
Protection tab. Real-time protection and file-based malware scanning are standalone features. However, to
block malicious sites, and known C&C communication channels, you must install the Web Security module.
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Configure AntiExploit

* Protects against unknown
exploit attacks that use zero-
day or unpatched vulnerabilities

= AntiExploit @O

Shielded applications: 21

Blocked axploit attempts: 0

= Exclu:

Microzat: Equation Editor EQNEDTI2exe

Adube Flash Player Plugin FlachPlaverPhugin_* ex

Adcbe Acrobat
Adobe Acrobat Reader

 Help snd Support Center

crasoft HTML Hely Executable

Applications monitored by the
Exploit Prevention feature

© Fortinet Inc. All Rights Reserved

FERTINET

The anti-exploit detection feature also helps protect against memory-based attacks and drive-by download
attacks. It also detects and blocks unknown and known exploit kits. It is a solution that does not require any

signatures.

You can identify which applications are protected from exploits based on the buttons beside their names.
Applications with an Exclude button beside their names are protected from evasive exploits.

Applications with an Unexclude button beside their names are not protected from evasive exploits. You can
protect the application by clicking the Unexclude button.
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FortiSandbox Integrated Features

In this section, you will learn how to integrate FortiClient with FortiSandbox.
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FortiSandbox Integration

* FortiClient’s role
+ Submit files to FortiSandbox
+ Block access to file during analysis
= Quarantine or release file based on
verdict
+ FortiSandbox’s role:
*+ Inspect submitted files
+ Generate a verdict
+ Share threat information

* No patient zero

« FortiClient blocks access to files
while it is being scanned

« Malicious objects are never
exposed to the end user

F:ERTINET

FortiClient Endpoint 1

Submit
samples

FortiClient
Endpoint 2

-
g T

Share threat
information

Fort|Guard

If a user attempts to execute a file that bypasses the threat protection features you’ve learned about so far,
the file is automatically sent to FortiSandbox for file hash inspection and deeper analysis. While the file is
being scanned, FortiClient blocks access to the file, so malicious objects are never exposed to the end user.
Based on the verdict, FortiClient can quarantine or release the file.

If the verdict is suspicious, FortiSandbox generates a dynamic signature and distributes it to other endpoints
and devices, which completely locks down the threat and prevents it from propagating. This threat intelligence

is also shared with FortiGuard.
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Configuring FortiSandbox Integration
= Sandbox Detection @& AT
Sandbox Detection Timeout value
[ fmey : ~should be long
1P [10.0.1.213 [Test) SNOLC )
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8 ke = Wit for FortiSandbox results before allowing file access e %R scan[‘"n'g
Administrator Timeout (secondsh 3pp : : .
& & 3 L | Deny access to file when there is no sandbox result
SUBMITTED: | | ZER0-DAY CLEAN PENCANG FortiSandbox Submission Options
L_| Al files executed from mapped network drives
[] Al files executed from removable media -
All web downloads Predefined
All email downloads (Ex. Outlook) trusted
Remediation Options o o
- Automatic e
Elert & Moty anfy remediation e
= Exclusions —_— >
e ey Trusted Scurcas:
Exclude files from trusted sources D 2% Microsoft
Exemot specified files / folders [Add | 3 Fortinet
| B> cusers\administrator'\desktop\resources), | I Acobe
@ Moziiz
= Windows
& Google
© Skype
Apple
o Yahoo
Intel
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You can configure a timeout value to define how long FortiClient will wait for FortiSandbox to generate a
verdict. The timeout value should be long enough for VM scanning to complete. You can configure FortiClient
to monitor web and email downloads. You can also configure automatic remediation. FortiClient will
automatically quarantine files that generate malicious or suspicious ratings.
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» Each FortiClient endpoint or FortiClient EMS must be authorized
FortiSandbox: Scan Input > FortiClient
53 o
FCT Serial Hostname User P Malicious High Madium Low Clean Others Mal Pkg URL Pkg Auth Status
IL{FGSNDSWND?]I I 440085235828 Student 10:0.1.10 o a (4] o 1 [} 2,106 NiA % 1+] x
FortiSandbox: Scan Input > Device
Device Name Serial Malicious High Medium Low Chean Others Mal Pkg URL Pkg Auth Limit Status
@ EMS FCTEMS0000096089 0 0 o o ] 0 N/A NA % o o
FortiClient Status -< Edit Device Settings
Serial Mumber: FCTAO0CRNT949731 \ Devic Status
Sasial Mursbe FETEMSO000096009
Hastname: 344053588
Mt EMS
1P 100.1.10 1723010151
Status: ] Statisk °
PO ——— 1 Lt Mot 20190401 095030
Last Soene 20190623 1107104
Last Seen: 2018-02-21 15:10:52
Permissions & Policy
Permissions
wwthorized: Last Uhanged 2018-02-20 17:45:14
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After configuring the FortiClient endpoint, you must authorize it on FortiSandbox. After authorization, each
FortiClient endpoint is listed as a separate input device on FortiSandbox.

If you are using FortiClient EMS, then only EMS needs to be authorized. FortiClient will be authorized

automatically.
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Threat Intelligence Sharing

Moz Seanned

Scan an the 13t day of sach manth 2 1930

'\* Scan filks 2 they are downloaded or copied to my system

FortiSandbox: Scan Input > Malware Package

= AntiVirus Protection @

e 5 ¥

& Malicious Websites
© Phishing

© Spam URLs

© Dynamic DNS
@ Newly Observed Domajn

FortiClient: About > Help

S Newly Registered Dom . .
Block known attack comrmunil FG rtl Cl e nt

Serial: FLTE003527727458
uipz BS4ES AR 14 29005400 5ABAAACSODE
Engines

| LE) tasmastic Tood

> Refresh @ View & Download SHAZS4 & Downtoad SHA1 x
Version Release Time Total
e
2106 2018-02-2017:40:17 4 I
P
2105 2018-02-12 17:36:56 4
2104 2018-02-12 17:04:56 3
2103 2018-02-12 16:10:50 2
2102 2018-02-12 15:14:56 1
2101 2018-02-12 11:34:56 1
2100 2018-02-12 10:25:52 0
FEERTINET
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You should configure FortiClient to use the FortiSandbox malware packages. To have FortiClient start using
the FortiSandbox malware packages, you must enable Dynamic threat detection using threat intelligence

data.

FortiClient does not use the FortiSandbox URL package.
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Review

v" ldentify FortiClient threat protection features

v" Configure antivirus on FortiClient

v" Configure botnet protection on FortiClient

v" Configure FortiSandbox integration with FortiClient

By mastering the objectives covered in this lesson, you learned how to protect end users from advanced
threats.
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In this lesson, you will learn about the options available options on FortiSandbox to protect third-party
appliances.
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Objectives

+ Configure network share and quarantine folders
» Configure network share scanning

Identify network share scanning use case

Identify sniffer mode inspection deployment requirements

Identify sniffer mode inspection use case

Identify sniffer mode inspection features and limitations
» Configure sniffer mode inspection

» Configure BCC Adapter

» |dentify indicators of compromise (I0C)

 Configure IOC package generation on FortiSandbox

After completing this lesson, you should be able to perform the objectives shown on this slide.
By demonstrating competence in network share scanning and sniffer mode integration concepts and

configuration requirements, you will be able to deploy FortiSandbox to protect a network with third-party
security appliances.
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Network Share Scanning

In this section, you'll learn about the network share scanning feature on FortiSandbox and how to configure it.
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Network Share and Quarantine

* Network share
« FortiSandbox connects to network share and scans files

« Quarantine

share
fen Seaninput 20 Scan
File On-Demanc files
URL On-Dernand |
Joi Cueue - P——
Sniffer
Device
FartiClient
e |
Metwork Share [ 58
Cuuarantine
kLR Move suspicious
URL Pacxage files tO
guarantine
F::=RTINET

+ FortiSandbox connects to quarantine to store suspicious files found while scanning a network

Network Share

Quarantine

On FortiSandbox, a network share and quarantine are both network file shares. The difference is how

FortiSandbox uses them.

A network share is used as a file repository that FortiSandbox connects to, to scan files. Any files found to be
malicious or suspicious can be moved to a quarantine folder, which is a separate network share folder.

You also have the option to configure a second quarantine location, which FortiSandbox can use to store

clean files.
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Configuring Quarantine

- Supports SMBv1.0, SMBv2.0, SMBv2.1,
SMBv3.0, NFSv2, NFSv3, and NFSv4

Scan Input > Quarantine

¥ Enabled

Quarantine Name: ' » User account requires full permissions to the
Mount Type: SMBv2.0 v Share f0|der

SMBv1.0 — . - .
ST _ + Share access should be restricted, since it
Share Path: ol can contain live viruses
U i |+ Enable deletion of original file after moving it
Password: NESws to quarantine

Confirm Password:

[v] Keep Original File At Source Location

Description:

F:ERTINET

FortiSandbox supports SMBv1.0, SMBv2.0, SMBv2.1, SMBv3.0, NFSv2, NFSv3, and NFSv4 file shares.

You must configure the server location, the share path, a username, and password to the quarantine. The
user must have full permissions within the quarantine folder, in order to successfully move the files that are
considered suspicious.

Since suspicious files can potentially contain live viruses, you should ensure that the quarantine folder is not
accessible to everyone. To prevent further damage, regular users should be not be allowed to access the
quarantine folder.

When a file is moved, to leave a copy in its original location, you can select the Keep Original File At Source
Location checkbox.
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Scan Input > Network Share

[ Enabled

Network Share Name:

Mount Type:

Server Name/I1P:

Share Path:

Scan Files Of Specified Pattern:
File Mame Pattern:

Username:

Password:

Confirm Password:

Scan Job Priority:

;_Nemork_share

[sMmBvz0 [+]

10200210

:.-"datakonﬁdenllal
#® Include O Exclude
iadmin

:.'C...

sesnee

|"h-'1.et:}.ium et

[¥ Keep & Copy Of Original File On FortiSandbaox

F:ERTINET

Configuring Network Shares

» FortiSandbox copies the share contents locally
to a temporary location for scanning

» Subfolders are scanned recursively

* File Name Pattern must be *.* to scan all
share contents

» User account should have full permissions to
the share folder
+ Malicious and suspicious files are moved to

guarantine folder, and originals are replaced with a
replacement message

The options available for configuring a network share are almost identical to configuring a quarantine,

because they are both network shares. You can configure FortiSandbox to scan all files in the network share
using a wildcard pattern—= . *,

The user account should have full permissions to the share folder, to be able to move malicious and
suspicious files to the quarantine folder.

The original file is replaced with a replacement message.
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Configuring Network Shares

Scan Input > Network Share - By defau"::
¥ Keep A Copy Of Original File On FortiSandbox + FortiSandbox keeps a copy of the original file
[[] Skip Sandboxing for the same unchanged files « Scans the same unchanged files
¥ Enable Quarantine of Malicious files . . . u
i _| « Files with different verdicts can be sent to
Quarantine Location: m : i .
, o different quarantine locations
[] Enable Quarantine of Suspicious - High Risk files
[[] Enable Quarantine of Suspicious - Medium Risk files L] Enable Scheduhng to automate Scanr“ng Of
[ Enable Quarantine of Suspicious - Low Risk files Conflgured Shares

[[] Enable Quarantine of Other rating files
[ Enable copying or moving clean files to a sanitized location

[ Enable Scheduled Scan

Schedule Type: | Daily E]
At hour: (4] |_:
Description:
F::=RTINET

In addition to the connection information, there are some other settings that you can configure for network
shares.

FortiSandbox keeps a copy of the original file, by default. This is convenient, because it allows you to easily to
locate the infected file for further analysis, when required. By default, FortiSandbox scans any unchanged
files. Scanning the same unchanged file is a waste of resources. So, you should enable Skip Sandboxing for
the same unchanged files.

You also have the option to send files with different verdicts to different quarantine locations. This can be
useful to separate the known malicious files from the suspicious files.

You can also enable scheduling, to automate the share scanning process. This enables an automatic,

scheduled scan of the network share. If you do not configure scheduling, a scan will occur only if you initiate it
manually.
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Network Share Scanning Use Case

« Cover additional attack surface that may otherwise go unprotected

« Configure the upload directory as a file share, and use FortiSandbox to sanitize
contents

+ Malicious or suspicious files can be moved to a quarantine location

File Servel’ N
E— | Upload
'repository

A

\‘ Network share

1 scanning sanitizes
i contents

I

FortiSandbox

F:ERTINET

You've learned that FortiGate and FortiClient can be used together to address patient-zero infections.
FortiMail has built-in queueing of emails, so malicious objects are never exposed to end users. FortiWeb can

hold sessions while FortiSandox is scanning files. How can you address third-party devices lack of automatic
remediation?

You can configure any upload repository as a file share, and use FortiSandbox’s network share scanning
feature to sanitize the contents. You can configure the share scanning to run on a schedule. Any malicious or

suspicious files will be moved to a separate quarantine location. You can also have the clean files move to a
different file share, or to a different file server entirely.

Third-party appliances can save files to a network share. As long as the file share is accessible by
FortiSandbox, it can be scanned and sanitized.
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Diagnosing Network Share Scanning

Files are copied from the

(cifs://10.200,2
JOB->SUBMIT ‘|"‘}"
0 B

10/5hare/involice.aexel,
(3863024705442476244),

L 4 Job ID network share to a
JOB->LOBDING job §3863024705442476944) completed. temporary directory on
JOB->LCRDING job (3863024705442476%44) state from JOB_NEW to JOB_FILE LORED. FortiSandbox
JOB->PROCESSING: Pending jobs are (0. —

COPY->SUCCESS WAANTAMAD Y Amiin ey VA2 YLD AnA T e I hche . helxie

Stmp/mnt /38 SE0TTIA829 > Jdev/nu }

SID: (38630247390 Z9), Filename: JRGLAEXg==), Skip: {0}, Url:

Username: (admin}
(1} files were submitted,.

=

The last file ID in DB is

DO QUARANTINE->MEDIR: mkdir -p /tmp/mnt
2>

DO QUARANTINE->CE:
Jtmp/mnt /15248
I'J(:I'_QI: ARANTINE->NOT K

302470544247 6244
_ORIGINAL: rm —-f

b3

£1524857520/3863024705442476%44/high_risk » /dew/null

/high_risk/386302
'Stmp/mnt /1524857

L&
iyl

FERTINET

New folder created to
quarantine the malware

) Fortinet

nc. All Rights Reserved

You can use the command shown on this slide to view the real-time debug messages related to network

share scanning on FortiSandbox.

As you can see in the debug output shown on

this slide, FortiSandbox copies the files from the network share

to a local temporary directory for scanning. Because this file generated a high risk verdict, FortiSandbox

creates a new quarantine folder using the job
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Sniffer Mode Inspection

In this section, you will learn about the sniffer mode inspection feature on FortiSandbox and how to configure
it.
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Sniffer Mode Inspection

* Requires input from spanned switch ports or a TAP device
+ Can use promiscuous mode for virtual infrastructures

+ Suited for infrastructure with third-party security appliances
+ Traffic must be decrypted before being sent to FortiSandbox

* Supports file and URL inspection T R e

. f i ffi
« Supports network alert detection R inerctie

« Suspicious URLs (FortiGuard Web Filter)
- Botnet callback (FortiGuard Web Filter) FortiSandbox
+ Intrusion attacks (FortiGuard IPS)

F::=RTINET £ Fortinet Inc. All Rights Reserved

Sniffer mode allows you to configure interfaces on FortiSandbox to inspect traffic from third-party devices. In
order to do this, a copy of the traffic needs to be sent to FortiSandbox using spanned switch ports, a TAP
device, or a promiscuous mode interface in virtual infrastructures. Traffic must be decrypted before being sent
to FortiSandbox.

FortiSandbox supports file and URL inspection when using sniffer mode inspection. FortiSandbox also

supports detection of suspicious URLs and botnet connections using the FortiGuard Web Filter service, and
the detection of intrusion attacks using the FortiGuard IPS service.
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What Traffic Should be Inspected?

* Inspect traffic closest to the perimeter firewall

* Inspect both inbound and outbound traffic
* Inbound traffic for malware and intrusion detection
+ Outbound traffic for botnet IP and malicious URL requests

+ Recommendation: Use separate ports for inspection, based on traffic direction

Inbound traffic Outbound traffic
inspection port inspection port

F:ERTINET

Traffic that exists outside the boundaries of your network is not your responsibility. Only traffic that comes in to

your organization’s network should be considered for inspection.

Generally, the best place to inspect traffic is inside your organization's network, and as close to your perimeter
firewall as possible. The closer the traffic is to the border of your network, the better. This will limit the number

of paths (ports) you'll have to mirror to the FortiSandbox.

For highest threat detection coverage, you should inspect both inbound and outbound traffic. Inbound traffic
should be inspected to detect malware and intrusion attacks. Outbound traffic should be inspected to detect
requests for botnet IP and malicious URLs. For performance reasons, it is recommended that you use

separate ports for inspection, based on traffic direction.
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Sniffer Settings

* File based detection
« Scan files and URLs in emails

» Network alert detection
= Malicious URL requests
= Attack detection
* Botnet connections

benign
Scan Input > Sniffer gr

v Enable file based detection
v Enable network alert detection

[] Keepincomplete files

[ Enable conserve mode

Max file size: | KB (The limit of max file size is 200,000 KB)

Sniffed Interfaces:
W port2
portd

[ ports
[ porté

2048~

FERTINET

Scan Policy = URL Category

Treat the following URL

categories as benign, excluding

Malicious Websites, Phishing
and Spam URLs:

Selected URL
categories will
be treated as

Il Abortion

[¥l Advocacy Crganizations
[l Alcahal

[#A Alcohol and Tobacoo
[IChild Abuse

[# Dating

[ Discrimination

¥ Drug Abuse

[+ Explicit Violence

[ Extremist Groups
[ Gambling
[CGrayware

|1 Hacking

[vi Homosexuality

L1 Megal or Unethizal
[wl Marijuaria

vl Mudity and Risque
C<Jecult

[ Cither Adult Materials
[CIPlagiarism

[ Pornograpty

[¥ Tobacco

[ ¥Weapons [Sales|

You must enable file-based detection to start scanning for files, and URLs in emails. You can also enable

network alert detection to inspect the mirrored, live traffic for malicious URL requests, network attack

attempts, and botnet connection requests.

Certain URL categories will always be treated as benign, and will not be scanned by the VM engine. To mark
URL categories as safe, you can configure the URL category as shown on this slide.

You must also select an interface that will be used as the sniffer.
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Sniffer Mode Interface Requirements

Scan Input > Sniffer Network > Interfaces
vl Enable file based detection

Interface IPv4 IPv6 | Interface Status
port1 (administrationport)  10.200.4.213/255.255.255.0 [£]

[0 Keepincomplete files
port2 [ 6 |
[ Enable conserve mode

port3 (VM outgoing port) 100.64.1.213/255.255.2550 z [+]

[0 Enable netwark alert detection

Max file size: | 2048 KB {The limit of max file size is 200,000 KB)

Wi port2 Sniffer
[ ports interface
O porté

+ port1 and port3 cannot be used as sniffer interfaces
« port1 dedicated for management
+ port3 dedicated for guest VM Internet access

» Any port used for cluster internal communication cannot be used as a sniffer

interface

 Configuring an interface as a sniffer removes the assigned IP address and subnet
mask

FEERTINET © Fortinet Inc. All Rights Reserved 14

Both port1 and port3 cannot be used as sniffer interfaces. Those interfaces are dedicated for management

and guest VM Internet access, respectively. Any port used for cluster internal communication cannot be used
as a sniffer interface either.

Configuring an interface as a sniffer removes the assigned IP address and subnet mask.
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Scan Input > Sniffer

Service Types:
[ FTP

¥ HTTP

¥ IMAP

[ OTHER
¥ PCP3

¥ SME

& SMTP

File Types: [ i add
[ All [the following file types and any other file type)
M bzip

¥ bzip2

¥ cad

¥ com

[ doc

v exz

¥ flash

W gzip

¥ html

¥ jar

¥ Java

& js

[w pdf

[« pot

[ rar

¥ tar

W zip

v URLs in Ermail

Extract and scan URLs in Emall message body, up o

1=-| URLs (1105

F:ERTINET

Supported Protocols and File Types

* Only unencrypted protocols can be
inspected

+ Enable OTHER to inspect raw TCP

traffic

» Protocol decoders and file filter determines
protocol and file type

» Scan profile determines how
FortiSandbox inspects different files

When you enable sniffer mode inspection, all protocols and file types are also enabled, by default. You may
want to disable protocols that your organization’s network does not use. For example, POP3 or IMAP. You

can enable the OTHER category to scan for raw TCP traffic.

If you configure URL extraction, URLs embedded inside email body will be extracted and scanned using VM

scanning. You can define the maximum number of URLs to extract for each email, from one to five.

Sniffer mode inspection only changes the input method of files and URLSs. It does not affect how FortiSandbox

inspects different files and URLs. The scan profile should be configured to ensure files are being inspected

properly and, if required, sandboxed in the correct VM image.
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BCC Adapter

In this section, you will learn about BCC Adapter and how third-party secure email gateways can forward
emails to FortiSandbox for scanning.
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BCC Adapter

* Receive forwarded emails from
upstream MTA server

Scan Input > Adapter

- Extract attachment files and URLs in ;* ]
email body and send them to job =
queue — =]
 Enable Parse URL to allow  Comectn
FortiSandbox extracts the first three suerer

URLs in the email
« Threat remediation may be manual or ~ ScanPolicy>General

automated through API | Enableiugeventofﬁle5ubm|'55i0n|
] Devices
* Enable log event for BCC Adapter ] Adapter
[[] Network Share
M 1CAP
F:=RTINET

To help identify attacks missed by traditional email security technologies, you can enable BCC adapter to
receive forwarded emails from any upstream MTA server and scan them. FortiSandbox will extract
attachment files and URLs in the email body and send them to the job queue. One use cases for
the BCC operation is to provide advanced persistent threat analysis (APT) for customers who don'’t have
FortiMail deployed. Customers may have an alternate email security gateway deployed (for example,
Proofpoint, Ironport, Microsoft, or others) and would like to gain FortiSandbox’s improved detection and
response. If you enable Parse URL then FortiSandbox will extract the first three URLs in the email.

In BCC mode, the submitting Secure Email Gateway (SEG) sends a copy of the email to FortiSandbox for
analysis while concurrently delivering the original email, so threats that are identified must still be remediated.
Remediation may be manual, automated by sharing threat intelligence from FortiSandbox (natively or via
API) to installed network and endpoint security components, or by other methods. If you would like to
leverage real-time, proactive prevention from email-based threats, you should implement a FortiMail and
FortiSandbox integration.
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BCC Adapter—Configuration

* Enable BCC Adapter on
FortiSandbox

» Upstream SEG

+ Configure sub domain
» BCC emails to FortiSandbox

L. Local Email Users

Enable BCC Adapter and Parse URL

Switch

* DNS server W'_c

* Add MX record for the BCC email
sub-domain to resolve to
FortiSandbox unit IP

Local Mail Server

Create sub-domain
or separate domain

F:ERTINET £ Fortinet Inc. All Rights Reserved 18

For FortiSandbox to scan emails from third-party SEG you need to enable BCC Adapter, which is disabled by
default, and enable Parse URL to allow FortiSandbox to extract the first three URLs in the email. You can
input the SMTP port that FortiSandbox listens on to receive email. The default port is 25.

On the SEG, you need to create a sub-domain or a separate domain so that SEG is able to BCC the emails to
FortiSandbox. For detailed instructions to configure BCC email on any third-party email gateway, refer to the
vendor’'s manual.

For the DNS server that SEG is accessing, add an MX record for the BCC email domain to resolve to
FortiSandbox unit IP.
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BCC Adapter—Use Case

Local Sub Domain: sub.internal.lab e

Local Email Users

External Domain

Local Mail Server

Remote Email Systems

* MX Record: Local Domain: internzl.lak
mail.internal.lalb
mail.sub.internal.lab

Public DNS

2 Fortinet Inc. All Rights Reserved

FERTINET

In this example, there is a local domain internal.lab and a sub-domain sub.internal.lab. The local
and sub-domain need to be configured on the SEG. The MX record mail.internal.lab points to the SEG
andmail.sub.internal.lab points to FortiSandbox.

Inbound emails originating from an external domain will be routed to the SEG.
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BCC Adapter Use Case

Files and URLs extracted from

email and sent to job queue Local Email Users

External Domain

FERTINET

SEG will forward the email to FortiSandbox and to the local mail server. FortiSandbox will provide additional

scanning for zero-day threats, beyond what the SEG may provide. Files and URLs will be extracted from the
email for scanning.

While FortiSandbox is scanning the email, the original is available on the local mail server. If the email is
malicious then local email users could be infected.
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BCC Adapter Scanning Statistics

Scanning Statistics - Last 24 Hours

Rating Sniffer Devicels) Bgmand Network
Malicious 0 1,878 (4] 0
Suspicious - HighRisk 0 51 0 0
%J:Iflcluus -Medium 5 0 0 0
Suspicious - Low Risk 0 0 0 o]
Clean 0 364 0 0
Other 0 o] [v] s]
Processed 0 2,293 0 0
Pending o 3 o o
Processing o o o o
Total a 2296 g o
Last Updated: Fri, Jul 20 01:06
F::ERATINET © Fortinet Inc. All Rights Reserved

ha

The example dashboard on this slide show scanning statistics for the Adapter and URL categories.
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Job Report for BCC Adapter

& High Risk Trolan

Basic Information Details Infarmation
FACKETS: MW PRCKET
Received: Jul 202018 01:00:15
Started; Jul 20 2018 01:00:18-07:00
: D From: int.comA:2durifu=hitp-
Sauis; Pons an_ | pavwpaw,_dos_Fur 3 DwlChARG=nJgiDFSHINDS
Rated By Static File Scan bkD BYNBGk-ky STLMEZE LK uale-

. . oldbaswRUNRKeVIMIBFIO_tev0Em= mCSanHYsEdw_IFEWIN-GS5-
pubmitfipes Boaptar +Z0gIBpZ 2nmIRECC chs=cL CEFm3mévTktGuZ_hBgh7OZAzRVetol 7gu 1 PSVEwdoiae
Client IP: 101017980 -

Endpaint IP: 10.101.79.80 File Size: 293374 (byles)
Destination IP: 10.101.79.60 DS 5008 T 1daTead 90 1MbZbedal 1T be
Digital Signature: Mo SHAL: 7
ZIMNET: ot SHAZSE £76beT0Bbh3cAbSCd B02TERIbd 9T 45650097 371 36045 17209502175 1a5 Seeilf
Wirus Total: Q I 3PBEFR43646503B07TR
Archive Files downloaded_file ¥ Submitted By: testi@mail subawin2D0B lab
Submitted Filename: downleaded_file
Filename: dovmlsaded_file
Start Tirne: Jul 202018 01:00:18-07:00
Indicators Detection Tirne: Jul 202018 01:00:19-07:00
[aaay Rated by Cloud-Based Threat Inteligence Scan Time: 1seccnd
| The entry point of the file is not in a known saction Scan Unit: FEAIKDIR15000122
imaybe packed). llece: BCC Adapter I

F::ERATINET @ Fortinet Inc. All Rights Reserved 22

The example job report on this slide shows Submit Type as Adapter, File Type as exe and Device as BCC
Adapter. This means that the executable type file was extracted from an email which was submitted by the
BCC adapter. After scanning the file, FortiSandbox concluded that the file is a high risk trojan.
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Job Report for URL Adapter
£, Low Risk WEBLink e
Basic Information Details Information
Received: Jul 202018 01:09:12
Started: Jul 20 2018 01:09:13-07:00 URL: https:ifurldefense o iv2iurifushittp-3A__avvalves-
S Done :E::;glli::::f;-\ﬂl-gm&c-anifD?!’:bInDSkaGS)(SszRSTPYNbGnk-
Rated By: WM Engine kwv3mjoyl&r=V7jLX4625rRLKuaie-
Eubmit Type: URL .QIJAPTERI ;':;‘:::Y”:i’:i":'ﬁ’“‘lff‘O-f?ffm‘“‘f‘:'f::jzig:z:?ﬂ“'
Client IP: 10.101.79.80 F1SueBxnY XswLMée=
Endpoint 1P 104017980
Destination P 401035980 MDS: d067bebdeb512bea009e2844d41446de
SIMHET: 2 SHAL: €f33bc4528381769c01120041636¢bal17ae7 9017
Depth: 2 SHA256: 1906501e4 3dd46f bdeS0d186781b67clad1660aBb4as
Ameout 120 ID: 3987003583222355861
Virus Total: a9 Submitted By: test@mail subwin2008.1ab
fuchiveFiles A L Start Time: Jul 202018 01:09:13-07:00
Detection Time: Jul 202018 01:11:21-07.00
Scan Time: 128 seconds
Scan Unit: FSASKDIR15000122
Device: BCC Adapter
Launched O%: WINTXa4VM
Client IP: 10.101.79.80
F::ERATINET @ Fortinet Inc. All Rights Reserved 23

The job report on this slide shows Submit Type as URL ADAPTER, File Type as WEBLink, URL Category
as Malicious Websites, and Device as BCC Adapter. This means that the malicious URL was extracted
from an email that was submitted by the BCC adapter device and was scanned by the URL adapter.
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Threat Intelligence Sharing

In this section, you will learn about the available options to share threat intelligence with third-party
appliances.
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Indicators of Compromise

* Indicators of Compromise (IOC) serve as evidence of potential malicious activity
in a network or computer system

» |OCs are used to detect data breaches, virus infections, or other threat activity
* Unusual outbound network activity to a particular domain or IP address
+ Anomalies in privileged user account activity
* Increase in database read access
+ Suspicious registry or system file changes

+ Different standards are in place for sharing |OC information

+ OpenlCC
« Trusted Automated Exchange of Indicator Information (TAXII)
= Structured Threat Information Expression (STIX)

F:ERTINET £ Fortinet Inc. All Rights Reserved 25

Indicators of compromise (IOC) serve as evidence of potential malicious activity in a network or computer
system. I0Cs are used to detect intrusion attempts, data breaches, or other malicious activities.

Examples of IOC include unusual outbound network traffic to particular domain or IP address, anomalies in
privileged user account activity, an increase in database read access, or suspicious registry or system file

changes, and so on. These unusual activities are the red flags that indicate a potential or in-progress attack,
that can lead to a data breach.

There are standards in place that standardize IOC documentation and reporting—OpenlOC, TAXII, STIX.
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FortiSandbox STIX Packages

* FortiSandbox can generate 10Cs in STIX v1.2
format

« STIX Malware Package
= Contains malware file hash and behavioral indicators

+ STIX URL Package

* Contains download URLs for malware

» Packages can be downloaded and shared with
other devices that support same STIX format

FERTINET

Scan Policy > Local Packages

Enable STIX 10C
= ]
I STIX Malware Package Options I
Includes past 3| dayls] of data. (1-365)

Inclucies job data of the following ratings:
¥ Malicious

[¥ High Risk

[ Medium Risk

Generate STIX file with behaviour

-

Malware Package 5T1X Last generated time: 2018-04-24 16:24:58

I STIXURL Package Options I

Inclucles past e ! dayis] of data. [1-3465]

Includles job data of the following ratings:
[ Malicious

[ High Risk

[l Medium Risk

URL Package STIX Last generated time:N/A

& Download 5TIX

FortiSandbox supports STIX v1.2 format for IOCs. The STIX malware package contains malware file hashes
and behavioral indicators. The STIX URL package contains download URLs for malware. These packages are

generated at the same time as the FortiSandbox native malware and URL packages.

The packages must be downloaded and shared with other devices that support the same STIX format.
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Review

Configure network share and quarantine folders
Configure network share scanning

|dentify network share scanning use case

Identify sniffer mode inspection deployment requirements
Identify sniffer mode inspection use case

Identify sniffer mode inspection features and limitations
Configure sniffer mode inspection

Configure BCC Adapter

|dentify indicators of compromise (I0OC)

Configure IOC package generation on FortiSandbox

. N S S KNS

This slide shows the objectives covered in this lesson.
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In this lesson, you will learn how FortiSandbox generates verdicts for samples.
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Objectives

Identify common characteristics of malware
Identify common attack vectors

Identify characteristics of malicious scripts
Access scan job reports

* Analyze scan job reports
» Override FortiSandbox verdicts

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in results analysis, you will be able to identify malware traits and understand
FortiSandbox scan job reports.
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Identifying Malware

In this section, you will learn about the common characteristics of malware.
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Common Characteristics of Malware

« To understand the results from a sandbox analysis, you must understand how
malware behaves

» Common characteristics of malware include:
+ Makes itself persistent
+ Creates a renamed copy of itself
* Creates or modifies files in the Windows system directory
+ Deletes itself
+ Visits malicious sites
+ Downloads additional files
+ Disables antivirus
+ Disables or modifies firewall configuration
+ Performs mass encryption of files (ransomware)

* Some of these characteristics can also be associated with non-malicious software

F::=RTINET ) Fortinet Inc. All Rights Reserved 4

FortiSandbox looks for malware traits when it analyzes files. In order to understand the results from the
analysis of a sample, you must first understand how malware behaves.

Common characteristics of malware includes:

+ Makes itself persistent

+ Creates a renamed copy of itself

» Creates or modifies files in the Windows system directory
+ Deletes itself

* Visits malicious sites

* Downloads additional files

» Disables antivirus

+ Disables or modifies firewall configuration

» Performs mass encryption of files (ransomware)

Unfortunately, some of these characteristics are not a clear identifier of malicious behavior. Certain software,

like device drivers, may write to system directories, and make itself persistent. So when investigating
malware, you have to look at multiple data points to come to a conclusion.
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Common Attack Vectors

 Social engineering

« Spam, phishing and spear phishing email campaigns
+ Tricking users into opening an attachment

= Common document types used are Microsoft Office Documents and PDFs, because both can contain
embedded objects with the ability to download malware

« Tricking users into clicking on an embedded URL
« Downloading a malicious document
« Downloading a malicious JavaScript loaded into web browser
* Drive-by downloads
+ Exploiting a vulnerability in a web browser or web browser plugins

F:ERTINET

How does the malware get onto the system in the first place? There are multiple attack vectors that can be
used to get malware onto a system. Two common attack vectors are social engineering and drive-by
downloads. Social engineering is an attack that tries to manipulate users into doing something, such as
opening a malicious attachment or clicking on an embedded URL link in an email. If the user does perform the
action, the end result is that they will infect their system. Emails containing malicious attachments or
embedded URLs can be sent to a user during a spam campaign, in an opportunistic attack, or by a phishing
or spear phishing campaign in a targeted attack.

Common documents used as email attachments are Microsoft Office documents and PDFs, because both can
contain embedded objects with the ability to download malware.

Drive-by downloads are another attack vector in which the user’s system can be infected, by the user visiting
a compromised website. In the background, the website redirects the browser to a malicious site that
downloads malicious code, usually in the form of a JavaScript, and tries to exploit either the web browser or
web browser plugins.
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Exploiting Document Readers

Microsoft » Office : Security Vulnerabilities Published In 2019

* Microsoft Office document applications are|’
exploited by: :
= Embedding a malicious macro rosasa @ mods  amsoas ensers (N
» Executed by tricking the user into letting it run o 365 o
+ Embedding shellcode
« Executed by exploiting a vulnerability

* PDF readers can be exploited by:
* Embedding malicious JavaScript
+ Executed by tricking the user into letting it run
» Embedding shellcode

= Executed by exploiting a vulnerability in the PDF
reader

CWEID #ofEwplots | Vulnerability Typeis)  Publish Date  Update Date
H 1-18 2019-01-23

F:ERTINET

Microsoft Office documents can be exploited by embedding a malicious macro that will ultimately download
and run code. Macros are small scripts written in Visual Basic for Applications (VBA) to accomplish some
form of automation. In modern versions of Microsoft Office, macros are disabled by default and the user must
explicitly allow a macro to run. Getting a user to run a malicious macro does not require an attacker to exploit
a vulnerability, it only requires the user to be tricked into running it.

The second option that an attacker can use, exploits a vulnerability in how Microsoft Office handles a
document. The attacker can craft a document to exploit the vulnerability and have the malicious code
executed. This method does require the user to open the document. So far in 2019, five vulnerabilities have
been registered for Microsoft Office. In 2018, 76 vulnerabilities were reported.

Like Microsoft Office documents, PDF files are structured documents that contain both static and dynamic
elements, such as JavaScript. PDF readers can be exploited in many different ways. One common way is by
using embedded JavaScript. The JavaScript can trick the user into allowing it to download and run malicious
code. The JavaScript can also be crafted to exploit a vulnerability in the PDF reader and allow the attackers
code to run. In 2018, 138 vulnerabilities were reported for Adobe Acrobat reader. So far in 2019, 87 have
been reported.
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Office Document Macros

+ Office document macros have seen renewed popularity as a way to download
malware

E e 26C3E0261 ds [Compatibility Mode] - Microsoft Excel = =53
Home Insert Fage Layout Formulas Data Review View Developer v @ =@ =
E n Mic I’OSO['I i !} Security Waming  Macros have been disabled, Enablz Content I x
2. Office | e o
2 ot was owraaded from yaur =
ll ENDIe Edltﬂg I froam the K

This document is
=] 1 have enabled editing, pleass dick
=t ﬂ protected Euiabde Conters i this il B Abvs

Source: https (blog fortinet com/201 7/06/28/in-depth-analysis-of-net-malware-javal

Microsoft Office Excel

% Document created in earlier version of

To view this content, please click "Enable Editing” form the yellow bar and then dlick
“Enable Content®

Source: hitps:iblog. fortinet. com2017/03/08/microsoft-excelfiles-incraasingly-used-to-spread-malware

F::ERATINET @& Fortinet Inc. All Rights Reserved

Marcos have seen a renewed popularity as a way to download malware. Both of the examples shown on this
slide are taken from malicious samples analyzed by the FortiGuard team. The documents, rather
convincingly, display instructions to the user to enable the macros.

When a user clicks Enable Content, the macro is executed silently in the background.

You can find more information on the analysis of these two documents on the Fortinet blog:
https://www.fortinet.com/blog.
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PDF JavaScript

» Kill chain using PDF files

hitps://drive.google.com/uc?export-download&id={uniquelD}

[\
2—0 0-D

=

Fake Bank Artached PDF with HTA file drops and Nanocore
Loan Email embedded lscript connects executes an embedded RAT
to @ google drive shared link EXE in %Temp%

1

Your version of Adobss Flash Player is cutdated! Please wait while the file is downloading
Securty Waming [

The documient i trying 1o connect 1o
| S ——, <esperts downlosdiids 0
ZTms

g5y zQIWWEQN

I you trust the ste, choote Allow. N you do not trust the site. choose Block

PRermvembaer rmry action for this sit

| Heg | abom ok

Source; https:.fiblog fortinet. comi2017#1 01 2/pdf-phishing-leads-to-nanocore-rat-targets-french-nationals

£ Fortinet Inc. All Rights Reserved ]

This slide shows an example of a PDF file with an embedded JavaScript, which downloads the payload from a
Google Drive shared link. This is also taken from a sample analyzed by the FortiGuard team.

You can find more information on the analysis of these two documents on the Fortinet blog:

https://www. fortinet.com/blog.
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Characteristics of Malicious Macros and JavaScript

» Scripting languages VBA, used by Macros and JavaScript, are considered safe
client-side programming

» They commonly use ActiveX to access files
« A framework created by Microsoft for dealing with content download from the Internet

« Examine code to look for:
+ ActiveX object usage
o MaxEML2 ,xMLHTTE: Download content from a web server

+ Adodb. Stream: Read, write, and manage a stream of binary data or text (for example, access the file
system)

* Wicript.shell: Run commands locally from a windows shell
+ Automatic execution of code
* Macros using auto_open () or equivalent functionality

= PDF browsers can launch JavaScript using the /== tag that allows code to run automatically when a
document is opened

+ Obfuscation
= Technique used by attackers to prevent analysis by hiding what the code is doing

F::=RTINET ) Fortinet Inc. All Rights Reserved g

What characteristics should you look for when determining if a script is malicious?

Scripting languages such as (VBA) and JavaScript, are considered safe client-side programming languages.
They do not have any native functions that are used to access files. They use ActiveX, a framework created
by Microsoft, for dealing with content download from the Internet. The following are some examples of what
ActiveX objects can be used to do:

* MSXML2.XMLHTTP can be used to download content from a web server

*+ Adodb.Stream can be used to read, write, and manage a stream of binary data or text

* WScript.Shell can be used to run commands locally from a windows shell

Since these objects can be used to download content from the web, save it to disk, and run it, these objects
are looked for when analyzing scripts for suspicious behaviors. You also want to see if scripts are
automatically executing code. Macros have built-in functions, such as auto_ open (), which will run when the
document is opened. PDF readers can use tags such as /A2 to automatically launch JavaScript.

Attackers also use obfuscation to hide what their scripts are doing and hinder any analysis; therefore, signs of
obfuscation is also characteristics to look for.
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Analysis of a Verdict

In this section, you will learn how to access and analyze FortiSandbox scan job reports.
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Analysis of a Verdict

There are multiple ways to get access to scan job reports
+ On-demand jobs

» Scan Input > File On-Demand f& Scaninput ¥ [ FortiView N
*+ Scan Il'lpl.lt > URL On-Demand File On-Demand Operation Center
+ For all inputs except on-demand jobs URL On-Demand Threats by Topology
» File Detection > File Scan Threats by Hosts
* URL Detection > URL Scan B File Detection v :
o Threats by Files
= FOHIVIeW SRRy et Threats by Devices
+ Multiple categories to view and search jobs [Fiesen]
; Event Calendar
. Emal.l ale':ts . R o 5 File Scan Search
+ Direct link to the scan job report
SNMP ‘t Summary Report wm
raps I URLScanI

= System monitors for malware infections

« Syslog alerts
« Events can be sent to a syslog server

F:ERTINET

Now that you know the characteristics of malware, some of the common ways it lands on a user’s system,
and the characteristics of malicious scripts used to deliver malware, you will look at how FortiSandbox
determines its verdict when analyzing a sample.

There are multiple ways to access FortiSandbox verdicts on the GUI as well as from external applications.
You can use the Operation Centre menu item to access all suspicious and malicious file scan jobs. You can
use the URL Scan menu item to view URL scan jobs.

Externally, you can use alert emails, which can be sent to security analysts any time a suspicious file has
been analyzed by FortiSandbox. You can also use SNMP and syslog alerts from third-party monitoring tools.
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= T = Export a
File Detection > File Scan Toggle icons to view suspicious, report in PDF
0 I — clean, or malicious jobs or CSV format Customize
. - columns
o o Detectlon  |[2018-02-0109:56:13 0 2018.02-210%:56:13 g B <€ -
) B K February 2018 » D Edin : o
Action Datectiof Su | Mo | Tu | We | Th| Fr | 5a :::;5 Rating Matware Source Destination
@ Mrhflze 29 30 3t o = Fie SHAL A HighRisk NiA 10064110 10200210
4 5 6 7 8 9% W Fla SHAZS6
@ piredll o G iy B isiis e n:we A High Risk NiA 10064110 10200210
Flenarme
e4 MRl ¥ 0 2,2 2B Infected 05 A Medium Risk NiA 10064110 102002100
25 26 27 28 1 3 o m
z Mrebf s 5 6 g 9 10 % o Satus A LowRisk A 100.1.10 10.200.2.100
Rated By
@ Mrendg ¥ ] v Scan Ut A HighRisk A 100.1.10 102002100
Senice
z B4 Feb 12 2018 11:34:51 fsa_dropper.exe Source 4 High Risk M 10.0.1.20 10064.1.10
Submi User
] £4 Feb12201811:31:04 | s downloaderexe Submrited Fierame A Low Risk N 100,110 100.64.1.10
Suspiious Typse
Click the Change default Rk reting?
view details 24-hour viewin ; T i3 :
o : . & Display files low, medium, or high
icon to view window based on .
the scan job multiple criteria
report —
FEERTINET Fortin

t Inc. All Rights Reserved 12

The File Scan view shows file-based scan jobs grouped by their ratings. The URL Scan view shows URL-
based scan jobs grouped by their ratings. By default, only jobs with a suspicious verdict for the last 24 hours

are displayed.

Here you have the ability to:
+ Toggle between suspicious, clean, and malicious verdicts

» Display verdicts over desired time spans and with various filters
» Export scan job reports in PDF and CSV formats

» Customize the column headers
» Display the scan job report
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* Alert emails include a summary of
detected activity

* Include URL for quick access to
detailed scan job report

FERTINET

Accessing a Scan Job Report Using Alert Email

 Raply = Forward 03 Achive @ Junk (S Delete | Mo
214/2018 10032

em fza@acmecorpnet
Subject Alert from FSAVMOID00009605
Me'

One suspicious or malicious File has been detected by FSAVMOIOBOBOOGRS, please review detail via
Following URL:

Parent File Mame:flashupdatevd.exe
Parent SHAl:cZaee223 fesbozez3
Parent SHA256:620d9@faT459a27fob3881Ffc27bed5Tc2obd370d805a7 1acc3afb5ebBafil18s
File Mame: flashupdatev3.exe

File Type: exe

File Size: 1838144

Rating: High Risk

Rated by: VM Engine

Maluare Name: NfA

Malware Type: Trojan

Malware Info: N/A

Infected 05: WindowsxP

Downlpaded from: flashupdatevi.exe

Send Over: SMTP

Device: NfA

Subnit Time: 20818-82-14 18:29:47

Subnit Type: Sniffer

Subnit User: 18.18.2.188

Source IP: 18.10.2.254

Destination IP: 1@.198.2.10@

Scan Start Time: 2@18-82-14 18:29:48

Scan Finish Time: 2@18-82-14 18:31:57

Scan Time: 129 (seconds)

SHAXEE: G28d98fa7455a27fobIBELffc27beds7c29bd370da@5aT1accIafbbebBatILES
SHAL: C2aeelll 1) 2 5t

. " ; o TTTTEETIT ”
Executable dropped exe file(s} to system directory

This file checked file system for anti-virtualization or anti-debug

) Fortinet Inc. All Rights Reserved 13

Security analysts will likely want to receive alerts about suspicious activity, so that they are informed of
incidents as soon as incidents are detected. This slide shows an example of an alert email sent from
FortiSandbox, indicating that a suspicious file has been detected. The alert email includes a summary view of
all the information about the file, how it was obtained, its rating, the suspicious actions it performed, and a
URL which will take you directly to the scan job report of the analysis.
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Scan Job Report

 The information displayed on
the scan job report page is
dependent on the file type
and risk level

Summary of the scan job,
including which engine
rated the sample and the
input type

Summary of all suspicious
indicators and behaviors from
all VMs that analyzed the file

[FEEEa Rating

A High Risk Dimwnload
B T ———

FERTINET

(] Exeautably

dewriaad ¥

pa attempted  ta

i exrcutabie via HE T

Basic Infarmation Download
Repeived; My 06 2015 152645 Packers: MicroGedt Visual CHs va g reEorl II'I pDF
Started: Kty 06 P15 152646 D400 Flle Type: e
Status: Dane Fliz Stzes PE9216 (ytes)
Rated By: WM Engine MD5: coeZaPdlac220cladi 16aPeace 1177bd
Submil Type: FortiClient SHAL: & 14750
Saurce 1P 100320 FHAZ 56 TOEEA03TIRA5T TE2TIZ05 Sa5TasNE
i St - A0TSR
ST O v 441816075557 THE0650
e a Subrmitbed By: Administrator
Submilbed Filename: Meshpdalevduxe
i T hipidatend. e
Start Time: May 0 2019 1506246 04:00
Desection Time: May 0 2019 15:26:29-04:00
Scan Time: 103 secands
Scan Unit: FRAVMOD000010086
ors Dresice: FCTAD03164271112
s Launched 05; WINFNBESPIOS
infected O8: WINTRBESP1016
-
More details

about submission

sample

The scan job report gives you all the information from FortiSandbox’s analysis of the sample. The top header
displays the sample’s rating and malware type. This header is color coded to reflect the risk level. High risk is
red, medium risk is orange, low risk is blue, and clean is green.

The information is grouped into three categories: overview, tree view, and details.

The overview information is broken into three sections:

+ Basic Information: Overview information about the scan job, when it was received, the input source, the

scan conditions, and so on

» Indicators: Summary of the suspicious behaviors the sample exhibited when it was analyzed. These are

indicators that were picked out based on the traits that malware exhibits.
» Details Information: Information on the sample: the file type, which OS it was analyzed on, and so on

You will learn about each section of the scan job report, what information the sections contains, and how the

information is used to rate the sample.
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analyzed the file

The bars indicate severity
at more granular level
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Scan Job Report—Summary of Suspicious Indicators

* The suspicious indicators are behaviors indicative of malware
* The view is the aggregate of all suspicious indicators across all the VMs that

Indicators

S

%] This file applied low suspicious autostart
try modifications to start itself
matically

- Executable tried to drop a suspicious hidden

file

(] Executable potentially attempted to

download an executable via HTTP

(] This file checked registry for anti-
virtualization or anti-debug

Labels are color-coded to match
risk

The suspicious indicators are what the rating engine parsed out of the tracer’s log as behaviors indicative of
malware. These are behaviors from the VM scan as well as any behaviors observed from the static analysis.
The suspicious indicators are all based on a set of rules used by the rating engine, which is constantly

updated by FortiGuard.

The labels are also color coded to reflect the risk level-blue for low risk, orange for medium risk, and red for

high risk.

While some of these suspicious indicators give you an idea about what the malware did in the sandbox, there
are others that you need to look at in more detail to get a better understanding. For example, what registry
changes were done, and what suspicious files were installed in the system folder? The Tree View and Details
section of the report provides this information.
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Scan Job Report—Tree View

* The Tree View shows a file's parent-child process relationship when it executes
inside a guest VM

A Hegh Risk WEBLink

Red labed
indicates
SLEpICions Actvity

-Hl: - - Showing 1 3ot recoess
F::ERATINET @ Fortinet Inc. All Rights Reserved 16

The Tree View shows a tree for a file's static structure or a file's parent-child process relationship when it
executes inside a guest VM. You can drag the tree using the mouse, and you can zoom in or out using the
mouse wheel. If there is suspicious activity with one tree node, its label will be colored red. Clicking a node in
the tree will open more information in tab format. Suspicious information is shown in the color red, so you can
quickly locate it.
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Scan Job Report—Process Information

File Operation Mermory Operation Registry Operation Metwork Operation

File Path: %CURRENTFILE% Fila Type: exe CMD Line: c:\worl433741087425994217 Lexe MDS5: f26dabPbféal37cIb6782e)

Executable dropped a copy of itself in high risk path

Q
>
P ————————

Low Risk This file applied low suspicious autostart registry modifications to start itself automatically
Low Risk Executable tried to drop a suspicious hidden file
This file checked file system for anti-virtualization or anti-debug

This file checked registry for anti-virtualization or anti-debug

F::ERATINET & Fortinet Inc. All Rights Reserved. 17

Click the executable root node to open more information in tab format. In the lower table, there are five tabs,
which allow you to see information about the process, file, memory, registry, and network operations related to
the execution of this sample.

Examine the Process Information tab. Here you can see all the processes picked up by FortiSandbox when
the sample was running. The processes that are indicators are highlighted in color with a risk score.
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Scan Job Report—File Operation
Memary Operation Registry Dperation Netwaork Operation
¥ Croatod [ Dalstod ) Modified - Sat Artrisutos
WNTERNET _CACHER Combant 1E5/(NADGEOE dnstruct] 1) tat 2019311 0 50:41 B ELHE LR [ L
WSYSTEMDBRNERUntruct. 019311 D530:43 AM0M G IR Sh Sl 10 TI4GBINY )
SHTERNET_CADHER Comtost ESCWLOGLL W imstruck 1] 6t 19397 05541 A0 SonS 2 cad4dh Salf ICTRGESS The MD5 hash value matches
H9-311 055028 Immmamsmsmwss)mn.si: the Qngmg[ file
EEYSTEMDRANES psance | o 2019-3-13 15:30:21 2PI4BIBE TS 1 BN IR0 | — — v
WMTERKET_CACHEW CEIESUB YWOMADN preac] 1| aes 019311 081 2TI040 46 TdSde | 431 J4d ST 5001
ASYSTEMDANE byl 01931 05516 FTSdSHoeT TRObMTATbi0 2411 :
SNTERNET.CACHER 5 O ATSE0E hryiogd 1. e 19311 0516 TS oo T ThHTHThi 11 Tl” ﬁ
Details Informatio
Packers: Micrasalt Visual Co b
File Type: exe
st From: P
File Size: FETEAE (bytes)
e e e Senvice: HTTR
Acopyofthe _rna.hclqus ﬁle -:“‘las MD5: | 78820904 b550860582751 98635027083 _|
.Cfe_ateﬂ ]I'I theSYSTEMDRIVE SHAL: 477b1cd1a61117CH 1559407 3500631 7004273955
SHAZSG: 44137263 1cb6 7467 60 ET 12617707 1bScac S B HdI9bbiSabbaldderids
I 437410674259942171
Subrmiitted By: FGYMD10000171535
Subrmit Device: FortiGate
VDOM: roat
Submitted Fllename:
F::=RTINET & Fortinet Inc. All Rights Reserved 18

Now, you will learn about the File Operation tab. On this tab, you can see the files created, deleted, and
modified when the executable was running. You will notice that a copy of the malicious file was created in the
SYSTEMDRIVE and it matches the MD5 hash value of the original file.
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Scan Job Report—Memory Operation

+ File Operation Memory Operation Registry Operation Network Operation

) Process Related ® Process Created ' Process Injected ' Written

Q

ESYSTEMROOT%\System32\cmd. exe
%SYSTEMROOTH\System 3 Zvrundli 32 .exe
HSYSTEMROOT®\System 32\vrundll 32 exe
%SYSTEMROOTS\System32\rundll32.exe
%SYSTEMROOT%\System 3 2\netsh.exe
%SYSTEMROOT% \System 3 2\rundll 32 .exe

%SYSTEMROOT®\System 32vrundll32.exe

F::ERATINET © Fortinet Inc. All Rights Reserved 19

Now, look at the Memory Operation tab. Here you can see the processes created, injected, or written when
the executable was running.
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File Operation Memaory Operation Registry Operation

HELM\SOF TWARE Microsoft\Tracing\4 3374 108742599421 71_RASMANCS\FileTracingMask Clean

HKCU i urrentVer Settings\ZoneMap Detect Clean
HKLM\SOF TWARE \Microsoft\Tracing\4337410874259942171_RASAPI32\EnableFileTracing Clean
HKLM\SOF TWARE\Microsoft \WBEMVCIMOM Clean
HECU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Ci i egac i Clean
HELM\SOF TWARE \Microsoft\Tracing'4 3 37410874259942171_RASAPI3Z\FileDirectory Clean
HELM\SOF TWARE \Microsoft\Tracing\43374 1087425994217 1_RASMANCS\FileDirectory Clean
HKCULS: eMicrosoft\Wi urrentVersi Settings\Connec egacySetting Clean
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyEnable Clean
HECU\Software\Microsoft\Windows NT\CurrentVersion\Hetwork'Location Awareness Clean

Scan Job Report—Registry Operation

Network Operation

2019-3-13 09:50:10

2019-3-13 09:50:12

2019-3-13 09:50:10

2019-3-13 09:50:31

2019-3-13 09:50:38

2019-3-13 09:50:10

2019-3-13 09:50:10

2019-3-13 09:50:41

2019-3-13 09:50:41

2019-3-13 09:50:12

46000000090000000 1004
windiri¥itracing
Hwindir¥\tracing
460000000a00000001004

0

L2ERTINET
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Now, look at the Registry Operation tab. Here you can see the registry changes that occur when the process

was running.
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+ File Operation Memory Operation Registry Operation
shal: f49df92b7291cF5bed32d65c62059d1a2c006235 sha256: f33BPeTif554e1789c0a0fB4b93801cTe309282ddadE)

Q
wrl 52.109.6.5
url 52.109.124.20
url 52.109.12.21 S o

. —— oot et Ifthe URL was rated malicious, then this
url Hhwew.infocommnetwork. org/instrsct. . - ) - .

it : would be added as a suspicious indicator
url It e, i Lorgfl 2. N
url http: /i nexus. officeapps. live.com
url httpe Hofficectient. microsoft.com
url hittpe fiwwow. infocommnetwork. org/psexec. exe
wurl http://nexusrules. officeapps. live.com
url httpe fiwww. infocommnetwork.org
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Now, you will examine the Network Operation tab. Here you can see the URLs that were requested when
the sample ran. Each tab has a search feature that allows you to filter for specific information.
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Scan Job Report—Details

A High Risk Downloader ® Fy & -
Overview Tree View Detalls

A WINTX865P1016
& Captured Packets =~ <& Original File & Tracer Package & Tracer Log
8 Behavior Chronology Chart
B Indicators (9)
L == == | Suspiciol
-_— This file applied low suspicious autostart registry modifications to start
itself automatically
| Executable tried to drop a suspicious hidden file
L Executable potentially attempted to download an executable via HTTP
- This file checked registry for anti-virtualization or anti-debug
- This file checked file system for anti-virtualization or anti-debug
] The executable has invalid Rich header checksum
n The file has an executable in its resource section
@ File Operations (44)
@ Registry Operations (87)
B Memory Operations (15)
8 Network Operations (16)
0 PCAP Information (2)
B Behaviors In Sequence (486)
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The Details view shows analysis details for each detection OS that is launched during the scan. The details of
each detection OS will be shown on a separate tab. The infected OS will have an infected VM icon in its tab
title. If the malware is detected by a non-sandboxing scan, such as FortiGuard static scan, the tab title is
displayed as N/A.
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Analysis Details—Download Options

* You have the ability to download all the information that was captured when the
file was analyzed

» This is useful if you want to analyze the file further, outside of FortiSandbox

« The information that is available depends on the analysis

+ |If the sample doesn’t make any network connections, the Captured Packets button is not
displayed

A High Risk Downloader / F 3 &

Tree View Details

A WIN7X865P1016

~ = Captured Packets & Original File & Tracer Package & Tracer Log
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The options available for download will depend on the analysis.

+ Captured Packets: This is the network traffic that was captured when the sample was running. This is in
standard pcap format, which can be opened with WireShark or other packet analysis software.

» Original File: This is the file that was analyzed

+ Tracer Package: This is the tracer log, dropped files, and other information.

» Tracer Log: These are the logs containing detailed information collected inside the guest VM.
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Analysis Details—Behavior Chronology Chart

» The Behavior Chronology Chart shows the file's behavior over time during the

execution
B Behavior Chronology Chart
Color-coded to
& reflect risk level °
3 3 =
3
' e e ] o
= PEEOE00CE000E00CE00CA0E00000000E00000 o o
01:46:40 01:46:50 01:47:00 01:45 01:47:20 01:47:30 01:47:40 01:47:50 01:48:00
Tiea
Hover over bubble to @ HighRisk & MediumRisk @ LowRisk @ Clean
see details, or click on
it to view the event

FERTINET

The Behavior Chronology Chart shows the file's behavior during the time it was executed. Clean behaviors
are represented by a green bubble, and suspicious behaviors are represented by red (high risk), orange

(medium risk), or blue (low risk) bubbles. The higher the bubble, the more serious the event is. Hover your
mouse over the bubble to view the event details.
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Analysis Details—Sections

» Suspicious Indicators File Modified
= Asummary of suspicious indicators (if available) = Sample has been observed to modify files
« Taken from the following 11 sections

Launched Processes
Static Analysis = Sample spawns processes
= Qutput from static analysis scan
+ Suspicious indicators detected by analyzing

Registry Changes

« Sample modifies registry settings

macros
- Suspicious indicators detected by JavaScript * Network Behaviors
emulator « Network access, DNS lookups, URL queries
* Files Created + Botnet Info
+ Sample has been observed to drop files = The botnet name and target IP address
* Files Deleted + YARA Hits

« Sample has been observed to delete files - Information on any YARA rule hits

F::=RTINET £ Fortinet Inc. All Rights Reserved 25

After the Behavior Chronology chart, there are other possible sections.

If a sample doesn’t exhibit behaviors included in a section, that section is not included. For example, if
FortiSandbox did not detect any registry changes, the scan job report will not include a section for registry
changes.

This slide shows the common sections that are available, based on the behaviors seen when analyzing a
sample. Expanding each section shows the behaviors observed for that section.
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Analysis Details—Static Analysis

* Not all samples show their functionality when running in a sandbox. Some samples may:
+ Need user interaction
= Only execute under certain conditions or in certain environments
+ Use sandbox evasion technigues

+ Static analysis provides the ability to analyze the code looking for patterns, such as:
+ Shellcode
= Known vulnerable functions
+ Code obfuscation

+ Static analysis allows for objects to be removed from documents and analyzed

& Indicators (10) s R
i == == ] The document tried to call CallByName with obfuscated argument [ usplcmus
- : indicators found
| by static analysis

The document tried 1obfuscated argument

The document contain

d strings
The document registered auto execution procedure(s)
The document tried to call Shell in hidden mode

The document tried to call CallByName: "Open”

Fi=RTINET 26

The goal of both static and dynamic analysis is to figure out if the sample is malicious. Searching through the
code can be a simple way to learn more about the functionality of a program. For example, if the program
accesses a URL, then you will see the URL stored as a string in the code. For executables, static analysis can
look for strings, and whether or not it contains additional binaries.

The static analysis scan encompasses a few features, one of which is to statically scan samples looking for
patterns. In this example, you can see a JavaScript file where the static analysis has detected shell code
patterns, as well as exploit code for known vulnerable functions. Shell code is what will be executed after
exploiting a vulnerability.

Advanced Threat Protection 3.0 Study Guide 275



Results Analysis

DO NOT REPRINT

EORTINIET
TN TTINLC 1

Analysis Details—Static Analysis

* The following details are available based on static analysis results:
+ Qutput from parsing sample looking for suspicious patterns and CVEs
+ Output from the analysis of extracted macros from office documents

= Qutput from JavaScript Emulator for JavaScript samples, including JavaScript extracted from
PDF files

F:=RTINET £ Fortinet Inc. All Rights Reserved 27

The static analysis section displays results based on:

» Parsing sample for malicious patterns and CVEs

» Analysis of extracted macros from office documents

» The JavaScript Emulator for JavaScript samples or JavaScript extracted from PDF files

The rest of the sections are populated by results from the VM scan.
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Analysis Details—Office Behaviors

* If a Microsoft document
contains a macro,
FortiSandbox extracts the
macro, analyzes it, and lists
any suspicious behaviors

Functions commonly
used by malware to
download and run
malware

Obfuscation

28

FERTINET

If a Microsoft document contains a macro, FortiSandbox extracts the macro, analyzes it, and lists any
suspicious behaviors.

The example on this slide shows some of the ActiveX functions that you learned about earlier in this lesson.
The macro automatically executes when the document is opened. Once executed, it has access to the file
system and the windows shell. The macro can use this access to run a program locally or perform other

functions, such as manipulate registry contents.

Note that FortiSandbox has detected that the macro is also using some obfuscation.
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Summary

+ FortiSandbox uses multiple components to analyze a sample

* The output from each component is used to determine the verdict
« Static analysis used to analyze samples, including objects extracted from documents
+ VM scan runs samples and collects all events when the sample is running

» The rating engine parses out events that are typical of malware behavior
» Based on its rule set, marks events as suspicious indicators with a risk score

« |f the total score of all suspicious indicators falls within a certain range, a risk level is
determined

+ Based on suspicious indicators, tries to classify the sample infection type
+ Trojan, Dropper, Backdoor

F:ERTINET £ Fortinet Inc. All Rights Reserved 23

FortiSandbox uses multiple components to analyze a sample. The output from each component is used to
determine the verdict.

Static analysis is used to analyze samples, including objects extracted from documents. VM scan runs
samples and collects all events when the sample is running.

The rating engine parses out events that are typical of malware behavior and marks events as suspicious
indicators with a risk score. If the total score of all suspicious indicators falls within a certain range, a risk level
is determined. The rating engine also tries to classify the sample infection type based on those suspicious
indicators.
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Basic Information

Received:

Comments:

Started: May 06 2019 16:51:253-04:00

Status: Done

Rated By: WM Engine

Submit Type: FortiMail =
Client 1P: 100.64.1.10 f
SIMMET: Off

Depth: 4]

Timeout: 240

Virus Total: Q -

Mark False Positive or False Negative

* If you don’t agree with a verdict, you can override it

A High Risk WEBLink

May 06 2019 16:51:21

(]

FERTINET

~ Click to override
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If you don'’t agree with a verdict, you can mark it as either false positive or false negative. Note that you also
have the option to send the feedback to the FortiSandbox cloud community. For example, if you override a
suspicious file rating by FortiSandbox as clean, and if the sample is found to be clean by the FortiGuard team,
any other user submitting the same sample will get a clean rating from the cloud community.
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AV Rescan

* Suspicious results identified by the sandbox analysis are rescanned with each
new antivirus update that is received, for up to 48 hours

« If a file is detected by FortiSandbox first before an antivirus signature is available, the severity
level will be zero-day

+ |f the file already has an antivirus signature, a new entry for the sample is created with the
signature name

Hide rescan ki
jobs £ o Detection 2018-02-1407:04:51 to  2018-02-1507:04:53 a8
AV f.e scan Submission Time Submitted Filename Submitted By Rating Status File Count Comments
verdicts of
individual files =] Feb 14 2018 13:10:58 Samples.zip admin ] Done 1
ContalnEd “:1 = @ Feb 14 2018 13:10:58 Samples.zip admin ) Done 1
Samples.zip
= @ Feb 14 2018 13:10:58 Samples.zip admin [ ] Done 1
Original file
g = @ Feb 14 2018 13:10:58 Samples.zip admin & Done 1
on-demand
scan ]0b r E || Feb 14 2018 12:39:02 Sampleszip admin 2 Done I |
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When a new antivirus update is received, FortiSandbox will recheck all samples that were not detected by the
previous database version, and update their ratings. This will create multiple entries of the same files, as
shown on this slide.

The original entry is marked by the suspicious rating. The AV rescan jobs are marked with a malicious rating.
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Review

|dentify common characteristics of malware
|dentify common attack vectors

|dentify characteristics of malicious scripts
Access scan job reports

Analyze scan job reports

Override FortiSandbox verdicts

O N R

By mastering the objectives covered in this lesson, you learned how FortiSandbox generates verdicts for
samples.
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