DO NOT REPRINT

© FORTINET Network
Security
Expert

Secure Access Study
Guide

for FortiGate 6.2

NSE

I/ Certification
Program




DO NOT REPRINT
© FORTINET

Fortinet Training
http://www.fortinet.com/training
Fortinet Document Library

http://docs.fortinet.com

Fortinet Knowledge Base

http://kb.fortinet.com

Fortinet Forums

https://forum.fortinet.com

Fortinet Support

https://support.fortinet.com

FortiGuard Labs

http://www.fortiguard.com

Fortinet Network Security Expert Program (NSE)

https://www.fortinet.com/support-and-training/training/network-security-expert-program.html

Feedback

Email: courseware@fortinet.com

F::RTINET

11/18/2019


http://training.fortinet.com/
http://docs.fortinet.com/
http://kb.fortinet.com/
https://forum.fortinet.com/
https://support.fortinet.com/
http://www.fortiguard.com/
https://www.fortnet.com/support-and-training/training/network-security-expert-program.html
mailto:courseware@fortinet.com

DO NOT REPRINT

© FORTINET
TABLE OF CONTENTS
01 RADIUS and LD AP, .. 4
02 Certificate-Based Authentication. ... .. ... 53
03 RADIUS and Syslog Single Sign-On.............. ... . 94
04 FortiSWItCh. ... 145
05 802.1X Port Authentication. ... .. 203
06 Securing Layer 2. . 230
07 Integrated Wireless. ... .. 278
08 GUESE ACCOSS. . o 333



RADIUS and LDAP

DO NOT REPRINT

NSE
Certification
Program

F- RTINET

Secure Access

RADIUS and LDAP

FortiOS 6.2

© Copyright Fortinet inc. All rights reserved Last Modified: 18 November 2019

In this lesson, you will learn how to configure and troubleshoot RADIUS and LDAP authentication on
FortiGate. You will also review some FortiAuthenticator basics.
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Objectives

* Understand LDAP bind flow
Troubleshoot common LDAP issues

* Understand RADIUS query flow
Troubleshoot common RADIUS issues

* Integrate FortiAuthenticator with the Fortinet Security Fabric
* Access debug logs on FortiAuthenticator

After completing this lesson, you should be able to achieve the objectives shown on this slide.
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LDAP

In this section, you will learn about Lightweight Directory Access Protocol (LDAP).

Secure Access 6.2 Study Guide 6
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LDAP Tree Directory

dc=trainingad,dc=training,dc=lab

ou=Usa ou=france ou=canada
ou# hr c:au'= it ou=hr
cn= amy piquet cn: john smith cn= alex bush
email:
ismith@example.com
objectClass:
inetOrgPerson

DN: cn=john smith,ou=it,ou=france,dc=trainingad,dc=training,dc=lab

FiZ:ATINET

To begin, you will review the LDAP protocol.

The hierarchy of an LDAP schema does not need to resemble the organizational hierarchy. However, the
naming conventions and group structure usually match the company name and organizational hierarchy very
closely.

At the top of the LDAP schema is the root, or DC. This is where an LDAP tree always starts, in any schema.
Next, the groups (or branches) are defined using CN, or OU. The exact behavior and options used depend on
the schema and what is being defined. Branches may contain objects, and each object contains attributes.

Objects are uniquely identified by their distinguished names (DNs). The full DN specifies where the object is,
and the name and value of an attribute that can be used to find it.

Secure Access 6.2 Study Guide 7
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Simple Bind

* It works as long as all the users are in the same branch

User & Device > LDAP Servers

Distinguished Name
Bind Type

Secure Connection
Connection status

Test Connectivity

Test User Credentials

Training-Lab
10.0.1.10

389

Common Name Identifier | sAMAccountName

ou=ITou=france.dc=trainingad.dc=trair | Browse

m Anonymous  Regular

»

© Successful

FiZ:ATINET

There are three different methods, or bind types, a FortiGate can use to access an LDAP server: simple,

anonymous, and regular. During this lesson, you will learn about simple and regular binds.

A simple bind works as long as all accounts are in the same branch of the LDAP tree. The Distinguished
Name field defines the scope of the LDAP lookup. For example, if your distinguished name is set to ou=it,
ou=France, dc=trainingad, dc=training, dc=lab only the users found under IT > France will be able to
authenticate. However, you will not be able to authenticate the users under any of the other containers.

Secure Access 6.2 Study Guide
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Simple Bind Flow

Bind Request

Bind DN: sAMAccountName=jsmith,ou=it,ou=france,dc=trainingad,dc=training,dc=lab

Bind <user password> =
\]/ Bind Response Success

FortiGate LDAP Server

FiERTINET

When simple bind flow is used, FortiGate sends a bind request for the user who wants to authenticate with the
LDAP server. If the authentication is successful, the server responds to FortiGate with a Bind Response
Success message.

Secure Access 6.2 Study Guide 9
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cn for full-name, or
sAMAccountName for
login-name

Administrator password

FiZ:ATINET

Windows AD Regular Bind Configuration

Base DN to start LDAP

User & Device > LDAP Servers
Name Training-Lab
Server IP/Name 10.0.1.10
Server Port 389
Common Name Identifier | sAMAccountName
Distinguished Name DC=trainingad, DC=Training,DC=lab Browse
Bind Type Simple  Anonymous m
Username CN=Administrator,CN=Users,DC=train
Password sssssse Change

Secure Connection (B
Connection status & Successful
Test Connectivity

Test User Credentials

dsquery user —samid <user login name>

Output of:

dsquery user -name <full username>

search

This slide shows a summary of how to properly configure regular bind for Windows AD. A different type of
LDAP server might require a different approach.

First, the Common Name ldentifier is usually either cn or sAMAccountName. If you set it to cn, users must
authenticate using their full names (for example, John Smith). If you set it to sAMAccountName, users must
authenticate using their login names (for example, jsmith).

You can determine the Distinguished Name by querying the user DNs with the Windows AD command

dsquery.

You can determine the User DN by querying the administrator DN with the same Windows AD command

dsquery.

Finally, the Password setting is the LDAP administrator password.

Secure Access 6.2 Study Guide
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Regular Bind Flow

Step 1
Bind Request
Bind DN: sAMAccountName=administrator,cn=users,dc=trainingad,dc=training,dc=lab
Bind <admin_ password>

Bind Response Success

Search Request

Base Object: dc=example,dc=com S!ep 2
Scope: wholeSubtree

Filter: saMAccountName=jsmith

FortiGate SearchResEntry . LDAP Server

DN:cn=john smith,ou=it,cu=france,dc=trainingad,dc=training,dc=lab

Unbind Request

Unbind Response Success

Bind Request Step 3
Bind DN: cn=john smith,ou=it,ocu=france,dc=trainingad,dc=training,dc=lab
Bind <user password>

Bind Response Success

: Step 4
Group query
FiERTINET

Regular bind is the most complex, versatile, and commonly-used method. LDAP authentication using regular
bind is completed in four steps::

1. FortiGate logs to (binds to) the LDAP server, using an administrator account.

After this step, the FortiGate knows only the username. It doesn't know the branch where the user is located.
2. FortiGate performs a search query in the LDAP database to locate the user. In other words, to find the
user's DN.

If the user is found, the server replies with the user's DN.

Then, FortiGate logs out of (unbinds from) the LDAP server.

3. FortiGate binds to the LDAP server again, using the user credentials this time. It sends the DN it learned in
step 2, along with the password.

4. FortiGate gets the user attribute and group information.

The method it uses for this depends on the type of LDAP server, but it's usually an LDAP query.

When isolating an LDAP problem, you must first identify which of these four steps is failing.

Secure Access 6.2 Study Guide 11
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Regular Bind Configuration

 Misconfigurations usually happen in one
of the following LDAP settings:
+ Common Name Identifier
+ Distinguished Name
* User DN
+ Password

* The attribute cn is typically used as the
Common Name ldentifier

« For Windows AD deployments,
sAMAccountName can also be used

FiERTINET

User & Device > LDAP Servers
Name Training-Lab
Server IP/Name 10.0.1.10
Server Port 389
Common Name Identifier | sAMAccountName
Distinguished Name DC=trainingad, DC=Training. DC=lab Browse
Bind Type Simple  Anonymous Q=HTIE
Username CN=Administrator,CN=Users,DC=train
Password seesenee Change

Secure Connection (B
Connection status @ Successful
Test Connectivity

Test User Credentials

Most LDAP authentication problems are caused by misconfigurations, which usually happen in one of the

following LDAP settings:

*  Common Name ldentifier
» Distinguished Name

* User DN

» Password

Authentication problems most commonly occur on LDAP servers based on Windows AD. In this lesson, you

will verify if the regular bind LDAP configuration on such a server is correct.

Secure Access 6.2 Study Guide
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Windows AD Regular Bind Configuration

* To find the Distinguished Name, run either of the following two commands at the
Windows server command prompt:
> dsquery user -name <full username>
> dsquery user -samid <login username>
* You will see output that looks like the following example:
> dsquery user -samid jsmith
cn=John Smith,ou=it,c=france,dc=example, dc=com

* You can configure the Distinguished Name as:
dc=example, dc=com

FiERTINET

How do you check if the distinguished name is correct? You can run either of the following two commands at
the Windows AD server command prompt:

dsquery user —name <full username>
dsquery user -samid <login username>

The output displays the user DN. The Distinguished Name setting specifies a parent branch under which all
users are located. FortiGate searches users in any sub-branch below this parent branch. For example, in the
case shown on this slide, you can set the Distinguished Name setting to:

dc=example, dc=com

Secure Access 6.2 Study Guide 13
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Windows AD Regular Bind Configuration

 For the Bind DN, use either of the following two commands at the server command
prompt:
> dsquery user -—-name <admin_full_username>
> dsquery user -samid <admin login username>

* Copy and paste the full administrator DN

* For example, for the following output:
> dsquery user -samid administrator

cn=administrator,ou=it, c=france,dc=example, dc=com

+ Configure the Bind DN as:

cn=administrator,ou=it, c=france,dc=example, dc=com

FiERTINET

The User DN (or Bind DN) setting is the full DN of the LDAP administrator account. We can use the same
Windows LDAP server command (dsquery) to find that information.

You can copy and paste the full DN output from the server command prompt to the FortiGate configuration.

Secure Access 6.2 Study Guide 14
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Attribute Editor

* Enable Advanced Features in
Windows AD to:

« Use the Attribute Editor tab to view all
configured attributes under an object's

John Smith Properties [ =

Securty ] Ervironment Sessions | Remate control

:Geru-d[ﬁdci-ua|hmn[hdie[?depfm[0lgmmm

Remote Desktop Sevices Proffe | COM+ | Attrbute Edior

properties *f::' o
« Configure additional attributes badPwdCourt 0

John Smith

0

o

John Smith

CNaJohn Smith CN=Users. DC =trainingAD D¢
Q=)

John

e = {WRITE )

fpever)

inever)

10/30/2017 11:37.00 AM Paciic Daylight Ti
0

Johry Smith

+ Any of the attributes can be used as
Common name identifier

;
[

0K | [ Cancel [ e

FiERTINET

You can view the LDAP attributes in the Attribute Editor under the properties for each object. Here, you can
see the value of all available LDAP attributes.

Note that you must enable Advanced Features in Windows AD to have access to the Attribute Editor tab.

Secure Access 6.2 Study Guide 15
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Authentication Test Command

# diagnose test authserver ldap <server name> <username>
<password>

Password visible in clear
text

# diagnose test authserver ldap Training-Lab jsmith password
authenticate '"jsmith' against 'Training-Lab' succeeded!

Group membership(s) - CN=Domain
Users, CN=Users,DC=trainingAD, DC=training, DC=1lab

Windows AD group membership returned

FiERTINET

The CLI includes an LDAP authentication test command. It is diagnose test authserver ldap. Ifthe
credentials are correct, and if the LDAP configuration is correct, the LDAP server returns an authentication
confirmation and a list of the user groups for that user.

You can run this test command as soon as you complete the LDAP server configuration, even before any user

group or authentication firewall policy has been added to FortiGate. It tests only the LDAP server configuration
and the LDAP communication between FortiGate and the server.

Secure Access 6.2 Study Guide 16
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Real-Time Debug

FortiGate # diagnose debug application fnbamd -1

Debug messages will be on for 30 minutes.

FortiGate # diagnose debug enable

FortiGate # [2168] handle reg-Rcvd auth req 1014692423 for jsmith in Training-Lab
opt=0000001b prot=0

[358] _ compose group list from reg-Group 'Training-Lab'
[608] fnbamd pop3 start-jsmith

[1038] _ fnbamd cfg get ldap list by server-Loading LDAP server 'Training-Lab'

[1544] fnbamd ldap init-search filter is: sAMAccountName=jsmith

[1553] fnbamd ldap init-search base is: DC=trainingad,DC=Training,DC=lab

[573] _ fnbamd ldap_dns_cb-Resolved Training-Lab(idx 0) to 10.0.1.10
[1021]  fnbamd ldap dns cb-Still connecting.

[517] create auth session-Total 1 server(s) to try Usemame and base DN for LDAP search
[939]  ldap connect-tcps connect (10.0.1.10) is established.
F::=RATINET

The Fortinet non-blocking authentication module daemon (fnbamd) is the process that handles LDAP and
RADIUS authentication. This command enables the real-time debug for the fnbamd daemon.

In the example shown on this slide, the handle reg-Rcvd auth message indicates that the FortiGate
received a request for authentication for user jsmith on the Training-Lab LDAP server. Below the initial

message, you will find more information, such as the attribute that will be used to search the user in the LDAP
tree, base DN, and server name/IP address.

Secure Access 6.2 Study Guide 17
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Real-Time Debug: Admin Bind

<output omitted:>

[814]  ldap rxtx-state 3 (Admin Binding)

[19¢] _ ldap build bind reg-Binding to
'CN=administrator,CN=Users, DC=trainingAD,DC=training,DC=lab’

[852] fnbamd ldap send-sending 80 bytes to 10.0.1.10
[864] fnbamd ldap send-Request is sent. ID 1 Admin bind
[814]  ldap rxtx-state 4 (Admin Bind resp)

[1056] fnbamd ldap recv-Response len: 16, svr: 10.0.1.10

[756] fnbamd ldap parse response-Got one MESSAGE. ID:1, type:bind

[791] fnbamd_ldap_parse_response Admin bind was
[881] _ ldap_rxtx-Change state to 'DN search® successful

<output omitted>

Starting second
step

FiERTINET

Continuing with the output, the next step for FortiOS is to perform an Admin Bind, since we are using regular
bind flow for this example. This is the first step of the regular bind flow that starts with the Admin Binding
heading. You can see that FortiOS is requesting authentication for the administrator user and message

ID 1, which indicates that this is the first step of the regular bind process.

The Change state to 'DN search' message indicates that the first step was successful and FortiOS is

initiating the second step of the regular bind flow.

Secure Access 6.2 Study Guide

18



DO NOT REPRINT

CODRTINET

RADIUS and LDAP

INTTINL ]

Real-Time Debug: User Search

<output omitted>

[8681]  ldap rxtx-Change state to 'DN search'
[814] _ ldap rxtx-state 11 (DN search)
[584] fnbamd ldap build dn search req-

base: 'DC=trainingad, DC=Training,DC=lab' filter:sAMAccountName=jsmith

[852] fnbamd ldap send-sending 89 bytes to 10.0.1.10

[864] fnbamd ldap send-Request is sent. ID 2 Starting second
[814] _ ldap rxtx-state 12 (DN search resp) step
[1056] fnbamd ldap recv-Response len: 72, svr: 10.0.1.10

[791] fnbamd ldap parse response-ret=0

[1095] fnbamd ldap dn entry-Get DN 'CN=John
Smith, CN=Users, DC=trainingAD, DC=training,DC=lab'

[90] ldap dn list add-added CN=John User DN found
Smith, CN=Users, DC=trainingAD DC=training, DC=1ab

[1056] fnbamd ldap recv-Response len: 107, svr: 10.0.1.10
<output omitted>

FiERTINET

[756] fnbamd ldap parse response-Got one MESSAGE. ID:2, type:search-entry

Continuing with the fnbamd output, this section indicates that the FortiGate is performing the second step
mentioned earlier, which is searching for the user in the LDAP tree. The message includes the base branch
(Distinguished Name setting) and the name of the attribute used to locate the user (Common Name

Identifier setting).

If a user is located on the LDAP server, in the DN search resp section the LDAP server responds back

with the user DN.

Secure Access 6.2 Study Guide
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Real-Time Debug: User Bind

<output omitted>
|[881] __ldap_rxtx-Change state to 'User Binding' ~ Third step
[814]  ldap rxtx-state 5 (User Binding)

[429] fnbamd ldap build userbind reg-Trying DN 'CN=John
Smith, CN=Users, DC=trainingAD, DC=training,DC=lab"

[196] _ ldap build bind req-Binding to 'CN=John Esertindsy
Smith, CN=Users,DC=trainingAD, DC=training, DC=lab"

[852] fnbamd ldap send-sending 108 bytes to 10.0.1.10

[864] fnbamd ldap send-Request is sent. ID 3

[814]  ldap rxtx-state 6(User Bind resp)

[1056] fnbamd ldap recv-Response len: 16, svr: 10.0.1.10

[756] fnbamd ldap parse response-Got one MESSAGE. ID:3, type:bind

| [791] fnbamd ldap parse response-ret=0 I Success response

[881] _ ldap rxtx-Change state to 'Attr query "
<output omitted>

F:ATINET

Change state to 'User Binding' indicates the third step in the regular bind. In this step, FortiGate
requests authentication for user John Smith and User Bind resp indicates the reply from the LDAP
server. If user authentication is successful, the process moves on to the last step of the process.

Secure Access 6.2 Study Guide 20
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Real-Time Debug: Attribute Query

<output omitted:>
[OT2] _ 1dap rXLE-State T(ALLT Query)
[482] fnbamd ldap build attr search reg-Adding attr 'memberOf’

4941 fnbamd ldag build_attr search reg-base:'CN=
mith, CN=UseTs, DC=trainingAD, DC=training,DC= iab! fllter cn=

<output omitted>

[814] _ 1ldap rxtx-state B8 (Attr query resp) ; : ;
[1056] fnbamd ldap recv-Response len: 243, svr: 10.0.1.10 User aﬂﬁm bﬂm
[756] fnbamd ldap parse response-Got one MESSAGE. ID:4, type:search-entry
[791] fnbamd ldap parse response-ret=0

[503] _ get_member of groups-Get the memberOf groups. Eknveruspnnseumh
[527] _ get member of groups- attr="memberOf', found 1 values membe rOf attribute
[90] ldap dn list add-added CN=Administrators,CN=Builtin,DC=trainingAD,DC=training,DC=lab
[539 retrieve group valuess-

val [0]="CN=RAdminTstrators,CN=Builtin,DC=traininglAD,DC=training,DC=1ab’
[1056] fnbamd ldap recv-Response len: 16, svr: 10.0.1.10
[756] fnbamd ldap parse response-Got one MESSAGE. ID:4, type:search-result

[791] fnbamd ldap parse response-ret=0

F:RTINET & Fortinet Inc. All Rights Reservad 18

The last step in the regular bind process is attribute and group query. In this example, FortiGate queries the
memberOf attribute from the LDAP server, and the LDAP server replies with the information.

Secure Access 6.2 Study Guide 21
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Real-Time Debug: Group Query

<output omitted>

[1170] _ fnbamd ldap attr next-Entering CHEPRIMARYGRP state

[881] _ ldap_rxtx-Change state to 'Primary group query'

[814] _ ldap rxtx-state 13 (Primary group query)

[518] fnbamd ldap build primary grp search reg-starting primary group check...

<output omitted>
[814] _ ldap rxtx-state 14 (Primary group query resp) =
[1056] fnbamd ldap_recv-Response len: 127, svr: 10.0.1.10 me’lal'y group matching
[756] fnbamd ldap parse response-Got one MESSAGE. ID:5, type:search-entry

[721] fnbamd ldap parse_response-ret=0

[90] ldap_dn_ list add-added CN=Domain Users,CN=Users, DC=trainingAD,DC=training,DC=lab

[453] __get_one_group-group: CN=Domain Users,CN=Users, DC=trainingAD, DC=training, DC=lab

<output omitted>

[1288] _ fnbamd ldap primary grp_next-Auth accepted

[52] 1ldap_dn list_del_all-Del CN=John Smith,CN=Users, DC=trainingAD,DC=training,DC=lab

[2859] fnbamd ldap_result-Result for ldap svr 10.0.1.10 is SUCCESS

<output ocmitted>

User authentication successful

F:ATINET 19

Next, is the Primary group query of the authenticating user. The server responds with the primary group

of the user, which FortiGate binds to the user. This completes the steps in LDAP regular bind process.
SUCCESS indicates that authentication was successful and FortiGate now has all of the required information
for the authenticated user.

Secure Access 6.2 Study Guide 22
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Sniffer for LDAP Traffic

# diagnose sniffer packet any “port 389" 3
AD code Description
0x525 user not found
0x52e invalid credentials
0x530 not permitted to logon at this time
0x531 not permitted to logon from this workstation
0x532 password expired
0x533 account disabled
0x701 account expired
0x773 user must reset password
0x775 account locked out

Fi:RTINET

If there is a problem with either step 1 (admin bind) or step 3 (user bind), you can sniff the traffic between
FortiGate and the LDAP server to get the error code. Error codes provide an explicit description of why the
bind is failing.

Secure Access 6.2 Study Guide
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LDAP Result Codes
« Common industry-standard LDAP result codes
Error
0 SUCCESS
2 PROTOCOL ERROR
7 AUTH METHOD NOT SUPPORTED
16 NO SUCH ATTRIBUTE
21 INVALID SYNTAX
32 NO SUCH OBJECT
34 INVALID DN SYNTAX
49 INVALID CREDENTIALS/
ACCOUNT DISABLED
50 LDAP INSUFFICIENT ACCESS
FizATINET

Here are a few industry-standard LDAP result codes. During LDAP authentication, the LDAP server returns a
result code for both successful and unsuccessful authentication attempts, which can indicate why an
authentication attempt was unsuccessful. For unsuccessful authentication requests, this error code can be
used to understand why an authentication failed. To get the full list of LDAP result codes, review RFC 4511.

Secure Access 6.2 Study Guide 24
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Sniffer for LDAP Traffic

+ Admin bind fail

TCP 66 12872 » 389 [ACK] Seq=1 Ack=1 Win=49152 Len=@ TSval=1849793 TSecr=327297069
LDAP 142 bindRequest(1) "CN=Administrator,CN=Users,DC=trainingAD,DC=training,DC=1ab" simple
LDAP 176 bindnesponse(.‘li invaliﬂredentialsl(39993338: LdapErr: DSID-8C@9@3D3, c : AcceptSecurityContext err'or, v3839)

Failed on step 1 due to invalid credentials These exarmples are sniffer outputs that were
then converted to a Wireshark file format.

* User bind fail

LDAP bindRequest(l) -CN=Admifistrator,CN=Users,DC=trainingAD,DC=training,0C=1ab" simple
Loap bindResponse(l) succes
TP 66 12938 - 389 [ACK] Seqe81 Ack=23 Win=49152 Len=8 TSval=1878316 TSecr=32750236@

LDAP 156 searchRequest({2) "DC=trainingad,DC=Training,DC=1ab" wholeSubtree

LD&P 4856 searchResEntry(2) “CH=student,CNsUsers,DC=trainingAD,DC=training,DC=1ab" | searchResRef(2) | searchResRef(2) | search F(2) | search 2) success [1 result]
LDAP 172 bindRequest(3) “CH=student, C=Users,DC=trainingaD,0C=training,0C=1ab" simple

LDap 176 bindResponse(3) 80090308: LdapErr: DSID-8C098303, comment: AcceptSecurityContext errnr, w3839)

Failed on step 3 due to invalid credentials

F:RTINET & Fortinet Inc. All Rights Reservad 22

If there is a problem with either step 1 (admin bind) or step 3 (user bind), you can sniff the traffic between
FortiGate and the LDAP server to get the error code. Error codes provide an explicit description of why the
bind is failing.
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Common Problems: Incorrect Bind Password

<output omitted>
[814]  ldap_ rxtx-state 3 (Admin Binding)

[196] ldap build bind req-Binding to
' CN=Administrator,CN=Users, DC=trainingAD, DC=training,DC=lab’

<output omitted>

[814] ldap rxtx-state 4 (Admin Bind resp) Step 1
A <output omitted> LDAP error code 49 forinvalid credentials o
[756] fnbamd ldap parse responsc®@bt one MESSAGE. ID:1, type:bind

[778] fnbamd ldap parse response(800903ﬂrr: DSID-
data 52e,

0C0903D3, comment: AcceptSecurityContext error, v3839)

[791] fnbamd ldap parse response-ret=49
[724]  ldap stop-svr 'Training-Lab'

[179] fnbamd comm send result-Sending result 1 (error 0, nid 0) for
req 1014692425

[664] destroy auth session-delete session 1014692425

F::RTINET & Fortinet Inc. All Rights Reservad

Real time debug for LDAP will display error 49 for invalid credentials.
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Common Problems: User Not Found

<output omitted>
[(881] @ ldap rxtx-Change state to 'DN search'
[814]  1ldap rxtx-state 11 (DN search)

[584] fnbamd ldap build dn search reqg-
base: 'DC=trainingad, DC=Training, DC=1lab'
[filter:sAMAccountName=studen | /NUSeraccount

[852] fnbamd ldap send-sending 89 bytes to 10.0.1.10
[864] fnbamd ldap send-Request is sent. ID 2
[814] @ ldap rxtx-state 12 (DN search resp)

Step 2

<output omitted> Unable to locate user DN

[791] fnbamd ldap parse response-ret=0 Eallabc e L DAR ety 2=

[1113] fnbamd ldap dn next-No DN is found.|

FiERTINET

The message No DN is found in step 2 refers to the fact that the authentication request was unable to
locate the user in the LDAP tree. This indicates a problem with the username, or the user resides in an LDAP
branch that is outside of the scope of the LDAP search path
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Common Problems: Incorrect User Password

[881]  1ldap rxtx-Change state to 'User Binding'
[814] ldap rxtx-state 5(User Binding)

[429] fnbamd ldap build userbind req-Trying DN
'CN=student, CN=Users, DC=trainingAD, DC=training, DC=lab' User DN

[196]  1ldap build bind reg-Binding to
'CN=student, CN=Users, DC=trainingAD, DC=training, DC=lab'

[852] fnbamd ldap send-sending 106 bytes to 10.0.1.10

[864] fnbamd ldap send-Request is sent. ID 3 Step 3

[814] _ ldap rxtx-state 6(User Bind resp)

[1056] fnbamd ldap recv-Response len: 104, svr: 10.0.1.10

[756] fnbamd ldap parse response-Got one MESSAGE. ID:3, type:bind
[778] fnbamd ldap parse response (80090308: LdapErr: DSID-
0C0903D3, Wivalid credentiae.

comment: AcceptSecurityContext error, |data 52e] v3839)

[791] fnbamd ldap parse response-ret=49

F::RTINET 2 Fortinet Inc. All Rights Resarved

Error 49 instep 3 indicates that the user credentials are invalid, or the user account is disabled on
Windows AD.
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Common Problems: Groups Not Found

[881]  ldap rxtx-Change state to 'Attr query'
(814]  ldap rxtx-state 7(Attr query)
[482] fnbamd ldap build attr search reqg-Adding attr 'memberOf'

[494] fnbamd ldap build attr search reg-
base: 'CN=test,CN=Users, DC=trainingAD,DC=training,DC=1lab'’
filter:cn=*

[852] fnbamd ldap send-sending 125 bytes to 10.0.1.10

[864] fnbamd ldap send-Request is sent. ID 4 Step 4

User isn't 2a member of
any secondary group

[814]  ldap rxtx-state 8 (Attr query resp)

[521]  get member of groups-attr='memberOf' - found 0 values

FiERTINET

Finally, the following error indicates a problem in step 4:

get member of groups-attr=<attribute name> found 0 values

The user credentials are correct, but no user group information was found.

In some LDAP implementations, the user group information is not an attribute of the user. Instead, the users
are listed as an attribute of the group. In these instances, you need to query the group about the user. There

is additional configuration that will allow the FortiGate to work with these implementations, but the debug will
not reflect this, in these cases. In these implementations, you can ignore this error.
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LDAP Troubleshooting Tips

« If the admin bind is not working:
+ Check the bind name, using the following commands:

> dsquery user —name <admin full username>
> dsquery user —samid <admin login name>
+ Check the bind password
+ Sniff the error code coming from the server
« Ensure correct containers are listed in the Distingushed Name setting

« |If the LDAP server couldn't find the user:

« |f the Common Name ldentifier is sAMAccountName, use the login name
« Ifitis en, use the full name

» Check the Dlstlngulshed Name, using the following the command:
> dsquery user —name <full username>

FiERTINET

What should you do if the problem is in step 1 (admin bind not working)?

+ Use the dsquery query to check the administrator DN

* Check the administrator password

» Sniff the error code coming from the server

What should you do if the problem is in step 2 (LDAP server could not find the user)?

+ |f the Common Name Identifier is set to sAMAccountName, the user must use the login name. If it is set

to cn instead, the user must use the full name.
+ Check the Distinguished Name setting, using the dsquery command
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RADIUS

In this section, you will learn about Remote Authentication Dial-In User Service (RADIUS).
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RADIUS Overview

+ Client-server protocol that provides:
+ Authentication
+ Authorization
« Accounting

+ Supported schemes:
+ Challenge Handshake Authentication Protocol (CHAP)
» Microsoft Challenge Handshake Protocol (MSCHAP)
= Microsoft Challenge Handshake Protocol version 2 (MSCHAP2)
= Password Authentication Protocol (PAP)

FiZ:ATINET

RADIUS is a broadly supported client-server protocol that provides centralized authentication, authorization,
and accounting functions. RADIUS servers use UDP packets to communicate with the RADIUS clients on the
network to authenticate users before allowing them access to the network, to authorize access to resources
by appropriate users, and account for the resources that are used. You must configure the RADIUS server to
accept FortiGate as a client. FortiGate uses the authentication and accounting functions of the RADIUS
server. FortiGate supports the following RADIUS schemes: CHAP, PAP, MSCHAP, and MSCHAP2.
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CHAP vs. PAP

« Password Authentication Protocol
« Passwords are sentin clear text

RADIUS client RADIUS server
A -
a5 e
_&s, . Password sent in clear text '~ Q
< -~ /':]< \ i
N Authentication accepted \\;\?n/”

* Challenge Handshake Authentication Protocol
» Passwords are never sent
« A one-way hash of the password is sent instead

RADIUS client RADIUS server

P
S 3 Challenge

< @HS@FSFCSH%YI%
Authentication accepted

FiZ:ATINET

Password Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol (CHAP) are two
common authentication schemes that are used with RADIUS.

PAP is a weak authentication scheme, because it transmits the password.

CHAP is a stronger authentication scheme, because it never sends the password. It uses hashing to perform
the authentication.

After the link is established between the client and server, the following occurs:

» The server sends a challenge message to the client, which includes a challenge value.

* The client responds back with a one-way hash of the password and the challenge value combined. (note
that the password itself is never actually sent)

* The server also calculates the one-way hash using the stored user password and the challenge value
combined.

» The server compares the calculated hash with the hash received from the client.
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Attributes

« RADIUS attributes are used to exchange information between the RADIUS server
and the RADIUS client
+ RADIUS attributes in a user account provide user-related information
« Can be used to assign an |P address to a user
+ RADIUS attributes in a user group can provide general information that will be applicable to the

whole group
* Can be used to apply a security profile to multiple users within a specified user group

+ Vendor-specific attributes
« Used by vendors to extend the basic functionality of RADIUS
« Requires VSA dictionaries, which are supplied by the vendors
» Fortinet RADIUS vendor ID is 12356

FiERTINET

RADIUS attributes can be used to provide information about a user or a user group. RADIUS attributes
configured at a user level can provide user-related information, such as IP addresses. Attributes configured at
the user-group level are used to provide information that will be applied to the all users within the specified

group.

Vendor-specific attributes (VSA) are used by vendors to extend the basic functionality of RADIUS. Each
vendor uses a unique VSA ID to transmit additional information, based on authentication success or failure.
VSA dictionaries are required to understand the proprietary VSA attributes that are supplied by the RADIUS
vendors.
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RADIUS query flow

Access-Request

Access-Accept

or %
\ / Access-Reject \/
FortiGate ™ RADIUS server

or

Access-Challenge
(Two-factor enabled)

FiERTINET

Normal authentication queries with the RADIUS protocol begin with an "Access-Request” being sent from the
FortiGate to the RADIUS server. Valid responses to this are "Access-Accept" and "Access-Reject" (yes and
no, respectively).

If two-factor authentication is enabled on the server, the server will return an "Access-Challenge" message, to
indicate it is looking for more information.
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User & Device > RADIUS Servers

Configuration on FortiGate

Specify authentication scheme to be used

Name
Authentication method
NAS IP

Include in every user group (B

Primary Server

IP/Name

Connection status
Test Connectivity

Test User Credentials

FAC
Default

10.0.1.150
Secret sesssnse

@ Successful

NAS-IP-Address or Called Station ID
aftnbute used in the RADIUS access request

\

IP or hostname of RADIUS server | || Qs=2

CHAP
MS-CHAP
MS-CHAP-v2
PAP

RADIUS must match with RADIUS
server (16 characters maximum)

FiZ:ATINET

When configuring the RADIUS server on FortiGate, you must provide the following information: Name,
Primary Server IP/Name, Primary Server Secret and Authentication Method. \When Authentication
Method is set to Default, FortiGate will try the different authentication schemes, starting with MSCHAP2,
CHAP and PAP. You can also type an IP address in the NAS IP field, if you want to send the authentication
request with the NAS-TP-Address orcCalled Station ID attribute attached to the RADIUS access

request.

Note: MSCHAP is never used when the authentication method is set to Default. If you want to use only

MSCHAP as the authentication method scheme, you must specify MSCHAP manually.
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Testing RADIUS Secret

# diagnose test authserver radius-direct <server ip> <port>
<secret>

# diag test authserver radius-direct 10.0.1.150 1812 password
RADIUS server '10.0.1.150' status is OK

types of status. Status is..
1. OK = secret 1is correct

3
 §
2. Secret Invalid = secret is incorrect
3

3. Server unreachable = IP address or port is incorrect or
RADIUS client used is not an authorized client on the RADIUS
server

F:i:RTINET

The diagnose test authserver radius-direct <server ip> <port> <secret> command is
used to test the secret between the RADIUS client and server.

It can be the first check that is run when diagnosing RADIUS issues, and can reduce troubleshooting time
significantly, in many cases.

The RADIUS client is the FortiGate here. There are two possible replies that you can see in the output, as
listed on the slide. It is important to note that Secret Invalid is only displayed if the RADIUS client is an

authorized client on the RADIUS server. If the RADIUS client is not authorized on the RADIUS server, you will
receive a Server unreachable. This is due to the fact that the RADIUS server will not respond to requests

sent by unauthorized RADIUS clients.
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Testing RADIUS Queries

# diagnose test authserver radius <server name> <chap | pap |
mschap | mschapZ2> <username> <password>

# diag test authserver radius FAC mschap2?2 student password

authenticate 'student' against 'mschap2' succeeded,
server=primary assigned rad

Session 1d-10146092Z435 session_timeout-0 secs 1dle Cimeout=0
secs!

Group membership(s) - SSLVPN

FiERTINET

Similar to LDAP, there is a CLI test command for RADIUS.

When you used the CLI test command for RADIUS, you must provide not only the credentials for a test user,
but also the authentication scheme.

Also, as in the case of LDAP, this command tests only the FortiGate RADIUS server configuration. It does not
require the FortiGate configuration to contain a user group or firewall policy.
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RADIUS Real Time Debug

# diagnose debug application fnbamd -1

# diagnose debug snable

# diagnose test authserver radius FAC-Lab mschap? student password

[2168] handle reg-Rcvd auth reg 1109305894 for student in FAC-Lab opt=0000001d prot=4
[358] _ compose_group_list from reg-Group 'FAC-Lab'

i Username

[1280] i | 1d-Sent_radi eq tg seryer 'FAC-Lab': fd=13, IP=10.0.1.150(10.0.1.150:1812) code=1 id=3
len=174] user="student"’ usingi MS—CI-E\P;QI Scheme

[281] radius_server auth-Timer of rad 'FAC-Lab' is added RADIUS attributes

[517] create_auth session-Total 1 server(s) to try

[2535] fnbamd auth_handle radius result-Timer of rad 'FAC-Lahl¥is deleted 0: Authentication successful
[1746] fnbamd radius_auth walidate pkt-RADIUS resp code 2 1: Authentication failed

[305] extract_succes9_'."sas|—FOR'::NET attr, type 1, val SSL‘-."P}‘

1 fnbamd auth handle radius_result——>Result for radius svr 'FAC-Lab" 10.0.1.150(1) is O

] fnbamd comm send result-Sending result 0 (error 0, nid 0) for regqg 12418%82

RADIUS response code

authenticate 'student' against 'mschap2' succeesded, server=primary assigned_rad session_id=11095%05894
session timeout=0 sscs idle timeout=0 secs!

Group membership(s) - SSLVEN

FiERTINET

RADIUS is either a one-step or two-step process (depending on the use of two-factor authentication). It is not
as long as the four-step process that happens with LDAP regular bind. So, the output of the real-time debug is
usually shorter. The output of the real-time command shows:

 The RADIUS server name, as defined on FortiGate

* The username requesting authentication

» The RADIUS scheme used

* Any RADIUS attribute sent by the RADIUS server

* The authentication results of 0 for successful and 1 for failed

* RADIUS response code provides more detail as to why the authentication was successful or unsuccessful
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RADIUS Response Code

Success

Deny

Challenged (for password renewal or remote token) Most common ones
Unknown

Pending

Error

Framed IP Conflict

Token code is required

Need next token is required due to token out of sync

(o SN - - AU - T o R S % R U il ==

Response bufferis too small
Authentication times out
1L Max concurrent authentication sessions are reached

=
[=)

1L Token code is already used

FiERTINET

Here is the full list of RADIUS response codes that you can receive from the RADIUS server. These codes
can help you find the root cause of authentication issues.
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FortiAuthenticator

In this section, you will learn about FortiAuthenticator basics.
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FortiAuthenticator

+ FortiAuthenticator is a user authentication and identity manager
* Provides standards-based secure authentication to a network
« Centralizes the management and storage of user identity information

« FortiAuthenticator serves as the gatekeeper of the Fortinet Security Fabric to establish identity at
the entry points

+ Some of the key features include:
+ RADIUS and LDAP services
« Two-factor authentication
« Wired/wireless authentication using the 802.1x standard
+ Certificate management
« Captive portal
« Self-serve portal
+ Fortinet single sign-on

FiERTINET

FortiAuthenticator is a user authentication and identity management device. It provides standards-based
secure authentication to network devices. FortiAuthenticator provides RADIUS, LDAP, and 802.1X wireless
authentication, certificate management, and Fortinet single sign-on (FSSO). FortiAuthenticator is compatible
with FortiToken to provide two-factor authentication when using multiple FortiGates and third-party devices.
Together, FortiAuthenticator and FortiToken deliver cost-effective, scalable, secure authentication to your
entire network infrastructure.
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Integrating FortiAuthenticator Into the Security Fabric

® Fortinet Inc. All Rights Reserved 40

FiERATINET

FortiAuthenticator is a key component in the Fortinet secure access solution. FortiAuthenticator provides
authentication, which is used by FortiGate and/or controllers to assign appropriate access to clients. Based on
the configuration and roles defined on FortiGate, authentication rules can be enforced for wireless and wired

clients.
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RADIUS

2FA
FSSO

Active Directory

Wi-Fi/Hotspot

Guest/BYOD

CA

FiERTINET

FortiAuthenticator Key Differences
Features  Key differences compared to FortiGate

RADIUS authentication and authorization server
RADIUS authentication and accounting proxy
Rule-based rewrite of RADIUS accounting packets for FSSO

Centralized 2FA for users and tokens

Restrict number of devices per FSSO user

FSSO user/group/IP filtering to FortiGate

Kerberos FSSO (with NTLM fallback)

SAML service provider

SAML identity provider

Rule-based auto-sync with Windows Active Directory
Reset Active Directory password

Social authentication: Facebook, Twitter, LinkedIn
Google authentication

Certificate authority (SCEP, OCSP, endpoint auto-enroliment)

Certificate Authority

This list shown on the slide contains some of the key differences between FortiGate and FortiAuthenticator in
terms of RADIUS, two-factor authentication, FSSO, Active Directory, Wi-Fi authentication, and guest

management.
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The CHAP and LDAP Dilemma

* |If FortiGate uses LDAP for user authentication, neither CHAP, nor MSCHAP2 can
be used
« This might affect IPsec VPN and PEAP wireless users

IPsec user
with CHAP
ate LDAP
Users do not send the th Faisaale
password in clear text, - =
but a one-way hash of 9 f_,.fb < 2727
the password ‘- =
Expecti ssword
Wireless user pein cTega!:ateXt

with PEAPIMSCHAP2

FiZ:ATINET

Now, you will explore another benefit of adding FortiAuthenticator to your secure access solution.

If FortiGate is configured to authenticate clients using a remote LDAP server, VPN and wireless clients using
CHAP schemas will not be able to authenticate. That is the case for wireless clients using PEAP/MSCHAP2
and IPsec VPN clients with extended authentication (XAuth) and CHAP.

The reason is that during CHAP authentication, a client sends a one-way hash of the password. However, the
LDAP server, which is on the backend, is expecting the password itself. The FortiGate, which is acting as the
LDAP client, does not have the client passwords, and it also can't convert a hashed password to a clear text
password.
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Solutions to the CHAP and LDAP Dilemma

+ Use PAP

* Unsecure
+ May not be supported by all applications or implementations

+ Use RADIUS

» Use FortiAuthenticator to join the Windows domain
* Allows FortiAuthenticator to get a Kerberos ticket

FortiGate configured as Windows AD configured as an LDAP
a RADIUS client on server on FortiAuthenticator with
IPsec user FortiAuthenticator Windows AD authentication
with CHAP
Q FortiGate FortiAuthenticator Windows AD
-~ £ - o~
& —— CHAP Kerberos SN
N

Wireless user
with PEAP/IMSCHAP2

FiZ:ATINET

Two possible methods that you can use to solve the CHAP and LDAP problem are:

» Use PAP: You must configure FortiGate to use PAP instead of CHAP, when authenticating clients. This
approach is unsecure due to the nature of the PAP protocol.
+ Use RADIUS: Change your backend server from LDAP to RADIUS.

If you are using Windows AD as your LDAP server, an alternative is to use FortiAuthenticator as an
authentication proxy. The FortiAuthenticator would be located between FortiGate and the Windows server.
You will also need to configure FortiAuthenticator to log in to the Windows domain using the credentials of a
Windows administrator. This will add FortiAuthenticator as a trusted device on the Windows AD domain,
allowing FortiAuthenticator to proxy the password hash from the client to the Windows server, using Kerberos.
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Remote Authentication Servers—LDAP

+ FortiAuthenticator can be configured to connect to an existing LDAP server

Authentication> Remote Auth. Servers> LDAP

. ~:, N es Please select 2 template -— | ¥
/ — Please select a template —
. Predefined LDAP schemes
Microsoft Active Directory
OpenlLDAP/GSuite

Novell eDirectory

Required for CHAP or MSCHAP2

FiZ:ATINET

A FortiAuthenticator can store the user database locally. It can also proxy authentication requests from a
client to a backend authentication server.

This is how to configure FortiAuthenticator to proxy authentication requests to a remote LDAP server, which
can be a Windows AD server.

You must configure the following settings: Name, Primary server name/IP, Base distinguished name, Bind
type and administrator username and password for regular bind type. Note that the Base distinguished
name will set the root node where LDAP will start searching for user accounts.

There are predefined LDAP templates. They include default attribute settings for well-known LDAP servers,
such as Windows AD, OpenLDAP, and Novell eDirectory.

If you want FortiAuthenticator to relay CHAP authentication to a Windows AD server, you must enable
Windows Active Directory Domain Authentication, and enter the credentials for a Windows administrator.
The FortiAuthenticator will log in to the domain as a trusted device, allowing FortiAuthenticator to proxy CHAP
authentications, using Kerberos.
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RADIUS Remote Authentication Server

* FortiAuthenticator can be configured to connect to existing RADIUS servers
« If the local user database is not used, FortiAuthenticator will proxy RADIUS authentication
requests

Authentication> Remote Auth. Servers > RADIUS

| MSCHAPVZ |w

Prisary Sorver MSCHAPv2 scheme
Server name1P T Port iz MSCHAP
CHAP

PAF

FiERTINET

This is a sample of the configuration required for FortiAuthenticator to proxy authentication requests to a
remote RADIUS server.
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Adding Users to FortiAuthenticator

* Local users
= Manually add users
« Import users from a CSV or FortiGate configuration file

* Remote users

+ Remote LDAP users:
« Import into FortiAuthenticator through remote LDAP servers only
* Remote RADIUS users
« Can be created in FortiAuthenticator based on the remote RADIUS server
* Can be migrated to LDAP users, and edited and deleted
« Can be assigned user role or administrator role

FiZ:ATINET

There are two ways you can add local users to FortiAuthenticator:
* Manually add users
» Import users from a comma-separated value (CSV) file or FortiGate configuration file

Note that FortiAuthenticator includes a self-service portal where users can register themselves.

You add remote LDAP and RADIUS users to FortiAuthenticator in different ways:

* For remote LDAP users, you must import users into the FortiAuthenticator user database from their remote
LDAP servers.

* For remote RADIUS users, you can create them based on a remote RADIUS server. You can migrate
remote RADIUS users to LDAP users, as well as edit and delete them. You can also flag remote RADIUS
users with the user role or administrator role.
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RADIUS Clients

* FortiAuthenticator will accept RADIUS authentication requests only from clients that
have been added as RADIUS clients

Authentication> RADIUS Service > Clients

= = [ ]
FizATINET

FortiAuthenticator will accept RADIUS authentication requests only from approved RADIUS clients. After you
configure remote authentication servers or a local user database, you must allow FortiGate to make
authentication requests to FortiAuthenticator. This is done under RADIUS clients on the FortiAuthenticator.

This is where you define the type of authentication requests that will be processed, and options that
FortiAuthenticator would apply to the RADIUS client.
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Debug logs on FortiAuthenticator
Debug logs are
categorized based
bewgised https://<FortiRuthenticator IP>/debug
cr RADIUS Authentication \.] M log e size: 200 K8 [+] Exit debug mode DEBUGGING MODE ACTIVE
Authentication
Username el e i Debug Iogscmbem.ﬂ
Passwrord wg?;g amﬁcaﬁmy%zests wher;ntlt:xblmxmﬁm e
RADIUS Authentication Logs
FE:EF"“"']E]: = 48

Unlike FortiGate, FortiAuthenticator does not have real-time debug commands. Instead, you can access

extended logs for individual services. You can access the debug log page using the URL at
https://<FortiAuthenticator IP>/debug. These logs can be used to troubleshoot issues with

services running on FortiAuthenticator.

In the case of the debug logs for RADIUS authentication, there is the option of enabling debug mode, which
allows administrators to test RADIUS authentication using the credentials of a test user from the debug logs
window.
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Review

LDAP directory overview

Understanding LDAP bind flow

Use real-time LDAP debug commands
Troubleshoot common LDAP issues
RADIUS overview

Understand RADIUS query flow

Use real-time RADIUS debug commands
Troubleshoot common RADIUS issues
FortiAuthenticator overview

Integrate FortiAuthenticator into the Security Fabric
Access debug logs on FortiAuthenticator

This slides shows the objectives that you covered in this lesson.
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Certificate-Based Authentication
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In this lesson, you will learn how to configure and troubleshoot certificate-based authentication.
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Objectives

Use digital certificates for single-factor and two-factor authentication
Configure public key infrastructure (PKI) users on FortiGate
* Issue digital certificates using Simple Certificate Enrollment Protocol (SCEP)

Check the revocation status of users' certificates using certificate revocation lists
(CRL) and Online Certificate Status Protocol (OCSP)

* Troubleshoot certificate-based authentication problems
+ Use FortiAuthenticator as a certificate authority (CA)

After completing this lesson, you should be able to achieve the objectives shown on this slide.
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Digital Certificates Review

In this section, you will review the basics of digital certificates.
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Cryptographic Algorithms Classification

« Symmetric key: Use the same key for encryption and decryption

+ Asymmetric (public) keys: Use different, mathematically related keys for encryption
and decryption

* Hashes: Generate an irreversible constant-size output from any input

FiZ:ATINET

Now, you will review some terminology. There are two general types of encryption: symmetric and
asymmetric.

Symmetric encryption uses a single key for encrypting and decrypting. This key is shared by the parties that
are interchanging encrypted information.

Asymmetric encryption uses a pair of keys. Both keys are mathematically related. One key is used for
encrypting the information. The other key is used for decrypting the information.

Hashes, on the other hand, are not encrypted information as they cannot be decrypted. A hash algorithm
generates an irreversible output from any input.
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Asymmetric (Public Key) Cryptography

« Attributes

Uses a pair of keys
mathematically interrelated

One key is private and the other
key is public (can be shared with
others)

Whatever is encrypted with one
key requires the other key to
decrypt

Works slowly so is not suitable
for encrypting and decrypting
bulk data

Key lengths vary greatly
depending on the algorithm type
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Asymmetric cryptography, also known as public key cryptography, consists of a pair of keys that are
mathematically interrelated and perform inverse functions. Whatever is encrypted with one key, can be
decrypted only with the other key. One key is made public (it can be distributed to others) and the other key is
private. In the example shown on this slide, the sender knows the recipient’s public key. So, the sender uses
the recipient’s public key to encrypt the information that is intended for the recipient only. Because the
information was encrypted using the recipient’s public key, it can be decrypted using only the recipient’s
private key, which only the recipient has. In this way, the sender ensures that only the intended recipient will
be able to decrypt the information.
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SSL Between FortiGate and a Web Server—Part 1

Browser sends a hello message to the web
server. The message includes the SSL =
version and algorithms that it supports.

Server replies with the SSL version and

algorithms that will be used during the e
session and that both sides support. It

Q also sends its certificate.

CHECKLIST

Web server

. Corresponding CA‘/

. Signature valid?

. Validity dates? ¢

CA . Revocation W,

ﬂ check?

Certificate store TH“STEEB'
| & APPROVED
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Now, you will learn more about the process of establishing an SSL session.

In the first step of the example shown on this slide, FortiGate connects to a web server that is configured for
SSL. In the initial hello message, the browser provides critical information that is needed to communicate with
the web server. This information includes the server's SSL version number and the names of the
cryptographic algorithms that it supports.

In the second step, the web server receives the message from FortiGate, and chooses the first suite of
cryptographic algorithms that is in FortiGate’s list and that it supports. The web server sends its certificate to
FortiGate. Note that the certificate information is passed as clear text over the public network. The information
contained in a certificate is typically public, so this is not a security concern.

In the third step, FortiGate validates the web server’s certificate. The checklist shown on the slide represents

the checks that FortiGate performs on the certificate to ensure that it can be trusted. If FortiGate determines
that the certificate can be trusted, then the SSL handshake continues.
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SSL Between FortiGate and a Web Server—Part 2

A 4

encrypts it using the web server’s public

o FortiGate generates a pre-master secret,
key, and sends it to the server.

Server
Pre-Secret |=—> 2| —> | X@X

+E o
\/ The server decrypts the pre-master

secret using its private key. Web.lserver

=
- Pre-Secret | €— + /) €<— | X@Xx
ca o

Certificate store

FiERTINET

In the fourth step, FortiGate generates a value known as the pre-master secret. FortiGate uses the server’s
public key, which is in the certificate, to encrypt the pre-master secret. FortiGate then sends the encrypted
pre-master secret to the web server. If a third-party intercepted the pre-master secret, they would be unable to
read it, because they do not have the private key.

In the fifth step, the web server uses its private key to decrypt the pre-master secret. Now, both FortiGate and
the web server share a secret value that is known by only these two devices.
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SSL Between FortiGate and a Web Server—Part 3
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In the sixth step, both FortiGate and the web server derive the master secret based on the pre-master secret.

In the seventh step, based on the master secret value, FortiGate and the web server generate the session
key. The session key is a symmetric key. It is required to encrypt and decrypt the data. Because both sides
have the session key, both sides can encrypt and decrypt data for each other.

In the eighth, and final step before these two entities establish the secure connection, both FortiGate and the
web server send each other a summary (or digest) of the messages sent so far. The digests are encrypted
with the session key. The digests ensure that none of the messages exchanged during the creation of the
session have been intercepted or replaced. If the digests match, the secure communication channel is
established.

The SSL handshake is now complete. Both FortiGate and the web server are ready to communicate securely,
using the session keys to encrypt and decrypt the data they send over the network or Internet.
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What is a Digital Certificate?

+ A digital document that identifies an
entity (such as a person, or a server)

« Content is considered public
+ Usually contains the entity public key

* Includes a thumbprint (hash of the
certificate content) to ensure that the
data has not been modified in transit
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Field Value
|version v3
(Sserialnumber  7e9b8a8d00000000006b |
| Signature algorithm sha1RSA
| signature hash algorithm shal
[ J1ssuer fortinet-us-FGT-NPS-CA, forti...
[ Jvalid from Tuesday, September 06, 2016...
| vaid to Wednesday, September 06, 2...
Sq.b}ect s sl Training, Otta...
|| Public key RSA (1024 Bits)
[} | Certificate Template Name ~ EFS
& JEnhanced Key Usage Encrypting File System (1.3.6....
(3i)Key Usage Key Encipherment (20)

(.| SMIME Capabilites
£ ] subject Key Identifier
{5} Authority Key Identifier
&3] cRL Distribution Points
.:;):'Aud'-mty Information Access
fi1 | subject Alternative Name

| Thumbprint algorithm

‘__ Thumbprint

[1]SMIME Capabiity: Object I...
11d7 43 b3 be 04 4a f9 7d a0...
KeylD=f3 92 ec ¢b 4d cfe8 d4...
[1]CRL Distribution Point: Distr...
[1]Authority Info Access: Acc...
Other Name:Principal Name=d...
shal

Obba6a938d 770c93bb b ...

What is a digital certificate? It is a digital document that identifies an entity (such as a person or device). It

usually contains the entity public key.

Other important information contained in a certificate is:

Serial number: A unique number for the issuing CA that identifies the certificate.

» Signature algorithm: Identifies the hashing and asymmetric algorithms used to produce the digital

signature that secures this certificate.

» Issuer and Subject: Identify the CA that produced the certificate and the entity to whom the certificate is
issued. The values are typically expressed using the X.500 or LDAP formats.

» Valid from and Valid to: Just like a passport or driver’s license, a certificate has a validity period—explicit
dates on which it is valid. The certificate is invalid on the dates that occur before and after the validity

period.

» CRL Distribution Points: Identifies to the application where it should retrieve the revocation list from.
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Certificate Authority (CA)

* Issues digital certificates
= Signs the issued certificate and encrypts the signature using its private CA key

* It is a trusted third-party in a model of trust relationships
« CA issues its own certificate, which contains its public CA key, to establish point of ultimate trust
+ “This entity is who | say it is and | certify it”

+ If the users trust the CA and can verify the CA's signature in any given signed certificate, then they
must trust that the public key does belong to the entity identified in the certificate

FiZ:ATINET

Certificate authorities (CAs) issue and sign digital certificates for end entities. When a CA issues and signs a
digital certificate, the CA is essentially proclaiming, “This is the entity who | say it is and | certify it”. The CA
signature in the digital certificate is encrypted using the CA private key.

PKI uses a relationship trust model, and the CA is at the root of the hierarchy as the trusted third party:
everything begins with the CA. A CA issues its own digital certificate—known as the root certificate—in order
to establish this point of ultimate trust. Once the root certificate is established, the CA can generate digital
certificates that are issued and signed by the root.

Accordingly, if users trust the CA and can verify the CA signature as authentic, then they must trust that the
public key does belong to the entity identified in the digital certificate.
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Types of Digital Certificates

+ CA (root or authority certificates):
+ |dentifies the CA
« Creates root of hierarchy
+ Issuer and subject fields are the same (self-signed)
« Contains CA public key

* End entity
« Server (local service) certificates:
= |dentifies a server

+ Used to secure communication to and from servers (for example, SSH, HTTPS, web portals, or EAP
802.1X)

= Subject field contains fully qualified domain name (FQDN) or IP address of the server
+ Contains server's public key
« User (client) certificates:
« lIdentifies one person
» Contains person’'s public key

FiZ:ATINET

A CA can generate many different types of certificates, each with different functions (and sometimes,
confusingly, with different names). A few common certificate types include:

CA certificates (also called root, or authority, certificates): These certificates identify the CA and create the
root of a CA hierarchy. As such, the certificate details have the same input for both the Issuer and Subject
fields. These certificates are self-signed and contain the CA public key needed to decrypt signatures in the
signed certificates.

Web server certificates (also called local service certificates): These certificates identify services and are
used to secure communication to and from servers, such as an Secure Shell (SSH) server, HTTPS websites,
or Extensible Authentication Protocol (EAP) 802.1X authentication servers. The certificate details have the
FQDN (or IP address) of the server in the Subject field. The public key of the server is included.

User certificates (also called client certificates): These certificates identify one person to another, a person to
a device or gateway, or one device to another device. The certificate includes the public key associated with
the identity.

Both user and server certificates belong to the category of end-entity certificates.
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Server Authentication

« When user’s browser is connecting to an HTTPS web page, it receives the website
certificate signed by a CA

« The browser must have the CA certificate, containing the CA public key, to decrypt
and validate the signature in the website certificate

) User
Website Website certificate \
- I - AT - {
z Signed by CA1 < g )
encrypted with CA1
private Key T

CA 1 certificate

Public key of CA1
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In the example shown on this slide, a user with a web browser is connecting to an HTTPS website. The
website sends its certificate, which contains its public key and is signed by a CA named CA1. The CA1
signature is encrypted with the CA1 private key. The browser must have the CA1 public key to decrypt and
validate the signature in the digital certificate. The CA1 public key is installed in the browser by importing the

CA digital certificate, which contains its public key.
Most browsers already have preinstalled the CA certificates of the most well-known public CAs. However, if

the server certificate is signed by a private CA, the public CA certificate must be installed in the browser. In
this way, the browser trusts the private CA and can decrypt the digital certificates that the CA has signed.
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User Authentication

* Signature in user’s certificate was encrypted using CA1 private key

+ Access server must have CA1 certificate, containing CA1 public key, to decrypt and
validate signature in user’s certificate

User
Access Server Vanessa certificate
o=t T —
Signed by CA1 b/
encrypted with CA1
']‘ private Key
CA1 certificate
g=
Public key of CA1
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In a similar way, digital certificates can be used to authenticate users. It can be combined with user
credentials for two-factor authentication. In this case, when the user is authenticating against an access
server, the user sends the digital certificate, which is signed by a CA. The CA signature is encrypted with the
CA private key. The access server must have the CA certificate installed (which contains the CA public key)

for decrypting and validating the user’s certificate.
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Chain of Trust

* Root: A self-signed certificate that identifies a CA

+ Intermediate: A subordinate CA certificate signed by a root or by another
intermediate CA

* Both can issue (sign) end-entity certificates

Intermediate 2

Intermediate 3

| Entity | | Entty | | Entity |

Intermediate 1

FiERTINET

Digital certificates are validated through a chain of trust. The simplest chain of trust occurs when the root CA
is directly signing the end-entity certificates. However, a chain of trust can include one or more intermediate
CAs. Both root and intermediate CAs can sign end-entity certificates.
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Chain of Trust (Contd)

* The path that must be followed to validate a certificate is called a chain of trust, or
certification path

Issuer: Issuer:
Intermediate CA RootCA
Issuedto: Issuedto:
example.com ] Intermediate CA Issuedto:
Public Key: ] Public Key: RootCA
example.com Intermediate CA Public Key:
Signature encrypted with Signature encrypted with Root CA's RootCA
Intermediate CA’s private key private key
End-entity certificate Intermediate certificate Root certificate

FiERTINET

In the example shown on this slide, the end-entity certificate was signed by an intermediate CA. The
intermediate CA certificate was signed by the root CA.

The process of validating the end-entity's certificate goes from bottom to top on the chain of trust. The public
key of the intermediate certificate (included in the intermediate CA certificate) is used to validate the signature
in the end-entity certificate. Additionally, the root public key (included in the root certificate) is used to validate
the signature in the intermediate CA certificate. For this reason, the validation of the end-entity's certificate
requires the certificates of both the root CA and the intermediate CA.
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Certificate Validation Process

« Checks to validate a certificate: Field value
- Start and expiration dates :
« Conformity with the X.509 standard
« Information in the fields are correct and complete
+ Certificate intended use fortinet-usFGT-NPS-CA, forti...

* The issuing CA is trusted (following the chain of trust) | = =™ L"”d‘“' S:"s‘::‘b“ DG'D?‘:"'

shalRSA
shal

+ Digital thumbprintand signature integrity T |Subject oW S, Training, Otta...
* Revocation status [ |public key RSA (1024 Bits)
{3 |Certificate Template Name ~ EFS
&) |Enhanced Key Usage Encrypting File System (1.3.6....
|Key Usage Key Endipherment (20)
£/ SMIME Capabilities [1]SMIME Capabiity: Object ...
() |subject Key Identifier 11d7 43b3 be 04 4a f3 7d a0...
fi1] Authority Key Identifier KeyID=f3 92 ec cb 4d cf 8 d4...
{51,/ CRL Distribution Points [1]CRL Distribution Point: Distr...

{51 ] Authority Information Access  [1)Authority Info Access: Acc...

@jM‘ Alternative Name Other Name:Principal Name =d...
|| humbprint algorithm shal

[ ] thumbprint 0bba6a938d 770c93bb b ...

F::RTINET D Fortinet Inc. All Rights Reservad

For each step in the chain of trust, the following checks are run to validate a certificate:

» Valid period (start and expiration dates)

» Conformity with the X.509 standard

+ Information in the fields are proper and complete

» Certificate intended use

» The issuing CA is trusted (following the chain of trust)
+ Digital thumbprint and signature integrity

* Revocation status
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Certificate Enrollment

FortiGate private key (signs CSR, but remains on FortiGate) e

FortiGate public key (included with CSR) ~ /f\ﬁ__/{

Requester Certificate signing request CA Certificate
(CSR)

+ A private and public key pair is created by the requester

* The requester generates a CSR. The requester submits the CSR to a CA. The CSR
is signed by the requester’s private key and includes the requester's public key and
additional information (requester IP address or FQDN, email address, and so on)

+ The CA verifies that the information in the CSR is valid, and then creates a digital
certificate. The certificate is digitally signed using the CA private key

FiERTINET

The process of obtaining a digital certificate begins with the creation of a CSR. The process is as follows:

1.

2.

The requester generates a CSR. A private and public key pair is created. The CSR is signed by the
requester's private key.

The requester submits the CSR to a CA. The CSR includes the requester's public key and specific
information about the requester (IP address, distinguished name, email address, and so on). Note that the
private key remains confidential.

The CA verifies that the information in the CSR is valid, and then creates a digital certificate for the
requester. The certificate is digitally signed using the CA private key.

The certificate is returned to the requester.
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SCEP Review

In this section, you will review SCEP.
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SCEP

* Most widely used protocol for certificate management:
+ CA public key distribution
+ Certificate enroliment
« Certificate query
« Certificate revocation list (CRL) query

+ Entities: —
+ Requester authorizes the
+ Registration authority (RA) requester

= Certificate authority (CA)

@ . Query
]

Query over HTTP

y

Requester

FiERTINET

SCEP is probably the most widely used protocol for certificate management. It allows a requester to query a
registration authority (RA) to get CA certificates, revocation lists, and submit CSRs.

The RA forwards the query to the CA to get the information for the requester.
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SCEP Characteristics

* Queries are sent using HTTP GET method
+ Data is encrypted and signed using PKCS#7

+ Certificate enrolment:
+ CSR is sentin PKCS#10 format
« Three possible responses:
+ Reject
+ Pending
+ Success

+ Disadvantages
« Limited CRL query
« Does not supportonline certificate revocation
+ Uses a shared password for authentication (does not support strong authentication)

FiZ:ATINET

SCEP is based on HTTP. It uses the regular HTTP GET method to sends queries to the RA. Data, though, is
encrypted and signed using the standard PKCS#7.

CSRs sent by requesters follow the PKCS#10 format. When the RA receives a CSR, it replies with one of the
following three answers: reject, pending, and success. When the CSR is received successfully (and if it has
already been preapproved by an administrators) the RA issues, signs, and sends the requester's certificate
back to the requester.

SCEP has some disadvantages though. It supports a very limited number of CRL queries, does not support
online certificate revocation checks, and does not support strong authentication.
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FortiGate PKI Users

In this section, you will learn how to create PKI users on FortiGate.
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Local PKI Users

config user peer Name of the certificate for

the CA issuing the user’s

edit <user name> certificate (must be imported
into FortiGate first)

|Ca <CA certificate name >|

subject <certificate name constraints>

cn <certificate common name>

cn-type [string | email | FQDN | ipv4 | ipvé6]
[two-factor [enable | disable]l

Ipasswd [password for two factor _aut}'lentication]l

next

FiERTINET

Enable for two-factor
authentication (certificate

end Password for two-
factor authentication

You must use the CLI to create the first PKI user. After you create the first PKI user, and as long as there is at
least one PKI user, the menu option to create and administrate more PKI users will appear on the GUI.

This slide shows the CLI commands for creating a PKI user. One of the most important settings (ca) defines
the digital certificate of the CA that signed the end-entity certificate for this PKI user. This CA certificate must

have been installed previously on FortiGate.

You can combine certificate-based authentication with user credentials to offer two-factor authentication. After

you enable two-factor authentication for a PKI user, you must add the PKI user's password.
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name (UPN) field

Authorizing PKI Users Using Principal Name

* FortiGate can use LDAP to validate the information in the certificate’s user principal

» Authentication fails if there is no valid user with a UPN that matches the UPN in the certificate

a  Certificate
General Detals Certification Path
Show: | <All>

Field

‘Pubhc key parameters

1| subject Key 1dentifier
{3} | Authority Key Identifier

Value
0500

clacaa065056 1c76 3220 ...
KeylD=76 de 04200172 b9 ...

| i Subject Alternative Name

Other Name:Princpal Name =g, ..

i Basic Constrants
___._:‘I'I'n.lprmk algorithm
| Thumbprint

Subject Type=End Entity, Pat...

shal

deB86aae211c722¢ced2cB...

| ther Name:

Principal Name =student 1@trainingad. training.lab

|

FiERTINET

On some occasions, the user certificate might include the UPN, which is a user attribute in Windows AD that
you can use to identify the user. You can configure FortiGate to use LDAP to validate this field against a
Windows AD server. The authentication will fail if is there is no valid user with a UPN that matches the UPN in

the user's certificate.
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Authorizing PKI Users Using UPN

config user peer

edit <user name> Enable UPN checking
set ldap-mode principal-name

ca <CA certificate name>
subject <certificate name constraints>
cn <certificate common name>

cn-type [string | email | FQDN | ipv4d | ipv6]

set ldap-server <server name>

next

d Name of the LDAP
en server
F::=RATINET

To configure FortiGate to check the UPN in a user certificate, you must change the 1dap-mode setting to
principal-name. Additionally, you must enter the name of the LDAP server previously configured on

FortiGate, that will be used to validate the UPN.
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Group Filtering of PKI Users

FortiGate can authorize users based on the groups that the UPN owner belongs to

Both the peer user and the
_ LDAP server must be added
config user group as members of the user group

edit <user group name>

set member <peer user> <LDAP server name>

config match

edit 1 The user whose UPN matches

set server—-name <LDAP server name> the certificate UPN must
— - belong to this AD group

set group-name <AD group>

end

end

FiERTINET

When you configure UPN validation for a PKI user, and the UPN belongs to a valid user, FortiGate will query
the LDAP for the user groups. You can use that information to authorize access only to users that belong to
specific groups.
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Certificate Revocation

In this section, you will review CRLs and learn how to use OCSP for certificate revocation checks.
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FortiGate)
Certificate Revocation List
=] © List
Field Value
| __.E'n’Er‘SIOl'| Vi
| I_;iisucr fraining. trainingAD. lab
| .[__iEﬂ’?cn\:e date Friday, Movember 17, 2017 3:05:...
| [E]mext update Sunday, December 17, 2017 3:05:...
| i_!Signa!ure agorithm  shalRSA
| [Z]signature hash slg... sha1

Certificate Revocation List (CRL)

« A CRL contains serial numbers of certificates that have been revoked
* Revoked certificates are automatically placed on the CRL
+ Administrator can manually export CRLs from CAs to network devices (such as

Certificate Revocation List
General Revocation List

Revoked certficates:

Serial number Revocation date
0186a3 Friday, November 17, 2...

FiERTINET

A certificate revocation list (CRL) contains the serial numbers of certificates that have been revoked. There is

usually one CRL per root CA.

Administrators can manually download a CRL from a CA and import it on FortiGate. Each time a user is
presenting a certificate, FortiGate will check that the serial number of the certificate is not in the CRL of the

CA that signed the certificate.
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Online Certificate Status Protocol (OCSP)

* Online service that provides the revocation status of digital certificates

* Possible responses:
« Good
+ Certificate has not been revoked
+ Revoked
+ Certificate has been revoked
* Unknown
« The certificate was issued by a different (unknown) CA

Certificate status request
@ :
f > Certificate

M — Certificate status response serial number

N

OCSP OCSP
server client
F::ATINET Fortinet Inc. All Rights Resarve 28

The OCSP offers an online service that provides the revocation status of a digital certificate. Using this
protocol, administrators do not need to manually import the CRL into FortiGate. Each time a user presents a
certificate, FortiGate uses OCSP to send the certificate's serial number to an OCSP server. The OCSP server
replies with one of three possible answers:

» Good: The certificate has not been revoked.

 Revoked: The certificate has been revoked.
* Unknown: The certificate was issued by another CA.
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Configuring the List of OCSP Servers

config vpn certificate ocsp-server

; Must be in the following format:
edit <ocsp server name> http://IP:port

(http://172.20.120.16:2560)

url <ocsp URLE>
cert <ocsp. server certilicate>
secondary-url <secondary ocsp URL>

secondary-cert <secondary ocsp server certificate>

unavail-action [revoke | ignore]

next If setto revoke,

end authentication fails when the
server does not respond

FiERTINET

You can configure FortiGate with a list of OCSP servers that can be used to validate the revocation status of
user certificates. For each OCSP server, you configure its URL and the CA certificate (cert) of the CA that
signed the OCSP certificate (this is used for authenticating the OCSP server). Optionally, you can configure a
secondary (backup) OCSP server, for cases where there is no reply from the primary server.

If the unavail-action setting is setto revoke, the certificate will be rejected if the OCSP server does not
respond.

If the unavail-action setting is setto ignore, the certificate will be accepted even for cases when the
OCSP server does not respond.
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Configuring the OCSP Servers to Use

config vpn certificate settings If enabled, authentication fails
t st B when the CRL has expired
set ocsp-status enable (using the Next Update
set ocsp-default-server <ocsp server name> value as the expiration date)
|strict-crl-check [enable | disable] | Action when the OCSP server
responds with unknown
|strict-ocsp-check [disable | enable] | (revoke the certificate or
check-ca-cert [enable | disable] ignore the result of the check)

; . User certificate is verified and
check-ca-chain [disable | enable] authentication passes if any CA in the
end chain is trusted (default=enable)

User certificate is verified and
) authentication passes only if chain is
config user peer complete and all CAs in chain are

edit <user name> trusted (default=disable)

set ocsp-override-server <ocsp_ server name>

next If this setting is omitted, the
user will use the default OCSP
end server
FI:ATINET

Under config vpn certificate settings, you select which OCSP server (from the previous list) will

be the default server used for checking revocation status. You can override that setting per user using the
ocsp-override-server settingunder config user peer.

If strict-ocsp-check is enabled, the certificate will be rejected if the OCSP server responds with
unknown (or from the secondary OCSP server, if there is one).

If you are using a CRL list instead of OCSP, the strict-crl-check setting defines what action to take
when the CRL has expired.
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OCSP URL Embedded in the Certificate

« Certificates can include the OCSP URL

a Ceificate X

General Detads  Certification Path

* You can configure FortiGate to use it (if present), Show: [ A5 v
instead of the one statically configured: o = =
config vpn certificate setting Jpubiic key RSA (2048 Bis)
. ) . _|Public key parameters 0500

set ocsp-option [certificate | server] {41 | subject Key Identfier 9e 3¢ 03960c 30 sccc a1l

5, | Authority Key Identifier KeylD=76 de 04001 7e b ...

end 5 |cRL Distribution Points [1]CRL Distribution Pont: Distr, .

% Autharity informaton Access _[1)Authority Info Access: Acc... ]
=___Bae=chr|s:ral'|!s Subject Type=End Entity, Pat... ¥

« certificate: Use URL from certificate (if present)
« server: Always use URL in FortiGate configuration s ethod <o ine Cerbicate Staus Protoc

(1.3.6.1.5.5.7.48.1)
Alternative Nams:
URL =http:/ffac. traring.lab focsp

FiERTINET

In some cases, the user certificates contain the URL of an OCSP server that can be used to check the
revocation status. You can configure FortiGate to either use this information (if available in the certificate), or
ignore it (and keep using the OCSP server configured in the FortiGate configuration).
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Troubleshooting Certificate-Based Authentication

In this section, you will learn how to troubleshoot certificate-based authentication problems.
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Real-Time Debug

# diagnose debug application fnbamd -1

[2430] handle reg-Rcvd auth cert req id=1834655234, len=1321
[1008] _ fnbamd load certs from req-1 cert(s) in req.

[1037] _ fnbamd build cert chain-1 cert(s) after re-org.
[2954] fnbamd ca chain issuer info-check local CA cache

[3008] fnbamd ca chain build-check local CA cache

[1045] _ fnbamd build cert chain-2 cert(s) after local cache search. 'Checking the chain of trust
[1046] _ fnbamd build cert chain-Chain is complete.

[850] _ fnbamd cert verify-Following cert chain depth 0 CA found and trusted

[[901]  fnbamd cert verify-Trusted CA found: CA Cert 1

[850] _ fnbamd cert verify-Following cert chain depth 1 EoriiCale user group

[1645] cert check group list-checking group type 1 group name 'SSLVF’N'I

[1436] quick_check peer-Cert subject 'CN = studentl’ Checking certificate subject

[1537] check_add peer-check peer user 'Student' in group 'SSLVPN', result is 0

[1475] add group list-Add group 'SSLVEN'

FiERTINET

The Fortinet non-blocking authentication daemon (fnbamd) is the process that validates user certificates. The
output of its real-time debug shows, step-by-step, what the non-blocking authentication daemon does when a
user's certificate is received and must be validated.

In the output shown on this slide, FortiGate checks the chain of trust first, until it finds that the certificate is

signed by a trusted CA. Then, FortiGate finds the user group that the PKI user belongs to and checks the
certificate subject.
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Real-Time Debug (Contd)

[399] fnbamd ocsp_start-Created OCSP request

[1669] cert check group list-Status pending for group 'SSLVEN'

[549] fnbamd ocsp get rsp-tcp connected

[580] _fnbamd ocsp get rsp-Sent OCSP request

[161] ocsp connect-Try url 1: host=fac.trainingad.training.lab port=2560(http) path=/

[1700] auth_cert ocsp_result-ocsp result is 4, index is 0
[594] _fnbamd ocsp get rsp-recv returned: 1620
[1700]) auth cert ocsp result-ocsp result is 4, index is 0

[594] _fnbamd ocsp get rsp-recv returned: 0

[653] _fnbamd ocsp _get rsp-Received OCSP response

[376] ocsp verify rsp-*** Certificate status is good

[1700] auth_cert ocsp_result-ocsp result is 0, index is 0

[1494] delete group list-Delete group SSLVPN

FiERTINET

Sending certificate status
request to OCSP server

Response from OCSP server

[182] fnbamd comm send result-Sending result 0 (error 0, nid €72) for reqg 1834655234

In the example shown on this slide, FortiGate is configured to validate the certificate revocation status using
OCSP. The output of the real-time debug shows the OCSP URL and a log entry indicating that the OCSP

request has been sent.

Then, the output shows the response from the OCSP server, which, in this case, indicates that the certificate

is good. It has not been revoked yet.
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Common Real-Time Debug Errors

"Subject issuer mismatch."

"Certificate signature is invalid."
"Certificate is not yet valid."
"Certificate has expired."

"Certificate chain length exceeds limit."
"Certificate group information is invalid."
"CRL signature failure."

"CRL has expired."

"Certificate is revoked by CRL."

"OCSP server connection error."

"Certificate has been revoked by OCSP."

FiERTINET

If there is any problem during the validation of a user's certificate, the output of the non-blocking
authentication real-time debug will display an error explaining why the certificate validation failed. The
possible reasons are listed on this slide. Some of them include:

* The subject does not match the subject in the PKI user configuration
» The Certificate is not valid yet or has expired

* The CRL has expired

» The Certificate has been revoked

*+ Andsoon
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FortiAuthenticator as a CA

In this section, you will review how FortiAuthenticator can act as a CA.
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« FortiAuthenticator can act as:
« CA
* Root and/or intermediate
« CRL
« SCEP RA
« OCSP Server

FiERTINET

FortiAuthenticator as a CA

Certificate Management > Local CA

Create Mew Local CA Certifcate

FortiAuthenticator can act as a self-signed or local CA for issuing and revoking digital certificates.

As a CA, the administrator can also import the CA certificates and certificate revocation lists.

FortiAuthenticator can also act as an OCSP server (for certificate revocation checks) and a SCEP RA (for

receiving CSRs and issuing certificates).
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Generating Certificates

Certificate Management > End Entities

Crrate Rorw U et st

+ FortiAuthenticator can generate the
following types of certificates:
» User certificates
« Clients/end users
« Used to identify clients, users, and devices

+ Allows download of private key (one time
only)

» Local service certificates
« Server certificate
+ Used to identify servers

* Applies tolocal services enabled on the
FortiAuthenticator only

* Cannot retrieve the private key

FiERTINET

User and server certificates are required for mutual authentication on many HTTPS, SSL, and IPsec VPN
network resources.

You can create a user certificate on FortiAuthenticator, or import and sign a CSR. User certificates, client
certificates, or local computer certificates are all the same type of certificate.

Note that End Entities certificates can be used only to verify client identity, and cannot be used to sign other
certificates.

Secure Access 6.2 Study Guide 90




DO NOT REPRINT

CODRTINET

Certificate-Based Authentication

JINTTINL ]

Certificate Management > End Entities > Users

FortiAuthenticator Signing Certificates

Subject Information
Subject input method # Fully distinguished name Field-by-field

I Subject DN I

Key and Signing Options
& Set length of time Set an expiry date

Validity period:
385
Key type: RSA
Key size 2048 Bits L
Hash algorithm SHA 254 -
Subject Alternative Name

@ Email

[ user principal Name wen) |

@ uri

@ DNS:

Other Extensions

3 Add CRL Distribution Points extension (Location: http:#fac.trainingad. training lab/cert/erl/ trainingad. training lab.crl) [Edit device |
L.~

S |

O Add OCSP Responder URL (Location: http:#fac trainingad.training lab:2560) [Edit device FODN I

O Use certificate for Smart Card logon

Subjectfield

User principal name

Include the URL where the
CRL can be downloaded

Include the OCSP
| server URL

FiERTINET

Once you have created a CA certificate, FortiAuthenticator can start issuing certificate to users. In each user
certificate, you can define the subject field, expiration date, UPN, URL where the CRL can be downloaded,

and the OCSP's URL.
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FortiAuthenticator as a SCEP RA

* Two types of enroliment:

« Automatic
* Administrator preapproves the CSR before it arrives
* Preapproval requires you to set a challenge password
* Challenge password is used by the requester when submitting the CSR

« Manual
* Requester submits the CSR first
*+ CSR remains in the FortiAuthenticator as pending until the administrator approves it

FiERTINET

FortiAuthenticator supports SCEP. When acting as a SCEP server, FortiAuthenticator can receive CSRs
coming from any device in your network. There are two types of SCEP enrollments:

+ Automatic: Administrators preapprove the CSR before it arrives. Once it arrives, FortiAuthenticator replies
with the signed certificate.

* Manual: The requesters submit the CSRs first. The CSRs remain on FortiAuthenticator as pending until
the administrator approves them.
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Review

Review digital certificates basics

Enroll digital certificates using SCEP

Configure PKI users on FortiGate

Validate the UPN information in user certificates
Use CRLs

Use OCSP

Troubleshoot certificate-based authentication
Use FortiAuthenticator as a CA

. N NSNS S

This slide shows the objectives that you covered in this lesson.
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Secure Access

RADIUS and Syslog Single Sign-On

FortiOS 6.2

© Copyright Fortinet inc. All rights reserved Last Modified: 18 November 2019

In this lesson, you will learn about different ways to collect logon events and convert them to Fortinet Single
Sign-On (FSSO) events. You will focus on RADIUS and Syslog Single Sign-on and their relevant
configurations.
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Objectives

Understand available FSSO methods on FortiAuthenticator

+ Configure and monitor Syslog SSO

Explore RADIUS Single Sign-On (RSSO) deployment scenarios
* Configure RSSO

Troubleshoot RSSO

Configure SSO sources on FortiAuthenticator

Troubleshoot FSSO on FortiAuthenticator

After completing this lesson, you should be able to achieve the objectives shown on this slide.
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RADIUS and Syslog Single Sign-On

FSSO Methods

In this section, you will learn about FSSO collection methods.
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Fortinet Single Sign-On

« Available FSSO methods

LE28SLERE280 8280828282582 8528082808248812

N b = T - v =1 N X o

ST K N Sy = - | § | ~
Active FortiClient Kerberos RADIUS
directory | |sS0 mobility Tsaaggtgc with NTLM Login portal REST API Sysiog accounting SAML FortiNAC
polling agent g fallback & widgets records
L JL J

[ T
AD & Windows

Generic sources

Collector agent (CA)

. -_u'_‘.\‘."‘: "‘."-'_'ll; ran

FortiGate

FiERTINET

This slide shows the methods you can use to collect sign-on information from, and convert it to, FSSO. You
can divide sign-on methods into two groups: Active Directory (AD) and Windows, and generic sources. Sign-
on information is sent to FortiAuthenticator, which maintains a record of all the sign-ons learned from different
methods and forwards them to FortiGate as FSSO. FortiGate can then use this information to provide
accessibility to resources based on FSSO information.
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Active Directory Polling

* WinSec logs polling
= Available for FortiAuthenticator and
software collector agent
+ WMI log-based AD polling

+ Available for FortiAuthenticator and S
software collector agent S 7\
+ Five-second polling
* Net API-based AD polling
« Software collector agent only
« Five-second polling S

FiZ:ATINET

FortiAuthenticator and the software Collector Agent are able to poll Windows domain controllers to monitor the
security event logs for login events. Polling of the Security Event log is configured to occur every five seconds so
that any login event that has occurred since the previous poll is captured and entered into FSSO. The Collector
Agent can be configured to use WMI logs to extract login and logout information. Event log polling may run a bit
slower, but will not miss events. Event log polling is required if there are Mac OS users logging in to Windows AD.

Windows Management Instrumentation (WMI) is a Windows API designed to get system information from a
Windows server. Collector Agent is a WMI client and sends WMI queries for user logon events to the domain
controller (DC), which, in this case, is a WMI server. The main advantage of this mode is the Collector Agent does
not need to search security event logs on the DC for user logon events. Instead, the DC returns all requested logon
events through WMI.

NetAPI polling is used to retrieve server logon sessions. This includes the logon event information for the collector
agent. NetAPI runs faster than Event log polling, but it may miss some user logon events under heavy system load.
It requires a query round-trip time of less than 10 seconds. This method is available only on the software-based
Collector Agent.

Note that while login events can be detected from the Security Event logs, you can’t detect logout events. This is
because logout events can be triggered by many different processes, not just the logout process.

While some methods natively support logout detection (like the FortiClient SSO Mobility Agent), others, such as AD
polling, do not. To enable logout detection, FortiAuthenticator supports Windows Management Instrumentation
(WMI) polling to identify the current logged-in user state for a device and then log the user out. You can set a
manual timeout period, to remove the user from the authorization table.

By default, FortiAuthenticator ignores events from usernames ending with a $ sign.
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Active Directory Polling with FortiAuthenticator

« Enable Windows event log polling under Fortinet SSO Methods

* For each user's login event, FortiAuthenticator must perform:
« LDAP lookup to collect the group memberships
+ DNS lookup to get the user's hostname from the IP

Fortinet SSO Methods > SSO > General By default, FortiAuthenticator
- - - p—— supports Event IDs 4768, 4776,
ortinet Single Sign-On (FS50) 672 and 680

Maximum concurrent user sessions: o

Log level: Info v| [Configure Log Filter

& Enable Windows event log polling (e.g. domain controllers/Exchange servers)

O Enable DNS lookup to get IP from workstation name

el Windows Everet 1Dy

O Directly use domain DNS suffix in lookup b s et G et Vb

i
i
i

O Enable reverse DNS5 lookup to get workstation name from IP

@ Do one more DNS lookup to get full list of IPs after reverse lookup of workstation name

B Include account name ending with $ (usually computer account)

SNt Ut UvtE

FortiAuthenticator will
ignore usernames

ending with $

FiERTINET

You can enable the Windows AD polling method on FortiAuthenticator by clicking Fortinet SSO Methods >
SSO0 > General. FortiAuthenticator uses LDAP lookup to collect user group memberships, and DNS lookup to
get the user’s hostname from the IP. DNS plays a big role in ensuring the overall reliability of FSSO events. If
DNS resolution is slow or not working properly, FSSO event information will not be accurate or even valid.

By default, FortiAuthenticator supports event IDs 4768, 4776, 672, and 680, however, you can enable support
for the following Event IDs by clicking on Configure Events:
528, 540, 673, 674, 4624, 4769, 4770

Note that FortiAuthenticator will ignore usernames ending with a $ sign.
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Active Directory Polling with FortiAuthenticator

FortinetSSO > SSO > Windows EventLog Source

Edit Windows Event Log Source
s B NetBIOS name of DC
A . Accountneeds
Secondary server will Server admin pe:gissim on
only be used if query ey
to primary server fails <
@ Enable se ¢
By default, secure . m'ﬁ:k o e i -
connectionis disabled = = - N =
=]

Monitor> SSO > Windows Event Log Source

Update Time 1P address Evertt count

Wed Aug 14082725 2019 100110 2613

A768FACS TRAININGAD TRAINING. LABnull 10.0.1.150: 1545796439

FiERTINET

After you have enabled AD polling in the FSSO methods section, you must configure the FSSO source. You
can configure FSSO source and then enable it in the FSSO methods or configure FSSO methods and then
enable it in the the FSSO source section. You must enable NetBIOS name, IP, and Account with
administrator privileges in the AD and on the password. There is an option that allows you to configure a
secondary server for redundancy, and enable a secure connection using LDAPS or STARTTLS.

After you configure and enable the Windows Event Log Source, you can check the Monitor SSO section on
FortiAuthenticator to verify that FortiAuthenticator can poll login events.
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« DC agent
« DC agentis installed on all DCs
« Monitors user logons in real-time

« Logon events pushedto the Collector
Agentin real-time

« TS agent
« Installed on Citrix terminal servers
« Monitors user logons in real-time

= Works just like DC agent on AD domain
controller

FiZ:ATINET

In DC agent mode, a Fortinet authentication agent is installed on each domain controller. These DC agents
monitor user logon events and pass the information to FortiAuthenticator (which is a collector agent), which
stores the information and sends it to FortiGate.

The DC agent installed on the DC is not a service like the collector agent—it is a DLL file

called dcagent .dl1 thatis installed in the Windows\system32 directory. It must be installed on all DCs of
the domains that are being monitored. DC agent mode provides reliable user logon information, however, you
must install a DC agent on every domain controller. A restart is needed after the agent is installed. Each
installation requires some maintenance as well. For these reasons, it may not be possible to use DC agent
mode.

The Citrix/Terminal Server (TS) agent is installed on a Citrix terminal server to monitor user logons in real
time. It functions much like the DC agent on a Windows AD domain controller.
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+ Agent configuration TSAgent -
— Enable authentication | | Fottinal S0 Ternal Servey Moent Cordieaion [ES
Fortinet SSO Methods > SSO > General between [Fomt S gt S FURRONG
© Enable DC/TS Agent Clients Fortiauthenticator Connaction
DC/TS Agent listening port 8002 and mm TheHost Padders IR

I thas fiekcd emmply # your senver dons ot use sl IF)
O Require authentication for TS agents (disables DC agent support) |

Forinel 550 Collshor Agert IP/Pot (1001150
&g YI21680 1008002172161 209999

DCAgent Addmtgr I Secus Commrmcalin
@ € Agert Confoueaton UAITy T=Tom Agent IPs s
Do et rvchn wark rhabon na Colluctcn At Lat e oo fectn
1001 1508002 Systom Dynomic Adocation Pot Range: [(ii60685%

[0 ke s s ket

Pt Allocation Poai [Pt Rangest [1024-43151
e.g 2000073939

1E e ey
Logitin

" M Mubet of Fost Alloc Rianges If'?” i

A | [ Muvoee | | Moty

Savn Conlguston and £l [
= : Detnat | ooy | | savetcise |
Monitor> SSO > DC/TS Agent
Sefves name Logged-on Users
10.0.1.10 10.0.1.10 DC Agent 0 minutes sge © A
F: :ATINET Fortinet Inc. All Rights Reserved 9

You must enable the DC/TS agent under in FSSO methods on FortiAuthenticator to allow communication
between TS/DC agents and FortiAuthenticator. You can also enable optional authentication for added
security. You must configure both the TS/DC agent and FortiAuthenticator with the same password.
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+ SSOMA:

« FortiClient user identification
+ Detects login/logout/IP change

+ Sends hello packets every five minutes to
detect improper shutdown, hibernation, and
soon

+ Standalone (background service installer
option too)

» Most scalable FSSO ID method

« Supports multiple forests, domains, and
cross-domain groups

» Most accurate method for detecting logouts

User Info Q

FiERTINET

SSOMA is a feature of FortiClient that can also be installed as a standalone feature. SSOMA identifies the
logged in domain user and IP address, and communicates this information to FortiAuthenticator.

FortiClient SSOMA has several benefits over other FSSO detection methods:

» FortiClient sends regular HELLO packets. If FortiAuthenticator detects X number of missing HELLO
packets, the user is deauthenticated.

+ If the device IP stack changes, for example, roaming on the wireless network, the update is sent to
FortiAuthenticator.

» If the user logs out, FortiClient notifies FortiAuthenticator during the logout process and de-authenticates
the user
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SSOMA Configuration

File > Settings > Advanced
Fortinet SSO Methods > SSO > General 95
a FortiClient ==
@ Enable FortiClient S50 Mability Agent Service File Help
ForhCI:cnt !I‘ilf.‘” IHH DW[Z 8001 Sohtware update: Automabically download and install updates "
® Alert when updates are available
& Enable authentication
= * Logging
Secretkey: ~ eseseess Enable logging for these features: b ven o Telemetry
Keep-alive interval: < Update o Vulnerabilty Scan
Idle timeout 10 Lisgy L nformation v
@ Enable NTLM Leg file Exportlogs Cloar logs
NTLM authenticati = * VPN Options
authenDICahon expiry 4 J minutes (1-1
; SBGH I'I'!liSl | Enable VPN before logon
* Advanced
| Enable Single Sign-On mobility agent
FortiAuthenticator requires NTLM authentication e T T a00T
when: Customizeport. ||
+ Userlogs on to a workstation for the firsttime Prasharad key | essesses
* User logs offand then logs on again YR v v
» Workstation |P address changes _
B i oK ancel
+ Workstation user changes -
+ NTLM authentication expires (user configurable)
Defaultis set to disable NTLM.
Fi:RTINET

Like other SSO methods, you must enable SSOMA in the FSSO methods settings on FortiAuthenticator. By
default, SSOMA will connect to FortiAuthenticator on port 8001, but that can be changed to another port if
required. You can also enable optional authentication with preshare keys, and configure keepalive and idle
timeout intervals.

Optionally, you can enable NTLM within SSOMA settings that will work in conjunction with FSSO. When
enabled, FortiAuthenticator requires NTLM authentication when:

» A user logs on to a workstation for the first time

» A user logs off and then logs on again

» The workstation IP address changes

» The workstation user changes

* NTLM authentication expires (user configurable)

By default, NTLM is disabled.
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Kerberos SSO

« Redirect unauthenticated users from
FortiGate to FortiAuthenticator
« FortiAuthenticator requests service ticket

« Browser obtains ticket from Ticket Granting
Service and forwards to FortiAuthenticator

« FortiAuthenticator decrypts and uses ticket
to validate user identity

FiERTINET

To avoid the need to poll the DC while retaining the ability to transparently authenticate Windows users,
FortiAuthenticator supports the use of Kerberos tickets passed by the browser and validated against the
Kerberos DC to identify users. In the example shown on this slide, unauthenticated users are redirected from
FortiGate to FortiAuthenticator. FortiAuthenticator requests the service ticket from the browser and then
decrypts and uses the ticket to validate the user identity.
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* Portal authentication and widgets
+ Captive login portal for manual
authentication
« Catches systems not supported by other
methods
* Widgets can be embedded into an
organization’s intranet homepage

+ User token stored in cookie to identify user
on subsequent access (valid for up to 30
days)

FiERTINET

In situations where the device or user identity cannot be established transparently, such as for non-domain
BYOD devices or shared kiosk machines, you can use a web portal to prompt users to log in. Often this
method is used with other transparent method, and is used as a catch-all.

Once authenticated, the user token is stored in a cookie to identify the user on subsequent access (valid for
up to 30 days) or until they log out using the browser.
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Portal Authentication and Widgets

+ Configuring portal authentication using Windows AD as backend server
Authentication> Self-service Portal > Access Control

— Jsername input format: & username@realm
1 rEMM USername
realm/username
Realms:
Default @ Realm Allow local users to override remote users Groups @ Delete
' local | Local users - » D Filter:
10) v > O Filter:  ssuvew
Fortinet SSO Methods > SSO > Portal Services
Bl
User Portal
Enable 550 on login portal Create a realm for remote authentication server
- of local user database and select the user group
ems. Realm User Source to prompt for authentication (optional)
| . local (default realm) Local users B Enable
Enable SSO for - B
windowsad LDAP: WindowsAD (10.0.1.10] .
Windows AD realm
o S "
Login timeout 10080  rvinutes (11008
Maximum delay when redirecting 7
to an external URL:
Embeddable login widget <iframe src="hitps i fac trainingad training. lab/modules/Togin/™ width="250"
height="30" tramebaorder="0" seroling-"no" thyle-"padding Som" >+ /itrame

Fi:RTINET

Portal authentication and widgets require you to configure a self-service portal and portal services on
FortiAuthenticator. You must have a remote authentication server or local user database configured to
validate authentication requests. You must also create a realm that SSO will use to authenticate users
through portal authentication. Optionally, you can select specific user groups that you want to use for portal
authentication. After you create and configure a realm, you must enable portal services in Fortinet SSO
Methods, and select the realms that for SSO will use.
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FortiNAC Sources

« Use to retrieve SSO sessions
from FortiNAC sources

+ Transparently authenticate
administrator profiles on
FortiNAC

Fi:RTINET

Fortinet Single Sign-On (FS50}
Maximum concurrent user sessions:
Log level info w| ¢ ire Log F
O Enable Windows event log polling (e.g. domain controllers/Exchange servers)
& Enable DNS lookup to get IP from workstation name
O Directly use domain DNS suffix in lookup
0 Enable reverse DNS lookup to get workstation name from (P
O Do one more DNS lookup to get full lst of IPs after reverse lookup of workstation name

O Include account name ending with $ (usually computer account)

O Enable FortiNAC 550

FOrtNAC sources: [t

€@ Enable RADIUS Accounting 550 clients. \

\

System > Administration> FortiNACs

Creste Hew FortMAL
Same syt o
P/FOON LTE

Port

Select Enable FortiNAC SSO to enable the retrieval of SSO sessions from FortiNAC sources.

Similar to FortiOS, FortiAuthenticator can incorporate the use of administrator profiles. You can grant each
administrator either full permissions, or a customized admin profile. Profiles are defined as aggregates of
read-only or read/write permission sets. The most commonly used permission sets are predefined, but you

can also create custom permission sets.
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+ Syslog SSO
* Receive external syslog feeds to learn user
feeds
« Configurable logon, update, and logoff
rules
+ Debug logs give full visibility into log and
rule extraction
« Extract user details from any third-party
Syslog feed

FiERTINET

FortiAuthenticator can also parse username and IP address information from a Syslog feed from a third-party
device, and inject this information into FSSO so it can be used in FortiGate firewall policies. You can use the
Syslog feed to trigger logon, update, or logout rules on FortiAuthenticator. You can use any Syslog server to
send the username and IP address information to FortiAuthenticator, as long as you have configured a
corresponding matching rule.
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RADIUS Accounting Packets SSO

« RADIUS accounting

« RADIUS accounting start, interim, and stop
packets used as a source of user
identification

= Can come from any source thatis capable
of sending RADIUS accounting packets

« VPN gateways
* Wireless controller/APs
+ Switches

FiERTINET

The RADIUS accounting method uses RADIUS start, interim, and stop accounting packets to trigger logon
and logoff events to FSSO. Such RADIUS packets are commonly sent by networking devices such as SSL-
VPN devices, wireless controllers, switches, and so on.

The benefit of using this method is that vendors who support sending such packets, do not require any direct

support from FortiAuthenticator (they use standard RADIUS which is already supported), and require minimal
change to enable the input of user authentication data into FSSO.
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Fortinet 88O Methods

RADIUS Accounting SSO with FortiAuthenticator

>8S0 > RADIUS Accounting Sources

JIN T TN o
Fortinet SSO Methods > SSO > General
O Enable RADIUS Accounting S5O clients
Step 2
Step 1 >
Ifyou selectRemote users,
FortiAuthenticator will
perform LDAP lookup for user
groups information
Set appropriate
RADIUS attributes
using VSAs
FL:ATINET

0 Strip off prefix or suffix from user

RADIUS Attributes

Username attribute:

Framesd-iP- Address

Framed-tPv-Address

Fortinet-Group-Name

You must enable the RADIUS accounting SSO method in the FSSO methods section. You must also create a

RADIUS accounting source that will be used to learn sign-on information using RADIUS accounting
messages. FortiAuthenticator can look up group membership information for the users’ accounts that are
learned through RADIUS accounting, as long as they reside on the remote authentication server or local
database on the device. If you can the External SSO user type, FortiAuthenticator will extract only the
information that is included in the accounting message and will not validate the group membership.
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Security Assertion Markup Language (SAML)

* SAML:

« An XML standard for maintaining a single
repository for authentication among internal
and/or external systems

* Requires a servic%provider (SP)and an
identity provider (IDP)

= SP relays the information provided by the IDP

——> |dentity request
> |dentity response

» Authentication flow

1. Auser attempts to connect to the Internet
through FortiGate

2. The useris not authenticated in FSSO so is
redirected to FortiAuthenticator

3. FortiAuthenticator (a service rovider? checks 8 ]
with the existing third-party IDP to gef the

user’s identity

4. FortiAuthenticator pushes identity and group 8 >~
information to FSSO

5. FortiAuthenticator redirects the user to the
original URL

6. FortiGate seesthe userin FSSO and allows
the userto pass

Fi:ARTINET 19

FortiAuthenticator can use SAML assertions to generate FSSO events when you use FortiAuthenticator as a
SAML service provider. In service-provider mode, FortiAuthenticator can use SAML assertions to extract
username, |IP address, and other available SAML attributes to generate FSSO events. These events then are
used to allow users to access resources within and outside the network using FortiGate devices. All the
authentication information will be validated and inserted in the cookie by an IdP, and FortiAuthenticator then
uses the information for FSSO events.
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Syslog SSO

In this section, you will learn about Syslog SSO using FortiAuthenticator.
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Syslog SSO

« Username and IP address is parsed from Syslog server by FortiAuthenticator
» Sent to FortiGate for FSSO

- - ‘ ________ 5
Filtered traffic flows ' '\)

Userlogsin

User, IP, and
group sent
through FSSO

Login Info collected Username and IP ‘»/

RADIUS/AD Server Syslog Server address parsed

FiERTINET

The FortiAuthenticator can parse username and IP address information from a Syslog feed from a third-party
device, and inject this information into FSSO so it can be used in FortiGate authentication policies.
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Syslog Sources

Fortinet SSO Methods> SSO > General Fortinet $SO Methods > SSO > Syslog Sources
© Enable RADIUS Accounting 550 clients ‘ o e —_— : I' Eana I
O Enable Syslog 550 i Syslog sources Step £ ! Aathod .
Step 1 _w
Portal Services

SAML Authentication
Windows Event Log Sources
RADIUS Atcounting Sources

Syslog Sources

Fortinet SSO Methods> SSO > Syslog Sources

T Syslog server
Slep 3 i Name Uburty ‘ source IP
| 1P address: 1044010 = =
Matching rule [ Pesse Seect ] Select matching rules that will
S s S Exteral o p— be usedto extract logon
Local users @ il information fromthe syslog
Remote users @ Fernhac message orcreate new
£ ‘matching rules
&0 Strip off prefix or suffin from username if any :

FiERTINET

Syslog objects include sources and matching rules. Sources identify the entities sending the Syslog

messages, and matching rules are used to extract the events from the Syslog messages. FortiAuthenticator
ignores messages coming from non-configured sources.
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Fortinet SSO Methods > SSO > Syslog Sources

Step

Custom Syslog Sources: Matching Rules

Fields to Extract

Triggger

Logon
Update:

Logot
Username e fuld:
Client IPv4 held:
Client IPvé held
Group feid:

Group list separa

Test Rule

Sdog

fogon Selectmatching rules
that will be used to
fogun extract FSSO information
fromthe Syslog message

user_name={j username|

chent_ip=fchent_ipl]

group (L groupl]

tor:

Test Rube

Teat the matching rube sbowe by entering 2 sample kog line (o parse beloy

logon, user_name=user] 101 chent ip=10.1 10.1 groue=Skg. Growp

Austtwntic st Ty

Chent B sddress.
Clhert Wt address.

Testmatching rules by using a

sample Syslog message
by using a sample Syslog

message

Match!

Paste a sample Syslog
message and click Testto

validate the matching rule |

FiERTINET

Once you have specified a Syslog source, you must configure a matching rule. There are preconfigured
matching rules for some third-party Syslog server formats, but you can create custom matching rules to match
the format of any Syslog server feed.

In the Fields to Extract section, you can specify key words to trigger logon, update, and logoff messages.
FortiAuthenticator will use these fields to extract the username and IP address from the messages to convert

them to FSSO events.

You can easily test custom matching rules by using the Test Rule section to verify that FortiAuthenticator can
extract all the required information from the Syslog feed.
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» FortiNAC
« Aruba
« Cisco

Fortinet SSO Methods > SSO > Syslog Sources

Preconfigured Syslog Sources: Matching Rules

* Three preconfigured Syslog sources matching rules:

Syslog matching rule
Aruba

Cisco

I FortiNAC l

FiERTINET

There are three preconfigured matching rules for some third-party Syslog server formats:

FortiNAC
* Aruba
« Cisco
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Syslog SSO Sessions

* Monitoring Syslog SSO Sessions on FortiAuthenticator
Monitor> SSO > SSO Sessions

C Refresh @8 Export| 9 Logof Al

Logon Time Update Time Workstation 1P aacress Domain Grouping Domain Username | Source Group
Tue Aug 20 10:19:35 2019 e Aug 20 10:19:35 2019 101101 101101 DEFALLT S50 _EXT_USER USER1101 Svslog USER1101+5Y5L0G_GROUP
Tue Aug 20 10:19:37 2019 Te Aug 20 10:19:37 2019 101102 101102 DEFALLT $S0_EXT_USER USER1102 Sysiog USER1102+5Y5LOG_GROUP
Tue Aug 20 10:19:39 2019 Tooe Aug 20 10:19:39 2019 10.1.10.3 10.1.10.3 DEFAULT 550 EXT_USER USER1103  Sysog USER1103+5¥5L0G, GROUR
Tue Aug 20 101941 2019 Tie Aug 20 10:19:41 2019 01104 10.1.104 DEFALLT S50 _EXT_USER USER1104 Sysiog. USER1104+5YSLOG_GROUP
Toe Aug 20 101943 2019 Tue Aug 20 10:19:43 2019 10.1.105 10,1105 DEFALLT S50 _EXT_USER USER1105 Syslog USER1105+5YSLOG_GROUP
* Monit Syslog SSO S FortiGat
onitorin Slo €8si0Nns on rorisate
Monitor> Firewall User Monitor
Shaen [ i0icse
Usor Name User Group Duration Tratfic Volume: Method
USERT101 0 5YSLOG GROUP 1 minute{s} and 1 secondis) 0B 1§ Fortinet Sigle Sign-On
USER1102 ) SYSLOG GROUP 0B i Fortinet Siagle Sign-On
USER1109 ) 5YSLOG GROUP 0B ), Fortinet Single Sign-On
USERTI04 ) 5YSLOG, GROUP oB ) Fortinet Single Sign-On
USER1105 1) SYSLOG_ GROUP 56 secondls) oe ) Fortinet Single Sign-On

You can view Syslog SSO sessions on FortiAuthenticator by clicking Monitor > SSO > SSO Sessions.

On FortiGate, you would click Monitor > Firewall User Monitor, to view the FSSO logs.
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Debug Logs

* Viewing debug logs from a specific service

Servicel Sysiog 550 E g Servie Syviog S50 ] M kxtessas 200K 7]
[ Please Select ]

Systogt S50 Logs
F550
Showinl FSSO (Filtered)
GUI
<13>1
1z/04 ) HA
12/04
12/04 | LEHA Sync
LDAP
RADILS Accounting
. || RADIUS Authentication
£ SNMP pars

- [—
* Debug logs can be very"handy when troubleshooting SSO-related issues

« Display information-level logs from the selected service
+ View service logs that are relevant to the FSSO method that is encountering issues

+ Most recent logs are at the bottom

FiERTINET

You can also view SSO-related logs that are specific to a single SSO source, such as RADIUS accounting or
the Syslog feed. For example, you can view the RADIUS attributes that are sent in the accounting message,
or view the raw Syslog feed that FortiAuthenticator is receiving.
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RADIUS Single Sign-On

In this section, you will learn how to implement RSSO to be used with FortiAuthenticator and FortiGate.
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Deployment Considerations

RADIUS environment needs to be configured to send accounting records
» For direct RADIUS to FortiGate RSSO:

« RADIUS server needs to be configured with appropriate group names and users added

* For RADIUS to FortiAuthenticator to FSSO:

« LDAP Directory needs to be configured with appropriate group names and user added

* Three ways to deploy RSSO:
* FortiGate RSSO
* RSSO accounting messages directly to the FortiGate
» FortiAuthenticator RSSO to FortiGate RSSO

+ RSSO0 accounting messages are sent to FortiAuthenticator which then forwards the packets to FortiGate
or third-party device

« FortiAuthenticator RSSO to FSSO

+ RSSO accounting messages are converted to FSSO updates and distributed to all FortiGate devices
configured as FSSO clients on FortiAuthenticator

FiZ:ATINET

The following are important aspects that need to be considered before using RSSO:
You must configure the RADIUS environment to send accounting records. How to configure every possible

RADIUS server is beyond the scope of this lesson.

For direct-to-Fortigate RSSO, you must configure the RADIUS server with appropriate group names and
users added to them.

For RADIUS to FortiAuthenticator to FSSO, you must configure your LDAP directory with appropriate
group names and users added to them

There are three different ways to deploy RSSO:

FortiGate RSSO: RSSO accounting messages directly to the FortiGate

FortiAuthenticator RSSO to FortiGate RSSO: RSSO accounting messages are sent to FortiAuthenticator
which then forwards the packets to FortiGate or a third-party device

FortiAuthenticator RSSO to FSSO: RSSO accounting messages are converted to FSSO updates and
distributed to all FortiGate devices configured as FSSO clients on FortiAuthenticator

Now, you will look at each of the three methods in more detail.
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FortiGate RSSO

* RADIUS accounting direct to FortiGate
+ FortiOS supports use of RADIUS Start, Stop, and Interim Update messages

R E—— . &y ———————- .
= Filtered traffic flows = v)
4
Userlogsin
RADIUS Start Record sent
RADIUS
FL:ATINET

FortiOS supports the use of RADIUS Start, Stop, and Interim Update messages to authenticate and manage
active users transparently. It is quite straightforward to configure FortiGate to receive and use these records is
quite.
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FortiAuthenticator to FortiGate RSSO
« RADIUS accounting through FortiAuthenticator RADIUS accounting proxy to
FortiGate
5 j\ —————————— —- | ///J ———————— B
= Filtered traffic flows at o
Userlogsin User, IP, and group
sent through RSSO
o
RADIUS Start Record sent N / Group lookup Aetive Hirectory Server
RADIUS

F:i:RATINET

FortiAuthenticator supports the use of RADIUS Start, Stop, and Interim Update messages to authenticate and
manage active users transparently. It receives RADIUS accounting messages, performs lookups against the
LDAP server for group membership, and then forwards the RADIUS message to the FortiGate RSSO agent.
This is useful when group membership information is handled by Active Directory, or the RADIUS server is
business-critical IT infrastructure, limiting the changes that can be made to the server configuration.
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+ Configure RADIUS Single Sign-On agent

+ Create user group with RADIUS Attribute Value
Security Fabric > Fabric Connectors

User & Device > User Groups

FortiGate Configuration for RSSO

* Configure interface to receive RADIUS accounting records |Network> interfaces

RADIUS aftribute “User-Name”

RADIUS atiribute “Class”

Edit User Group
Mame RSSO Group
Type RADIUS Single Sign-On (RSSO)
RADIUS Attribute Value @  regulated
F: :ATINET

There are a few configuration steps that you must perform to enable RSSO on FortiGate. The FortiGate
interface where you expect to receive the RSSO messages must have RADIUS Accounting enabled in the
Administrative Access. Then, you must define an RSSO under Fabric Connectors and configure it with a
unique name and RADIUS shared secret that must match those of the RADIUS accounting server. This
enables a form of authentication between RSSO client (FortiGate) and the RSSO server. You will also need to
create a user group locally on FortiGate, and assign the rsso-endpoint-attribute that will be used to
match with the attribute that is sent by the RADIUS server. You can then use the user groups on a firewall

policy to enable access for RSSO users.
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Fortinet SSO Methods > SSO > General

FortiAuthenticator Configuration for RSSO

« Configure interface to receive RADIUS accounting records
+ Select Enable RADIUS Accounting SSO Clients

Log level Inke

O Inclu ame
O Enable FortiNAC 550
0 Enable RADIUS Accounting 550 clients I
O Enable Syslog 550

© Enable Windows event log polling e.g. domain controliers/ Exchange servers)

Network > Interfaces

FiERTINET

Use the steps on this slide and the next to configure FortiAuthenticator when you want to implement a

FortiAuthenticator RSSO to FortiGate FSSO solution:

Step 1 — Configure the interface to receive RADIUS accounting records.

Step 2 — Select Enable RADIUS Accounting SSO Clients.

Note that you can enable RADIUS Accounting Monitor to look for RADIUS Authentication Request

messages, which uses port 1646.
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FortiAuthenticator Configuration for RSSO (Contd)

+ Configure RADIUS server as RADIUS accounting proxy source
+ Configure rule sets with required RADIUS attributes
+ Add FortiGate as the RADIUS accounting proxy destination

Fortinet SO Methods > Accounting Proxy > Sources

et RADILS Aceenrsing Premy Saurce

TP ‘ RADIUS server IP
address

Fortinet SSO Methods > Accounting Proxy > Destination

Fortinet SSO Methods > Accounting Proxy > Rule Sets s e

FortiGate IP address

FZ:ATINET

Step 3 — Configure the RADIUS server as a RADIUS accounting proxy source

Step 4 — Configure rule sets with the required RADIUS attributes

Select Add for a new attribute , and select Modify to translate an existing attribute FortiAutheticator uses the
Username attribute to parse group membership information from the LDAP server. FortiAuthenticator add the
Value type attribute to the accounting messages it forwards to FortiGate. To add the user’s group membership
information, select group names. Select the LDAP server that FortiAuthenticator will run the group
membership query on.

Step 5 — Add FortiGate as the RADIUS accounting proxy destination.

This is the target for the translated accounting message. Usually, this is the Fortigate device you want to send
the accounting message to, but it can be any RADIUS server configured to listen for accounting messages.
Make sure you assign the rule set and source correctly.

Note that the FortiGate configuration is the same as described on the slide titled FortiGate configuration for
RSSO.
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Monitor SSO Users

Monitor > Firewall User Monitor

O Retresh | (» Shenw all FSS0 Logers qQ

User Mame User Group Duration P Address Traffic Vodume Method

student & RS50 Group 1 minutels} and 5% secondis) 100110 4825248

@ Radius Singie Sign-On

fdiagnose test application radiusd 3

RADIUS server database [vd root]:

Queries RADIUS database
"index","time left","ip","endpoint","block status","log

status", "profile group","ref count", "use default profile"

1,07:59:19,"10.0.1.10""student";"al low" ;"o
log", "regulated",1,No

#diagnose radius test 2 Clears RADIUS database

FiERTINET

There are various commands available on FortiGate to view information regarding RSSO users.

The command diagnose test application radiusd 3 queries the RADIUSD database for all
RADIUS users currently logged in.

The command diagnose radiusd test 2 clears the RADIUSD database of all RSSO users. To clear an

individual user you must send an Accounting Stop record for that user.
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Querying RADIUS Database
#diagnose test application radius <code> g;';}f;‘g?’dm?'“_'::_”““
<code> | Description
2 Clear RADIUS server database
3 Show RADIUS server database
33 Show RADIUS server database (with start time)
4 Show RADIUS server database info
9 Check HA context table checksums
11 Show HA sync connection status
20 Show RADIUS server configuration cache
21 Show RADIUS server interface configuration cache
99 Restart RADIUSD
FZ:ATINET

The command diagnose test application radiusd allows you to query, clear, or restart the
RADIUSD database.
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Query for RSSO users using:
* [P address (IPv4 or IPv6)
* Endpoint (username)

+ RSSO key (group name)

#diagnose rsso query ip | ip6 | carrier-endpoint | rsso-key
diagnose rsso query ip 10.0.1.10 Query using IP address
Querying IP '10.0.1.10" |
Endpoint: student
RSSO Key: regulated
IP Addresses:
IP: 10.0.1.10, Time left (hh:mm:ss): 07:59:53 **

FiERTINET

The command diagnose rsso query queries RSSO users on FortiGate.
You can query RSSO users by IP address, username, or group name.

This slide shows an example of a query using the IP address.

Secure Access 6.2 Study Guide 129



RADIUS and Syslog Single Sign-On

DO NOT REPRINT
© FORTINET
Real-Time Debug—RSSO User logon

FortiGate # diagnose debug application radiusd -1

Debug messages will be on for 30 minutes.

) ] ADIUS accounting start
FortiGate # diagnose debug enable message '

FortiGate # Received radius accounting eventvd 0:root lAdd/Update lauth
logon for IP 10.0.1.10 for user student

DB 0 insert |[ep='student' pg="'regulated' ip='10.0.1.10/32‘]| success

RADIUS attributes:
Username, Class, and
Framed-IP-Address

FiERTINET

This slide shows real-time debugging when FortiGate receives a RADIUS accounting start message from the
RADIUS server.
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Real-Time Debug—RSSO User Logoff

FortiGate # Received radius accounting eventvd O:root[Remove authl
logon for IP 10.0.1.10 for user student

DB 0 remove by IP [ep='student' pg='regulated' ip='10.0.1.1¢ R2"']

sSuccess
RSSO userlogged off by RADIUS accounting stop.
clicking Deauthenticate on message
FortiGate

FortiGate #lReceive IPC query for vd O:root. |Using vd server 0:root

DB 0 find [ep='student' pg='regulated' ip='10.0.1.10/32'] match
vd O:root Remove auth logon for IP 10.0.1.10 for user student

DB 0 remove by IP [ep='student' pg='regulated' ip='10.0.1.10/32"]
sSuccess

DB 0 find all [ep='student' pg="n/a' ip='/0'] match
vd=0 Query reply ip[10.0.1.10] epl] profll]
+25224+ radiusd ipc sendto() -> 46

F:RTINET 38

This slide shows two different debug outputs, both resulting in the RSSO user being logged off:

1. FortiGate receives a RADIUS accounting stop message from the RADIUS server.
2. The RSSO user is logged out of FortiGate using the Deauthenticate tab.
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« RADIUS accounting through FortiAthenticator to FortiGate
+ FortiAuthenticator supports use of RADIUS Start, Stop, and Update messages

5 j\ —————————— — [ ///J ————————
- Filtered traffic flows b

Userlogsin User, IP, and group
sent through FSSO

RADIUS Start Record sent Ny Group lookup Aeivn Rty Aareer

RADIUS

FiZ:ATINET

FortiAuthenticator supports the use of RADIUS Start, Stop, and Interim Update messages to authenticate and
manage active users transparently. It receives RADIUS accounting messages, performs lookups against the
LDAP server for group membership and then populates its FSSO cache with the correct information. This is
then sent to FortiGate as an FSSO login. This is useful when group membership information is handled by
Active Directory or the RADIUS server is business-critical IT infrastructure, limiting the changes that can be

made to the server configuration.
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FortiAuthenticator Configuration for RSSO to FSSO

» Configure interface to receive RADIUS accounting records
» Select Enable RADIUS Accounting SSO Clients
» Configure RADIUS Accounting SSO Client

Fortinet $SO Methods > SSO > General Fortinet SSO Methods > SSO > RADIUS Accounting Sources

FiZ:ATINET

You can convert RSSO messages to FSSO using FortiAuthenticator. This can be very useful in environments
that have multiple FortiGate devices deployed. FortiAuthenticator can distribute FSSO events to all FortiGate
devices that have be configured to receive FSSO updates in the network.

Use the following steps to configure FortiAuthenticator for FSSO:

Step 1 — Configure the interface to receive RADIUS Accounting Records.
Step 2 — Select Enable RADIUS Accounting SSO Clients.

Step 3 — Configure the RADIUS accounting SSO client.

You must select the LDAP server from the drop-down list if you want to validate the user using a backend the
LDAP server. FortiAuthenticator can retrieve group memberships from LDAP server to verify that the RSSO
user account resides on the LDAP server. You can also categorize the user as External, which means that
user account is not expected to be configured in the local or remote database. RADIUS attributes Username
(default User-Name) Client IP attribute (default Framed-IP-Address) are required. You should use the
default setting. User group attribute is not required. You must select the LDAP server from the drop-down
list, because this is how FortiAuthenticator establishes group membership.
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FortiGate Configuration for FSSO

» Configure Fortinet Single Sign-On agent
» Create user groups and add members/groups
+ Configure identity-based firewall policies

Security Fabric > Fabric Connectors

User & Device > User Groups

Edit User Group

Name F550 Group
Type Fortinet Singie Sign-On (FSSO)

Members = B} CN=SSLVPNCN=USERSDC=TR/ %
+

FortiAuthenticator |IP address

FiERTINET

You must configure FortiGate with FSSO settings to be able to receive the FSSO updates from
FortiAuthenticator. You must configure Fortinet Single Sign-On Agent in Fabric Connectors. After you
configure the FSSO agent, you can pull or create a user group, and assign remote members to the group. You
can then use the user group on a firewall policy to assign network access to FSSO users.
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» FortiAuthenticator monitor shows user logged in through Radius Accounting source

Monitor> SSO > SSO Sessions
Logon Time Update Time Workstation IP address  Domain Grouping Domain Unermame Source
Thu Aug 15 140300 2019 ThuAug 15 140300 201F 100010 100110  DEFAULT  TRAININGADTRAIMINGLAG STUDENT CH=5TUDENTCN=USERS DC=TRAININGAD DC = TRAINING, DC = LAB+ CN =55

» FortiGate monitor confirms RSSO user has been authenticated as FSSO user on FortiGate
Monitor > Firewall User Monitor

Uhser Mame User Group Duration 1P Address Traffic Viohsme Mathod

STUDENT @ FS50 Grow 17 minatels) anct 59 seconds) 100110 w252k8
B CN=SSLVPN CN=USERS DC = TRAININGAD DC = TRAINING DC=LAR

B ON-DOMAIN USERS.CN+-USERS, DCTRANINGAD,DC * TRAINING.DC=LAB

FortiGate # diagnose debug authd fsso list
----FS50 logons---—-

IP: 10.0.1.10 User: STUDENT Groups:

CN=STUDENT, CN=USERS, DC=TRAININGAD, DC=TRAINING, DC=LAB+CN=5SLVPN, CN=USERS, DC=TRAININGAD, DC=TRAINING, DC
=LAB+CN=DCMAIN USERS, CN=USERS,DC=TRAININGAD,DC=TRAINING,DC=LAB Workstation: 10.0.1.10 Memberof:
FSSO Group CN=SSLVPN, CN=USERS,DC=TEAININGAD, DC=TRAINING,DC=LAB CN=DCMAIN

USERS, CN=USERS, DC=TRAININGAD, DC=TRAINING, DC=LAB

Total number of logons listed: 1, filtered: 0

----end of FS550 logons----
F: :ATINET

While the FortiAuthenticator monitor will record that the user logged in through a Radius Accounting source,
you can confirm that the user was authenticated on FortiGate using the FSSO method by looking at the
Firewall User Monitor.

You can also confirm this by running the diagnose debug authd fsso list command.
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Real-Time Debug

FortiGate # diagnose debug application authd -1

Debug messages will be on for 30 minutes.

FortiGate # diagnose debug enable

FortiGate # fsae io ctx process msg[FortiAuthenticator]: received heartbeat 0

authd epoll work: timeout 8340

[ process logon:907]: STUDENT (10.0.1.10, 0) logged on from Forti}\uthenticator.l

authd epoll work: timeout 8110

[authd admin read:887]: called ForiGate recabantel i
authd epoll work: timeout 8110 login message from
FortiAuthenticator

FiERTINET

This slide shows real-time debugging of the FortiGate receiving a RADIUS accounting start message from the
RADIUS server, which has been relayed using FortiAuthenticator.
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Troubleshooting Using FortiAuthenticator

In this section, you will learn about troubleshooting FSSO using FortiAuthenticator.
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FortiAuthenticator Logs

+ FortiAuthenticator displays:
« 8SO domains
« Active SSO sessions (logons that are still valid)
« Windows event log sources
« Active FortiGate devices connected to FortiAuthenticator as FSSO agents

« DC/TS agents connection status

Monitor> SSO > SO Sessions

* | & Refresh @8 Export | Logolf AR

Lagon Time Update Time Workstation 1P sddress  Dermain Grouping Domain Usemanme Source

Toe Aug 20 083456 2017 Toe Aug 20 08:34:36 2019 100110 100110 DEFALLT TRAININGAD TRAINING LAB  STUDENT Radius Accounting  CN=STUDENT.CN=USERS, DC = TRASNINGAD DC = TRAINING. DC <LAB«CN=5!

Dornaing

Windows Event Log Sources
Farn(

FiERTINET

FortiAuthenticator makes troubleshooting easier because all the tools required to check the status of different
components in FSSO are available on the GUI. By clicking Monitor > SSO, you can view information such as
SSO domains, active SSO sessions, Windows event log sources status, currently active FortiGate
connections, and DC/TS agents connection status.

If you have trouble distinguishing SSO sessions from TS/DC agents, you can view if the TS/DC agents are

connected to FortiAuthenticator. If not, ensure that the correct IP, port, and secret are configured on both
FortiAuthenticator and the DC/TS agents.
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onitoring SSO Sessions on FortiAuthenticator
« Administrator can log off all current SSO sessions or specific entries
Monitor> SSO > SSO Sessions
O Refresh (8 Export ™ Logoff All =
Legon Time Update Time Workstation 1P addvess Domain Geoupsng Damain Username Source Group
Tue Aug 20 0718:08 2019 Tue Acg 2007 18:08 201% 1011010 101.10.10 DEFAULT ‘JS‘.’J_IX'_[ISFR USER11010 Sysiog USER1 1010+ 5YSLOG _GROUP
Tue Aug 20 07:21.09 2019 Tue Aug 20072109 2019 10.1.10.100 10.1,10.300 DEFAULT S50 _EXT USER USER110100 Syslog USER1 10100+ 5YSLOG_GROUP
Tue Aug 20 07:21:11 2019 Tue Aug 2007:21:11 2019 10.1.10.101 10110101 DEFAULT 550 _EXT USER USER110101 Svshog USER110101+5Y5L0G_GROUP
Tue Aug 20 07:18:10 2019 Tue Aug 20 07-18:10 2019 1011011 1011011 DEFAULT S50 _EXT USER USER11011 Svlog USER11011+SYSLOG_GROUP
Tue Aug 20 07:18:12 2019 Tue Aug 20 07.18:12 2019 10.1.10.12 10.1.10.12 DEFAULT S50 _EXT_USER USER11012 Syslog USER11012+5YSLOG_GROUP
Tue Aug 20 07:18:14 2019 Toe Aag 20 07-18:14 2019 1011013 10.1.1013 DEFAULT S50 _EXT USER USER11013 Svilog USER11013+S¥SLOG_GROUP
Tue Aug 20071816 2019 T.lrw?f’n:"lh 16 201% 1011014 1011014 DEFALLT 550 ll'_ll‘sf'_ll USER11014 Syslog USER1 lﬂ](v&\ﬁ[ﬁ(._(mm
Tue Aug 20 07:18:18 2019 Tue Aug 2007-18:18 2019 1011015 1011015 DEFALLT SSO_EXT_USER USER11015 Svulog USER11015+SYSLOG_GROUP
Tue Aug 20071820 2019 Tue Aug 2007:18:20 2019 10110146 1011016 DEFALLT H&{)_k‘:"_u‘,{'ﬂ USERTIONE Syshog USER1 ',D]nv"\‘\l()(._(,ﬂ()l”‘
Tue Aug 20 07:18:22 2019 Tue Aug 2007.18:22 2019 1011017 1011017 DEFAULT S50 _EXT_USER USER1IONT Svulog USER11017+5YSLOG_GROUP
Tue Aug 20 07.18.24 2019 Tue Aug 20 07.18:24 2017 10.1.10.18 1011008 DEFAULT 550 _EXT _USER USER11018 Swslog USER11018+5YSLOG_GROUP
Tue Aug 20 07-18:24 2019 Tue Aug 20 07-18:24 2019 10.1.10.19 10.1.10.19 DEFAULT S50 _EXT_USER USER1I019 Syslog USER11019+SYSLOG_GROUP
Tue Aug 20 07:17.52 219 Tue Aug 2007-17-52 2019 101102 101102 DEFAULT S50 _EXT _USER USER1102 Syshog USERT102+5VSLOGC GROUD
Tue Aug 20 07:18:28 2019 Tue Aug 20 07.18:28 2019 10.1.1020 10.1.10.20 DEFAULT 550 _EXT USER USER11020 Syslog USER11020+5YSLOG_GROUP
Tue Aug 20 07:18:30 2019 Tue Aug 20 07-18:30 2017 1011021 10.1.1021 DEFAULT 550 _EXT_USER USER11021 Syslog USER11021+SYSLOG_GROUP
Tue Aug 20 07:18:32 2019 Tue Aug 20 07.18.32 2019 10.1.3022 10.1.1022 DEFAULT $50_EXT_USER USER11022 Syslog USER11022+5YSLOG_GROUP
Tue Aug 20 07:18:34 2019 Tue Aug 20 07-18:34 2019 10.1.1023 1011023 DEFAULT S50 _EXT_USER USER11022 Svilog USER1 1023+ SYSLOG_GROUP
Tue Aug 20 07:18:36 2019 Tue Aug 20 07 18:36 201% 1011024 101.10.24 DEFAULT S50 _EXT_ USER USER11024 Sysiog USER11024+S¥YSLOG_GROUP
=:ATINET Fortinet Inc. All Rights Reserved 46

FortiAuthenticator displays all the active SSO sessions on the Monitor tab. This tab displays detailed
information about SSO sessions that are currently active on FortiAuthenticator. On this tab, you can view
SSO-related information, such as logon time, logout time, username, IP address, workstation name (AD),
domain, group, and SSO source. In the example shown on this slide, there are two SSO sources that are
currently in use, Eventlog polling and Syslog feed.
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FortiAuthenticator Debug Logs

* https://<FortiAuthenticator IP>/debug

&« c @ O & hitps://10.0.1.150/debug/fsso-agent/28dimit=1 B sox o r | Q search ]

8:83 Eventlog Foll I nghl g - Laby 10, .10 tra
ng legee WINDOWSAD. sraimimghD eraiming lab:l0 iv frem sverweizing

DOWSAD:10.0.1

. 150
=trainingil, X

C=training, DC=lab

A1ningAD. training. lab/ASministIaeTsr o

10 user:changed frem tr

F::RTINET 2 Fortinet Inc. All Rights Resarved

You can also view debug-level logs on FortiAuthenticator by connecting to
https://<FortiAuthenticator IP>/debug and selecting FSSO service. The debug log page allows
you to view detailed connection logs, as well as basic information about configuration mismatches between
FortiAuthenticator and the SSO source. You can also view information that is exchanged between the FSSO
source and FortiAuthenticator which can be useful when troubleshooting FSSO-related issues.
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Tracking a Specific User

« On FortiAuthenticator:
= Ensure FortiAuthenticator can perform DNS lookup of workstation name and IP
« If using FortiGate Filtering, ensure you select all required user(s)/group(s)/containers
« Verify that SSO source is connected
= Verify that connection to FortiGate is stable and active
* Check active SSO sessions
« Ensure user is not excluded from SSO under Fine-grained Controls

Fortinet SSO Methods > SSO > Fine-grained Controls

FiZ:ATINET

If you are having FSSO issues for a specific user, you can start troubleshooting by following these steps:
o  Ensure FortiAuthenticator can perform a DNS lookup of the workstation name and IP
o Ifusing FortiGate Filtering, ensure you select all required users, groups, and containers
o  Verify that the SSO source is connected
o  Ensure the user is not excluded from SSO in Fine-grained Controls
o  Check the active SSO sessions
o Verify that the connection to FortiGate is stable and active

When troubleshooting FSSO issues related to the DC Agent mode (Windows AD) environment, the steps are
the same for the software Collector Agent agent and FortiAuthenticator. The only difference between the two
is that all the DC agents are pointing to FortiAuthenticator instead of to the software Collector Agent agent.
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Listing Active FSSO Users

# diagnose debug authd fsso filter ?

clear Clear all filters.
Source Source IP address.
user User name.

group Group name.

server FSSO agent name.

# diagnose debug authd fsso list
-===F850 logons----

IP: 192.168.3.1 User: STUDENT Groups: TRAININGAD/USERS
Workstation: WIN-INTERNAL.TRAININGAD.TRAINING.LA

IP: 10.0.1.10 User: STUDENT Groups: TRAININGAD/USERS
Workstation: WIN-INTERNAL.TRAININGAD.TRAINING.LA

Total number of logons listed: 2, filtered: O

FiERTINET

To get the list of active users from FortiGate, use the command diagnose debug authd fsso list. You

can set up a filter first using the command diagnose debug authd fsso filter.
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Other FortiGate FSSO Commands

* Request Collector Agent to resend active users list to FortiGate:
# diagnose debug authd fsso refresh-logons

* Clear logon info on FortiGate:
# diagnose deb authd fsso clear-logons
+ FSSO logons will be refreshed in the next polling cycle
« For an immediate change, users must log off, then log on

* Request Collector Agent to resend monitored groups list to FortiGate:
# diagnose debug authd fsso refresh-groups

+ List monitored groups:
# get user adgrp

* Pulls user group information from FSSO agent:

# exec fsso refresh

FiERTINET

The CLI command diagnose debug authd fsso refresh-logons refreshes the active FSSO user
list on FortiGate by getting this information again from the Collector Agent.

The CLI command diagnose debug authd fsso clear-logons flushes the list of active FSSO users
on FortiGate.

The CLI command diagnose debug authd fsso refresh-groups refreshes the user group
information on FortiGate by getting this information again from the Collector Agent.

The CLI command execute fsso refresh will refresh the FSSO user group information.

To list the monitored user groups, use the command get user adgrp.

Secure Access 6.2 Study Guide 143



RADIUS and Syslog Single Sign-On

DO NOT REPRINT
© FORTINET

Review

Understanding available FSSO methods on FortiAuthenticator
Configure and monitor Syslog SSO configuration and monitoring
Explore RSSO deployment scenarios

Configure RSSO

Troubleshoot RSSO Troubleshoot

Configure SSO sources on FortiAuthenticator

Troubleshoot FSSO on FortiAuthenticator

A A NS NS

By mastering the objectives covered in this lesson, you learned how to collect logon events and convert them
to Fortinet Single Sign-On (FSSO) events.
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In this lesson, you will learn about FortiSwitch deployment, configuration, and troubleshooting.
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Objectives

Explore management modes

Deploy FortiSwitch stacking solutions
* Manage FortiSwitch locally
* Manage FortiSwitch using FortiGate

Configure FortiSwitch multi-chassis link aggregation (MCLAG)
» Configure FortiSwitch ports and VLANs
Monitor and troubleshoot FortiSwitch

After completing this lesson, you should be able to achieve the objectives shown on this slide.
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Introducing FortiSwitch

In this section, you will learn how to deploy FortiSwitch.
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Key Benefits of FortiSwitch Managed by FortiGate

ZERO-TOUCH SECURE CENTRALIZED FORTISWITCH MODEL
PROVISIONING CONFIGURATION ' PROVISIONING AND STACK RANGE
MANAGEMENT MAINTENANCE
n v I‘!'h.,% : L~ S
[;.‘ I-i‘ e ~
. ) Ry S N
< a N v
T
Not necessary tolog in to ' Extendthe security fabric = Stack of FortiSwitches ' Range of ForiSwitch and
the switches | uptothe Layer 2 switch controlled by FortiGate i FortiGate models for:
| FortiGate is single point of (Single or HA pair) ' Retal
| management : SwB
| Autodiscovery of switches Erepse
Datacerter

| Centralized VLAN and
i feature provisioning
Centralized authentication

Managing FortiSwitch devices using FortiGate offers important key benefits:

Zero-touch provisioning: Administrators only need to connect FortiSwitch to a FortiGate interface that has
FortiLink enabled. FortiGate will automatically discover and provision FortiSwitch.

Secure configuration management: All FortiSwitch management is done on the FortiGate CLI and GUI.
Administrators are not required to log in to FortiSwitch.

Centralized provisioning and maintenance: FortiSwitch becomes an extension of FortiGate. The way you
configure firewall policies using FortiSwitch VLANSs is the same as the way you do it for FortiGate VLANSs.
Authentication and authorization are also handled centrally on FortiGate.

FortiSwitch stack: FortiGate can manage multiple FortiSwitch devices stacked in different ways to offer
scalability and redundancy.

Model range: There are different sizes of FortiGate and FortiSwitch devices to accommodate the needs of
retail and SMB customers, up to data centers.
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FortiSwitch Modes

* You can deploy FortiSwitch as a standalone switch (with its own GUI and CLI
access)

* Or, you can manage FortiSwitch on FortiGate using FortiLink:
« FortiLink is dependent on the internal switch fabric (ISF) of FortiGate
« Specific FortiGate models currently support FortiLink

FortiSwitches

FortiGate

FiERTINET

You can deploy FortiSwitch as a standalone switch, or as a switch that you can manage from FortiGate
(FortiLink mode).

You can use FortiLink to manage FortiSwitch from FortiGate. FortiLink is supported by specific FortiGate
models.
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Using FortiLink, FortiGate automatically provisions stacked FortiSwitches, forms inter-switch link (ISL)
between FortiSwitch devices, and enables the Spanning Tree Protocol on the ISLs. FortiGate autodiscovers
all FortiSwitch devices in the stack, and manages them centrally.
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Network Topologies for Managed FortiSwitches

+ Single FortiGate managing one or more FortiSwitch devices

Active FortiLink

FortiGate with ISLs in loop
Can be either a hardware or 5 f°(;
physical or a software switch reaundancy

LAG interface

LAG with split
interface enabled

Passive FortiLink

FiZ:ATINET

Now, you will learn about the different ways you can deploy FortiSwitch using FortiGate. The simplest
deployment is one FortiGate managing one FortiSwitch. The interface FortiGate uses to manage FortiSwitch
could be either one single physical interface, or an aggregated interface with multiple physical interfaces.

In the deployment example shown on the middle of this slide, multiple FortiSwitch devices are connected in
parallel to FortiGate with either a hardware or a software switch.

You can also interconnect the FortiSwitch devices in a ring (or loop) topology using ISL trunks. One of the
FortiSwitch devices is connected to one of the FortiGate interfaces through an active FortiLink. Optionally, you
can use a FortiGate aggregated interface (LAG) with two physical interfaces. One physical interface is the
active FortiLink, connected to one FortiSwitch; and the second physical interface is the passive FortiLink,
connected to another FortiSwitch. This deployment mode is one way you can offer redundancy for FortiLink.
You must enable the split interface in the settings on the aggregated interface.
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Network Topologies for Managed FortiSwitches

+ HA FortiGate managing one or more FortiSwitch devices
LAG with split interface enabled

Active FortiLink Passive FortiLink i o
Primary WP Secondary
FortiGate FortiGate
/., .\“-. HA - -2 e
Primary : e ; -
FortiGate Secondary Active FortiLink

FortiGate

Passive FortiLink

FiERTINET

The example on the left side of this slide shows a deployment with two FortiGate devices in HA mode, and
one FortiSwitch. The primary FortiGate has the active FortiLink. The secondary FortiGate has the passive
FortiLink.

You can combine FortiGate devices in HA mode with FortiSwitch devices stacked in a ring topology. In this
case, you can have up to two FortiLink interfaces (LAG) connected to each HA member. One FortiLink on the
primary FortiGate is active, the other FortiLink on the primary is passive, and the two FortiLink devices on the
secondary FortiGate are also passive. In the example shown this slide, you must enable split interfaces on the
aggregated interfaces of both the primary and secondary FortiGate devices.
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Network Topologies for Managed FortiSwitches

+ Two-tier topologies Primary Secondary
FortiGate . HA ~._ FortiGate

o N _ o

P HA I
o link o

o LAG with split
> interface
enabled

Primary

FortiGate Sennndnry

FortiGate

Interswitch links

FiERTINET

FortiLink supports multi-tier topologies. The example on the left side of this slide shows three FortiSwitch
devices connected to one central FortiSwitch. The central FortiSwitch is connected to FortiGate devices in HA
mode.

The right side of this slide shows a more complex and scalable example. Three sets of FortiSwitch devices in
a ring topology are connected to two central FortiSwitch devices, which are then connected to two FortiGate
devices in HA mode.
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Multi-Chassis Link Aggregation (MCLAG)

« A FortiLink aggregate interface connected to two
FortiSwitch devices

* You can connect multiple links to each switch MCLAG-ICL trunk

+ All links remain active

* An MCLAG-ICL trunk is required between both
switches
» Carries control and data traffic
+ MAC addresses synchronization

41
; m/.. .
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In all the previous examples, there is either one physical interface, or a LAG with two physical interfaces,
connected to each FortiGate. A split interface is required when using a LAG with two interfaces, and only one
of the interfaces can be active at any given time.

MCLAG allows you to have LAGs with more than two physical interfaces connected to each switch. Also,
when you use MCLAG, all the interfaces in the LAG are active. In the example shown on this slide, two links
from one FortiGate are connected to each of the two FortiSwitch devices. The two links are active.

This deployment mode requires you to disable the split interface. You must also configure an MCLAG-ICL

trunk between the switches to carry control and data traffic, including the synchronization of the MAC address
table.
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Standalone FortiSwitch

In this section, you will learn how to manage FortiSwitch locally, as a standalone device.
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Management Access

* Access the FortiSwitch configuration using the CLI
= Use the device serial console port to configure initial settings

* Access the web console using the management IP
« mgmt interface on devices with a dedicated management port
+ Orinternal interface (data path) to use VLAN ID 1:
config system interface
edit <mgmt-int>
set ip 10.0.13.1/24
set allowaccess https ssh ping
end
end

FiERTINET

A FortiSwitch device has a serial console port to initially configure the device to allow access through the web
console and CLI using an IP address.

To enable access, you must configure an IP address on the management interface, whether it is the dedicated
port or one of the internal interface physical ports, by creating VLAN ID 1.
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Remote Management Access

* To allow out-of-band access, a default gateway is required
* Enable allowaccess on the management interface

+ If the management interface IP is set manually
+ Configure a static route to the management default gateway:
config router static
edit 1
set device <mgmt-int>

set gateway <mgmt-defaultgw>

+ |f DHCP server assigned IP to the management interface
» Ensure defaultgw is enabled:
config system interface
edit <mgmt-int>
set defaultgw enable

FiERTINET

Out-of-band management allows remote access to FortiSwitch. The management interface must enable
access using the available management protocol, such as HTTPS and SSH.

If the management interface IP address is configured statically, you will need to create a static route for the

default gateway. If it is dynamically configured, enable defaultgw in the management interface
configuration using the CLI.
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+ Event logs and Syslog settings

-_- . 3 ":
.5 FortiSwitch 224E-POE

& System

Standalone Management Access

+ System control for network and administrative management
+ Configuration and revisions, and firmware management
* Physical ports and POE, and routing configuration

= Switch

>3 Router

D Log |

b v vl v

Switch, physical
ports configuration

Event logs and
syslog settings

Local management on ForitSwitch provides access to system control settings, including networking and

administrative management control.

Standalone FortiSwitch devices provide switch configuration to manage physical ports, and advanced
switching, such as Power Over Ethernet (PoE) and Quality of Service (QoS).

Router configuration and monitoring is also available when managing the FortiSwitch locally.

You can set up logging on FortiSwitch to view event logs and offload logs to a Syslog server.
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Management Mode

* Local Management is configured by default

+ FortiLink Management
« Configuration is managed by a switch controller (FortiGate)
+ Uses CAPWAP—the same method used to manage wireless AP (FortiAP)

System > Dashboard

S2IMEPTFIB00 179 >

Dashboard

System Confypuration  Last B
System Tin

Select a Management FortiLink Management U_[l
Mode

FiERTINET

Configuring FortiSwitch as a standalone device requires a direct connection to the management interface or
console. You can select FortiLink Management to make FortiGate a switch controller that uses CAPWAP,

along with other protocols, to communicate.

Standalone configuration requires the administrator to access and manage all FortiSwitch devices in a
network manually. This process can add administrative overhead. You should use FortiLink to manage
FortiSwitch devices to decrease administrator work and enable Layer 2 security fabric integration.
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FortiLink

In this section, you will learn how the FortiLink protocol works.

Secure Access 6.2 Study Guide 160



FortiSwitch

DO NOT REPRINT

CODRTINET
TN TITINLC 1

FortiLink Protocols

* Link Layer Discovery Protocol (LLDP)
= For FortiSwitch discovery

- Ethernet type 0x88CC \ /
« DHCP

+ FortiLink IP address assignment
- UDP port 67

+ CAPWAP

= Switch authentication and authorization
» Configuration commands

« Monitoring

« Software upgrades

« UDP port 5246

FiERTINET

FortiGate uses multiple protocols for discovering, provisioning, and administrating FortiSwitches. First,
FortiGate uses the Link Layer Discovery Protocol (LLDP) to discover FortiSwitch. After that, and after
FortiSwitch is authorized, DHCP assigns the FortiSwitch IP address. After IP connectivity is up, CAPWAP
authenticates and authorizes the switch. FortiGate also uses CAPWAP to carry configuration commands,
monitoring, and software updates.
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FortiLink Protocols (Contd)

« FortiLink Heartbeat
* Includes switch identifier, number of ports, and port attributes

+ Ethernet type Ox88FF \ /
+ NTP

= Time synchronization
+ UDP port 123
« HTTPS
= Configuration and diagnostics using REST API
+ TCP port 443

* User data
« Ethernet-tagged traffic using 802.1q frames

FiZ:ATINET

Once FortiGate is managing FortiSwitch, the two devices interchange FortiLink heartbeat packets. These
packets include the switch identifier, number of ports, and port attributes.

FortiLink uses NTP for clock synchronization, and HTTPS for configuration and diagnostics using the
FortiSwitch REST API.

Finally, FortiLink transports user traffic using 802.1q VLAN tagging. So, the FortiLink interface between
FortiGate and FortiSwitch is a trunk interface, where all control traffic uses the native (untagged) VLAN, and
user traffic uses the tagged VLAN.
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Enabling the Switch Controller

« To enable the switch controller on FortiGate:
config system global
set switch-controller enable
end
+ To enable the switch controller GUI on FortiGate:
config system settings
set gui-switch-controller enable
end

FiERTINET

By default, the FortiSwitch controller is disabled. You must enter the config system global command
followed by the set switch-controller enable command.

If you want to make the switch controller settings available on the GUI, you must also enter the config
system settings command followed by the set gui-switch-controller enable command.
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Creating a FortiLink Interface

Type FortiLink (802.3ad Agsregal

Interface members m £

Address
inected devices O FortiSwitchles)

| [Automatically authorize devices @ (3]

Fortilink split interface @ g

Traffic Shaping

Inbound bandwidth »

Outbound bandwidth »

Qutbound shaping profile

Status

Comments | oS

Interface status [+ RAELINE © Disabled

SERATINET ® Fortinet Inc. All Rights Reserved 20

Once you enable the switch controller globally, you have the option to create a FortiLink and dedicate one of
the FortiGate interfaces to FortiSwitch. The interface can be either a physical or an aggregated interface.

You must assign an IP address to the new FortiLink interface, and all the FortiSwitch devices will get IP
addresses in this subnet through DHCP.

To allow two links to be connected to two different FortiSwitch devices, the FortiLink split interface must be
enabled in the case of an aggregated interface. By default, this option is enabled.
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FortiLink Split Interface
* You can connect a FortiLink aggregate interface to two FortiSwitch devices
* You can connect only one link to each switch
« Only one link remains active
Active FortiLink
config system interface
edit <fortilink interface> .
set fortilink-split-interface enable \///
end Sy
FortiLink splitinterface
Passive FortiLink
F:RTINET

As you learned earlier, you must enable a split interface on a FortiGate aggregated interface to allow two links
to be connected to different FortiSwitch devices. One link will be active, the other one will be inactive. This is
required in some deployment modes, like the example shown on this slide, which shows multiple FortiSwitch
devices connected in a ring topology.
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Default Auto-FortiLink Ports

« FortiLink is enabled on all switches

* Previous releases have some FortiSwitch ports (depending on each model) with
FortiLink enabled by default

* To enable or disable FortiLink on ports:
config switch interface
edit <port>
set auto-discovery-fortilink enable

end
end

FiERTINET

By default, FortiLink is enabled on all switch ports, beginning in FortiSwitchOS version 3.3.0. In previous
releases, depending on the model, only specific ports had FortiLink enabled by default. Please check the
model-specific documents to see which ports had FortiLink enabled, or, upgrade the firmware on FortiSwitch
to version 3.3.0 or higher.

You can use the command auto-discovery-fortilink to enable or disable FortiLink on each
FortiSwitch port.
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MCLAG Configuration

+ FortiSwitch configuration on FortiGate:
config switch-controller managed-switch
edit <switch id>
config ports
edit <trunk name>
set mclag enable

end

» Disable split interface:
FortiGate# config system interface
edit <fortilink_ interface>
set fortilink-split-interface disable
end

* MCLAG-ICL trunk configuration on FortiSwitch:
FortiSwitch# config switch trunk
edit <trunk_name>
set mode lacp-active
set mclag-icl enable
set members <portl> <port2>
end

FiERTINET

As you learned earlier, if it is required to have two or more active FortiLink interfaces from the same FortiGate
LAG connected to two FortiSwitches, you must use MCLAG.

You must perform the following three steps to configure MCLAG:

1. Enterthe config switch-controller managed-switch command followed by the set mclag
enable command.

2. Disable the split interface.

3. Configure an MCLAG-ICL link between both FortiSwitch devices.
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What is Added When You Enable FortiLink?

config system interface config system dns-server
edit <interface> edit <interface>
set fortilink enable set mode forward-only
end end

config system ntp

set server-mode enable FortiSwitch time
set interface <interface> synchronization
end
config system dhcp server
edit 1
set wci-match enable ol'!l}' FortiSwitch ar;d
set vci-string "FortiSwitch" s:t;rllExtender_m'I[ rgcewe e
"FortiExtender" N tiom Hhit DFIC vl
end
FiERTINET

When you dedicate a FortiGate interface to FortiLink, the system automatically applies the following
configuration changes to the FortiGate configuration:

« Enables FortiLink on the interface

» Configures FortiGate as an NTP server
* Adds a DHCP server to the FortiLink interface
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FortiSwitch Authorization
WiFi & Switch Controller> Managed FortiSwitch
& FGVM1V0000141680
8 fortilink
@ Authorize
/ Click Authorize
= FOVMIV0000141680 B FGVMIVD0D0141580
e fortilink B fortilink
13 5224EPTF18001734 it &) [ ¥ S224EPTF18001794 Y seP
. EEEEES NEESNE = Refresh SEESES SESEEE ==
SR 209090909020 SN nE BuNmnM wm Page i et k-4 ® us
F::RTINET

After you enable FortiLink on the FortiGate interface, FortiLink uses LLDP to discover FortiGate. If you have
not configured the FortiGate interface to authorize FortiSwitch automatically, you must manually do it. A few

minutes after FortiGate authorizes FortiSwitch, the FortiGate GUI will display a solid line connected to
FortiSwitch, indicating that the management is up.
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IP Address Assignment
* DHCP monitor shows the IP address assigned to FortiSwitch

Monitor> DHCP Monitor

S Refresh @ z - (=3

Im=rface Device MAC Reserved P Expir Stat
B fortilink PoracaSer55:33 © Not Reserved 100131 Leased ou t
@ snffortilink F0acaSe(r5533 © Not Reserved 10.254.252.208 VI FortiSwitch- POE 2019/08/27 14:25:35 Leased out
Hostname: S224EPTF 18001794

FizATINET

FortiGate assigns an IP address to FortiSwitch through DHCP. The DHCP monitor on the FortiGate GUI
displays the FortiSwitch serial number, FortiSwitch hostname, MAC address, and assigned IP address.

It also assigns an IP on the sniffer VLAN, which you will learn about later in this lesson.
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Connecting to the FortiSwitch CLI

* On the FortiGate GUI:
WiFi & Switch Controller> Managed FortiSwitch

= FGVM1V0000141680

8e fortilink

+ CreateNew | # Edit 8 Remove ¥ Refresh | »_ Connect to CLI I © Deauthorize

\\ £33 S224EPTF18001794 5

24

Connected 2

SEP

] ] ] [ (] (] [ ] e [

W (e (] @-m

+ On the FortiGate CLI:
# execute telnet <fortiswitch ip>

# execute ssh <fortiswitch ip>

FiERTINET

Once FortiSwitch is managed by FortiGate, you usually do not need to connect to the FortiSwitch GUI or CLI.
All the administration is done on FortiGate. However, if access to a managed FortiSwitch CLI is required, you

can connect to the FortiSwitch CLI by running a telnet or SSH on the FortiGate CLI.

You can also connect to the FortiSwitch CLI using the FortiGate GUI.
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FortiSwitch

O TTINC
FortiSwitch Extends the Security Fabric
. [[[f I SortBy:  Bytes(Sent/Recoived) ~
& ET Y 2 T E B
Internet = _\II ) m E :
|
I: II[f = Qo a 10.39.0.2
| _
| m a8 De 28 RG-win-client
l qu | . =] M2 00:50:56:a8:9a:c1
m E *| Int ) guest-vian3999 (fortilink)
- 0s Windows 7/ 2008 R2
I]If 8. a aived) ;1.??“3 =
m, 8 AObps  —
R
m =
8
o . g
o
S(S:ﬁ.l?rinéﬂic:se:urih‘_rhi: é‘ .‘) E_ E
Fi:RTINET 2

A managed FortiSwitch is an extension of a FortiGate device. In this way, FortiSwitch extends the visibility of
the Fortinet Security Fabric up to Layer 2. Using FortiView physical and topology views, you can visualize
different security segments, together with all the stacked FortiSwitch and end devices connected.
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Allow Access Policy Profile

* To control management access to FortiSwitch:
+ Use mgmt-allowaccess to control access to the managementinterface
» Use internal-allowaccess to control access to the internal interface
config switch-controller security-policy local-access
edit <policy name>
set mgmt-allowaccess {https | ping |
set internal-allowaccess {https | ping |

end

+ To control management access to FortiSwitch:
config switch-controller managed-switch
edit <switch id>
set access-profile <policy name>
end

Fi:ATINET e A .

When a FortiSwitch becomes managed by FortiGate, it is assigned a local-access policy that controls levels
of access to the FortiSwitch interfaces.

The profile defines two separate access policies:

1. The management interface
2. The internal interfaces
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Change Admin Password on All FortiSwitch Devices

* To override the default configuration and set a password:
config switch-controller switch-profile
edit <profile name>
set login-passwd-override {enable | disable}
set login-passwd <password>
end
+ To assign the override password switch policy:
config switch-controller managed-switch
edit <switch id>
set switch-profile <profile name>

end

FiERTINET

Switch profiles allow administrators to change the password on multiple FortiSwitch devices managed by the
same FortiGate. You assign the FortiSwitch devices to a switch profile by entering the set switch-
profile command. Then, you set the password by entering the set login-passwd-override and set
login-passwd commands.
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Switch Groups

* The following commands group multiple FortiSwitch devices
* You can perform operations on the entire group instead of one switch at a time:
config switch-controller switch-group
edit <group name>
set members <switch id 1> <switch id 2>
set description <group description>
end
» For example, to restart all the FortiSwitch devices in a group:

# execute switch-controller switch-action restart swtp switch-group
<switch-group ID>

FiERTINET

Switch groups, on the other hand, allow you to execute actions over multiple managed FortiSwitch devices.
For example, the command execute switch-controller switch-action restart swtp switch-
group restarts all the FortiSwitch devices that belong to the same switch group.
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FortiSwitch Custom Commands

* Using simple scripting, generic commands on FortiSwitch can be executed by
FortiGate

+ Create a custom file to script FortiSwitch commands:

config switch-controller custom-command Create a list of FortiSwitch
edit <command-name> commands
set command <string>
end

end Use %0a as the return key to
enter multiple commands at once

» To run the FortiSwitch command on FortiGate:

# execute switch-controller custom-command <cmd-name> <target-switch>

FiERTINET

The FortiSwitch managed by FortiGate has limited access to perform commands locally on FortiSwitch.

You can create a simple generic script file to include the commands to run. To separate between commands,
you can use the special character %0a as a return key on the CLI.

Run another command on FortiGate to execute the script by specifying the name of the script file and the
managed FortiSwitch.
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Custom Commands FortiSwitch Profile

* An alternative way of executing the commands automatically on a managed switch
« FortiGate will push these commands to a managed switch
« Automatically run these commands upon rebooting the switch controller or the managed

FortiSwitch:
config switch-controller managed-switch
edit "S224EPTF18001736" Managed FortiSwitch
config custom-command name

edit "cmd-faz"
set command-name "cmd-faz"
next
edit "snmp"
set command-name "cmd-snmp-sysinfo"

Custom commands as defined
under config switch-
controller custom-command

and
end

FiERTINET

You can configured defined custom commands on the managed FortiSwitch so it can be run once the switch
controller or the managed FortiSwitch reboots.
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FortiSwitch-Controller Global Commands

Time after which an
inactive MAC is aged out
(default = 300 sec, 0 =
disable).

Allows more than one
FortiLink on the same
FortiGate. Only the first

. ; FortiLink has GUI support.
config switch-controller global

set mac-aging-interval |<mac address ttl>

set allow-multiple-interfaces [disable| |enable]

set disable-discovery |<forti5wit ch id 1> <fortiswitch id 2>...

end
These FortiSwitch devices will never be displayed as
available on the GUI after autodiscovery. This is in the
case of FortiSwitch devices in the network that you do
not want to manage from this FortiGate.
F::=RATINET

There are three switch controller settings that are applied globally to FortiGate and all managed FortiSwitch
devices:

* mac-aging-interval: The time after which an inactive MAC address is aged out
* allow-multiple-interfaces: By default, you can dedicate one FortiGate interface per VDOM to

FortiLink. When you enable this setting, you can dedicate multiple FortiGate interfaces to FortiLink
* disable-discovery: A list of FortiSwitch devices connected to FortiGate that you do not want to be

discovered. Use this command is cases of FortiSwitch devices that you do not want to manage on
FortiGate
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Ports and VLANs

In this section, you will learn how to configure FortiSwitch ports and VLANSs.
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« Can be deleted

WiFi & Switch Controller> FortiSwitch VLANs

Preconfigured VLANs

« FortiLink creates additional VLANs, each for specific traffic

= Default, quarantine, voice, camera, and sniffer
« Further settings configured, for example, DHCP servers for some VLANs

+ CreateNew | # Edit
MName VLANID P
A vsw.fortilink 1 0.0.0.00.0.00
@ qtn.fortilink 4093 10.254.254.254 255.255.255.0
& voifortilink 4091 0.0.0.00.0.00
& cam.fortilink 4090 0.0.0.00.0.0.0
@ snffortilink 4092 10.254.253.254 255.255.254.0
F: :ATINET

Predefined VLANs with
each assigned VLAN ID

Each FortiLink interface that you create comes with additional defined VLANs. Each VLAN has a VLAN ID
preassigned to handle a different type of traffic, such as camera, voice, and packet sniffer.

Some of the VLANs have a preconfigured DHCP server to assign a host IP address, and others are
associated with security profiles, such the FortiVoice profile on a voice VLAN.
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Quarantine VLAN

* Configured as an allowed VLAN on all ports by default
+ Requires firewall policy defined for quarantine and captive portal
* Move infected host MAC to the quarantine VLAN

WIiFi & Switch Controller> FortiSwitch Ports : " ; Network > Interfaces
: , Quarantine set as
Tt Trunk Enabled Features Native VLAN Allowed VILANS allowed VLAN on Edit Interface
[ $224EPTF18001736 @ all ports Intertace Mame gt fartiiink
@ portl © Edge Port @ vswilortiink | @ qtn.fortilink At
© IGMP Snooping Type VLAN
@ Spanning Tree Protocol Interface Tortilink
& port2 & Edge Port @& vewfortilink @ qtnfortilink AN 4003
& IGMP Snooping
& Spanning Tree Protocol capﬁve Poml to
& port3 & Edge Port & vsw.iortilink & qinfortilink ismaie iﬂfectﬁd
& IGMP Snooping 5 . Admizsion Control
@ Spanning Tree Protocol hOSts Securty Mode -
€& portd & Edge Port @ vew.tortilink @ qtntfortilink Authentication Portal m External
© IGMP Snooping User Access @ Restricted to Groups
@ Spanning Tree Protocol Customize Portal Messages © B
Exempt Sources +
Exempt Destinations/Services +
Fi:ATINET

By default, a Quarantine VLAN is set as the allowed VLAN on all ports. The VLAN is used to quarantine hosts
using actions such as automation stitch in the Security Fabric, that is, to isolate malicious traffic and avoid
spread of attacks from infected hosts.

The infected host MAC address is moved to the quarantine VLAN and continues to be in full isolation. The
captive portal is used for remedial actions and has a firewall policy with the action set to Deny.
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Sniffer VLAN

* Port mirroring using ERSPAN
+ Firewall policy to allow mirrored traffic

+ Use FortiGate to collect the packet capture:
config switch-controller traffic-sniffer
set erspan-ip <IP address of sniffer/

trace collector>
config target-port
edit <FSW SN>
set in-ports <mirror traffic
coming into this port>
set out-ports <mirror traffic
going out of this port>
end

end

FiERTINET

* Monitored traffic is sent through snf.<fortilink> interface

Allow traffic
from sniffer
interface

To target IP
(sniffer/trace
collector)

Policy & Objects > IPv4 Policy

New Policy

Name ©

s lntarfare
Outgoing Interface

Source

Destination

Schedule

Service

Action

Mirrored Traffic

@ snifortilink

= portl

b

= al

= al

(8 always

@ ALL

*

Pl @ DENY

Inspection Mode Prony-based

The network traffic sniffer can easily provide monitoring on data traffic passing through FortiSwitch. You can
use the predefined sniffer VLAN to use the Encapsulated Remote Switched Port Analyzer (ERSPAN) to

monitor traffic sent through the FortiLink sniffer interface.

By creating a firewall policy to allow mirror traffic and define sniffer parameters using the CLI on FortiGate,
you can use MAC, IP, and ports to mirror traffic ingress and egress, and specify the packet capture collector

IP, which, in this case, is FortiGate.
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Power Over Ethernet (PoE) Configuration

« PoE uses a single Ethernet cable to provide data and electrical power
« Power devices like Wi-Fi AP, cameras, and phones

* PoE power mode
« Priority based: Lower ports gets power first—high number may get disabled if more power needed
« First come, first served (FCFS): Existing powered devices receive power first

* Maximum power and threshold settings
+ Settings can be global or per port

+ Configuration on the FortiSwitch CLI
config switch global
set poe-power-mode <mode>
set poe-alarm-threshold <integer>
set poe-guard-band <integer>
end

FiERTINET

PoE uses a single Ethernet cable to provide both a data connection and electrical power to devices such as
wireless access points (AP), IP cameras, and VolP phones.

Power mode is based on priority, and the FCFS process.

Priority mode gives lower numbered ports higher priority, that is, port1 has the highest priority. Higher
numbered ports are disabled first when more power is needed.

FCFS mode will continue to provide power to connected PoE devices. New devices do not connect if there is
not enough power.

In addition to PoE mode, you can set maximum power and threshold levels. Depending on the FortiSwitch
model, you can configure the settings globally or per physical port.
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Configuring Ports
[E] 5224EPTF18001736 €D
VSW. I I
& portl © Edge Port & vsw.fortilink @ qtnfortilink & Powered 3.80W
® IGMP Snooping
@ Spanning Tree Protocol # Edit
& port2 © Edge Port & vswiortilink @ gtnfortilink & Poy [ Delete
® IGMP Snooping A Edit Description
@ Spanning Tree Protocol * Reset PoE i
& port3 @ Edge Port & vsw.fortilink & gtnfortilink % Pov|Status
® IGMP Snooping [poE
@& Spanning Tree Protocol DHCP Snooping
& portd & Edge Port @& vsw.fortilink ¢ gtnfortilink & Poy IGMPSnooping  *
® IGMP Snooping
@ Spanning Tree Protocol AL !
Loop Guard ,
€ port5 ® Edge Port & vswiortilink @ qtnfortilink & Pof P oo
® IGMP Snooping Edge Port '
® Spanning Tree Protocol STPBPDU Guard *
@ port6 © Edge Port @ vsw.fortilink @ gtnfortilink & Poy STPRootGuard *
® IGMP Snooping
-, 5 ine Tree Protocol
ZEATINET

@ Fortinet Inc. All Rights Resarved

40

On the FortiGate GUI, you can change the status of a port, or the port PoE.
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Power Over Ethernet (PoE)

* Display PoE status:
# get switch-controller poe FS108D3W14000967 porté
Port (6) Power:3.90W, Power-Status: Delivering Power
Power-Up Mode: Normal Mode
Remote Power Device Type: IEEES802.3AT PD
Power Class: 4
Defined Max Power: 30.0W, Priority:3
Voltage: 54.00V
Current: 78mA

+ Reset PoE:

execute switch-controller switch-action poe reset <switch> <port>

FiERTINET

You can also restart the port PoE on the CLI, using the command execute switch-controller poe-
reset.

The command get switch-controller poe shows information about the port PoE, such as power
class, voltage, current, and maximum power.
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Configuring VLANSs

interfaces

FortiSwitch VLANs

WiFi & Switch Controller> FortiSwitch VLANs

& vsw.fortilink 1
& qinfortilink 4093
FiZ:ATINET

* VLANs on a managed FortiSwitch work the same way as VLANs on FortiGate

« All the FortiOS interface settings (device detection, captive portal, and so on) are available for

Name VLAP\

New

Interface Name @

Allas

Type VLAN
Interface fortilink
VLANID 0

Color W Change
Role @ LAN
Address

Addressingmode  Manual
IPMNetwork Mask | 0.0.0.0/0.0.0.0

Administrative Access

IPvé [JHTTPS HTTP &
| CAPWAP 55H
RADIUS Accounting
B DHCP Server

Networked Devices

Device Detection @O
IGMP Snooping

PING FMG-Access
SNMP FTM
FortiTelemetry

When you use FortiLink, managed FortiSwitch devices become an extension of FortiGate. You configure and
use FortiSwitch VLANSs in the same way as FortiGate VLANSs. All interface settings usually available on
FortiGate VLANSs, are available on FortiSwitch VLANSs, such as device detection, captive portal, and so on.
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VLAN Assignment

Adding VLANSs to the

Allowed VLANS list creates
a trunk
WiFi & Switch Controller> FortiSwitch Ports
Port = Trunk Enabled Features Native VLAN = Allowed VLANs

[E] S224EPTF18001736 €D

@ Edge Port alT
@ IGMP Snooping , & Management

@ Spanning Tree Protocol

& port2 & Edge Port & vsw.iortilink & qinfortilink

Native (untagged)VLAN

Fi:RATINET Fortinet Inc. All Rights Reserved 43

Once you create the VLANSs, you define which FortiSwitch ports are assigned to each VLAN by selecting the
respective VLAN as the Native VLAN for the port. In the same GUI section, you can convert one FortiSwitch
port to a trunk by selecting one or more additional VLANs under Allowed VLANSs.
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Configuring Link Aggregation
WiFi & Switch Controller> FortiSwitch Ports
|_ 4+ CreateNew~ | # Edit @ Delete Search
. Trunk
P Trunk Enabled Feature|
New Trunk Group
© port1 © EdgePort Name [ Trunkl
© IGMP Snooping MCLAG @ Enabled
© Spanning Tree Pro) Mode Passive LACP  Active LACP
Trunk Members
S224EPTF18001736 I@w,ﬂx G port2x I
+
© Select Members
Members list
FiZRTINET tir

You can create link aggregation interfaces on the FortiGate GUI by clicking WiFi & Switch Controller >
FortiSwitch Ports.
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Creating Firewall policies

* Firewall policies can include FortiSwitch VLANs
as incoming and/or outgoing interfaces

« All the security inspection profiles, NAT settings, and so
on, are available

FiERTINET

Policy & Objects > IPv4 Policy
New Policy
Name @& From IT to HR

Incoming Interface | @ IT

Dutgoing Interface & HR

Source B Student-1_range

+
Destination & Student-2_range

+
Schedule 8 always
Service W AL

+
Action Liassy & DENY

Inspection Mode |[ELIVRELN Prooy-based

Firewall / Network Options

NAT »

Protocel Opthons default

Security Profiles

AntiVirus © | [ default
Web Filter o m monitor-all
DNS Filter >

Application Control (B

Ps »

SSL Inspection EEN certificate-inspection

You can select the FortiSwitch VLANSs as incoming and outgoing interfaces in the FortiGate firewall policies in
the same way that you can select FortiGate VLANSs. All the regular firewall policy settings, such as security
inspection profiles, NAT settings, and so on, are available in policies coming from, or going to, FortiSwitch

VLANS.
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Troubleshooting

In this section, you will learn about CLI commands to use for FortiSwitch troubleshooting and diagnostics.
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FortiSwitch Status

# get switch-controller managed-switch

== [ FS108D3W1l7002387 ]
switch-id: FS5108D3W17002387

# execute switch-controller get-conn-status

Managed-devices in current wvdom root:
STACK-NAME: Fortiswitch-Stack-fortilink
SWITCH-ID VERSION STATUS FLAG ADDRESS JOIN-TIME NAME

FS108D3W17002387 vé.2.1 Authorized/Up - 10.1.1.2 Thu Aug 22 04:39:13 2019 -

Flags: U=upgrading, S=staged, D=delayed reboot pending, E=configuration sync error

Managed-Switches: 1 UP: 1 DOWN: 0

FiERTINET

The command get switch-controller managed-switch shows the ID of all FortiSwitch devices
managed by FortiGate.

The command execute switch-controller get-conn-status shows more information about each
managed FortiSwitch, such as the FortiSwitch OS version, status, IP address, and time that FortiSwitch joined
FortiGate management.
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FortiSwitch Synchronization Status

FortiGate # execute switch-controller get-sync-status ?

all Get FortiSwitch sync status.

group Get FortiSwitch sync status by group.
name Get FortiSwitch sync status by name.
switch-id Get FortiSwitch sync status by switch.

FortiGate # execute switch-controller get-sync-status all

Managed-devices in current vdom root:

STACK-NAME: FortiSwitch-Stack-fortilink

SWITCH (NAME) STATUS CONFIG MAC-SYNC UPGRADE
S5124DP3X16008048 Up Idle Idle Idle
FiERTINET

Each time you change the FortiSwitch configuration on FortiGate, the change is saved in the FortiGate
configuration first. Then, FortiGate pushes the configuration change to FortiSwitch, and FortiSwitch saves it in
its configuration.

The command execute switch-controller get-sync-status shows the configuration
synchronization status between FortiGate and FortiSwitch.
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Port Status

# execute switch-controller get-conn-status S224EPTF18001736

Get managed-switch S224EPTF18001736 connection status:
Admin Status: Authorized

Connection: Connected

Image Version: S224EP-v6.2.1-buildl76,190620 (GR)
Remote Address: 10.0.13.1

Join Time: Thu Aug 22 07:57:52 2019

interface status duplex speed fortilink stacking poe status
port2 up full 1000Mbps vyes no Delivering Power
port3 down N/A 0 no no Searching

Aggregate Interfaces:
Interface status  Duplex Speed Type
GVM1VO000141680 *) up full 1000Mbps FL
ISL: Inter-Switch-Link trunk.
FL: Fortilink Trunk connected to FGT.

(*): System auto generated trunk

IATINET

The command on this slide shows details about a managed FortiSwitch. The details include information about
each port, such as link status, duplex mode, speed, and PoE status.
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Port Statistics

FortiGate # diagnose switch-controller switch-info port-stats

Port (portl) is Admin up, line protocol is up

Interface Type is Serial Gigabit Media Independent Interface (SGMII/SerDes)

Address is 90:6C:AC:DB:5F:DA, loopback is not set

MTU 9216 bytes, Encapsulation IEEE 802.3/Ethernet-II

full-duplex, 1000 Mb/s, link type is auto

input : 99820394 bytes, 330854 packets, 0 errors, 122 drops, 0 oversizes
159165 unicasts, 16347 multicasts, 155342 broadcasts, 0 unknowns

output : 269545694 bytes, 645830 packets, 0 errors, 0 drops, 0 oversizes
158911 unicasts, 342043 multicasts, 144876 broadcasts

0 fragments, 0 undersizes, 0 collisions, 0 jabbers

F:RTINET & Fortinet Inc. All Rights Reservad 50

The command shown on this slide lists the counters, such as packets sent and received, and errors, for each
FortiSwitch port.
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MAC Table
# diagnose switch-controller switch-info mac-table
Vdom: root
S224EPTF18001736 0
MAC address Interface vlan
T0:4c:a5:e0:4e:67 internal 4094
00:50:56:96:37:cd GVM1v0000141680 4094
70:4c:a5:9d:0a:e8 portl 100
T0:4c¢:abre0:48:67 internal 4092
Fi:ATINET

The command diagnose switch-controller switch-info mac-table shows the FortiSwitch MAC
address table.
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Other switch-info Commands

FortiGate # diagnose switch-controller switch-info ?

11ldp

mclag

trunk
port-stats
gos-stats
modules

stp
bpdu-guard-status
mac-table
igmp-snooping
loop-guard
dhep-snooping
arp-inspection

802.1X

mac-limit-violations

flow-tracking

mirror

FiERTINET

LLDP-related information.

Dumps MCLAG related information from FortisSwitch.
Trunk information.

Managed FortiSwitch port statisties.

Managed FortiSwitch QoS statistics.

Dumps modules related information from FortiSwitch.

Managed FortiSwitch STP instance status.

Managed FortiSwitch S5TP BPDU guard status.

Managed FortiSwitch MAC address list.

IGMP snooping information.

Managed FortiSwitch loop-guard status.

Managed FortiSwitch DHCP snooping interface list.
Managed FortiSwitch ARP inspection interface list.
Managed FortiSwitch port 802.1X status.

Managed FortiSwitch violated MACs.

Managed FortiSwitch flow information.

Managed FortiSwitch mirror information.
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This slide shows a list of additional CLI commands that you can use for FortiSwitch diagnostics and
troubleshooting.
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FortiGate and FortiSwitch Processes

* You can enable real-time debugs for any of these processes (on both FortiGate and

FortiSwitch)

m FortiGate Process Name FortiSwitch Process Name
FortiLink discovery and heartbeat fortilinkd fortilinkd / flcmdd
CAPWAP cu acd cu swtpd
Configuration changes flcfgd / cu acd cu swtpd

* To enable a real-time debug on FortiSwitch (and FortiGate):
# diagnose debug application <process name> <debug level>

FiERTINET

The table on this slide shows the processes that handle the communication between FortiGate and
FortiSwitch. On the FortiGate side, the fortilinkd process handles the FortiSwitch discovery and FortiLink
heartbeat. The CAPWAP communication is handled by the cu_acd process. Configuration changes are
handled by the f1cfgd and cu_acd processes.

On the FortiSwitch side, there are three processes: fortilinkd, flcmdd, and cu swpd.

There is a real-time debug available for each of these processes, on both FortiGate and FortiSwitch.
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FortiSwitch Discovery

FortiGate# diagnose debug application fortilinkd Rem;:i?d debug

flp event handler[605] :node: port2 received event 107 state
FL STATE WAIT JOIN switchname flags 0x6a

flp check for tlv packet[62]:setting peer MAC port?2

flp parse discovery request tlvs[848]:process discovery hade=. n
pkt (1) len(681) for switch [FS108D3W17/002387 | F"m?l""m"fe"a'

flp event handler([605]:node: port2 received event 101 state
FL STATE WAIT CONN switchname flags 0x6a

flp event handler[605]:node: port2 received event 102 state
FL STATE WAIT CONN switchname flags 0xé6a

... flp send pkt[339]:pkt-sent {type(l) flag=0xeZ node (port2)
sw(port2) len(158)smac: 0: c:29:51:dd:a0 dmac:70:4c:a5:24:ba:4f

Fi:ARTINET 54

You can use the real-time debug for the fortilinkd process for monitoring and troubleshooting the
discovery of FortiSwitch devices and the FortiLink heartbeat.

When a new FortiSwitch is discovered, the output shows the FortiSwitch serial number.
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FortiSwitch Authorization

FortiGate# diagnose debug application fortilinkd 3
fl node ready[378]:setting link ready for port2

.. flp send pkt[339]:pkt-sent {type(3) flag=0xe2 node (port2)
sw(portZ} len(26)smac: 0: c:29:51:dd:a0 dmac:70:4c:a5:24:ba:4f

f1 node apply switch port properties update with portname[816]:port
properties are different Tor port(port9) in switch(FS108D3W17002387)

01d(0x0) new(0x1) FortiLink heartbeat

f1 node apply switch port fgt properties update with portna&¥[977]:po
rt properties are different for port(port9) in —

switch (FS108D3W17002387) old(0x1 new(Oxl)o peer-port () n-j zer-

port (port2) o-peer-device() n-peer-device (FGVMEVBBGITDAQLB!

... flp event handler[605] :node: port2 received event 110 state
FL _STATE READY switchname flags 0x26a

... flp event handler[605]:node: port2 received event 111 state
FL STATE READY switchname flags 0x26a

.. flp send pkt[339] :pkt-sent {type(5) flag=0xe2 node (port2)
sw(port?) len(26)smac: 0: c:29:51:dd:a0 dmac:70:4c:a5:24:ba:4f

F::RTINET & Fortinet Inc. All Rights Reservad

After FortiSwitch is authorized, the FortiLink real-time debug shows the heartbeat packets being interchanged
between FortiGate and FortiSwitch.
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FortiLink Configuration Daemon

FortiGate# diagnose debug application flcfgd -1
flcfg configure switch[1584]:configure ports for FS108D3W17002387

flcfg configure switch[1999]:Adding vlan for vlanid(10) vlan(IT)
switch (FS108D3W17002387) dhcp snooping (1)

...flcfg configure switch[2014]:configured switch vlan(10) for
FS108D3wW17002387

flcfg configure switch[1999]:Adding vlan for vlanid(l) wlan(vsw.port2)
switch(Fs108D3W17002387) dhcp snooping(1)

flcfg configure switch[2184]:configured FS108D3W17002387 wi ) 0 failures

Adding VLAN 1T
with VLAN ID 10

FiERTINET

The output of the real-time debug for the f1cfgf process provides information about configuration changes
pushed from FortiGate to FortiSwitch. In the example output shown on this slide, an administrator has created
anew VLAN named 1T, with tag ID 10. The output shows the moment when FortiGate pushed this new
VLAN configuration to FortiSwitch.
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FortiSwitch Logs

« By default, FortiSwitch exports the logs to FortiGate
config switch-controller switch-log
set status [enable | disable]
set severity [emergency | alert | critical | error | warning |
notification | information | debug]

end

* You can override the global logging settings per FortiSwitch
config switch-controller managed-switch
edit <switch id>
config switch-log
set local-override enable
set status [enable | disable]
set severity <severity>
end

FiERTINET

By default, FortiSwitch logs are sent to FortiGate so they can be displayed on the FortiGate GUI. You can set
the minimum severity level that generates logs either globally or per FortiSwitch.
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Review

Explore management modes

Deploy FortiSwitch stacking

Configure MCLAG

Manage standalone FortiSwitch
Configure FortiLink and split interfaces
Configure FortiSwitch ports and VLANs
Monitor and troubleshoot FortiSwitch

. A NSNS

By mastering the objectives covered in this lesson, you learned how to deploy, configure, and troubleshoot
FortiSwitch.
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In this lesson, you will learn how to configure 802.1X port authentication on FortiSwitch and FortiAuthenticator
devices.
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Objectives

+ Configure Layer 2 authentication using 802.1X

Monitor 802.1X clients

+ Configure machine authentication

Configure MAC address bypass for clients that do not support 802.1X

After completing this lesson, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in configuring 802.1X, you will be able to use port authentication on FortiSwitch
and FortiAuthenticator devices.
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802.1x Overview

In this section, you will learn about 802.1X.
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802.1X Overview

* Provides device Layer 2 authentication

+ Defines the encapsulation of the Extensible Authentication Protocol (EAP)
« Authentication framework for transporting user credentials

* Involves three players:
« The supplicant (device that wants to connect)
» The authenticator (wireless access point or switch)
« The authentication server (host that supports the RADIUS and EAP protocols)

EAP over LAN (EAPOL) EAP over RADIUS

Supplicant Authenticator
(client) (FortiGate)

Authentication server
(FortiAuthenticator)

FiZ:ATINET

802.1X is a standard that is designed to provide authentication services to network devices that want to join a
local wired or wireless network. The 802.1X standard defines an authentication protocol called EAP. It also
defines how EAP is encapsulated over the LAN (the EAPOL protocol) and over RADIUS.

802.1X involves the following three parties:

» The client (also known as the supplicant) is the device that wants to join the network

* The authenticator is a network device, such as a wireless access point or switch

» The authentication server is a host that supports the RADIUS and EAP protocols, such as
FortiAuthenticator

The client is not allowed to access the Layer 2 network until the client’s identity is validated and authorized.
Using 802.1X authentication, the client provides credentials to the authenticator, which the authenticator
forwards to the authentication server for verification. If the authentication server determines that the
credentials are valid, the client device is allowed to access the network.

Note that the authenticator does not need to have a certificate or have knowledge of the authentication

method (for example, PEAP or TLS). The authentication is tunneled from the client to the authentication
server over the RADIUS protocol.
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802.1X EAP Framework

Client Authenticator Authentication server
(Laptob) (FortiGate) (FortiAuthenticator)
|///\
X P
S \‘Q}_\./'./

Data

EAPOL-Start
EAP-Request/Identity

| |

| | |

l EAP-Response/ldentity 1 l

I | - RADIUS-Access Request |
1 “* RADIUS-Access Challenge

I EAP-Request/Auth |

| EAP-Response/Auth - [ |
RADIUS-Access Request —

| [ “~ RADIUS-Access Accept ~ |

| EAP-Success | |

Data :

ﬁUnblocked

FiZ:ATINET

When a supplicant client (laptop) connects to a LAN switch that requires 802.1X authentication, the client
credentials are sent to the authenticator (FortiGate), using EAP over LAN (or EAPOL). The authenticator
(FortiGate) then forwards the EAP traffic to the authentication server (FortiAuthenticator), which is an EAP
over RADIUS server.

If the client tries to send user data before authenticating, the traffic will be blocked by the authenticator. The
client must authenticate first, using the following process:

The client sends an EAPOL-Start packet to initiate the EAP authentication.

The authenticator replies with an EAP-Request/Identity packet to request identification.

The client sends its identity (usually the username).

The information is forwarded to the RADIUS server in a RADIUS-Access request packet.

The RADIUS replies with an Access Challenge packet requesting the password.

The authenticator requests the password from the client.

The client replies with a Response/Auth packet, which contains the password.

The password is forwarded to the RADIUS server, which then replies with an Access-Accept packet to
grant the access.

The authenticator sends an EAP-Success packet to the client with a confirmation that the credentials are
okay.

10. The client can now send the user data.

NGk WN =

©
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RADIUS Access Request Sniffer

Frame 1: 146 bytes on wire (1168 bits), 146 bytes captured (1168 bits)
* Ethernet II, Src: Vmware_96:70:b5 (00:50:56:96:78:b5), Dst: Vmware_96:d8:76 (0@:50:56:96:d8:76)
» Internet Protocol Version 4, Src: 10.0.1.254, Dst: 10.0.1.15@
User Datagram Protocol, Src Port: 57894, Dst Port: 1812
¥ RADIUS Protocol
Code: Access-Request (1) FOI‘“S\V“:C]‘I ID
Packet identifier: @x14 (20)
Length: 1e4
Authenticator: a2c1f674196948c69d54d7e52999b545
The r his r is in fram
v Attribute value Pairs Username
AVP: 1=18 t=NAS-Identifier(32): S124DP3X16005048 :
AVP: 1=9 t=User-Name(l): student |
AVP: 1=14 t=EAP-Message(79) Last Segment[1] Client MAC
AVP: 1=6 t=NAS-Port-Type(61): Ethernet(15) address
> AVP: 1=19 t=Calling-Station-Id(31): @@-E@-4C-36-8D-5E
AVP: 1=18 t=Message-Authenticator(8@): 21c8570166c5a5432c9c488b3c0dlats

Fi:ARTINET

This packet capture shows the RADIUS Access-Request that is sent from a Layer 2 switch (acting as an
authenticator) to the authentication server. It contains the switch ID, username, and switch MAC address.
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Native EAP Methods

« EAP-MD5
« Sends MD5 hash of the user credentials
« Offers client authentication, but not server authentication
+ Not recommended, and not supported by FortiAuthenticator

« EAP-TLS
+ Uses TLS and X.509 certificates to support client and server authentication
» One of the most secure EAP methods

FiZ:ATINET

EAP supports multiple methods. There are two types of EAP methods: native and encapsulated.
The two most common native methods are EAP-MD5 and EAP-TLS.

EAP-MD5 sends a hash of the user credentials. It can authenticate clients, but does not offer a mechanism for
authenticating the server. This method is not recommended and is not supported by FortiAuthenticator.

EAP-TLS uses TLS and digital certificates to authenticate both the client and the server. It is one of the most
secure EAP methods.
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Encapsulated EAP Methods (PEAP)

« A TLS session is established first
« X.509 certificate is used to authenticate the server

* Inside the TLS session, any native EAP method can be used for client
authentication, for example:
* PEAPVO/MSCHAPV2
« Authenticate the client using MSCHAPv2
+ PEAPV1/EAP-GTC

+ User authentication supports different identification types, including one-time passwords
* Very flexible, but not commonly supported

Client Authenticator Authentication server
(supplicant) (FortiGate) (FortiAuthenticator)

FiERTINET

With encapsulated EAP methods, a TLS session is established first. At this point, a digital certificate is used to
authenticate the server. Encapsulated inside the TLS session, any native EAP method is used for client
authentication. Two examples of encapsulated EAP methods are:

+ PEAPVO/MSCHAPV2: Authenticates the client using MSCHAPv2

+ PEAPV1/EAP-GTC: Uses different identification mechanisms (including one-time passwords) for
authenticating clients, which makes it very flexible. FortiAuthenticator supports it, but it is not commonly
supported by other vendors.
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Encapsulated EAP Methods (EAP-TLS)

« Standard, original authentication protocol

+ Client and server require a certificate

+ RADIUS authentication server support
» By default, EAP-TLS on FortiSwitch is enabled
« If not supported, EAP pass-through needs to be disabled
config switch-controller security-policy 802-1X
edit <policy name>
set eap-passthru disable
end
end

FiERTINET

EAP-TLS It is one of the common native methods that uses TLS and digital certificates on both clients and
servers to authenticate.

If the RADIUS authentication server does not support EAP-TLS, the FortiSwitch must disable the default
setting to use EAP-TLS, by setting EAP pass-through to disable.
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Encapsulated EAP Methods (EAP-TTLS)

« A TLS session is established first
« X.509 certificate is used to authenticate the server

* Inside the TLS session, attribute-value pairs (AVPs) are interchanged

* These AVPs authenticate the client using:
+ A native EAP method
» A legacy authentication protocol, such as PAP or CHAP

FiERTINET

Another encapsulated method is EAP tunneled TLS (EAP-TTLS). With this method, attribute-value pairs
(AVPs) authenticate clients using either a native EAP method or a legacy authentication protocol (such as
PAP or CHAP).
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| EAP-TLS | TTLS | PEAP EAP-GTC
Protocol TLS session that Establisha TLS Establisha TLS Establisha TLS
validates server session, and session, and run session
and client exchange attribute- MS-CHAPv2
certificates value pairs
Server certificate  Required Required Required Required
Client certificate  Required Optional Optional Optional
Server X.509 certificate ~ X.509 certificate X.509 certificate X.509 certificate
authentication
Client X.509 certificate  Various identification MS-CHAPv2 Various identification
authentication types over attribute- types over GTC
value pairs
Fi:RTINET

FortiAuthenticator supports EAP-TLS, TTLS, PEAP, and EAP-GTC. In all of these four methods, a TLS
session is established first, and a digital certificate is used for authenticating the server. How clients are
authenticated varies from one method to another.
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802.1x Authentication on FortiSwitch

In this section, you will learn about 802.1x authentication on FortiSwitch.

Secure Access 6.2 Study Guide 214



802.1X Port Authentication

DO NOT REPRINT

CODRTINET
TN TITINLC 1

FortiSwitch Security Policies

WiFi & Switch Controller> FortiSwitch Security Policies :
VLAN for guest users with

New FortiSwitch Security Policy restricted access
Name Students
Security mode MAC-based
User groups &= Students x
b Authentication delay for guest
Guest VLAN © A Guest - VLANs
Guest authentication delay 30 second(s)
Authentication fail VLAN @ | @ qtn.FNK - VLAN with restricted access for
MAC authentication bypass (B users who fail to authenticate
EAP pass-through O ) )
g v Duration of the session.
Override RADIUS timeout (B Enabled: Uses the local timeout
Disabled: Uses the RADIUS
Session-Timeout attribute
FiZRTINET

To configure 802.1X port authentication on FortiSwitch, you must create a security policy. The security policy
includes the user groups that are authorized.

Optionally, you can configure two VLANS for:
» Guest access: VLAN assigned to users who did not try authenticating using 802.1X
» Authentication failures: VLAN assigned to users who failed their 802.1X authentication attempt

If you need to override the session timeout in the RADIUS attribute received, you can enable the option in the
security policy profile and use the local timeout.
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Assigning a Security Policy to a Port

Port = Trunk = Enabled Features < Native VLAN = Allowed VLANs = Security Policy #

& port1 ® Edge Port @ vsw.portd a Al
& |IGMP Snooping
& Spanning Tree Protocol

@ port3 @ Edge Port & vsw.port4d
& IGMP Snooping
@ Spanning Tree Protocol

F::=RATINET @ Fortinet Inc. All Rights Reserved 14

After creating the security policies, you define which policy is applied to a FortiSwitch port. 802.1X
authentication is enabled only on ports that have a security policy assigned to them.
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FortiSwitch 802.1X Settings

config switch-controller 802.1x-settings How often the client needs o
reauthenticate (default=60)

set reauth-period <minutes>

set max-reauth-attempt <attempts>
Number of reattempts if 802.1X

set link-down-auth {set-unauth | no-action} authentication fails (default=3)

end

, . . Iflink goes down:
config switch-controller managed-switch set—unauth—(default) each
device will need to reauthenticate
no-action—Reauthentication is
config 802.1x-settings not required

edit <switch id>

set local-override {disable | enable}
, . Values can be overridden for
set reauth-period <minutes> each switch
set max-reauth-attempt <attempts>
set link-down-auth {set-unauth | no-action}

end

FiERTINET

There are three 802.1X settings that can be configured either globally or for each switch. You can configure
these settings on the CLI:

* reauth-period: Defines how often clients need to reauthenticate
* max-reauth-attempt: Defines how many times a FortiSwitch reattempts the authentication if it fails the

first time
* link-down-auth: Defines if FortiSwitch requests a device to authenticate again after the link status of a

port goes down and then comes back up.

Secure Access 6.2 Study Guide 217



802.1X Port Authentication

DO NOT REPRINT

CODRTINET
TN TITINLC 1

Monitoring 802.1X Clients

Fortiswitch# diagnose switch-controller switch-info 802-1X-status

Managed Switch : S5124DP3X16008048 0

port2 : Mode: port-based (mac-by-pass enable)
Link: Link up
Port State: authorized ( )
Dynamic Authorized Vlan : 0
EAP pass-through mode : Enable
Quarantine VLAN (4093) detection : Enable
Native Vlan : 100
Allowed Vlan list: 100
Untagged Vlan list:
Guest VLAN :
Auth-Fail Vvlan :

Sessions info:
00:e0:4c:36:0d:5e Type=802.1x,PEAP,state=AUTHENTICATED, etime=9,eap cnt=11 params:reAuth= 3600

FiERTINET

This diagnose command displays 802.1X information about each port. The Port State indicates if the
device has been authorized or not. This command also shows the device MAC address, quarantine VLAN,
native VLAN, allowed VLANSs, guest VLAN, and authentication-fail VLAN.
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Active Directory (AD) Machine Authentication

« AD machine authentication is performed by a Windows workstation, even before the
Windows login screen appears
« Commonly occurs on startup

+ FortiAuthenticator supports machine authentication
« It caches authenticated devices based on MAC address, for a configurable period

[/ ~% Machine Machine
> authentication /\ authentication

Supplicant Authenticator Authentication server
(Windows Workstation) (FortiGate) (FortiAuthenticator)

FiERTINET

In Windows environments, there are two types of 802.1X authentication: AD machine authentication, and user
authentication.

AD machine authentication is performed by the Windows OS, which sends its computer object credentials
before the Windows login screen appears. Machine authentication commonly occurs on startup.

FortiAuthenticator caches authenticated devices, based on their MAC addresses, for a configurable period of
time.

Machine authentication is supported only by Windows workstations in Windows AD environments.
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User Authentication

* User authentication is performed when a user is logging in to the network
+ FortiAuthenticator supports user authentication

User
authentication

User [ User
authentication [ " authentication

User Workstation Authenticator Authentication server

FiERTINET

User authentication is performed by a user when that user is logging in to the network.

This is the traditional type of 802.1X authentication that is not restricted to Windows workstations. It is
supported by almost all operating systems.
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Machine and User Authentication

+ FortiAuthenticator also supports the use of both machine and user authentication
* You can limit access to the network based on machine credentials
+ User authentication can occur after machine authentication
« You can grant further access to the network based on user credentials

Machine Machine
: authentication authentication
—— \ % > %_
User User User
authentication authentication authentication
User Windows workstation Authenticator Authentication server

FiERTINET

Windows environments can combine machine and user authentication. In these cases, you can use
FortiAuthenticator to override the user group (and the access policies) based on which type of authentication
was used by each client.

For example, you can provide limited network access to clients (for example, only Active Directory servers)
that have done machine authentication, but have not done user authentication yet. After user authentication is
successful, you can then grant further access to the network, based on user credentials. In the meantime, you
can block access to users that have done user authentication, but have not done machine authentication
(which indicates that they are connecting from unauthorized devices).
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Machine Authentication with FortiAuthenticator

* When you enable override group membership, you can assign different groups
based on whether the client is:
« Machine-only authenticated
« For example, provide limited access

* User-only authenticated Authentication> RADIUS Service> Clients

. i
o gu st e

« Both machine and user authenticated
; » MAC Authentication Bypass(MAB)
* For example, provide full access
@ AD machine authentication

Override group membership when:
Only machine-authenticated: [ Please Select ] v'

Only user-authenticated: [ Please Select F|

» MAC device filtering

FiERTINET

On FortiAuthenticator, you enable AD machine authentication by clicking Authentication > RADIUS Service
> Clients. Once you enable AD machine authentication, you can override the user group for clients that have
done either machine-only or user-only authentication.

The following are examples of enabling AD machine authentication cases:

» Devices that do only machine authentication can be placed in a group that is given permission to access
only a limited number of resources

» Devices that do only user authentication can be placed in a group that is given permission to access only a
limited number of resources rather than the normal group for that user

* Devices that do both machine and user authentication would place the user in their normal group
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802.1X Guest VLAN and Unauthorized Hosts

« Compatible hosts to authenticate
« If successful, assign configured VLAN
« If unsuccessful, assign failed authentication VLAN

* Incompatible hosts to assign guest VLAN

| Edit FortiSwitch Security Policy

Name
Security mode

User groups

Guest VLAN L &)
Guest authentication delay
Authentication fail VLAN @D
MAC authentication bypass @
EAP pass-through ©
. Override RADIUS timeout

FiERTINET

Students
RS ELL MAC-based

B Wired-Users
+

A guest
120

-

second(s)

@ auth-fail

-

Guest VLAN assigned without

authentication

Failed authentication VLAN
assigned if failed to authenticate
a specific number of times

Create a guest VLAN and a failed authorization VLAN to dynamically assign them to hosts when they attempt

to access the network.

Unauthenticated hosts will be assigned the guest VLAN. Hosts that fail to authenticate (for example,
compatible host with incorrect credentials), will be assigned the failed authentication VLAN.

Each VLAN may provide DHCP service to allocate IP addresses to hosts.
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MAC Address Bypass (MAB)

* FortiSwitch conducts the authentication for devices that do not support 802.1X
« Supplicant MAC address is used for the username and password

Supplicant Authenticator Authenticator server
(Client) (FortiSwitch) (FortiAuthenticator)
\\ b \.»,.-' -
EAP request identity '
. EAP request identity ! }
- 802.1X timeout
- EAP request identity i
Frame P
i RADIUS access request
RADIUS access accept
Fi:RATINET

MAC address bypass allows access to devices that do not support 802.1X authentication. When MAB is
enabled in the security policy, and the 802.1X authentication times out, FortiSwitch conducts the
authentication on behalf of the connected device. For this purpose, FortiSwitch sends a RADIUS access
request, using the MAC address of the device as the username, and the encrypted MAC address of the
device as the password. FortiAuthenticator contains a list of MAC addresses that are allowed to access the
network without 802.1X authentication. If the MAC address of the device is included in this list, the device is

authorized.
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RADIUS Access Request Sniffer for MAB

AT v ovw

3

vTvevwvewvvwveTwveTww

Ethernet II, Src: Vmwar

Frame 49: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits)
6:68:50 (@0:50:56:96:68:50), Dst: Vmware_96:c9:f7 (@0:50:56:96:c9:f7)
Internet Protocol Version 4, Src: 10.0.1.254, Dst: 10.08.1.15@
User Datagram Protocol, Src Port: 56894, Dst Port: 1812
RADIUS Protocol

Code: Access-Request (1)

Packet identifier: exaf (79)

Length: 159

Authenticator: 9599a492dfb71a9%ba8el12962¢33de29c¢

[The response to this request is in frame S50]
4 Attribute Value Pairs
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AVP:

t=NAS-Identifier(32) 1=18 val=S224EPTF18001736
t=User-Name(1l) 1=19 val=58-EF-68-B4-79-2D
t=User-Password(2) 1=34 val=Encrypted
t=NAS-IP-Address(4) l=6 val=10.0.1.254
t=Service-Type(6) 1=6 val=Call-Check(1@)
t=Framed-MTU(12) 1=6 val=150@
t=NAS-Port-1d(87) 1=7 val=port2

t=NAS-Port(5) 1=6 val=2

t=NAS-Port-Type(61) 1=6 val=Ethernet(15)
t=Called-Station-Id(30) 1=12 val=10.0.1.254
t=Calling-Station-Id(31) 1=19 val=58-EF-68-B4-79-2D

FortiSwitch ID

User-Name is the MAC
address of the client
User-Password is the encrypted
MAC address of the client

FiERTINET

This packet capture shows the RADIUS access request when MAB is used. It includes the FortiSwitch ID,
client MAC address (as the username), encrypted client MAC address (as the password), and the client MAC
address (as the Calling-Station-1ID).
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MAC Address Bypass and FortiSwitch

WiFi & Switch Controller> FortiSwitch Security Policies
Edit FortiSwitch Security Policy

Name Port-based

Security mode MAC-based

User groups = SSLVPN x
+

Guest VLAN »

Guest authentication delay 120 second(s)

Authentication fail VLAN (B
MAC authentication bypass @©
EAP pass-through O
Override RADIUS timeout (B

FiERTINET

Enable MAC authentication
bypass

In FortiSwitch, you enable MAC authentication bypass for each security policy.
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‘Authentication > User Management> MAC Devices

Edit MAC-based Authentication Device ‘

Name: Hast
MAC address: 58:ef68:04:79:2d

Description:

OB This device belongs to a user

Enable MAC Authentication
Bypass

Authentication> RADIUS Service> Clients

Device Authentication
© MAC Authentication Bypass(MAB)

Allowed MAC [Edit]

Authorized groups:
@ Require Call-Check attribute for MAC-based authentication
Unauthorized devices: © Deny access

7 Override group membership

FiERTINET

MAC Address Bypass and FortiAuthenticator

Add the MAC address of
‘supplicants to the device table

Authentication> User Management > User Groups

Create Mew User Group ‘

Name: Allowed MAC i
Type: Local Create a MAC user group
Remote LDAP .
Remol te RADIUS
Remate SAML
® MAC
MAC devices: Awaliabie: MAL devoss € ‘Seteciest MAL devices
qQ I (St hins T9-Id

J

In FortiAuthenticator, once MAC-based authentication is enabled, you must create a list of allowed MAC
addresses on the MAC Devices page. After that, you must create a MAC address user group and assign it to

the RADIUS client.
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802.1X Port-Based Authentication

Start

_| Start802.1X
authentication

Invalid

Valid

credentials

v

credentials

L

Assign
auth-fail
VLAN

Assignthe
user VLAN

Done

Done

FiZ:ATINET

802.1X
authentication
times out

= UseMAC | _
Valid MAC bypass Invalid MAC
address address
r -
Assignthe Azng—,he )
user VLAN =
VLAN
L A
Done Dorc

This slide shows the authentication process when 802.1X is combined with MAC address bypass. When a
physical device is connected to an 802.1X port, FortiSwitch waits for the EAPOL-Start packet.

If FortiSwitch receives an EAPOL-Start packet from the connected device, the 802.1X authentication starts.

FortiSwitch checks the credentials against a RADIUS server, with the following results:

If the credentials are invalid, and Authentication fail VLAN is enabled, traffic from the device is allowed
and assigned to the authentication-fail VLAN.
If the credentials are invalid, and Authentication fail VLAN is disabled, traffic from the device is blocked.
If the credentials are valid, traffic from the device is allowed and assigned to the respective user VLAN.

If FortiSwitch does not receive EAPOL-Start packets after a certain amount of time, the 802.1X authentication
times out and the source MAC address of the device is checked, with the following results:

Secure Access 6.2 Study Guide

If MAC bypass is disabled, the traffic is assigned to the guest VLAN (or blocked, if Guest VLAN is

If MAC bypass is enabled, but the source MAC address is not in the MAB table, the traffic is assigned to
the guest VLAN (or blocked, if Guest VLAN is disabled).
If MAC bypass is enabled, and the source MAC address is in the MAB table, the traffic is allowed and
assigned to the respective user VLAN.
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Review

Explore 802.1X

Explore EAP methods

Create FortiSwitch security policies
Monitor 802.1X clients

Configure AD machine authentication
Configure MAC address bypass

"N NN AN

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure 802.1X port authentication
on FortiSwitch and FortiAuthenticator devices.
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In this lesson, you will learn how to configure some additional FortiSwitch features to secure Layer 2.
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Objectives

* Quarantine compromised hosts automatically and manually
* Implement protection against rogue DHCP attacks using DHCP snooping

* Implement protection against ARP and IP spoofing attacks using ARP inspection
and IP-MAC binding

* Implement protection against network loops using spanning tree and loop guard
* Implement protection against STP attacks using BPDU and root guard

*+ Restrict traffic between clients using access VLANs

* Protect the network against traffic storms

After completing this lesson, you should be able to achieve the objectives shown on this slide.
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MAC Address Quarantine

In this section, you will learn how to quarantine MAC addresses on FortiSwitch.
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MAC Address Quarantine

* MAC address quarantine creates a quarantine VLAN:
gtn.<FortilLink int>

* Quarantined MAC addresses are assigned to the quarantine VLAN and their traffic
is blocked by default

« You can create policies to allow quarantined clients to access restricted network resources

+ To enable MAC address quarantine and add entries to the quarantine list:

config user quarantine
config targets
edit <guarantine entry>
config macs
edit <MAC address>
set description <string>
end

FiERTINET

You can enable MAC address quarantine on FortiSwitch using the config switch-controller
quarantine command.

When you enable MAC address quarantine, FortiOS automatically adds a quarantine VLAN to the virtual
domain. FortiOS assigns all quarantined devices to the quarantine VLAN. By default, the implicit deny-all
policy blocks all traffic from the quarantine VLAN. However, you can add explicit policies to allow quarantined
devices to access some network resources, such as servers with Windows and other software updates.
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Host Quarantine With Security Fabric

« Uses Automation Stitch
* |P Ban L3 traffic

+ Uses Layer Isolation
+ Move MAC address to quarantine VLAN
« Captive Portal for remedial actions

+ Uses malicious traffic to avoid spread of attacks from infected hosts
* Uses Security Fabric

* Threat Detection Services
+ Indicators of Compromise Services
- FortiAnalyzer License

FiERTINET

When a FortiGate is a member of a Security Fabric group, the Security Fabric an quarantine hosts
automatically using Security Fabric automation stitches. If you are using IP ban and access layer isolation,
then place the host into a quarantine subnet, which is created by default when you create a FortiLink interface.

Secure Access 6.2 Study Guide 234



DO NOT REPRINT

CODRTINET

Securing Layer 2

INTITTNL ]

Network > Interface

Quarantine VLAN Interface

By default, quarantine

Edit Interface

Interface Mame  gtn.fortilink
Al

Type VLAN

Interface fortisink

VLANID a0

Color B Change

S5 SNMP FIM
RADIUS Accounting
O DHCP Server
Address Range
¥ CrestoNew | #

Starting 1P

support is enabled globally to
facilitate gtn.fortilink VLAN

config user quarantine
set guarantine enable
end

PING FMG-Acoess CAMNY

Admission Camgs®

. gtn.<fortilink_int> for
SecurltsjflMO quarantined hosts with VLAN
Authenticat ID 4093

User Access w
Customize Portal Messages © B

Exemp
pemptoes  @Quarantined subnet, by
Temesnap d€fault 10.254.254.0/24

Outbound shaping profile @
Outtound Bandwidth @ 30

Captive portal for remedial
actions

FiERTINET

Kestrictea to Groups M

Network > Interface

kbps

By default, the quarantine VLAN gets created during the FortiLink interface creation process as long as the

global setting under the command config user quarantine is enabled on the CLI.

The interface VLAN of ID 4093 is configured with the default IP subnet of 10.254.254.0/24, and the DHCP
server is enabled to assign IP addresses to quarantined hosts. By default, this VLAN is part of the allowed

VLANSs on a managed FortiSwitch.

Part of the role of the quarantining hosts is to challenge connectivity with the captive portal, which can be

customized to present messaging appropriate to the organization.
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Security Fabric Quarantine Automation

4

o

LAN stations trying to
access maiicious site

FortiAnalyzer loC 5
mm,;g';'p"" il 3 Traffic detected
(or blocked)
Logs sent to by FortiGate UTM
Fortidnalyzer

%<4

FortiSwitch

FortiAnalyzer FortiGate o
(Detection Engine) \Sege detected by FortiAnalyzer

Event sent to FortiGate =
Station guarantine
Access Layer/ IP Ban

FiERTINET

Known and unknown threat information is easily and efficiently shared among all elements and locations
within the Security Fabric. User-defined automation on FortiGate to quarantine compromised hosts can be
strengthened with Indicators of compromise (IoC) services on FortiAnalyzer. This slide shows the process of
loC and quarantine automation blocking and isolating stations that are compromised:

A rogue station attempts to access content that is a security risk, such as malicious websites.
FortiGate blocks access to the site as per the firewall policy defined with the web filter profile.

A log record is sent to FortiAnalyzer regarding the violation committed.

FortiAnalyzer then processes the logs using 1oC services.

A security risk verdict is detected by FortiAnalyzer and sent back to FortiGate.

User-defined automation takes action to quarantine the compromised station and place it in isolation.

Qs wh =
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Security Fabric > Automation

Security Fabric Automation Stitch

New Automation Stitch

Status © Disabled

FortiGate | &% All FortiGates

Compromised
Host

Threat level threshold  Medium

Action

DEOOEFE@OE®

CLI Seript Email FortiExplorer Access Layer Quarantine Assign IP Ban AW‘- Lambda Azure Google Cloud ~ AliCloud Webhook
Notification Quarantine FortiCllent via ViMiware NSX F\:n(ilorl Function Function

Create the stitch on the root
FortiGate and apply on All FortiGate

Trigger type Compromised
Host by IOC from
FortiAnalyzer

Actions on compromised

hosts on the endpoint, or by
Layer 2 or Layer 3 level

10101010

Security Tag

FiERTINET

Compromised hosts are identified by FortiAnalyzer using Threat Detection Services.

loC verdicts get sent to

the root FortiGate of the Security Fabric group in order provide the required information in case there is an
Automation Stitch configured for compromised hosts.

You can create the automation stitch only on the root FortiGate and select which of the Security Fabric
FortiGate devices to apply the stitch when triggered.

The trigger required to specify the actions available to handle this risk in the Layer 2 quarantine uses the
access layer quarantine action, or Layer 3 of the TCP/IP stack, to block the host machine from using its IP

address.
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Security Fabric Physical Topology

& || Q Search

Pl VNSl No Access Device . Device Traffic -

®

© Sminutes - Critical Risks @ K-

Bytes (Sent/Received)

Sort By:

S G-

Security Fabric: SecureAccess

= @ @

o -
S224EPTF180017356
inernet oricme, \ é
]
Raspherry@i

S3873k8

-

FiERTINET

You can view compromised hosts that are quarantined within Security Fabric Physical and Logical
Topologies. Quarantined hosts are displayed with a compromised label and quarantine mark on the border of

the compromised host.
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Quarantine a MAC Address Manually

FiERTINET

Along with Security Fabric Automation, you can add any device manually to the quarantine list within the

physical and logical topologies.

Secure Access 6.2 Study Guide

239



Securing Layer 2

DO NOT REPRINT

CODRTINET
TN TN

To View Quarantined MAC Addresses

« On the FortiGate GUI

1. Click Monitor> Quarantine Monitor
2. Click Quarantined

Delete a MAC address from the quarantine
monitor to release it from quarantine

&2 Refresh B Delet | il Remove All | Q All BelEEL LGN Banned IP
Type Details * Source Expires Description
MAC address 58:ef:68:b4:34:35 (& RaspberryPi) Administrative Never Manually quarantined - Hostname

* On the FortiGate CLI
diagnose user quarantine list all

FiERTINET

There are two ways to check the list of MAC addresses that have been quarantined:

*  Through the GUI under Monitor > Quarantine Monitor
»  Through the CLI with the command diagnose user quarantine list all
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DHCP Snooping

In this section, you will learn how to configure DHCP inspection.
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Rogue DHCP Server

* Arogue DHCP server replies to DHCP discoveries, providing its own |IP address as
the DNS server or default gateway

Router Switch DHCP discovery
What is my IP, default gateway and DNS

192.168.1.254/24 +
f I~ - -
: ] ~N > A s

~L-

DHCP offer User
Your IP: 192.168.1.1
Your default gateway and DNS: 192.168.1.13

192.168.1.13/24

/a

Rogue DHCP server

FiERTINET

One of the objectives of DHCP inspection is to protect your network against rogue DHCP servers.

Attackers install rogue DHCP servers in your network with the purpose of replying to DHCP discoveries. The
rogue DHCP server assigns to DHCP clients its own |IP address as the DNS server and default gateway.

Secure Access 6.2 Study Guide 242



Securing Layer 2

DO NOT REPRINT

CODRTINET
TN TITINL- 1

Rogue DHCP Attack

+ So traffic from users is inspected in the rogue DHCP server before being routed to
the Internet

Router Switch

192.168.1.254/24
P—T. £ 2 =
_ ] N> -~

User

My IP 192.168.1.1
My default gateway: 192.168.1.13
My DNS: 192.168.1.13

192.168.1.13/24

- e

Rogue DHCP server

FiERTINET

After the rogue DHCP server assigns the malicious default gateway and DNS, attackers start receiving clients'
traffic. Attackers can also manipulate the DNS replies to redirect client traffic to malicious external
destinations.
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DHCP Trusted and Untrusted Ports

* Trusted ports are the ports on which DHCP offer packets are expected to be
received

* Untrusted ports are the ports on which DHCP offer packets should not be received

usted

FortiSwitch B _ S | DHCP server

Untrusted

FortiSwitch A ./ Client

. Client

Trusted

o

DHCP server

FiERTINET

DHCP snooping is a FortiSwitch feature that prevents rogue DHCP attacks.

All ports are configured with DHCP snooping untrusted. When configuring DHCP snooping, you must define
which FortiSwitch ports are trusted and which one are untrusted.

» Trusted ports are the ports on which DHCP offer packets are expected to be received, such as the ports
where legitimate DHCP servers are connected

» Untrusted ports are the ports on which DHCP offer packets should never be received, such as the ports
where user workstations are connected
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DHCP Snooping

+ Creates an IP-to-MAC binding database, with MAC addresses, ports, and leased IP
addresses

* On untrusted ports, blocks invalid DHCP messages, such as:
+ DHCP offers
* Requests to decline a DHCP offer if it is from a different port than the one that created the entry
« DHCP release if it is from a different port than the one that created the entry

X

Untrusted X DHCP offer
A — P

T"“N
DHCP offer

FortiSwitch “1\\

W

DHCP server

FiERTINET

DHCP snooping inspects DHCP traffic in order to build a table that contains the MAC address, assigned IP
address, and port number for each DHCP client.

On untrusted ports, DHCP snooping blocks the following types of DHCP messages:
+ DHCP offers
* Requests to decline a DHCP offer, if it is from a different port than the one that created the entry

+ A DHCP release, if it is from a different port than the one that created the entry

On trusted ports, all DHCP packets are accepted.
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DHCP Relay Agent Information (Option 82)

+ Option 82 provides information about the DHCP client
« The DHCP server can use it to assign |IP addresses and other parameters
« Facilitates the identification of an assigned IP address

+ Option 82 fields:
« Circuit ID: vlan-mod-port
« vlan: 2 bytes with the VLAN ID
* mod: 1 byte with value 1 (meaning DHCP snooping)
* port: 1 byte with the port ID
* Remote ID: 6 bytes with the FortiSwitch MAC address

FiERTINET

DHCP snooping can optionally insert the DHCP option 82 field into the DHCP packets coming from the
clients. The option 82 field contains the VLAN ID, port ID, and FortiSwitch MAC address. This information can
help administrators to locate the devices in the network. Additionally, the DHCP server can use this
information to make assignment decisions based on the location of the device.
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DHCP Relay Agent Information (Option 82)

* When option 82 is enabled in the DHCP snooping configuration:
= FortiSwitch inserts option 82 in the DHCP packets coming from clients
« DHCP server echoes option 82 in the DHCP packets sent to clients
« FortiSwitch checks that option 82 in the DHCP packets transmitted and received match
« If they match, FortiSwitch removes option 82 before forwarding the packet to the client

FortiSwitch inserts option 82 in the
DHCP discovery and removes it
from the DHCP offers

. DHCP discovery
DHCP discovery /\ with option 82
\\ \\ - - i
DHCP offer \ DHCP offerwith ;

DHCP client FortiSwitch PR aR DHCP server

o

FiERTINET

FortiSwitch inserts the option 82 field in any DHCP packets coming from a client. A DHCP server adds the
same option 82 field to the DHCP offer.

When the DHCP offer with the option 82 field arrives, FortiSwitch compares the received field with the one
sent. If they match, FortiSwitch removes the option 82 field before forwarding the DHCP offer to the client.
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DHCP Snooping MAC Verification

* All DHCP packets include a client hardware address field

+ In DHCP client packets, the hardware address field should match the Layer 2
source MAC address

* DHCP snooping MAC verification drops DHCP packets in untrusted ports when the
client hardware address does not match the source MAC address

Match

Destination | Source MAC Client hardware
MAC address ‘ address address
L I J
IP payload for the DHCP packet

v

Layer 2 frame
F::ATINET Fortinet Inc. All Rights Reserved 19

All DHCP packets include a client hardware address field. In the case of packets coming from DHCP clients,
the hardware address field should match the Layer 2 source MAC address.

MAC verification is an optional DHCP snooping setting that drops DHCP packets in untrusted ports when the
client hardware address does not match the source MAC address.
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DHCP Snooping Configuration

config system interface
edit <vlan-name>
set switch-controller-dhcp-snooping enable
set switch-controller-dhcp-snooping-option82 [enable | disable]
set switch-controller-dhcp-snooping-verify-mac [enable | disable]

end

FiERTINET

You enable DHCP snooping under the interface configuration. After enabling DHCP snooping, you have the
option to enable DHCP option 82, and MAC address verification.
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DHCP Snooping Configuration

» By default, all FortiSwitch ports are untrusted
» To trust the port, set DHCP Snooping to Trusted:

WiFi & Switch Controller> FortiSwitch Ports

Port ¢ Trunk = Enabled Features DHCP Snooping Mative VLAN

[ 5224EPTF101736 €D

& portl @ Edge Port @ Untrusted & vsw.hortilink
& IGMP Snooping
& Spanning Tree Protocol

[C porti0] - @ Untrusted @ vswiortilink
. ping
L] t Fee Protocol

@ port1l A Edit Description © Untrusted @ vswortilink
C Reset PokE ping
Status + feeProtocal

& port12 PoE , @ Untrusted @ vsw.hortilink

DHCP Snooping  + |1
] © Trusted

IGMP Snocping

O port1d TP " @ Untrusted @ vsw.hortilink
ping
Loap Guard * fee Protocol
© portld Edge Port @ Untrusted & vsw.iortilink
STPBPDUGuard * Joing
STPRoot Guard  » fee Protocol
F::RTINET 2 Fortinet Inc. All Rights Resarved

By default, all FortiSwitch ports are untrusted. Untrusted ports are displayed in the GUI as having the DHCP
Snooping set to Untrusted. To change a port to trusted, change the DHCP Snooping setting to Trusted.
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Monitoring DHCP Snooping

FortiGate# diagnose switch-controller switch-info dhcop-snooping database

Vdom: root

S224EPTF18001736:
snoop-enabled-vlans : 10
verifysrecmac-enabled-vlans
optionBZ-enabled-vlans

optionf2-trust-enabled-intfs

trusted ports : GVMIVO000141680
untrusted ports : portl portZ port3 port4 portS porté port7 portf port% portll
Client Database : 1/ 2000
Server Database : 0/ 2586
Limit Database : 1/ 256

DHCP Global Configuration:

DHCP Tracking Mode : Tracking
DHCP Broadcast Mode : Aall
DHCP Allowed Server List : Disable
Add hostname in Option82 : Disable
Fi:ATINET

The output of the command diagnose switch-controller switch-info dhcp-snooping
database shows some general information about DHCP snooping, such as:

+ Alist of VLANs with DHCP snooping enabled
+ Alist of trusted ports

» Alist of untrusted ports

* The number of DHCP clients detected

*  The number of DHCP servers detected
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DHCP Snooping Client and Server Databases

FortiSwitch# get switch dhcp-snooping client-db-details

MAC Address VLAN Client IP Lease Time Expiry Time Interface Host Name Domain Name Vendor
00:01:00:00:00:01 100 XX LXK 7:0:0:0 4:8:48:10 port3 RaspberryPi

00:03:00:00:00:03 100 X.X.X.X 7:0:0:0 4:8:48:10 ports LinuxvM

00:03:00:00:00:04 100 K.X.X.X 7:0:0:0 4:8:48:10 ports Windows10

FortiSwitch# execute dhcp-snooping expire-client <vlan-ID> <MAC-address>
FortiSwitch# get switch dhcp-snooping server-db-details
Mac vlan ip interface status svr-list last-seen expiry-time OFFER/ACEK/NAK/OTHER

00:50:56:96:37:cd 10 X.X.X.X portl trusted disabled 13:14:17 13:14:17 0/1/0/0

FortiSwitch# execute dhcp-snooping expire-server <vlan-ID> <MAC-address>

ZEATINET Fortinet Inc. All Rights Reserved 23

The command get switch dhcp-snooping displays the list of DHCP clients (using the client-db-
details option) and the list of DHCP servers (using the server-db-details option).

The command execute dhcp-snooping removes either a DHCP client (with the expire-client
option), or a server (with the expire-server option), from the DHCP snooping database.
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ARP Inspection

In this section, you will learn how to work with ARP inspection.
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+ ARP protocol allows ARP gratuitous replies without any ARP request
+ An attacker sends forged ARP replies using its MAC address and spoofing a target's
IP address
Router Switch
My IP: 192.168.1.254
My MAC: 2A:AR:AA:AR:AR AR (
User
Gratuitous ARP reply Gratuitous ARP reply My IP- 192.168.1.1
My MAC: BE:EB:BB:EB:BE:BB
My IP: 192.168.1.254
My MAC: cc:cc:cc:cc:cc:ce
32
ARP spoofing
F:ATINET

A security weakness in the ARP protocol is that it allows devices to send ARP replies without any ARP
request. These packets are called gratuitous ARPs. This weakness can be exploited to execute an ARP
spoofing attack (also called an ARP poison attack).

During ARP spoofing attacks, attackers send gratuitous ARP packets using their MAC addresses, but

spoofing someone else's IP address. These gratuitous ARPs are broadcast throughout all of the switch's
ports, causing all devices in the Layer 2 network to update their ARP tables.
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ARP Spoofing Attacks

« User sends traffic to attacker's MAC address

+ Attacker inspects the traffic and forwards it to router's MAC address

Router Switch
My IP: 192.168.1.254

My MAC: 2A:AR:AA:AR:AR AR

User

MylIP: 192.168.1.1
My MAC: BE:ER:BE:BE:BB:BB

My IP: 192.1668.1.254
My MAC: cc:cc:cc:cc:cc:ce

34

ARP spoofing

FiERTINET

As a consequence of an ARP spoofing attack, all devices start sending traffic destined to the spoofed IP
address to the attacker's machine. The attacker can then inspect and potentially modify the traffic before
forwarding it to the device that legitimately owns the spoofed IP address.
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ARP Inspection

+ Uses the IP-to-MAC information collected by DHCP snooping
* Drops ARP packets with an invalid IP-to-MAC address binding

Router Switch
MyIP: 192.168.1.254
My MAC: 2aa:AR:AA:AR:AA:AR [
. .'%2 o /‘/ 2 ;
User
Gratuitous ARP reply My IP: 192.168.1.1

My MAC: BE:EB:BE:EB:EB:BBE

My IP: 192.1668.1.254
My MAC: cc:cc:cc:cc:cc:ce

38

ARP spoofing

FiZ:ATINET

ARP inspection can prevent ARP spoofing attacks. ARP inspection uses the IP-to-MAC binding table
populated by the DHCP snooping feature, to drop invalid ARP packets. An ARP packet is categorized as
invalid when the IP and MAC address pair does not match the information in the IP-to-MAC binding table.

For ARP request packets, ARP inspection examines the source IP and MAC addresses. For ARP replies,
ARP inspection examines both the source and destination MAC and IP addresses. The checking is done only
on packets incoming to untrusted ports.

With this feature, gratuitous ARP reply packets with spoofed IP addresses are blocked, because they do not
match the information in the IP-to-MAC binding table.

Because ARP inspection relies on the use of the IP-to-MAC binding table, it must work in conjunction with the
DHCP snooping feature.
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ARP Inspection Configuration

config system interface

edit <VLAN name>

end
Enable ARP inspection in the VLAN
config switch-controller managed-switch |Setaportas untrusted or trusted
edit <switch id>
config ports
edit <port name>
set arp-inspection-trust [ untrusted | trusted ]

end

FiERTINET

set switch-controller-arp-inspection [enable | disable]

ARP inspection is enabled at the VLAN level. Each port is then configured as trusted or untrusted.
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ARP Inspection Monitoring

# diagnose switch-controller switch-info arp-inspection stats
<managed-switch>

S124DN3W14000095:

vlian 1 arp-request arp-reply
received 1 0
forwarded 0 0
dropped 1 0

# diagnose switch-controller switch-info arp-inspection stats-clear
<vlan-id> <managed-switch>

FiERTINET

The output of the command diagnose switch arp-inspection stats shows general statistics about

the ARP inspection feature, including the number of ARP requests and replies that have been received,
forwarded, and dropped. You can clear these statistics using the command diagnose switch arp-
inspection stats clear
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Loop Detection

In this section, you will learn about the different mechanisms that FortiSwitch has to detect and avoid network
loops that could create broadcast storms.

Secure Access 6.2 Study Guide 259



Securing Layer 2

DO NOT REPRINT

CODRTINET

UIN TN
« Builds a Layer 2 loop-free logical topology by blocking redundant ports
FCIATINET. T - PoE S
Connected e s ffg 2= ]
e e
SLHDOTNLTOOLIET
€ port1 & Wireless
& port - & Wire
/
@ port| y @ vsw.portd
@ port A Edit Description @ vswportd
& port| © Reset Pok @ vswportd
= Status *
& port) @ vsw.portd
PoE ’
© portl DHCP Blocking  * @ vswportd
@ port| IGMP Snooping  * @ vsw.portd
& por TP i able VEW.portd
Loop Guard *
[+ port) Edge Port . vsw.portd
@ port] STPEPDU Guard » @ vswportd
@ port| STPRoot Guard  » @ vsw.portd
F::=RATINET

The spanning tree protocol (STP) detects and disables switch ports that create network loops. It automatically
builds a network topology free of loops by blocking redundant ports. Switches running STP build this loop-free
topology by interchanging bridge protocol data unit (BPDU) frames.

There are different types of STP protocols. FortiSwitch managed by FortiGate supports the common STP,

which is described in the 802.1d IEEE standard. FortiSwitches operating in standalone mode also supports
multiple spanning tree protocol (802.s).
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Port States in STP

Port State Included in the Send/receive | MAC address | Forward user
active topology? BPDUs? learning? traffic?
No No No No

Disable
Blocking Yes Receive only No No
Listening Yes Send and receive No No
Learning Yes Send and receive Yes No
Forwarding Yes Send and receive yes Yes
Fi:ATINET

In STP 802.1d, any switch port can be in one of the following five states:

Disable: The port is not sending or receiving BPDU frames. The port is also not forwarding user traffic.
Blocking: The port is listening to incoming BPDU frames, but does not send any BPDU frames. The port is not
learning MAC addresses, or forwarding user traffic.

Listening: Similar to the blocking state, but the port is both receiving and transmitting BPDU frames.

Learning: The port interchanges BPDU frames and learns MAC addresses, but does not forward user traffic
yet.

Forwarding: The port interchanges BPDU frames, learns MAC addresses, and forwards user traffic. This is
the normal state for an active port.

A port in blocking state must go through listening and learning states, before ending in forwarding state.
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Spanning Tree Operation Review

1. One switch is elected as 2. Root sends BPDU hellos,

root and its ports are moved which are forwarded by all of
to forwarding state the switches

V)
%90#6
e

BPDU
Cost: 100

3. Non-root switches forward
the BPDU hellos adding their
port costs

FiERTINET

These are the steps that STP follows to build the loop-free topology:

1. Each switch is assigned an STP priority. When STP starts, all switches start sending BPDU frames
containing their priorities. The switch with the lowest priority is elected the root switch. All the ports in the
root switch are moved to forwarding state.

2. After the root switch is elected, all the other switches stop generating BPDU frames. Only the root switch
keeps generating BPDU frames.

3. All the non-root switches receive the BPDUs coming from the root, and add their port's cost to the total-
cost-to-the-root field, before forwarding the BPDUs to other switches.
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Spanning Tree Operation Review

4. Ports on non-root switches
that receive the lowest-cost
BPDU are moved to forwarding

state (becoming root ports)

FiERTINET

4. Ports in non-root switches that receive the BPDUs with the lowest total-cost-to-the-root value are moved
to forwarding state. They become root ports.
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Spanning Tree Operation Review
5. Each LAN
segment choose its
STP-designated
bridge (based on the S
cost to the root and “’zosc“
the switch ID)
o
@,
N 6. All other ports
remain in
blocking state
F::=RATINET

5. In each LAN segment, a designated port is elected, based on the cost to the root, the switch priority, and
the port priority. The designated port for each LAN segment is moved to forwarding state.
6. All the other ports remain in blocking state.
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STP Timers

Time between BPDUs

config switch-controller stp-settings
set hello-time <seconds> Time that a port remains in listening and learning states
set forward-time <seconds>

set max-age <seconds> Time between a port stopping receiving BPDUs and

set max-hops <number of hops> assuming that the topology has changed
end

Maximum number of hops between the
root and the furthest switch

FiZ:ATINET

There are four switch-controller settings related to STP:

hello-time: Determines how frequently the root switch sends the BPDUs. The default is 2 seconds.
forward-time: Determines the time that a port remains in listening state before moving to learning state. It
is also the time that a port remains in learning state before moving to forwarding state. The default is 15

seconds.
max-age: Determines that if a port has not received any BPDU during this time, the switch assumes that the

network topology has changed and STP recalculation is required. Usually, if the port was in blocking state, it is
moved to listening, learning, and forwarding state. If the port is a root port, a new root port is elected.
max-hops: Determines the maximum number of switches between the root switch and the furthest switch.

This parameter sets a limit to the size of your Layer 2 network.
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Loop Guard

+ Broadcasts loop guard data packets
(LGDPs)

FiERTINET

WiFi & Switch Controller> FortiSwitch Ports

* If an LGDP packet is subsequently @ port1 @ Wireless
received by the sending switch, a loop @ portr— & Wire
exists and the sending port is shut 6 o | I
down & port A Edit Description @ vsw.portd

* This feature is not meant to be a _ © pord C Reset PoE PSS
replacement of spanning tree, but to work in | status ,
concert with it @ port i . & vswportd
@ portl pHCP Blocking  » & vsw.portd
& port] IGMP Snooping  * & vsw.portd
(44 port e ' L 0 vsw.port4
" * | @ Enable
& port] 48 vsw.portd
- Edge Port 4 s
& port] sTPBPDU Guard + & vsw.portd
€ port] STPRoot Guard  * & vsw.portd

Loop guard is another loop-detection mechanism available in FortiSwitch. This feature is not meant to be a

replacement of spanning tree, but to complement it.

With loop guard, FortiSwitch periodically sends loop guard data packets (LGDPs). If the sending switch
subsequently receives an LGDP packet, a loop exists and the sending port is shut down.
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Loop Guard Timeout

« The port remains out of service for the time specified in the loop guard timeout:
config switch-controller managed-switch
edit <switch-id>
config ports
Sdit <port-name> Default is 45 min.
set loop-guard enabled
set loop-guard-timeout <minutes>
end

+ |f the timeout value is zero, you must manually reset the port:

Fortigate# execute switch-controller switch-action loop-guard reset <switch> <port:>

+ To check the loop guard status for all ports:

FortiSwitch# diagnose loop-guard instance status

Fi:ATINET e A

When loop guard detects a loop, the loop guard timeout defines the time the port will remain shut down.

If the loop guard timeout is set to zero and a loop is detected, the port remains shut down until you manually
reset its loop-guard status, with the command execute switch-controller loop-guard-reset.

You can use the command diagnose loop-guard instance status to check the loop guard status for
all ports.
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Edge Port and BPDU Guard

+ Edge ports:
» Forward user traffic and learn MAC addresses
* Do not send BPDUs
« Are not part of the STP topology
» Port flapping does not cause STP recalculations

+ With BPDU guard, edge ports go down if
any BPDU is received

Edge port and
BPDU guard

FiZ:ATINET

If you know that only end devices (and not other switches) will always be connected to a FortiSwitch port, you
can set it as an edge port. This has the following advantages:

» The port can go directly from blocking state to forwarding state, avoiding the 30-seconds delay caused by
the listening and learning states
» Port flapping does not cause STP recalculations

An edge port learns MAC addresses and forwards user traffic. An edge port does not send BPUDs and is not
part of the STP topology.

You can use BPDU guard to protect edge ports from forming accidental loops. BPDU guard shuts down an

edge port if it receives a BPDU, because it means that a switch was connected by mistake, and there is the
potential of creating a network loop.
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Root Guard

* Protects a port from becoming a root
port:

« Arriving lower cost BPDUs are ignored

* Prevents:

« The use of suboptimal links to the root
switch

« Security risks caused by a malicious or
misconfigured device

Root Guard

Rogue switch

FiZ:ATINET

In an STP network, an attacker could potentially connect a rogue switch with a very low priority value to your
network. This will trigger an STP recalculation and the rogue switch might become the root switch. Root guard
offers a mechanism to protect your network against rogue or misconfigured switches. Root guard is enabled in
ports that will never be used to reach the root switch. In other words, administrators usually enable root guard
in ports where downstream switches are connected. With root guard, a port ignores any BPDU with a cost-to-
root lower than the one received by the existing root port. So, ports where root guard is enabled can never
become root ports.
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Other Layer 2 Security Features

In this section, you will learn about other FortiSwitch features for protecting your Layer 2 network.
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MAC Learning Limit

* Limits the number of MAC addresses learned
= Applies to dynamically learned MAC addresses, not to static MAC addresses

* If the limitis reached, frames from new MAC addresses are dropped

config system interface
edit <VLAN name>

set switch-controller-learning-limit <limit>
end Can be set either at

config switch-controller managed-switch the VLAN or port level

edit <switch id>
config ports
edit <port name>
set learning-limit <limit>
end

FiERTINET

The MAC learning limit sets controls on the maximum number of MAC addresses that a port or VLAN can
learn. It applies to dynamically learned MAC addresses, not to static MAC addresses.

If the limit is reached, frames from new MAC addresses are dropped.
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Port Tagging Restrictions

« Strictly control what type of 802.1Q frames (tagged or untagged) are accepted:
config switch-controller managed-switch
edit <switch-id>
config ports
edit <port name>

set discard-mode [ none | all-tagged | all-untagged ]
end

« none: Accept both tagged and untagged frames

* all-tagged: Discard all untagged traffic
* all-untagged: Discard all tagged traffic

FiERTINET

The discard mode parameter, at the port level, sets restrictions regarding the type of 802.1q frames that
FortiSwitch accepts:

none: Accepts both tagged and untagged frames

all-tagged: Discards all untagged traffic
all-untagged: Discards all tagged traffic
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Access VLANs

+ Aclient connected to an access VLAN can communicate with other clients (even in
the same VLAN) only through FortiGate

« FortiGate controls what intra-VLAN traffic is allowed and how it is inspected

config system interface

edit <vlan name>
set switch-controller—-access—vlan {enable | disable}

end

« A firewall policy is required to allow intra-VLAN traffic as incoming and outgoing

) Traffic between client A and
Client A

B goes through FortiGate
192.168.1.1/24 /el port 1 FortiSwitch —
] VLAN 10 -
--------- FORTILINK .%
TEOrE L T Y 192.168.1.254/24 /
192.168.1.2/24 AN, . VLAN 10

Client B
FiZRTINET

By default, traffic between clients connected to the same VLAN and the same FortiSwitch does not go through
FortiGate. This traffic is locally handled by FortiSwitch.

With access VLANS, all traffic between clients (even traffic between clients in the same VLAN and switch)

goes through FortiGate. This allows you to inspect and control intra-VLAN traffic. Firewall policies are required
to allow the intra-VLAN traffic, which can now be inspected by FortiGate.
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Static IP-MAC Binding

» FortiGate drops the packet if the source IP and MAC addresses do not match the static IP-
to-MAC binding table

= [t is a FortiOS feature (not exclusive to FortiSwitch VLANS)

Enable for inspecting traffic

config firewall ipmacbinding setting

set bindthroughfw [enable | disable] crossing FortiGate
set bindtofw [enable | disable]
end Enable for inspecting traffic
config system interface terminating or originating at
edit <port-name:> FortiGate
set ipmac enable
end Must also be enabled in the
config firewall ipmackbinding table p_hysical or VLAN interface

edit <sequence—number>
set ip <ip-address:>
set mac <mac-address>
set name <name>
set status enable
next
end

FiERTINET

DHCP snooping dynamically creates an IP-to-MAC binding table. You can also create a static IP-to-MAC
binding table with these commands. This is a FortiOS feature that you can use with or without FortiSwitch.
FortiGate drops the packet if the source IP and MAC addresses do not match the information in the static IP-
to-MAC binding table.
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Storm Control

« Unusually high levels of some types of traffic can disrupt user traffic:
« Broadcast (broadcast flood)

« Unknown unicast (unicast flood) Broadcast, unknown unicast,

« Unknown multicast (multicast flood) and unknown multicast traffic
« This could be caused by: JEoadattio Alkpors

« Spanning tree misconfiguration

» Network loops

= Faulty network cards
= Attacks

FiERTINET

A Layer 2 storm is an usually high level of some type of traffic that can disrupt user traffic. The types of traffic
that could potentially create storms are broadcast, unicast to invalid destinations (unknown unicast), and
multicast to invalid destinations (unknown multicast).

STP misconfiguration, network loops, faulty network cards, and attacks can cause Layer 2 storms.
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Storm Control

+ Can be configured for each VDOM

config switch-controller storm-control
set rate <rate>
set unknown-unicast [enable | disable]

When the traffic exceeds the
specified threshold, storm control
drops exceeded traffic

set unknown-multicast [enable | disable]
set broadcast [enable | disable]
end

+ Can be configured for each switch
config switch-controller managed-switch
edit <switch-id>
config storm-control

set local-override enable
set rate <rate>
set unknown-unicast [enable | disable]
set unknown-multicast [enable | disable]
set broadcast [enable | disable]

end

FiERTINET

FortiSwitch has a mechanism, called storm control, for detecting and blocking Layer 2 storms. You enable
storm control by configuring a maximum rate at either the global or switch level. You can apply this rate to
unknown unicast, unknown multicast, and broadcast traffic. When the traffic exceeds the specified threshold,
storm control drops the exceeded traffic
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Review

Quarantine compromised host MAC address
Implement protection against DHCP snooping
Implement protection against ARP inspection
Learn spanning tree protocol

Configure loop guard

Configure BPDU and root guard

Learn MAC learning limit

Implement port tagging restrictions

Discover access VLANs

Configure static IP-MAC binding

Learn storm control

S N A NSNS

This slide shows the objectives that you covered in this lesson. By mastering the objectives covered in this
lesson, you learned how to configure the additional features that secure Layer 2.
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In this lesson, you will learn how to configure and use integrated wireless features on FortiOS.
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Objectives

* Understand the available Fortinet wireless solutions
* Explore AP discovery methods

+ Configure AP profiles

* Understand load balancing AP handoff

* Understand load balancing frequency handoff

» Explore configuring and broadcasting SSIDs

* Understand dynamic VLANs

« Configure VLAN pooling

* Replace Wi-FiCertificates

After completing this lesson, you should be able to achieve the objectives shown on this slide.
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Wireless Solutions

In this section, you will learn about Fortinet's secure access wireless offering.
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Secure Access Deployment Modes

{Cloud Management)

Integrated

(Integrated Controfler)

Controller

WLAN
Management

Security
.

Security

WLAN Management

Switch AP Switch AP
\-—

SmartAP
FiZ:ATINET

Fortinet offers multiple deployment solutions for secure wireless.

Controller solutions consist of FortiWireless Controllers (FortiWLCs) FortiWLCs are dedicated devices used
only as the wireless controller for universal series APs.

The integrated solution uses the FortiOS integrated wireless controller, which is available on all FortiGate
devices, including VMs.

Fortinet devices can also manage FortiAPs using the FortiCloud management features. In this deployment
mode, you use Fortinet’s cloud-based service for management and configuration.

In this lesson, you will learn about the integrated wireless solution only.
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It is important to note that not all FortiAP models support all wireless deployment modes. When choosing a
FortiAP for your deployment, make sure to select the model that works well for your network.

FortiAP-U (Universal) models work with all types of deployment modes, including FortiWLC. FortiAP-U
models provide the flexibility to automatically and manually connect to all Fortinet management platforms. You
can choose to redeploy an access point (AP) to any Fortinet wireless deployment.

The FortiAP-C (Connectivity) series are cloud-managed and FortiGate-managed APs offering zero-touch
provisioning to support enterprises with remote sites requiring basic wireless LAN connectivity. FortiAP series
models support two types of deployment modes: integrated (FortiGate) and FortiCloud deployments.

The FortiAP-S (Smart) series is a family of single and dual-radio 802.11ac APs designed for deployment in
small and medium business (SMBs) and distributed enterprise sites. They contain advanced security
functions embedded in the AP hardware. Equipped with extra memory and twice the processing power of
typical thin APs, they can perform real-time security processing at the network edge, not in the cloud or on the
corporate LAN.
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Integrated

* Integrated:

» Security appliance and access control
in one box with WLAN controller built
in

* Unified management:

+ Single pane to manage switches, APs,
security appliances, and so on

* Scalable: _ Security | | Access
+ Scalable to support enterprises of all
sizes
« Full line from large to small secure
access appliances

L2eEe®

F::RTINET Faortinet Inc. All Rights Reserved

Fortinet’s Integrated Wireless solution provides single-pane-of-glass management for security and access.
The Integrated Wireless solution includes the FortiGate network security platform, FortiAP access points, and
centralized management. FortiGate consolidates WLAN control, firewall, VPN gateway, network IPS, DLP,
malware protection, web filtering, application control, and endpoint control in a single device.
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Secure Access Deployment
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FortiLink
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Fortinet’s Secure Access solution includes APs, switches, and a firewall. This slide shows a high-level
deployment diagram.

In the example shown on this slide, the FortiAPs are connected to a power over Ethernet (PoE) FortiSwitch.
That switch then connects to a FortiGate firewall, using a FortiLink connection, which effectively integrates all
switch management and configuration functions into the FortiGate management interface.

The traffic flow is straightforward. The AP management traffic goes directly to FortiGate. The user or device
access path goes to the switch and then to FortiGate. User traffic is monitored and secured on the AP, sent
through the switch, through the firewall, and out to the Internet or other destination.

The following is a list of traffic types and their purpose:

+ Management=HTTP, SSH and so on. This is used when directly managing the AP.

+ Control=CAPWAP control. This is used by the controller to configure, manage and update the AP.
+ Data=user traffic. This is the traffic that is sent by the wireless clients to the rest of the network.
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Managing FortiAPs

In this section, you will learn how to provision and manage FortiAPs using the FortiGate Integrated Wireless
Controller.
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Enabling and Configuring the Wireless Controller

« On some FortiGate devices, the System > Feature Visiblity
wireless controller functionality is
disabled by default e s GE

« If the Wi-Fiand switch controller == 2 — :
options are not available on the GUI, - 5 °
you can enable the option in System . e
> Feature Visibility =

« Enable wireless open security to allow
the broadcast of completely open
wireless networks

# config wireless-controller setting
(setting) # set country GB

+ Before creating wireless networks or (setting) ¢ end
AP prOfileS’ the ContrO”er mUSt be # config wireless-controller setting
configured for the correct country code (setting) ¥ set country ? Use ? to see all
= Country code controls the allowed wireless o e il
channel and power setting D2 AIGERIA

Yol BANGOLA

« Change from CLI only
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Before starting to install and configure APs, you may need to perform some prerequisite configuration.

By default, some FortiGate devices do not show the Wi-Fi controller option in the menu. If you don’t see the
option on the main configuration menu you can enable it using the system visibility option in the system menu.

If you plan to broadcast completely open wireless networks (networks without any form of encryption or
authentication), you will also need to enable the Wireless Open Security option under Additional Features.
If you do not enable this feature, the open network option will not be shown.

When configuring wireless AP radio settings, is important to know what regulatory domain you are operating
in. By default, the wireless controller uses the North American regulations that govern channel usage and
transmission power. If you are operating APs in any other part of the world you will need to change the
control assessing before creating any AP profiles or adding any APs.

You can configure the regulatory domain in the CLI using the set country command followed by a country
code. If you're not sure of the country code, you can use the ? Option to view the full list of country codes.
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AP Discovery Methods

+ FortiAP devices cycle through the following six methods to locate and connect to
FortiGate
1. Static
« You can configure FortiAP with a static controller IP
2. DHCP
By default, FortiAP uses DHCP option 138 to get the controller IP
3. DNS
+ FortiAP can discover the controller by using a hostname configured in the AC_HOSTNAME 1 parameter
4. FortiCloud
« FortiAP uses the hostname apctrll.fortinet.comfor FortiCloud management
5. Multicast
* FortiAP can discover the controller by using the multicast address 224.0.1.140
6. Broadcast
« FortiAP broadcasts a discovery request to locate the controller

FiZ:ATINET

Before an AP can be managed by FortiGate, the AP and controller have to discover each other. The process
is initiated by the AP during its startup process. The AP will use multiple methods to try and determine the IP
address of the local controller to connect to, or, if intending to use the cloud, the cloud-based host. By default,
the FortiAP discovery method is set to auto, which means the AP will cycle through the discovery methods in
the sequence shown on this slide, to locate a wireless controller. For every discovery type, FortiAP sends out
discovery requests and sets a configurable timeout of between 2 and 180 seconds. The default setting is 5
seconds.

If the FortiAP times out and fails to connect to the controller, it will switch to the next discovery type and repeat
the process until the last discovery method fails. This will lead to the SULKING state. After approximately 30
seconds, FortiAP will enter the AC TP DISCVER state. After the AC IP is found, it will enter the IDLE state,
and will eventually enter the DISCOVERY state, then repeat the process.You can use static IP or DNS
hostname methods when the AP is not deployed on the same subnet as the wireless controller, and cannot be
reached by the multicast or broadcast method. You must make this configuration change on FortiAP devices
manually, before deploying them. You can configure a static IP or DNS on a FortiAP using the GUI or CLI.
You can also use the serial port on FortiAP to make this configuration change.

By default, FortiAP uses DHCP option 138 to receive the wireless controller's IP address. You need to
convert the IP address of the wireless controller into hexadecimal. Convert each octet value separately, from
left to right, and concatenate them. For example, 192.168.0.1 converts to COA80001. If option 138 is used
for some other purpose on your network, you can use a different option number, if you configure the AP units
to match. The AP unit sends a multicast discovery request and the controller replies with a unicast discovery
response message to the AP. The AP and the controller do not need to be in the same broadcast domain if
multicast routing is properly configured. The default multicast destination address is 224.0.1.140. You can
change it using the CLI, but you must make the changes to both the controller and to the AP.
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CAPWAP

+ Control and provisioning of wireless access
points (CAPWAP)
« Networking protocol that enables a central wireless

LAN access controller (AC) to manage a collection
of wireless access points (APs)

« Standard provides:

CAPWAP
Access Point Registration

Discovery Request

= Configuration management *
* Device management Discovery Response
= Configurations and firmware upgrades to APs . @
« Uses UDP ports 5246 (control channel) and 5247 N 4 Join Reguest -
(data channel) >

« Optional secure connection using DTLS or IPSec Join Response

* You must enable CAPWAP access on the
interface FortiGate uses to connect FortiAPs
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CAPWAP is the network protocol that is used to provision and manage FortiAPs using FortiGate. CAPWAP
allows an AC to manage a collection of wireless APs. In the Fortinet Integrated Wireless Solution, CAPWAP
enables you to manage configuration , and manage the device, and push firmware upgrades to FortiAPs.

CAPWAP uses UDP port 5246 as the control channel and 5247 as the data channel.

CAPWAP enabled devices can optionally create a secure data channel to controller using DTLS encryption or
IPSEC. Using IPSEC will benefit FortiGates that can offload CAPWAP to hardware resulting an greatly
increased performance. DTLS encrypted CAPWAP cannot be offloaded. Where APs are located in a LAN,
data plane is not usually required, however if an AP is remotely based across a public WAN link data plane
encryption is strongly recommended. Enabling encryption can impact throughput, particularly when using
DTLS which requires encryption/decryption in CPU. IPSec performance can be far greater if the FortiGate can
offload to an NP.

CAPWAP provides direct administrator access to a FortiGate interface, so it must be enabled on the interface
that the FortiAPs will be connecting to.

The CAPWAP discovery process:
1. FortiAPs send a discovery request. FortiGate responds with a discovery response.

2. Both devices establish a secure DTLS session.

3. After FortiGate authorizes the FortiAP, the CAPWAP discovery and join phase takes place.

4. After the CAPWAP tunnel is established, FortiGate sends all required management and WLAN-
related configuration to FortiAP.
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Enabling CAPWAP Network> Interfaces

Edit Interface

Interface Name  port2 (00:50: 56 96F4-BE)

* You must enable CAPWAP access on I

the interface FortiGate uses to connect sl
FortiAPs

* It opens ports for communication for
CAPWAP on UDP ports

Tags
Role @ | Undefined

© Asd Tag Category

Ackdress

+ 5246 control channel aressing o [N O

IPNetwork Mask | 100,64.0.254/755.255.255.0

« 5247 data channel

+ Enabling the DHCP server on the
interface will automatically assign IP G
address to APs L S

D DHCP Server

» Other DHCP servers also can also be
used

« Must supportthe use of DHCP options
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On FortiGate, choose an interface to which you will connect FortiAPs. You must enable CAPWAP access on
any interface that will connect FortiAPs, even if they have intervening switched or routed links.

If required, enable the DHCP server option to allow the FortiGate to assign IP addresses to FortiAPs.

On the CLI, you can limit the IP assignment to only FortiAPs by matching the FortiaP VCI string, as
follows:
config system dhcp server
set vci-match enable
set veci-string "FortiAP"
end

It is also possible to use other DHCP servers (such as Microsoft DHCP), but those servers must be
configured to pass DHCP options, when required.

This will save you from manually configuring the IP address on each AP.
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Authorize APs

Wi-Fi & Switch Controller> ManagedFortiAPs

+ CreateNew~ | # Edit @ Delete J ﬂeereshl ® Autharize IJ_ ! 1 2/16 Managed FortiAPs m Radio

Access Point + Status Connected Via SSIDs Channel Clients 05 Version FortiAP Profile
R T PR = R Radio 1: None Radiol:0 Radio 1:0
1 e - {lan) >
FP3I20C3X14011268 @ Waiting for Authorization h 192.168.5.102 - 2% Home Network {lan) Radio 2 None Radio2:0 Radio 2-0 FAP320C-default
& CreateNew= | o Edit @ Delete O Refresh @ Authorize B 2/16 Managed FortiaPs [T Radio
Access Point = Status Connected Via 55IDs Channel Clients 05 Version FortiAP Profile
: c Radio 1: None Radiol:0 Radi o -
1 192.168.5 3 lan)
FP320C3X14011268 O Connecting o 192.168.5.102 - 33 Home Network (lan) Radio 2 None Radio2- 0 Radi FAP320C-default

Authorizingdiscovered AP using CLI

4 CreateNew~ | # Edit & Delete | & Refresn | © Deauthorize &, Upgrade
Access Point 3 Status Connected Via config wireless-controller wtp
FPIZ0CIX14011268 @ Online & 192.168.5.102 - % Home Network flan) edit <AP S/N>
set admin enable
end
F::=RATINET

After you have configured the appropriate discovery method (if configuration is required), and you have
enabled CAPWAP, you can turn the AP and it will begin trying to discover the controller. To view the new AP,
click the Wi-Fi and Switch Controller > Managed FortiAPs. If the newly added AP is not visible, click the
Refresh.

After the FortiGate receives a discovery from an AP, you must authorize FortiAP to establish a CAPWAP
tunnel between an AP and FortiGate. This indicates to the controller that it is now responsible for the
management of the AP. When you authorize a FortiAP, it uses the default FortiAP profile that is determined by
AP model and applies a default configuration, based on the AP hardware.

Once a CAPWAP tunnel is established between the two devices, you will see a green checkmark beside the
listed FortiAP. It indicates that FortiAP can communicate with FortiGate and has received the initial
configuration.

You can also authorize discovered APs using the FortiGate CLI. However, you must authorize the APs one-
by-one, using the following commands:

config wireless-controller wtp
edit <AP S/N>

set admin enable
end
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Authorized APs

« Once an AP is authorized:
+ Change status of the AP
« FortiAP firmware upgrade
« Assign custom profile
» Restart

Wi-Fi & Switch Controller> Managed FortiAPs

+# CreateNew~ | # Edit @ Delete Refresh @ Deauthorize (8, Upgrade 1 /16 ManagedFortiAPs [ Radio
Access Point & Status Connected Via S510s. Channel Clients 05 Version FortiAP Profie
~ < & - Radio 1: None Radicl: 0 Radio 1:0 ¥ - n
FP3I20C3X14011268 @ Online oh 192.1685.102 - == Home Metwork (lan) Radio 2 None Radio? 0 Radio 2: 0 FPI20C-vé.0-baild0037 FAP320C-default : o
i 149 - it = ¢ Radio 1: &5 4339 (Main-Wifi) Radiol: 1 R . didcs J o Edit |
FPI20C3X14011287 nline ah 192.168598 - =2 Home Network (lan) Radio 2 & 4339 (Malr-Wifi Radics 44 FP3I20C-v6.0-budich J Mak »_ EditincLl
S 7 ) / Radio 1: & 6339 Main-Wifi Radiol: 11 s | |
FPIZ0CIN14011395 - 4 192168599 - 53 Home Network (lan) Radio2 & 6739 (Main WIR) Racha?: 44 FPIZD Ed0037 Mai{ B Delete | ©
& Drill Down to Details |
Green check mark shows AP authorized Default AP profile assigned e
wan . : cauthoriz
?" Shows AP is not Authorized S
Upgrade AP firmware & Upgrade
LED Blink
Assign Profile
Custom AP profile > ConnecttoCll |
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Once an AP is authorized, you can perform various tasks using the FortiGate GUI. On the Managed
FortiAPs page, you can:

» Change the status of an AP (authorized to deauthorized)

* Perform AP firmware upgrade

» Change assigned AP profile

* Restart FortiAP

» Telnet to FortiAP CLI to execute commands directly on the AP

You might also see the message “A new Firmware version is available”. This indicates that the FortiAP
version can be upgraded. You can right-click the FortiAP unit in the list and select Upgrade Firmware.
FortiOS will automatically find the appropriate firmware for the AP and upgrade it. This option requires you to
register FortiAP on the Fortinet support site and have a valid support contract.
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Wi-Fi & Switch Controller> Managed AP

Preauthorizing APs

New Managed AP
Serial Number
Name

Comments

State

WTPMode Normal

Wireless Settings

FortiAP Profile - &

B Override AP Login Password

Authorized Required fields

Cancel

FiERTINET

Pre-Authorizing AP using CLI

# config wireless-controller wtp

(wep) #|edit FR221c3x14006426)

new entry 'FP2Z21C3X1400642Z26' added

FortiGate (FP221C3X14006426) # get

wtp-id : FP221C3X14006426
index )

admin : enable

name

location

region

region=x : 0

region-y : 0

wtp-profile :
wtp-mode : normal

FortiGate will automatically
assign a default AP profile
based on the S/N of the AP

FortiGate allows you to preauthorize FortiAPs that will be added to your network. You must add all FortiAPs
manually, one-by-one, to FortiGate using the AP's serial number. After the preauthorized FortiAPs come
online and are discovered by FortiGate, FortiGate authorizes the FortiAPs automatically. FortiGate will
establish a CAPWAP tunnel to the FortiAPs and push the configuration to them, based on the assigned AP

profile.
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Provisioning APs

« There are two methods to configure settings
for an AP from FortiGate
« Apply an AP profile

« Accessible from GUI AP Profiles page or CLI p R S R N il . \

I AP Profile ;

# config wireless-controller wtp-profile i i
(wtp-profile) # edit <Profile name> i :

1 AP1 AP1 AP1 1

' @)

» On a Per-AP basis 1 N !
* You can override AP configuration for a specific AP \\_ . __ = ’

« Accessible from GUl Managed FortiAPs page
= Certain options are only available on CLI

# config wireless-controller wtp
(wtp) # edit <AP S/N>
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FortiGate automatically assigns a default AP profile to an AP when it is discovered and manually authorized.
Once a CAPWAP tunnel is established between a FortiGate and an AP, the FortiGate uses the CAPWAP
control channel to push all AP profile parameters to the AP.

You will likely want to assign an AP profile that is different to the assigned default, as you will have specific
channel settings or AP settings you will want to deploy.

It is important to note that you can assign an AP profile to one or multiple APs, but you cannot assign multiple
profiles on a single AP. All APs that use the same AP profile will all receive the same set of configurations
from the FortiGate.

For more flexibility and granularity, you can override the AP profile configuration on a per-AP basis. You must

still assign an AP profile to an AP, but you can modify the configuration on an individual AP basis using the
GUl or CLI.
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AP Profile

* All currently in use profiles viewable

* The FortiAP profile defines
management and radio settings for an
AP platform

+ AP profile platform determines which AP
model the AP profile applies to

= Each platform entry corresponds to a
specific AP model

+ FortiOS uses the AP profile to push SSID
configuration to APs

Wi-Fi & Switch Controller> FortiAP Profiles

a (==

Platform Comments | Ref
Genessl AP 11N

* You can create as many profiles as
you wish

* To see all AP hardware supported by
the controller, click View All Profiles
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To view and manage FortiAP profiles, click Wi-Fi & Switch Controller > FortiAP Profiles.

Only profiles are in use are shown. This includes the default profiles of any APs and profiles that have been
created.

When an AP is assigned a profile, that profile controls the management and radio settings used for the
channel setting, channel widths, transmission power level's, and, wireless networks broadcast.

Because there are many types of APs, there are many types of hardware in use. Each type of hardware may
require slightly different configuration settings, which requires that each type of AP has its own default profile
to define the scope of the settings allowed. By default, you will not see all of the available default profiles, to
see a complete list of profiles supported by the controller, click View All Profile. You will see default profiles
for all currently supported AP types.

You can create multiple profiles by creating new ones or cloning existing. You can have multiple profiles for

the same AP type, but each profile may specify slightly different configurations settings. When APs are no
longer using a profile, you can delete the unused profile. Default system profiles cannot be deleted.
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AP Profile

Wi-Fi & Switch Controller> FortiAP Profiles

* Profiles allow the configuration of:
« AP password o The AP hardware the
+ Administrative access to AP - ‘ profile applies to.
+ For each wireless interface 44 m
» Allowed radio channels —
* Allowed radio power
+ SSIDs that will be broadcast -
« The number and types of settings will - =
generally vary depending on the AP , = e —
platform ® e e wireless networks
+ Some APs will only have a single radio m ; fe IT:::,;?M"
+ Some APs will have different channels - = b‘:::::::;";;‘;ﬁﬂil
available, depending on the country setting ’ VAP/SSIDs.
Manual allows
o VAP/SSIDsto be
i selected.
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AP profiles control the various configuration options for access points and their radios.

Because the different AP models have different capabilities, one profile type can not control all of the different
AP models. Each profile will have different options depending on the capability, type and numbers of the
radios.

The AP profile is where you will decide which channels and power levels the AP will use when it is assigned
the AP profile. It also controls which wireless networks are broadcast on which wireless interfaces. For
instance, it will be possible to broadcast a network only on the 5 GHz interface by configuring it only on the
radio interface 2.

When the default Auto setting is selected, any existing tunnel mode VAPs/SSIDs are automatically broadcast
by this profile and any tunnel mode VAPs/SSIDs created after the AP profile is created will also be broadcast.
Manual gives full control over which precise VAPs/SSIDs are broadcast. The manual option is the only way to
broadcast a bridge mode VAP/SSID.

Changes to a profile will apply to all APs that are assigned that profile, and be applied immediately.
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Client Limit

* FortiOS supports limiting the number
of wireless clients based on: o
+ SSID

+ Limits the number of clients that can
connect to an SSID

abways -

+ AP
= Limits the number of clients that can ) . .
connect to an AP config wireless-controller wtp-profile
edit <profile name>
. Radio set max-clients <# of clients>

+ Limits the number of clients that can
connect per radio on an AP config wireless-controller wtp-profile

edit <profile name>
config radio-1
set max-clients <# of clients>
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There are three ways to limit the number of clients that can connect to a wireless network. You can limit the
number of clients that can connect to an SSID, or to an AP, or to a radio on an AP. Limiting the number of
clients that are associated on a radio or an AP can help increase the performance and more efficiently load-
balance wireless clients.

An SSID limits the number of clients that can connect to a wireless network, regardless of which AP they are
on. The limit applies this to all APs that are broadcasting the SSID. You can apply the client limit for an SSID
on the SSID configuration page on the GUI, or on the CLI in the config wireless-controller vap

settings.

Limiting the number of clients that can associate with an AP or radio will affect all SSIDs that are being
broadcast by the AP. It is important to note that some AP models have more radios than others and can
handle more traffic. When limiting the number of clients for an AP keep that in mind and make the
adjustments accordingly.

If an AP has more than one radio, you must make the changes on all radios. Otherwise, the AP will enforce

only the settings for a single radio and, as a result, you may see more clients associating with an AP. You
must make this change in the AP profile configuration using the CLI on FortiGate.
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Load Balancing AP HandOff

« AP hand-off works in two ways:
= |f the number of clients exceeds the maximum number of clients configured for an AP, the client
with the lowest RSSI value will be forced to join another AP
« RSSI value must meet the signal strength on the nearby AP

« If the number of clients is already at the defined threshold, new clients will be redirected to join the
least busy nearby AP

* Leastbusy nearby AP will respond to the client’s join request
» Enable or disable AP handoffon GUI

« Configure the threshold values on CLI

config wireless-controller wtp-profile
edit <profile name>
set handoff-sta-thresh 30 <— # of clients before AP handoff is initialed
set handoff-rssi 25 <— RSSI wvalue threshold
config radio-1
set ap-handoff {enable | disable}
config radio-2
set ap-handoff {enable | disable}

Must enable AP handoff for
each radio
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AP handoff is a load balancing method that is used by FortiGate to increase wireless performance and use
the resources on APs more efficiently. AP hand off is a way of load balancing wireless clients among
managed APs on FortiGate. If an AP is overloaded and the maximum number of clients is configured for an
AP or radio, FortiGate will drop the client that has weakest signals and connect the client to a nearby AP.

The RSSI value threshold defined in the AP profile is used when client tries to connect to the second AP. The
client’s signal strength must be equal to or more than the defined RSSI value on the AP. Signal strength is
determined based on the RSSI value—a higher RSSI value means better signal strength.

Handoff-sta-thresh defines the value after which the handoff protocol is initiated for new client.
FortiGate will instruct the least busy nearby AP to respond to the join request for any new client that tried to
connect to an overloaded AP, as long as the configured RSSI value condition is met. You must enable the AP
handoff feature on all radios on an AP.
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Load Balancing Frequency Handoff

+ Technique to encourage clients to use 5GHz if possible
= Clients that support 5GHz band will benefit from faster speeds and decreased interference
« Remaining clients on 2.4GHz will have reduced interference

+ Wireless controller uses probes to determine client band capability
- Uses a table to keep track of which client (MAC address) supports both bands
+ Also records RSSI value for each client on both 2.4GHz and 5GHz

* A new client will join 5GHz only if:
« FortiGate uses the table to check
* Clients supports dual band
+ RSSI value is strong on 5GHz

« If both of the above conditions are true, FortiGate will ignore client's requests to join on 2.4GHz
until client times out

+ Client will then attempt to connect to the same SSID on 5GHz and FortiGate responds to the
request

FiZ:ATINET

Frequency hand off is a band steering technique that FortiGate uses to encourage clients to use the 5GHz
frequency instead of the 2.4GHz. Clients that support the 5GHz frequency benefit from faster speeds and
decreased interference. This also benefits clients that do not support 5GHz, because there will be less
interference on 2.4GHz because of the reduced number of clients. FortiGate continuously probes the clients
to identify if they can operate on the 5GHz frequency. FortiGate maintains a table to track which clients
support both frequencies, and records the RSSI value, along with the other information for each frequency.

When a client tries to connect, FortiGate checks whether it can support 5GHz and, if so, how good the signals
are. If a client supports the 5GHz frequency and the signal is strong enough to connect, FortiGate will ignore
the client’s requests to join the network on 2.4GHz until the request times out. The client will then
automatically try to join the same network using 5GHz. FortiGate will instruct the AP to respond to the join
request and allow the client to connect.
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Fragmentation of Packets in CAPWAP Tunnels

+ CAPWAP tunnel overhead can increase packet size, which can result in
fragmentation

+ Fragmentation:
» Occurs when an IP packet is larger than the allowed MTU size

« Can cause issues such as data loss, latency, decreased throughput, and even the inability to
manage FortiAP

* To control CAPWAP packet fragmentation:

config wireless-controller wtp-profle
edit FAP321C-default
set ip-fragment-preventing {tcp-mss-adjust | icmp-unreachable}
set tun-mtu-uplink {0 | 576 | 1500}
set tun-mtu-downlink {0 | 576 | 1500}
end
end

* You can configure these settings at the AP profile level or AP level

FiZ:ATINET

CAPWAP tunnel overhead can increase packet, size which can result in fragmentation. Fragmentation occurs
when an IP packet is larger than the allowed MTU size. Fragmentation can cause issues such as data loss,
latency, decreased throughput, and, in some cases the inability to manage FortiAPs.

One of the solutions to this problem is to control the packet size on the managed APs. You can decrease the
MTU size for CAPWAP tunnels by modifying the uplink and downlink tunnel MTU size in the AP profile
configuration on the CLI. You can also override this setting for a specific AP, instead of modifying it, using the
AP profile.

In a LAN environment, fragmentation is not likely to be an issue due to the nature of the infrastructure.

However, remote based APs could suffer fragmentation where different WAN link configurations are used in
between the AP and the FortiGate.
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SSIDs

In this section, you will learn how to configure and broadcast SSID on FortiOS.

Secure Access 6.2 Study Guide 300



Integrated Wireless

DO NOT REPRINT

EORTINIET
TN TITINL ]

SSID Traffic Mode

* Tunnel mode
» Default SSID mode
« Wireless traffic is tunneled to FortiGate using CAPWAP data channel
* Dedicated subnet for wireless network
» Requires separate firewall policy for SSID subnet

+ Bridge mode
+ FortiAP forwards wireless traffic to its Ethernet interface directly
« Wireless and wired stations can share the same Layer 3 network
= Wireless traffic will be subject to same firewall policies as FortiAPs broadcasting the wireless
network
+ Wireless mesh
+ Backhaul SSID used by APs to create a mesh network

FiZ:ATINET

You can configure three types of SSIDs on FortiGate: tunnel mode, bridge mode, and wireless mesh.

By default, tunnel mode SSID is selected when you define an SSID on FortiGate. In this mode, all traffic within
CAPWAP DTLS or non-DTLS tunnels is sent to FortiGate before it is allowed on the LAN or the Internet.

There are two main advantages to using this mode:

+ Traffic is subject to firewall policies and security threat scanning. Traffic must go through a security
profiles inspection and firewall policies examination before it is placed on the egress interface. This
ensures that all security threats are addressed before a device is given access to internal or external
resources.

« Trafficis processed at the session level. This gives FortiGate complete visibility of user and device
activities on the network. FortiGate can track and log user activities and control access at the user level.

In local bridge mode SSID, wireless traffic is bridged directly to the local LAN that the AP is connected to. This
mode is useful when deploying APs at remote locations that connect to a wireless controller over a WAN link.
To ensure all traffic is scanned for security threats, consider deploying smart-series APs in this type of
deployment.

Wireless mesh SSID is used strictly as a backhaul SSID to connect to the root AP in a mesh deployment.
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Tunnel Mode

* Pros .
= Central place to enforce security Security
+ L3 traffic segmentation @@@

- Cons BB

+ FortiGate must be sized according to

traffic
« If controller goes down, wireless network >
goes down FortiSwitch FortiGate FortLAutlhenticator
POE A WLAN
) g
- Access
r/\__é_ﬂ'\ Points
B ) | «— Data
< | «— Control
+— |nternet/Auth
FiZRTINET

By default, tunnel mode SSID is selected when you define an SSID on FortiGate. In this mode, all traffic within
CAPWAP DTLS or non-DTLS tunnels is sent to FortiGate before it is allowed on the LAN or the Internet.
There are two main advantages to using this mode:

« Traffic is subject to firewall policies and security threat scanning. Traffic must go through a security
profiles inspection and firewall policy examination before it is placed on the egress interface. This ensures
that all security threats are addressed before a device is given access to internal or external resources.

+ Traffic is processed at the session level. This gives FortiGate complete visibility of user and device
activities on the network. FortiGate can track and log user activities and control access at the user level.
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Tunnel Mode—Split Tunneling

* Applies to APs deployed remotely or
managed by FortiAPCloud

S
+ By default, all traffic from the remote FortiAP
is sent to the FortiGate Wi-Fi controller

+ When split tunneling is enabled local traffic is
sent to a local gateway, and FortiGate is not

overloaded with unnecessary traffic Ifepht imneling

is enabled

Access
Points o
// \.\

Remote FortiGate

@ ——S— N

= %\EQ /

FortiSwitch
" POE
s Jﬂ

FiERTINET

Local FortiGate

+— Data
<«— Control
«— |nternet/Auth

By default, all traffic from the remote FortiAP is sent to the FortiGate Wi-Fi controller. If split tunneling is
configured, only traffic destined for the corporate office networks is routed to FortiGate. Other general Internet
traffic is routed, unencrypted, through the local gateway. Split tunneling eliminates loading the FortiGate with
unnecessary traffic and allows direct access to local private networks at the location of the FortiAP, even if the

connection to the Wi-Fi controller goes down.
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Cor#@hring Split Tunneling

config system global ‘ Show split

set gui-fortiap-split-tunneling enable tunneling option in
end | GUI

config wireless-controller vap
edit <vap name>

Enable split tunneling 2 ;
foran SSID set split-tunneling enable
end
Tunnel: Split tunneling ACL list traffic will be tunnel
7 : Local: Split tunneling ACL list traffic will be local
config wireless—-controller wtp NATed

edit <wtp name>
set split-tunneling-acl-path {local | tunnel}

set split-tunneling-acl-local-ap-subnet enable
config split-tunneling-acl

: Automatically adds the
edit 1 local subnet of FortiAP to
set dest-ip 192.168.0.0 255.255.0.0 the split-tunneling ACL

next

end

FZERTINET

To enable split tunneling, you can use the CLI command shown on this slide. You can enable the option to

show split tunneling on the GUI. Split tunneling is enabled on a per-SSID basis. However, split tunneling ACLs
must be defined on the FortiAP profile or override settings on a per AP basis. When split-tunneling-

acl-path is setto 1ocal, you can define subnet(s) where traffic will remain local, instead of being tunneled.

If split-tunneling-acl-path is setto tunnel, split-tunnel-acl defines subnet(s) that will be
tunneled back to the controller.
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Bridge Mode

* Pros

Both wired and wireless stations
can be in same subnet

Potential 1Gbps or more (if using
link aggregation on supported
APs) LAN throughput per FortiAP

+ Cons
Security profiles are only available

with FAP-S
Limited VLAN pooling options

FiERTINET

Security

S
CeLC)

.

I FortiGate
NGFW/UTM
——

FortiSwitch
POE

- .

(&

ol

FortiGate FortiAuthenticator
WLAN ‘)))

WLAN can be local
or remote

Access
Points

+— Data
H <«— Control
«— |nternet/Auth

In local bridge mode SSID, wireless traffic is bridged directly to the local LAN that the AP is connected to. This

mode is useful when deploying APs, at remote locations, that connect to a wireless controller over a WAN
link. To ensure all traffic is scanned for security threats, consider deploying smart-series APs in this type of

deployment.

Local traffic is switched at FortiSwitch, but CAPWAP control traffic still goes to the wireless controller.
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Bridge Mode—Security Profile Support

* Only available in bridge mode deployments
* Available on FAP-S series APs

+ |deal for remote deployments
+ Can also be used in complex networks

+ Supports FortiGate and FortiCloud
deployments

s E Centralized controller

« Supported profiles:

.« AV
. IPS
« Web filtering
« App control f’@« @) @) (@)
* Requires a separate FortiGuard subscription oficer. Oz ot o
per AP
FI:ATINET

If a bridge mode SSID is configured for a managed FortiAP-S (or smart FortiAP), you can add a security
profile group to the wireless controller. This configuration allows you to apply the following security profile
features to the traffic over the bridge SSID:

» Antivirus (including botnet protection)

* Intrusion prevention

» Application control

+ Web filter

This is supported only in bridge mode. A tunneled SSID's traffic will be inspected by FortiGate, as usual.
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Security Profiles Support—Bridge Mode Only
= TEn ' a
w‘ﬂ&mcmlerbsecuﬂtmeﬁ[es config wireless-controller utm-profile
— edit "Wi-Fi-default"
N Sev Brbe v set comment "Default configuration for offloading Wi-Fi traffie.”
met utm-log enable
o set ips-sensor "Wi-Fi-default” AT 5
= © cisbies szet application-list "Wi-Fi-default” Defauusecunty
s © [T @ ok set antivirus-profile "Wi-Fi-default” pmﬁhgmup
zet webfilter-profile "Wi-Fi-default”
ity Prefin set scan-botnet-connections monitor
Aniing [ =B ~ FERwA - T
Wk Filter © BT witroetault - and
Appication Contret @€ [0 wih-catautt - L 4
Intrussion Prevention @0 [0 wit-default -
Wi-Fi & Switch Controller> SSID
Local Standalone @ L &}
Local Authentication @
Client Limit per Radio »
Creaheaecumy Apply security Multiple Pre-shared Keys (B
profile group profile group to Schedule @ (@ always -
an SSID Block Intra-SSID Traffic (B
Optional VLAN ID 0
Security profile group © | B2 WiFiSecurityProfile -
i
Broadcast Suppression @D | ARPs for known clients x
FiZ:ATINET 30

You can create a security profile group and the apply it to an SSID. You cannot apply individual security
profiles to an SSID, like you can with firewall policies.

FAP-S gets security profile updates from FortiGuard by a FortiGuard subscription.
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Configuring Tunnel SSIDs

Wi-Fi & Switch Controller> SSID > Create New SSID

« SSIDs are created as tunnel, bridge, or
mesh: LR A

« Traffic mode cannot be changed s

+ Interface Name cannot be changed : '

* Tunnel SSID is treated as a separate Tunnel SSIDs require
virtual interface: i S G Hefa e v?
» |P/Network Mask is required Pa—

+ Appropriate firewall policy needed IKI DHCP [P can be
 DHCP services can be supplied using N — iﬂ%ﬂ";f;’,mfm’:
FortiGate DHCP server or relay to e ——— DHCP Server
another third party DHCP server : o

el bty MAL A o Aesg ¥

FiERTINET

After you create the SSID, you cannot change the mode or interface name.

Tunnel SSID is treated as a separate virtual interface on FortiGate. Because of this, you must configure the IP
address, mask, and an appropriate firewall policy before clients can connect to the tunnel SSID and pass
traffic.

You may want consider adding administrative access services, depending on your requirements.

Clients attaching to tunnelled SSID will require an IP address. This can be supplied by enabling the onboard
DHCP server and either enabling a local scope or enabling DHCP relay to another third-party server.
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Configuring Bridge SSIDs

* Bridge mode has many fewer options
* No requirement for IP or policy

+ Options to allow clients to connect or
stay connected in the event of
controller outage

= Available only bridged networks

FiERTINET

Wi-Fi & Switch Controller> SSID > Create New SSID

Interface Name  BridgeSSID
Asiss BridgeSSID

Type W) SSIE

Traffic Mode @ #4 Tunnel m L

WiFi Sattings
SSID

Security Mode
Pre-shared Key @
Local Standalone @
Local Authentication @

Chenit Limit

"R RF

Muiltiple Pre-shared Keys
Schedule 0

Block Intra-55ID Tratfic »
Optional VLAN ID

Security profile group »
Broadcast Suppression (T

Filter clients by MAC Address
RADIUS server »
VLAN Poofing »

Traffic Shaping

Outbound shapirg profile (0

Status

Comments

fortinet

WPAZ Persanal

]

ARPs for known clents.

DHCP unicast
DHCP uplink

+

When creating SSIDs

the controller defaults

to tunnel mode, select
the Bridge option

Control how clients are
treated when controller
is down or unreachable

Bridge modes SSIDs are significantly easier to configure because they simply bridge the wireless traffic to the

local Ethernet interface.

Additional options that you will see here control what happens to the wireless connection, if the FortiGate
wireless controller becomes unavailable. There are options to allow clients to connect and authenticate

locally, in the event the controller becomes unavailable.
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Bridge Mode—Local Standalone

* Authentication and traffic handled by FortiAP
* |deal in a distributed network
« Can survive a controller outage

Wi-Fi & Switch Controller> SSID

Edit Interface

Interface Name  551D1
Alias
Type WIFi 551D

TrafficMode @ 2% Bridge

Supported on Tags
WPA2 and WPA3 © Add Tag Category
personal
WIFi Settings
551D Remote
Security Mode WPAZ2 Personal =

Presharediey 8 | sessssss -

Local Standalone @ [ 8

Local Authentication @

FiERTINET

The wireless controller, or the connection to it, might occasionally become unavailable, especially, when
FortiAPs are deployed remotely or over a congested network. During such an outage, clients already
associated with a bridge mode FortiAP device can continue to have network access. Optionally, the FortiAP
device can also continue to authenticate users, if the SSID meets these conditions.

Authentication and traffic is handled by FortiAP, regardless of the connection status between FortiAP and
FortiGate.
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1D éecurity Modes

FortiGate wireless controller supports:

« WPA2
~ Enter the narme of the network. ter tl name of the networl
+ Preshared keys (WPA2 personal or PSK) S e e eer st 0 v kst R

+ 802.1X (WPA2 enterprise RADIUS) Natwork Narme
« WPA2 personal + captive portal e

Passwary d
. WPA3 BOZ.AN: | Awtomatic sl Show password

¥ Remember this netwark
+ Passphrase (WPA2 SAE or WPA3-
personal) === Cancel ) _Shaw Netwarks Cancel
« WPA3 SAE transition (passphrase and
WPA2-PSK)

+ 802.1X (WPA3 enterprise RADIUS)
» Captive portal s ety ettt o et
+ OSEN ro—

Password:

- Network Name:  Wifidcoess
Security. | WPA2 Personal

User Name

¥ Remember this network

F:Z:RTINET

Authentication Required

FZERTINET

Secure Access 6.2 Study Guide

Configuring the profile requires the setup of the security mode. Security modes are settings for client
authentication and traffic encryption between the wireless client and the AP. Remember, wireless is a shared
medium, so there are even more vectors of attack than for wired connections. The FortiGate wireless
controller supports multiple authentication methods:

» Username and password (WPA2/WPAS3 enterprise or captive portal)

* Preshared keys (WPAZ2 personal)

+ Simultaneous Authentication of Equals (SAE)

Alternatively, if you need to provide guest access without authentication, you can use captive portal as the
security mode and disclaimer only as the portal type. Here is a complete list of supported formats:
» Captive portal — user authentication only, no encryption.

+ WPA2 personal

+ WPA2 personal with captive portal

+ WPAZ2 enterprise - RADIUS based user authentication

+ WPAS3 enterprise - RADIUS based user authentication

+ WPAS3 SAE or officially referred to as WPAS3 personal

* WPA3 SAE transition

» Completely unencrypted and unauthenticated

+ OSEN

WPAS3 SAE transition mode is a temporary stepping stone that allows support of both WPA3-SAE and WPA2-
PSK on the same SSID. The older WPA standards (based on TKIP) are no longer supported. The open
network option will only be available if enabled in feature visibility.
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Wireless Settings

Some options in wireless settings apply only to certain security modes
Depending on which security mode is enabled, FortiGate will enable or disable GUI

options

Wi-Fi & Switch Controller> SSID Wi-Fi & Switch Controller> SSID

WiFi Settings WiFi Settings

SEID fortinet S5ID fortinet

Security Mode WPAZ Personal - Security Mode [ wraz Enterprise -
Pre-shared Key @ Client Limit »

Client Limit > Authentication [l RADIUS Server

Multiple Pre-shared Keys (B At

Broadcast 5510 [ &} Broadcast 5510 o

Schedule @ ahways - Schedule € abways -

Block Intra-5510 Traffic (O Block intra-5510 Traffic

ARPs for known clients
DHCP Uplink x
+

»

Broadcast Suppression @) | ARPs for known dlients x Broadcast Suppression 4D

DHCP Uplink x
*

Filter clients by MAC Address Filter clients by MAC Address

RADIUS server » RADIUS server »

Local > Local >

VLAM Poaling € » VLAM Pooling >
FiZ:ATINET

It is important to note that, depending on the settings configured, FortiGate will hide or display applicable

settings on the GUI automatically. For example, if WPA2 personal security mode is selected, FortiGate will not

display the option to configure authentication. This also applies to options such as local authentication,
multiple preshared keys, and so on, that are available only for the WPA2 personal option.
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point of view

User1
b SSID: Corp Wi-Fi
B8 Shared Key: passphrase

User2
35D Corp-Wi-Fi
Shared Key passphrase

User3

b SSID: Corp-WiiFi
8l Shared Key: passphrase

FZERTINET

WPAZ2 Personal

Q)

S5ID: Corp-Wi-Fi
Authentication: WPA2-Personal
Shared Key: passphrase

+ All users and devices share the same static passphrase

« If a user leaves or device is lost, for security reasons, the shared key must be
changed, and every AP and client device will need to be reconfigured

+ Key length and complexity of the passphrase is extremely important from a security

Wi-Fi & Switch Controller> SSID

WiFi Settings

SSID

Security Mode
Pre-shared Key ©

Client Limit ©

Multiple Pre-shared Keys O

FirtiwiFi
WPA2 Personal -
LA L L L AL L .

10

WPAZ2 security with a preshared key (or passphrase) for authentication is called WPA2 personal, but is also
refereed to as WPA2 PSK. This key is static and common to all clients that connect to this SSID and utilizes

the AES 256bit encryption to secure data in-flight.

WPAZ2 and particularly WPA2 PSK, have been the mainstay of wireless encryption for over 10 years and have
proven to be effective; however, it is not without limitations.

WPAZ2 personal can work well for home use or a small group of trusted people in a small business. But, as the
number of users increases, it is difficult to distribute new keys securely and there is increased risk that the key
could fall into the wrong hands. Even if keys are preinstalled on devices it is often possible to recover the key,
allowing end users to simply hand out the key to other people.

Key complexity is also a critical component of PSK security. WPA2 wireless traffic can be captured and

analyzed offline. During offline analysis, traffic can be subjected to brute force attacks and dictionary based
attacks in which the key can be derived. How easily the key can be derived depends on the complexity and
length of the key or passphrase and the computational power available to the attackers. Simple, short keys
are more easily compromised.

Once a key is compromised, it is time consuming and disruptive to change that key across the many devices

that might have it.
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+ WPA2-PSK only

User1
[5,] SSID: Corp-Wii-Fi
Shared Key H@ppo@t

User2
- SSID: Corp-Wi- F|
Sha ed Key:ChuckNOmS

User3

b SSID: CorpWiFi
Shared Key: RXYskgi?

FiERTINET

Multiple Preshared Keys

SS8ID: Corp-Wi-Fi
Authenllca!laﬂ WPA2-MPSK
- H@ppc@!

Userd: RXY pclz )

* Multiple user profiles can be linked to a single SSID
* Number of maximum multiple pre-shared key allowed per SSID depends on the size of FortiGate

Wi-Fi & Switch Controller> SSID

WiFi Settings

SSID FirtiWiFi
Security Mode WPA2 Personal
Pre-shared Key @ sssssses
Client Limit >

I Multiple Pre-shared Keys (,I

Default Client Limit Per Key (B

* Create New &

Name Pre-shared Key Client Limit Comment

Userl sessssss Default Guest
User? ssssssss Default BYOD
Userd sesessss Default Printer

1 /1 [Total: 3]

As an extension to the original PSK standard, it is possible to enable multiple PSKs for a wireless network.

This allows multiple keys to be used to allow access to the network, making key management easier, because
all users and devices have unique credentials. If a user leaves or a device is lost, the multiple preshared keys
credential is simply changed for that one user or device.

The number of PSKs allowed depends on the specification of FortiGate. It is also possible to limit the number

of devices that use any MPSK.

Currently, MPSK is available on only wireless networks that allow WPA2-PSK authentication.
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Preshared Key Passphrase Recommendations

WPA2-PSK
* Length

« Must be af least 12 characters long
+ Longer the better

+ Complexity
» Mix of upper case, lower case, and numbers

* Ease of use
= Three random words and numbers at the end

+ Some loT devices may not support special characters
WPA3-PSK

+ WPA3 now supports natural password selection

+ Still recommended to adopt a complex passphrase

FiZ:ATINET

WPAZ2 preshared key is still widely used when it comes to deploying wireless networks. Due to its ease of
use, preshared keys can be easily distributed to the wireless users. However, it is important to note that length
and complexity of preshared keys can greatly increase the security of a wireless network

WPAZ3 has improved the security, however, it is still best practice to adopt a complex passphrase with the
same recommendations as WPA2.

Here are some of the things to keep in mind when creating a preshared key or passphrase:

* Length
+ For WPAZ2: the pre-shared key length is enforced in FortiOS 6.2.1 to be at least 12 characters long
* Longer is better
» Complexity
+ Use a mix of upper case letters, lower case letters and numbers. Some loT devices do not support
the use of special characters
+ Ease of use
+ Itis easier to remember three random familiar words and numbers than a complex randomly
generated key, for example:
WhiteCloudSky2# is easier to remember and type than zndn9xgduygm6Rf
» Both passphrases consist of 15 characters and both would take millions of years to calculate using
a brute force approach. A dictionary attack would potentially make the first password marginally
more insecure, but still take an inordinate amount of time to find as using three or more chained
words rapidly increases the complexity.
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WPA2 Enterprise

+ WPAZ2 enterprise is more secure form of WPA2 security

« Each user has their own credentials that are verified through an authentication
server

+ WPA2 enterprise uses advance encryption standard (AES)

Wi-Fi & Switch Controller= SSID

WIFi Settings

SSID fortinet

Security Mode WPA2 Enterprise v I
Client Limit O | 10

Authentication [IGI=18 RADIUS Server

FiZ:ATINET

WPAZ2 enterprise is a more secure form of WPA2 security, but it can require additional infrastructure in the
form of an AAA server. Each user has its own authentication credentials, verified through an authentication
server, usually RADIUS. This allows access control on a per user basis, unlike PSK which allows anyone with
the key to connect.

A benefit of using a FortiGate is that FortiOS can also authenticate WPA2 enterprise connections through its
built-in user group functionality without the need of an external RADIUS server. This makes an excellent
alternative to PSK, alleviating the limitations of PSK networks while adding little additional complexity, outside
of adding users to the internal database. One downside to this approach is that many loT and home use
devices do not support, or perhaps do not properly work with, WPA2 enterprise networks, because support for
WPAZ2 enterprise is not mandated in any wireless standard.

FortiGate user groups can include RADIUS servers and can select users by RADIUS user group. This makes
role-based access control (RBAC).

As with WPA2-PSK, WPA2 enterprise encrypts in flight communication using Advanced Encryption Standard
(AES). As there is no static key to attack, it is harder to penetrate an enterprise encrypted network. However,
as the years have gone by, there are more and more potential vectors of attack appearing, making the move
to the new WPAS3 standards an increasing priority.
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WPA3

* Addresses a number of known WPA2 vulnerabilities (including KRACK)

« Enforces management frame protection

« Simultaneous authentication of equals (SAE)
- Based on Dragonfly Key Exchange RFC 7664

= More resilient password-based authentication for users choosing passwords that fall short of
typical complexity recommendations

« SAE strengthens the security that mitigates dictionary attacks by introducing a secure handshake
* Operating system, wireless card driver, and hardware upgrades likely required
* Only certain AP hardware supports WPA3

Wi-Fi & Switch Controller> SSID

WiFi Settings
SSID wpald
Security Mode WRPA3 SAE -

SAE Password

FZERTINET

FortiOS 6.2 supports WPA3. WPAZ2 is the first major update in wireless security since WPA2, 14
years before. WPA3 addresses multiple vulnerabilities that affected previous version of WPA.

WPAS features SAE, which provides more resilient password-based authentication for
passwords that fall short of typical complexity recommendation. SAE strengthens the security of
the wireless network against dictionary attacks, since it features a secure handshake method.

WPAZ3 also supports management protection that now identifies that frames coming from APs.
This allows the clients to continuedly verify the identity of the frames that are used to connect
and roam around a wireless network, making historical man-in-the-middle attacks substantially
harder.

WPAS3 is the future of wireless security; however, any new standard can take time to be adopted.
It is very likely that significant client upgrades will be required to support the new standard,
including operating systems, drivers and, potentially hardware. Some hardware may never
support WPAS. It should be noted that not all FortiAPs will support WPAS3. Refer to the AP
datasheets for WPA3 compatibility.

Advertising a WPAS3 only network could mean that a large number of clients may not be able to
connect. For PSK/passphrase networks it is possible to advertise as a wpa3-sae-transition
network. This allows both WPA2 and WPAS3 keys/phrases to be used at the same time, make
the support and migration of clients substantially more straightforward. Obviously, the network
will only be as secure as its weakest link, in this case, WPA2 security.
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Released
Encryption

Session Key Size

Handshake Protocol

Security Modes
Data Integrity
Protected Management Frames
Vulnerable to Krack

Vulnerable to offline Dictionary attacks

FiERTINET

How is WPA3 Different?

2004 2018
Advanced Encryption Standard (AES) AES-GCM encryption & Elliptical Curve
With CCMP standard Cryptography of CNSA Suite B.
128-bit 192-bit

Uses Simultaneous Authentication of Equals
(SAE), also known as Dragonfly Key
Exchange,
with Forwards Secrecy feature
WPA3 Personal: 128-bit SAE
WPAZ3 Enterprise: 192-bit SAE

Pre-Shared Key (PSK) exchange protocol

WPAZ2 Personal: Pre-Shared Key (PSK)
WPAZ2 Enterprise: IEEE 802.1X (RADIUS)
CBC-MAC having 64-bit Message Integrity

Code (MIC) Secure Hash Algorthm-2 for each input

Available since 2018 Mandatory
BIP-CMAC-AES-128 BIG-CMAC-256
Yes No, due to SAE exchange

Blocks authentication after a certain number

e of failed login-in attempts

This chart shows differences between WPA2 security mode and WPAS3 security mode.
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Captive Portal

+ Mostly used for guest network access

+ Used as a landing page when accessing resources on a network
+ Disclaimer
+ Authentication page
+ Terms of use
+ And soon

+ System grants user access only after the user accepts disclaimer or successfully
authenticates using captive portal

+ Can be applied to tunnel and bridge mode VAPs/SSIDs

FiZ:ATINET

The captive portal is used as a landing page after a user connects to a network. This is mostly used for guest
access and networks that require a disclaimer. You can also authenticate your users on a captive portal page
that requests the user's name and password. Until the user authenticates successfully, the authentication
page is returned in response to any HTTP request. After successful authentication, the user accesses the
requested URL and can access other web resources, as permitted by security policies. Optionally,

the captive portal itself can allow web access to only the members of a specified user group.
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Captive Portal Types

* Three types of captive portal:
= Authentication: Users will be prompted to supply login credentials

« Disclaimer + Authentication: Users must accept a disclaimer and authenticate using valid
credentials

+ Disclaimer Only: Users will only need to accept disclaimer page—local only

Wi-Fi & Switch Controller> SSID

WiFi Settings I

ssiD fortinet Enables captive portal
Security Mode Captive Portal 4

Client Limit »

Portal Type Disclaimer + Authentication | Disclaimer Only

Authentication Portal External

User Groups +

Exempt Sources + Assign local user groups that will
Exempt Destinations/Services + be used for authentication
Customize Portal Messages Login Page

Redirect after Captive Portal Specific URL

FiERTINET

There are three types of captive portals that you can enable on an interface: authentication, disclaimer with
authentication, and disclaimer only.

+ Authentication: Request users to authenticate before they are allowed access to network.

» Disclaimer with Authentication: Presents users with a disclaimer page and an authentication page. The
user must accept a disclaimer and authenticate successfully in order to get network access.

+ Disclaimer Only: Presents users with a disclaimer page. In this case, users do not have to authenticate
using a username and password. They will be allowed to access the network after they accept a disclaimer
page.
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Captive Portal

* Authentication portal types:
« Local: FortiGate will present the user with login page and process authentication requests

« External: FortiGate will redirect the users to an external URL. External captive portal server is
responsible for presenting the user with login page and validate authentication.

Wi-Fi & Switch Controller> SSID

Portal Type PG EN NGO Disclaimer + Authentication  Disclaimer Only | Enables captive portal

Authentication Portal Local

https:/ffac.trainingad.training.lab/guest:

Authenticated users must be part

User Groups B guest.portal x &
4 of the specified group
Exempt Sources +
Exempt Destinations/Services & FortiAuthenticator x
& WindowsAD x

+

Redirect after Captive Portal (el EIREL T Specific URL

FiERTINET

After you select Authentication in the Portal Type, select Local or External in the Authentication Portal
field. If you select Local the FortiGate built-in portal page is used. All the portal configuration including, the
web page that is presented to the users as a landing page, are hosted on FortiGate.

To use external captive portals, select External in the Authentication Type field and enter the FQDN or IP of
the external captive portal server. In this case, FortiGate will redirect the users to the specified server
address. Once the user meets the requirements of the external captive portal server, FortiGate will allow user
access based on the firewall policy configurations.
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Captive Portal—Exempt Destinations/Services

« Exempting captive portal traffic
= May have to exempt traffic for captive portal authentication
Wi-Fi & Switch Controller> SSID

| Portal Type GOl Disclaimer + Authentication  Disclaimer Only
| Authentication Portal Local

https:/fac.trainingad.training.lab/guest Select : al
| User Groups B2 guest.portal x S=e captwe |2 Z2nd

o address object

| Exempt Sources *

= FortiAuthenticator x
= WindowsAD x

Original Request

Policies and Objects > IPv4 Policy

[E ¥ Guest01 (Guest-Access) — i port3 @

Exempt Destinations/Services

| Redirect after Captive Portal Must have a corresponding

firewall policy in place

internal & FortiAuthenticator [ always @ ALL + ACCEPT @ Disabled 10 UTM 46,97 kB

= WindowsAD

= all

FiERTINET

By default, FortiGate blocks all traffic from users behind an interface that has the security mode set to captive
portal. All HTTP traffic is redirected to the captive portal page and other traffic is blocked. However, there is an
option to exempt certain traffic to flow through FortiGate without fulfilling captive portal condition(s) (disclaimer
and/or authentication).

If you are using an external captive portal server, you must configure a firewall policy and exempt web traffic
to the external captive portal’s ip address. You can exempt destination IP addresses and services on the
SSID or interface configuration page. Add the address objects of the destination(s) that you want to exempt in
the Exempt Destinations/Services section. Just selecting and applying the address object and selecting the
services is not enough to allow the traffic to pass through FortiGate. You must also have a corresponding
firewall policy in place to allow the pinhole traffic to pass the through FortiGate.

Therefore, this is a two-step process:

1. Inthe Exempt Destinations/Services section, select the destination and services on the SSID or
interface configuration page.

2. On the captive portal interface, create a firewall policy to interface where the external captive portal server
is located. You do not have to specify destination objects on the firewall policy.

You can also specify the source the IP addresses that you would like to exempt from the captive portal. This
can be useful for devices that are unable to accept captive portal conditions using HTTP/HTTPs but require
an Internet connection. For example, a printer might need to access the Internet for firmware upgrades, and
SO on.
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Applying SSID

« An AP profile will broadcast all tunnel SSIDs configured at a FortiGate automatically
when set to Auto

+ To broadcast only select tunnel SSIDs or any bridge mode SSIDs, use the Manual
option in the AP profile or at the AP level

[Edtrortiapprofie 1

APLopnPassword @ Set JEERIEESEUEEEY Set Empty

Mode Chsabled RS RRTE Dedicated Monitor

Freguency Handoft AP Handott

24GHz | BO21lnfgh =

==
o [N Apply SSID on the radio
&4 Student01 [Student(1) * setllrlgs in AP pmﬁ|e

FiERTINET

Before an SSID is used, you must apply it to an AP profile so that APs can broadcast information for clients to
connect to. If you do not apply the SSID to an AP profile, it will remain as a configuration on FortiGate, but
FortiGate will not push it will not push to APs. APs must receive the SSID configuration from FortiGate before
they can broadcast it. By default, AP profiles are configured to automatically inherit all SSIDs in a tunnel mode
configuration and push them to APs. However, you must manually select SSIDs in bridge mode in the AP
profile.

Secure Access 6.2 Study Guide 323



Integrated Wireless

DO NOT REPRINT

EORTINIET

o
Dynamic VLANs—Enterprise RADIUS Authentication
« The dynamic VLAN option is Wi-Fi & Switch Controller> SSID

available when using enterprise R
security mode with RADIUS o - ;
authentication in the GUI T TP ;
* RADIUS server must send the Clenttm .
following attributes: e g :
+ |[ETF 64 (tunne! type)— Dynamic VLAN assignment (B
Set this to VLAN schedule @ always B
« |IETF 65 (tunnel medium type)— sl
Set thls to IEEE 802 :'p:::::::u:;l’islﬂﬂ O iRF‘s!or known clients x
« |[ETF 81 (tunnel private group ID)— OHCP Uplink x
Set this to the VLAN ID . >
« Can optionally send: RADIUS server >
+ Fortinet-Group-Name e >
FiZ:ATINET

The option to add dynamic VLANs to SSID is available on FortiGate in both tunnel and bridge mode. You can

apply dynamic VLAN to SSIDs in which WPA2 Enterprise or WPA3 Enterprise have been selected in the
Security Mode drop-down list, and RADIUS Server has been enabled in the authentication field.

The RADIUS server is responsible for sending all the required attributes after a successful authentication. The

RADIUS server must send the following attributes to the FortiGate:

* |ETF 64 set it to VLAN-This attribute tells FortiGate that VLAN information is attached to the RADIUS
response.

» |ETF 65 set it to IEEE 802—This attribute tells FortiGate that the IEEE 802 attribute is attached to the
RADIUS response.

+ |ETF 81 set it to VLAN ID-This attribute tells FortiGate to attach the user to the specified VLAN ID
interface.

The RADIUS server can then pass back the following optional attributes as part of the RADIUS accept
response

* Fortinet-Group-Name attribute
* Filter-ID

* Tunnel-Type

*  Tunnel-Medium-Type

*  Tunnel-Pvt-Group-ID

You must configure all the VLANs on FortiGate along with corresponding firewall polices.
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* |t is also possible to dynamically
assign a VLAN and firewall group

* The following RADIUS attributes are
added during RADIUS MAC
authentication:

= Called Station Identifier
« NAS IPv4 Address

« NAS Identifier

« NAS Port Type

* The RADIUS server can then return:
» Fortinet-Group-Name attribute
« Filter-ID
« Tunnel-Type
* Tunnel-Medium-Type
» Tunnel-Pvt-Group-ID

FiZ:ATINET

Dynamic VLANs—MAC RADIUS Authentication

Wi-Fi & Switch Controller> SSID

config wireless-controller vap
edit “RADIUSMac"
set dynamic-vlan enable
next
end

Additional CLI
configuration
required if
dynamic VLANs
are to be used

It is also possible to add dynamic VLANs to a non-enterprise network. Traditionally, open or preshared key
networks did not allow for the dynamic allocation of VLANs. But, MAC filtering using RADIUS, it is now makes
it possible to pass back the following attributes to the RADIUS server when authenticating clients using their

MAC addresses:

» Called Station Identifier
 NAS IPv4 Address

* NAS Identifier

* NAS Port Type

This allows the RADIUS server to authenticate a device using its MAC address and a pre-shared key,
resulting in two factors of authentication. The RADIUS server can then pass back the following optional
attributes as part of the MAC authentication RADIUS response:

* Fortinet-Group-Name attribute
» Filter-ID

* Tunnel-Type

* Tunnel-Medium-Type

*  Tunnel-Pvt-Group-ID

This allows the client to assigned a VLAN and a Fortinet group name attribute to allow dynamic VLANs and

dynamic firewall policies.
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loT Device Segregation

Many Internet of Things (IoT) devices are difficult to control due to limited wireless
authentication support

RADIUS MAC authentication now allows:

+ A single preshared key network to support multiple device types
« Maximizes wireless network efficiency

+ Two factor authentication: PSK or MPSK and MAC address

« Optional application of firewall polices based on MAC address

+ Optional VLAN assignment based on MAC address

* Ability to optionally park other clients and apply default VLAN and firewall policy.

FiZ:ATINET

Many simple IOT devices are not capable of supporting a full WPA2-Entrprise supplicant. Many smart plugs,
thermostats and other wirelessly connected devices support connection to a wireless network using a
preshared key. While this level of security may be sufficient for small home-based networks, in enterprise
environments with many devices, using only a single preshared key can be a significant.

In an attempt to control loT devices, enterprises will often publish multiple preshared key wireless networks,
assigning each of them their own VLAN. Doing this can cause significant management overhead and
potential wireless performance issues, due to the number of networks being broadcast.

RADIUS MAC authentication now allows you to control the access of loT devices. FortiGate now sends and
receives RADIUS attributes to allow the dynamic allocation of both a VLAN and a firewall policy using a
suitably configured RADIUS server. In addition to MAC authentication, a second factor can be added in the
form of a preshared key, or if multiple preshared keys are enabled, a choice of key. This enables connection
encryption and a second factor of identity.

It is now possible to publish a single, preshared key-based network that serves multiple purposes. It could

allow printers and IoT devices to be connected and controlled, assigning them to their own VLANs and firewall
policies, while still allowing normal preshared clients such as guests to connect and gain access.
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Wi-Fi & Switch Controller> SSID

VLAN Pooling and FortiAP Group

+ Allows the assignment of VLANs to wireless clients using a pool
+ Assigns VLANs to clients based on FortiAP group of AP
« Grouping facilitates the application of FortiAP profiles to large number of FortiAPs
= Assign VLANs to wireless clients based on the FortiAP group

RADIUS server
VLAN Pooling @

+ Create New

101 groupl
102 group2

Quarantine Host

Filter clients by MAC Address

»
[ @8 Managed AP Group

VLAN ID Managed AP Group

[ @

Round Robin = Hash

FiERTINET

+ Allows assignment of VLANSs to AP groups from the SSID configuration page

« FortiGate will automatically create the VLANs without any interface settings such network,
administrative access, DHCP server, and so on

+ These settings must be configured manually for the VLAN interface

config wireless- controller vap
edit wlan
set vlan-pooling wtp-group
config vlan- pool
edit 101
set wtp-group groupl
next
edit 102
set wtp-group group2
next

For the ease of management, you can put FortiAPs in a group of two or more APs. For example, you can
group APs based on the floor of the office they are installed on. You must configure managed AP groups

before you can use them in the VLAN pooling configuration.

You can then use FortiAP groups to dynamically assign VLANSs to wireless clients based on the APs that the
wireless clients connect to. This feature is useful in large deployments and can break down the broadcast
domain, rather than putting all wireless clients into a single subnet. Another reason to assign VLANs based on
APs is to apply security inspections and firewall rules based on the location of wireless clients. Doing this
provides you with more granular control over wireless traffic.

You can define VLANs and assign them to AP groups on the SSID configuration page on the GUI. However,
you will still need to manually configure interface settings such as network, administrative access, DHCP
server configuration, and so on.
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VLAN Pooling and Load Balancing

« There are two VLAN pooling methods available for wireless client load balancing:
+ Round-robin

* VLAN with least number of clients is assigned to new connections
+ Hash

« FortiOS assigns a VLAN based on a hash of the current number of SSID clients and the number of
entries in the VLAN pool

Wi-Fi & Switch Controller> SSID

VLAN Pocling €@ @ Managed AP Groupl Round Robin JZES]

+ Create New &

VLANID
101 Manage VLAN ID directly in SSID
102 configuration
Quarantine Host L & |

* VLAN pooling load balancing is available only for SSIDs in tunnel mode

FiZ:ATINET

There are two more options available in the VLAN pooling configuration that provide load balancing options
for wireless clients: Round Robin and Hash. Once you enable VLAN pooling on SSID, you can enable
Managed AP Groups, Round Robin, or Hash.

Similar to managed ap group configuration, you can define VLANSs directly on the SSID configuration page for
both the round robin and hash options. When you enable the Round Robin option, the least busy VLAN is
assigned to new clients. When you enable the hash option, a VLAN is assigned based on the hash value of
the current number of clients connected to the SSID and the number of VLANs available in the pool.

VLAN Pooling load balancing is only available for SSIDs operating in tunnel mode.
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VLAN Pooling and Load Balancing (Contd)

* FortiOS automatically adds the load balancing VLANSs to a zone based on the SSID:
+ Ensure all load balancing VLANs are configured with identical access
+ Make it easier for you to manage firewall policies

[+] portl0 00000000

L] Test.zone
Test. 101 0.0.000000
Test.102 00000000

Network > Interface
(+] port? 0.0.0.00.0.00 [ Physical Interface
(+] portd 00000000 & Physical Interface
+] port? 00000000 ¥ Physical Interface

™ Physical Interface

0O Zone
@ VLAN
@ VLAN

Configure network and DHCP

FiERTINET

You can define VLAN pooling and load balancing VLANs on the SSID configuration page. FortiGate will
automatically put all load balancing VLANSs in a zone based on the SSID they were defined in. VLANs are tied
to the SSID interface. The zone name includes the SSID interface name followed by . zone. For example, if
you name your SSID interface Fortinet, then the zone will be named Fortinet. zone.

You must configure each VLAN with its own interface option, such as subnet, DHCP, and so on.
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Replacing Wi-Fi Certificates System> Setings

Sat Time B Fie Manusl settings
s Select server o
« The controller has a preloaded certificate that Scitenal © © Mt 1 1640

Setup device as local NTP server (B

is used for wireless client connectivity

* Used to secure WPA2/3 enterprise connections == =
when using the local database Redirect toHTTPS @

Administration Settings

HITPS port 443

+ Certificates can be updated
* When they expire

A F

HTTPS server certificate  Fortinet_Factory

+ If a different common name (CN) from the default SsHport 2
auth-cert.fortinet.com Iis required oo . e
+ Can be updated using the GUI or the CLI =
Fi:ATINET

FortiGate uses certificates when connecting wireless clients. Click System > Settings to view or change the
certificate that is in use.

The Fortinet_Wi-Fi certificate is a factory-installed certificate that is used principally to identify and
authenticate the controller when it is operating as the authentication server, as well as the authenticator. This
happens when /ocal authentication is selected.

When using an external RADIUS server, the clients will use the certificate installed the RADIUS server
instead.

The Fortinet_Wi-Fi certificate is issued to Fortinet Inc. by DigiCert with common name (CN) auth-
cert.fortinet.com. The Fortinet Wi-Fi certificate can be updated automatically through the FortiGuard
service certificate bundle update, but requires manual replacement if FortiGuard is not available.

If a company or organization needs their own CN in their Wi-Fi deployment, they must replace the
Fortinet_ Wi-Fi certificate with their own certificate.

Some client OS and supplicant configurations may display an error message when presented with the
DigiCert certificate. They may require some acceptance or override.
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Replacing Wi-Fi Certificates (Contd)

* You can replace the certificate System > Settings
on the Settings window

HTTPS sarver cortifeste  Fortinet Factory

+ Create and import the certificate il = P ——
as required MR . il —_—
* Create and import the CA e [ o -
certificate to be used 1| Ao D
i _— Pasvword scope @ [JERN Admin 1Piec Both
+ Click System > Certificates to
view imported certificates

WiFi cartificate Fortingt Wit

:
WIFi CAcertifcate | Fortinet Wik CA
= |
PasswordPolicy | AC RAIZFNMT-ACM el | S Uost B o

Passwordscope @ | ACCVRAIZL

Actalis Austhentication Roct CA [ o -
AddT; nal_Root

View Settings : s

Language

Lines per page 20 -

Theme a ECC

DateTime display | Ama7onRoot CAL
Amagon Rt CA 2
Amazon Boot CA

FLRATINET Fortinet Inc, All Rights Reserved

You can update certificates in the GUI and the CLI.

When using the GUI, you can import certificates from the Setting menu.
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Review

Understand the available Fortinet wireless solutions
Explore AP discovery methods

Configure AP profiles

Understand load balancing AP handoff

Understand load balancing frequency handoff
Explore configuring and broadcasting SSIDs
Understand dynamic VLANs

Configure VLAN pooling

Replace Wi-Fi Certificates

S A N\ S S

By mastering the objectives covered in this lesson, you learned how to configure and use FortiOS integrated
wireless features.
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Guest Access

FortiOS 6.2
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In this lesson, you will learn how to configure and use integrated wireless features on FortiOS.
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Objectives

* Deploy a wireless network to guests

* Understand external captive portal packet flow
* Provision a guest portal on FortiAuthenticator
* Understand the guest portal workflow

Monitor guest users

After completing this lesson, you should be able to achieve the objectives shown on this slide.
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Guest Access

In this section, you will learn about managing guest access using FortiGate.
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Guest Access Overview

+ FortiOS provides multiple ways to securely manage guest access for wireless
networks
+ Guest SSID
= Allows configuration of separate guest network, security profiles, firewall policies, and user authentication
+ Internal captive portal
* Provides a landing page before accessis allowed to the network
« Guest management
« Allows configuration of temporary guest accounts
« External captive portal
+ Redirects guests to an external URL for authentication, disclaimer, and so on

FiZ:ATINET

FortiGate provides multiple ways to securely manage guest access for wireless networks. You can deploy a
completely separate wireless network using the existing hardware. FortiGate uses virtual AP (VAP) to deploy
multiple SSIDs that are completely isolated from each other. This allows you to have complete control over
the traffic, including the ability to assign firewall policies, security profiles, and so on.

FortiGate also has a local captive portal that you can use as a landing page for guests before they are allowed
to access the network or local resources. To manage secure guest access, FortiGate offers local guest
management tools that you can use to temporarily create and distribute guest accounts. Alternatively, you can
redirect guests to an external captive portal server for authentication, disclaimer, and so on. FortiGate will
allow access to resources only after it receives a valid response from the external server.
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Guest SSID

+ Deploy a separate guest wireless network without adding additional hardware
« FortiAPs supports deployment of multiple wireless LANs deployment using same hardware

+ FortiOS provides full control over guest authentication and traffic
* You should use Tunnel SSIDs to deploy guest network
» Provides better security and more control over guest traffic

+ Captive portal page can be used to provide disclaimer and/or authentication page
« Internal or external captive portal

+ Control where guest SSID is available
« Apply guest SSID to APs only where you expect guests

FiZ:ATINET

You should deploy a separate SSID server to guests that do not require access to a corporate or private
network. You can deploy multiple SSIDs using the same hardware. Separate SSIDs mean that, you will have
full control over network traffic flow. You should deploy a guest access SSID in tunnel mode to ensure that all
traffic is sent to FortiGate using a CAPWAP data control channel. This ensures that FortiGate maintains full
control over the traffic flow, and can apply security profiles to eliminate security threats before placing traffic
on the egress interface.

You can use a local or external captive portal to provide guests with a landing page. You can also use a
captive portal to display a disclaimer, or authenticate guest users using guest accounts, or both. Because you
will be using a separate wireless network for guest access, you can choose to broadcast the network on APs
that are installed in locations where you expect guest users to be.
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Captive Portal

+ Mostly used for guest network access

+ Used as a landing page when accessing resources on a network
+ Disclaimer
+ Authentication page
+ Terms of use
+ And soon

+ System grants user access only after the user accepts the disclaimer or
successfully authenticates using the captive portal

+ Can be applied to a wired or wireless interface

FiZ:ATINET

The captive portal is used as a landing page after a user connects to a network. This is mostly used for guest
access and networks that require a disclaimer. You can also authenticate your users on a captive portal page
that requests the user's name and password. Until the user authenticates successfully, the authentication
page is returned in response to any HTTP request. After successful authentication, the user can access the
requested URL and can access other web resources, as permitted by security policies. Optionally,

the captive portal itself can allow web access to only the members of a specified user group.
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Captive Portal Types

* Three types of captive portal:
« Authentication: Users are prompted to supply login credentials

« Disclaimer + Authentication: Users must accept a disclaimer and authenticate using valid
credentials

+ Disclaimer Only: Users need to accept the disclaimer page—local only.

WiFi Settings I
ssID fortinet Enables captive portal
Security Mode Captive Portal -

Client Limit »

Portal Type Disclaimer + Authentication = Disclaimer Only
Authentication Portal External

User Groups o

Exempt Sources +

Exempt Destinations/Services +

Customize Portal Messages Login Page

Redirect after Captive Portal Specific URL

FiERTINET

There are three types of captive portals that you can enable on an interface: authentication, disclaimer with
authentication, and disclaimer only.

Authentication type captive portals request users to authenticate before they are allowed access to network.

Disclaimer plus authentication type captive portals present users with a disclaimer page and an authentication
page. The user must accept a disclaimer and authenticate successfully in order to get network access.

Disclaimer only type captive portals present users with a disclaimer page. Users do not have to authenticate
using a username and password; they will be allowed to access the network after they accept the disclaimer.
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Captive Portal Authentication Types

* Authentication types:

+ Local: FortiGate presents the user with a login page and processes authentication requests

« External: FortiGate redirects users to an external URL where the external captive portal server
presents the user with a login page and validates authentication

WiFi & Switch Controller> SSID

Challenge unauthenticated

Portal Type Disclaimer + Authentication  Disclaimer Only users method
Authentication Portal Local
https://fac.trainingad.training.lab/guest: 5
Authenticated users must be part
User Groups B guest.portal x &
4 of the specified group
Exempt Sources +
Exempt Destinations/Services & FortiAuthenticator b
= WindowsAD x Captive portal server addresses
+
Redirect after Captive Portal (el EIREL T Specific URL

FiERTINET

After you select Authentication in the Portal Type field, you will have the option to select Local or External
in the Authentication Portal field. If you select Local in the Authentication Portal field, FortiGate built-in
portal page is used. All the portal configuration, including the web page that is presented to the users as a
landing page, are hosted on FortiGate.

For external captive portals, you can select External in the Authentication Type field, and enter the FQDN
or IP address of the external captive portal server. When you do this, FortiGate redirects users to the specified
server address. After the user meets the requirements of the external captive portal server, FortiGate allows
user access based on the firewall policy configurations.
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Captive Portal-Exempt Destinations/Services

« Exempting captive portal traffic
= Must exempt traffic for captive portal authentication

WiFi & Switch Controller> SSID
| Portal Type Disclaimer + Authentication = Disclaimer Only

| Authentication Portal Local

https:/fac.trainingad.training.lab/guest Select : al
| User Groups B2 guest.portal x S=e captwe |2 Z2nd

o address object

| Exempt Sources *

= FortiAuthenticator x
= WindowsAD x

Original Request

Policies and Objects > IPv4 Policy
[E * Guest01 (Guest-Access) — #i port3 @

Exempt Destinations/Services

| Redirect after Captive Portal Must have a corresponding

firewall policy in place

internal & FortiAuthenticator [ always @ ALL + ACCEPT @ Disabled 10 UTM 46,97 kB

= WindowsAD

= all

FiERTINET

By default, FortiGate blocks all user traffic behind an interface that has the security mode set to captive portal.
All HTTP traffic is redirected to the captive portal page and all other traffic is blocked. However, there is an
option to exempt certain traffic, allowing it to flow through FortiGate without fulfilling captive portal condition(s)
(disclaimer and/or authentication).

If you are using an external captive portal server, you must configure a firewall policy and exempt web traffic
to the external captive portal IP address. You can exempt destination IP addresses and services on the SSID
or interface configuration page. Add the address objects of the destination(s) that you want to exempt in the
Exempt Destinations/Services field. Just selecting and applying the address object and selecting the
services is not enough to allow the traffic to pass through FortiGate. You must also have a corresponding
firewall policy in place that allows the pinhole traffic to pass the through FortiGate.

Therefore, this is a two step process:

1. Select the destination and services on the SSID or interface configuration page in the Exempt
Destinations/Services section.

2. Create a firewall policy on the captive portal interface connected to the interface where the external
captive portal server is located. You do not have to specify destination objects on the firewall policy.

You can also specify source IP addresses that you would like to exempt from the captive portal. This can be
useful for devices that are unable to accept captive portal conditions using HTTP/HTTPs, but do require an
Internet connection. For example, a printer might need to access the Internet for firmware upgrades, and so
on.
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[ = Guest01 (Guest-Access) — B port3 @

Captive Portal-Firewall Policy Method

* An alternative method to exempt captive portal traffic is to create a firewall policy
and enable the captive-portal exempt option on the CLI

FiERTINET

end

E internal 3 all I FortiAuthenticator 8 always @ALL + ACCEPT @ Disabled U ut™M 46.97 kB
ﬁ WindowsAD
config firewall policy
> |=dit 13'
3 Set name "internal”
" o set uuid 5e64d0fe-5fb0-51e8-£927-361bb2028%a0
Captive portal server set srcintf "Guest-Access"
set dstintf "port3”
set srcaddr "all"
: set dstaddr "FortiAuthenticator™ "WindowsaD™
DNS Server set action accept
set schedule "always"
set service "ALL"
Iset captive-portal-exempt enable|
next

Alternatively, you can configure a separate firewall policy to allow traffic to reach the external captive portal

server without authenticating on the captive portal interface. Create a firewall policy and set the destination to
your captive portal server, and DNS server. On the CLI, edit the firewall policy rule and enable the captive-
portal-exempt option. This option instructs FortiGate to allow traffic to pass through to the specified
destination(s), without forcing users to authenticate first.

You can use an IP address or an FQDN to point to the captive portal server. If HTTPS is being enforced, the
portal address needs to be an FQDN, and match the CN on the certificate that is being used on FortiGate.
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Firewall Policy

+ Create a firewall policy for authenticated users only
+ Apply the user group that guests will be part of
« FortiGate authorizes only users who are part of the specified groups to access the Internet
* Do not enable the captive-portal-exempt option for this policy

+ CreateNew | # Edit H Delets Q Policy Lookup | | Searct Q Interface Pair View I lE0A]
D Name Source Destination Schedule Service Action NAT Security Profiles Log Byt

[&] 8¢ fortilink — 8 port3 @

(2 * Guest02 (Guest-Access) B port1 €

Internet Access o ACCEPT @ Enabled [EEHl no-inspection @ All

B * Guestd2 (Guest-Access) — B port3 @
12 DNSand Authentication traffic I all LOCAL @ always « ACCEPT © Disabled [ no-inspection @ All 3.69 MB

SRATINET ® Fortinet Inc. All Rights Reserved

Create a firewall policy from the guest interface to the Internet. If you are using a guest user group, make sure
you assign it to the firewall policy. When you do this, FortiGate allows access to the Internet for only

authenticated users who are part of that group.

Do not enable the captive-portal-exempt option on this firewall policy; otherwise, all the traffic to the
Internet will be allowed without the users being presented with a captive portal page.
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External Captive Portal Workflow

1. Requestan Internet page

2

2. Redirectto captive portal page

3. FortiAuthenticator captive portal

4. Submitlogin
5. FortiAuthenticator instructs user browser to POST Iogin credentials to FortiGate
6. Client POSTslogin to FortiGate 7. Access-Request

8. Access-Accept
9. Accounting-Request
10. Accounting-Response

11. FortiAuthenticator redirects userto the original URL

C 12. Client allowed accessto the Internet

FiZ:ATINET

N =

10.

11.

12.

The client tries to access a website.

The initial HTTP traffic is intercepted by the FortiGate wireless controller and redirected to the
FortiAuthenticator web login page defined in the FortiGate captive portal profile.

FortiAuthenticator presents the user with a login page.

The client enters their user credentials on the FortiAuthenticator web login page.

The login message instructs the guest user’s browser to submit the user credentials directly to the
FortiGate as an HTTPS POST for authentication processing.

When FortiGate receives the client credentials in the HTTPS POST, it sends a RADIUS Access-Request
to the FortiAuthenticator RADIUS server to authenticate the user.

FortiAuthenticator validates the Access-Request message using its user database, which can be local or
remote (LDAP/RADIUS).

Based on the results of the authentication and authorization processing, FortiAuthenticator responds with
either an Access-Accept or Access-Reject message. If the authentication is successful, the Access-
Accept message contains one or more RADIUS attributes to define the context of the client session.
These attributes can include, but are not limited to: session duration, bandwidth, and access permissions.
When FortiGate receives the Access-Accept message, it changes the role of the client session allowing
the device access to the network.

A RADIUS accounting request is sent by FortiGate to FortiAuthenticator to verify whether the user has
already established a session, or if an existing session in progress.

A RADIUS accounting response is sent back after the accounting record is written on FortiAuthenticator
after the request has been verified.

Following a successful authentication and initiation of the user session, the client is redirected to the
originally requested URL, which should now be accessible.

The user should be able to access the website and a countdown for the captive portal session timeout
begins.
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HITPs POST

User & Device > Authentication Settings

« Uses HTTPS instead of HT TP for user authentication
+ Users credentials are protected by an SSL tunnel

| Authentication Settings

Authentication Timeout | 5

Protocol Support

¥ HTTP [ Redirect HTTP Challenge to a Secure Channel (HTTPS)|

¥ HTTPS
™ FTP
[ TELNET
Certificate Fortinet_Factory b

config system global
set auth-https-port <port number>

end

FiERTINET

« The user authentication port is defined as a global setting

During the redirection process, user credentials can be communicated, secured and encrypted, to the captive
portal server. In the global user settings, you can configure authentication to use HTTP over SSL. In the

system global settings, you can specify ports. The default setting is 1003.
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Authentication Certificate

« By default, FortiGate presents users with a factory default certificate on the
authentication page
* You can upload your own certificate to use for the user authentication page

User & Device > Authentication Settings
Authentication Settings

Authentication Timeout | 5
M HTTP & Redirect HTTP Challenge to a Secure Channel (HTTPS)
[¥ HTTPS
¢ FTP
[ TELNET
Certificate | Fortinet_Factory b
[[Qs ) |+ Create |

Protocol Support

Auth '
Fortinet_CA_SSL ‘
Fortinet_Factory |
Fortinet_Factory_Backup

FiERTINET

If you redirect the authentication page to an HTTPS page, the configured server certificate is presented. By
default, the FortiGate factory certificate is the certificate that is presented. However, you can use another
certificate (other than the default) as long as it is generated locally or can be publicly purchased.
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Captive Portal POST Parameters

* FortiGate pushes the following POST parameters to the external captive portal
server

1 2
https:V/fac.trainingad.traininq.lab/guestsdlogin/?login#post=htips://auth.trainingad.trI
| aining.lab:10Q3/fgtauthdmagic=000a038293d1f4]l eusermac=b8:27:eb:dB:50:02&apmac=/0:4c:ab
:9d:0d:2B&apip=10.10.100.26userip=10.0.3.1f3 1d=Guest 03 tapname=PS221ETF18000148&bssid=7
0:4c:a85:9d:0d:30

1. External server address
+ |P address or FQDN
* FQDN is required for HTTPS for certificate validation

2. FortiGate IP address or FQDN
= By default, this uses HTTP and the FortiGate interface IP address
* Usetheconfig firewall auth-portal settingto enable the use of FQDN

» FQDN needs to resolve to the IP address of the FortiGate interface where captive portal is
enabled

3. Session ID = Magic ID

FiERTINET

When FortiGate redirects a user to the external captive server, it adds the parameters shown on this slide to
the HTTPS request. You can easily decode the information that FortiGate provides to the external captive
portal server. The first part of the redirected URL includes the external server’s address, followed by the
address of the FortiGate interface address that has the captive portal enabled on it. The magic parameter is
the session ID that is used to track the request information.
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POST Parameters

* The following are the parameters that FortiGate sends to the external server:
« apname=P321CR3X16000103
+ apip=10.10.100.2
+ ssid=Guest01
* bssid=90:6c:ac:3f.3e:28
« apmac=90:6c:ac:3f:3e:18
» usermac=e4:a4:71:80:bc:27
» device_type=windows-pc
« userip=10.0.3.1
* magic=06090a8f989d0517
+ login=
= post=http://10.0.3.254:1000/fgtauth

FiERTINET

This slide contains a list of all the parameters that are sent to the external captive portal from a wireless

network on FortiGate.
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Guest Portal

In this section, you will learn about guest portal options available on FortiAuthenticator.
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Guest Portal

+ Guest portal extends the functionality of captive portal
= Allows configuration of guest portals on a per-network or per-AP/controller basis
« Provides pre-login services

+ Account creation (validated by email or SMS)
= Social login option
*+ Form-based information gathering
* Disclaimer
« Password reset
* Provides post-login services
* Password change
* Guest information updates
« Token registration
+ Smart connect profile

FiZ:ATINET

The guest portal on FortiAuthenticator extends the functionality of the captive portal available on FortiGate.
The FortiAuthenticator captive portal is available through only one URL. However, but portal match is based
on the mapping rules and RADIUS client profile, which makes this type of configuration very flexible and
scalable. You can configure multiple guest portals on FortiAuthenticator that can serve users connecting to
different FortiGate devices or networks. FortiAuthenticator uses HTTP POST parameters that are sent by
FortiGate in the captive portal request, along with RADIUS client configurations, to map incoming captive
portal requests to their respective guest portals. You can define mapping rules based on the subnet address,
AP MAC address, SSID, AP location, and so on. All these parameters are sent by FortiGate to
FortiAuthenticator using HTTP POST.

The guest portal offers pre-login and post-login services for users who are authenticating using
FortiAuthenticator. As the name suggests, pre-login services are available to users without authentication, and
post-login services are offered after successful authentication. Pre-login services include creating guest
accounts with the option to validate by email or SMS, a social login option, form-based information gathering,
disclaimer, password reset, and so on.

After the user logs in successfully, they can access the post-login services page by visiting
FortiAuthenticator’s login page. On that page, users can make changes to their account, such as updating
their information, changing their password, downloading a smart connect profile, and performing token
registration.
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Guest Group

+ Create a guest user group
« Reference this group in the guest portal for automatic mapping of new users

+ Configure the RADIUS attribute that is sent to FortiGate after a successful
authentication

« FortiGate uses the group name sent to assign authorization to users

Authentication> User Management> User Groups

This needs to match FortiGate
configuration

FiERTINET

When configuring the guest portal, you should start by creating a guest user group on FortiAuthenticator. You
can reference this group to the guest portal configuration, so that any user who registers through the guest
portal will be put in this group. You can use RADIUS attributes, such as group name, to associate users with a
group on FortiGate. This will act as an authorization tag and you can reference that group in a firewall policy

configuration. The RADIUS attribute value is case sensitive and must match the FortiGate guest group
configuration.
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Defining Guest Portals

+ Define multiple guest portals

Authentication > Guest Portals > Portals

Each portal must carry a
unigue name

MName: guestportall

URL (Captive Portal) hitps:#fac.trainingad training.lab/guests/
URL (Self-Service Portal): Please Select 3 Radius Chent ".
Description:

MAC device HTTP parameter: | Please Select | |~

Profile Configuration
RADIUS Client Profile

FortiGate (10.0.1.254) v]

Authentication

Pre-login Services

Post-login Services

FortiGate (10.0.1 254F Default | v

The same URL will be used
for all guest portals

The same guest portal can be
used by multiple RADIUS clients

General The same URL will be used
for all guest portals

FiERTINET

You can define guest portals on the Portals configuration page using the FortiAuthenticator GUI. All portals
will be accessible on the same URL, but the mapping of the portals will depend on the mapping rules defined.
Each portal must be configured with a unique name. You can reference multiple RADIUS clients or profiles
within the same guest portal. This allows you to accept authentication requests for the same guest portal from

multiple devices.
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Pre-Login Services

Authentication> Guest Portals > Portals

Authentication

Social login allows guests to
use external services such as

All guests using this Facebook, LinkedIn, and so on

portal will be placed in |-
the local

FortiAuthenticator

group called Guest Configure account expiry

time

Guests will have the option to
choose their own password

Guest accounts must || ... ciey cotons seissie
be validated using an | *veu © Email Guests must complete the

email or SMS L selected fields to proceed

activation code

O Last name O Email ackdress O Address O City OB State/Provinge O Country

FiZ:ATINET

Within the guest portal configuration, you can also define the type of authentication (user or device) as well as
whether you want to use it for account login and/or social login. The Social login option allows users to
authenticate using third-party SSO services such as Facebook, LinkedIn, and so on. You must configure
social login profiles to use this method. Account login means that user credentials will be provided by
FortiAuthenticator’s internal database or remote authentication server.

After you complete configuration in the Authentication section, you can enable the pre-login services that
you would like to use for this guest portal. The Account Registration option enables guest users to create
and validate their account using a form-based web page. The Account expires after option allows you to
configure the account validity period. This setting will be applied to all self-registered accounts. You can also
enable the administrator approval option, which would require an administrator to manually enable all self-
registered accounts.

All guest accounts created using the Account Registration option will be placed in the group defined by the
Place registered users into a group option. FortiAuthentication can randomly generate a password for the
guest user, or you can let users pick their own password. All accounts registered through the guest portal
must be validated through SMS or email before they are can be used to log in. FortiAuthenticator will send the
guest user an activation code that will be used to activate their account. In this case, administrators do not
have to manually activate each self-registered account request.

You can select the mandatory field that a user must fill out at the time of account registration. The selected
field can not be left empty. The Token Revocation option adds a “Lost my token” link to the guest portal
token verification page. Users can click this link if they need to request that their existing mobile token be
reprovisioned, switch to an email token, or disable their account.
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Enable services and
information access to
guests, after they
authenticate
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Post-Login Services

Authentication> Guest Portals > Portals

Post-login Services
O Profile

- Guests can view or edit the

i information they use for registration

& Password Change
& Local user ‘

@ Remote user

Token services available as
post-login services

O Token Registration
O Allow FortiToken Hardware self-provisioning
O Allow FortiToken Mobile self-provisioning
® Allow FortiToken Cloud self-provisioning

O Allow Email self-provisioning

B Allow SMS self-provisioning

@ Allow user to request a token from Administrator at this email (22

@ Restrict token self-provisioning to members of specific groups
(® Smart Connect

O Device Tracking and Management

The post-login service
page can be accessed
from the i .
FortiAuthenticator et aoton .

URL or IP address

On the same configuration page, you can also select what post-login services users will have access to. Post-
login services will be available only to users after they authenticate. Profile options will allow users to view or
edit their account information, such as name, email, phone number, and so on. You can also give users the
ability to change their password. Token Registration options allow users to self-provision or request a new
token from the administrator. The Smart Connect option allows users to download a smart connect profile for
their networks. The Device Tracking and Management option allows administrators to assign all guest
devices to a device group. Users must register all their devices before they are allowed to access the network.
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Mapping Rules

+ Guest portal access is mapped based on the incoming POST parameters
« Configure conditions that must be matched before a guest is presented with login page
« Attributes and values must be defined manually
« The operator can be exact_match, substring_match, or in_range

. | [ Plesse Select ]
* You can configure more than one condition per rule o buiding
ap_floor
ap_location
Authentication> GuestPortals > Rules i
General ap_nodeid
MName: guest portad apia
Description: apip
| apmac
Select guest portal apname
Action: ® Go to portal ) No portal bssid
s = grant_url
Portal: guestportal 1 [ Available HTTP parameters || ~
Conditions (All conditions below must be met fasthisT0E 10 be applied) ssid
HTTP parameter Operator Value Actions station_ip
rip in_range 100.3.0/255.255.255.0 P staton_mac
Add Cond Uzerip
usermac

FiERTINET

Guest portal rules use the incoming POST parameters and conditions defined within the rules to map the
request to guest portals. You can define one or multiple conditions that must be matched to the POST
parameter before a captive portal request is mapped to a guest portal login. You can select an HTTP
parameter and use one of the three predefined operators (exact_match, substring_match or in_range) to
add a condition. You must define values of a condition manually.
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RADIUS Client

« The captive or guest portal needs to be enabled on the RADIUS client configuration
to process the authentication for users

+ The specified IP address/FQDN must correspond to the interface where the captive
portal is enabled

Authentication> RADIUS Service> Clients

Guest portal: & Accept guest portal requests from related Access Points
ss/FQDN Delet
FartiCuate ¥0.03 754

1003254

b

* Ensure the realm allows local user authentication

FiERTINET

RADIUS clients must be configured to accept the Captive/Guest portal authentication service. This allows
RADIUS clients to send authentication requests to FortiAuthenticator from the IP/FQDN specified. If you
disable this option, the RADIUS client will not be able to authenticate users using captive or guest portals.

Note that self-registered guest users will be added to the local FortiAuthenticator database. Make sure that
the RADIUS profile is configured to use a realm that allows the processing of local user authentication.
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Sponsor Account

« FortiAuthenticator admins or user accounts with the sponsor role can add guest
accounts
« Guests can use the account information to log in without registering first

Authentication > User Management > GuestUsers

Express: Generates a username and password

General
Creation Mode: @ Express From CSV file Manual Input Manual Input: Allows you to input guest information manually
Description Quickly create guest user accounts without entering any user information,

Expiry date: 2019-11-09 \
Expley tim i \i Print Email Expart
Express
Number of new guest users; 1 D‘ = >
Groups: Aol prouge. & Username: prcdmebf
Q Password: kzm35hbZ
o Expiry: Saturday, November 09, 2019 10:44 PST (UTC -0800]
F::=RATINET

FortiAuthenticator allows administrator and user accounts that have sponsor permission to sponsor guest
accounts for their visitors. Sponsor accounts are temporary accounts that are created by an administrator or
user for visitors. Local users can log in to FortiAuthenticator and sponsor one or more guest accounts. There
are three creation modes: Express, From CSV file, and Manual Input.

Express mode creates the login details automatically. Users must define the account expiry date and time
before they can create a guest account. You can also select the number or guest accounts that you want to
sponsor and groups that are assigned to it. After an account is created, FortiAuthenticator will display the login
information. You can choose to send this information to guests directly using SMS or email. Alternatively, you
can print the login information.

From CSV file creation mode allows administrators to create one or more guest accounts using parameters
from a CSV file. Manual Input mode requests the administrator or users to manually fill in the information for
their guests such as name, address, phone number, and so on. They must also manually define the
username and password when using this mode.
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Guest Accounts

+ System lists all self-registered guest accounts on the local user’s page
« System applies the account expiry settings configured in portal settings

Authentication> User Management > Local Users

+ Create New | & Import &8 Export BB Disabled Users -

User First name Last name Email address Admin Status Token Token Requested Groups Authentication Methods

e
e Guests RADIUS

admin

guest guest access guest@trainingad. training.lab -}

+ System lists sponsor guest accounts on the guest user’s page
* You must define account expiry settings at the time of creating the guest accounts

Authentication> User Management > GuestUsers

*+ Create New I8 Disabled Users -

Sponsor Username Passward First name Last name Active Status Groups Expiration

admin prcdmebl L] L Sat Nov 9 10:44:41 2019

FiERTINET

It is important to note that all the self-registered guest accounts will be listed on the Local Users page on the
FortiAuthenticator GUI. The system will automatically assign an expiry date to all self-registered users as

defined in the guest portal settings.

Sponsor accounts will be listed on the Guest Users GUI page on the FortiAuthenticator GUI. These accounts
will expire according to the expiry date and time selected at the time of account creation.
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Guest Portal Workflow

+ FortiGate receives HTTP GET requests from users
*+ Redirects them to FortiAuthenticator
* FortiGate collects and sends the following POST parameters to FortiAuthenticator:

+ apname=P321CR3X16000103

+ apip=10.10.100.2

« ssid=Guest01 < \
- bssid=90:6c:ac:3f:3e:28 il // /
« apmac=90.6c:ac:3f:3e:18 g\\ |
+ usermac=e4:a4:71:80:bc:27 .
« device_type=windows-pc o d—
» userip=10.0.3.1

* magic=06090a8f989d0517

« login=
« post=http://10.0.3.254:1000/fgtauth

FiERTINET

Now, you'll review the guest portal workflow. A client connects to a captive portal network on FortiGate. The
client tries to visit a website. FortiGate receives an HTTP GET request from an unauthenticated user. It
redirects the user to the captive portal URL along with the POST parameters.
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Guest Portal Workflow (Contd)

* FortiAuthenticator uses POST parameters and RADIUS client configuration to map
the request to a guest portal for authentication

https://fac.trainingad.training.lab/guests/login/?login&post=https://auth.trainingad.training.lab:10
03/fgtauthamagic=000a038293d1f41lsusermac=b8:27:eb:d8:50:02&apmac=70:4c:a5:9d:0d:28&apip=10.10.100.2
suserip=10.0.3.1&ssid=Guest03&apname=PS221ETF18000148&bssid=70:4c:a5:9d:0d:30

+ |If mapping conditions are met, FortiAuthenticator presents the login page to the user

&

1t

FiZ:ATINET Fortinet Inc. All Rights Reserved 28

FortiAuthenticator uses the provided POST parameters and RADIUS client configuration to search the
mapping rules. If all the conditions defined in a mapping rule are met, FortiAuthenticator uses the mapped
guest portal and presents the login page to the user.
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Guest Portal Workflow (Contd)

+ Guest user registers and activates account
= |f account was a sponsored guest, you can use that account to login directly

+ Account is added to FortiAuthenticator’s local user database
* Guest user logs in
+ FortiGate verifies if the user group is allowed access to the requested page

+ Guest user is allowed access based on the firewall policy configuration

- |'!Ie,

FiZ:ATINET

If the guest user does not have an account, they can click the link on the login page to register for an account.
FortiAuthenticator will present them with a form-based web page to fill in. After the user fills in all the required
information, including their email and/or phone number, FortiAuthenticator will send them an activation code.
This activation code is a request to finish the self-registered account creation process. Once they enter a
correct activation code, FortiAuthenticator will automatically add the account to its local user database and
redirect the user to the login page. The user can now log in using their login credentials. Once a user is
authenticated, FortiAuthenticator will place them in the guest group and send the FortiGate group name using
the RADIUS attribute. FortiGate will use the attribute as authorization and allow the user to access resources
based on the firewall policies configuration.
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Monitoring Guest Users

* FortiAuthenticator logs all authentication-related information in its logs
Logging> LogAccess > Logs

& Refresh| & Download Raw Log | @ Log Type Reference | & Debug Report | -

(5] Timestamp Level Category | Sub category Type id Action Status Source IP Short message
1147 Woed Oct 9 08:29:07 2019  information  Event Authentication 20000 Authentication Success 10.0.1.254 user followup authentication
1146 Wed Oct 9 08:29:07 2019 information  Event Authentication 20604 Login Success 10031 [guest] has successfully logged in guest portalfg
1145 Wed Oct ¥ 08:29:07 2019  information  Event Authentication 20001 Authentication Success :2:10.0.3254 Local user authentication with no token su

+ FortiAuthenticator forwards login information to FortiGate

Monitor> Firewall User Monitor
& Refresh | ™ Des ste | Show all FS50 Logons Q = FortiGate b
User Name User Group Duration IP Address Traffic Volume Method
Buest 1 dayis), 2 hour(s), 44 minute(s) and 59 second(s) 10.0.3.1 4469ME meees— & Firewall
Sent by FortiAuthenticator as RADIUS attribute for authorization
FiZ:ATINET

FortiAuthenticator logs all authentication-related information. This information includes username, time of
authentication, status, IP address, guest portal used to authenticate, and so on. You can view active user
sessions on FortiGate on the Firewall User Monitor, which lists the username, user group, duration of the

session, and IP address.
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Review

v" Configure guest access SSID

v" Configure captive portal

v Understand the captive portal packet flow
v" Provision the guest portal

v Understand the guest portal workflow

v Monitor guest accounts

This slide shows the objectives that you covered in this lesson.
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In this lesson, you will learn more about securing, troubleshooting, and, best practices for integrated wireless
features in FortiOS.
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Objectives

* Quarantine wireless clients

* Configure wireless intrusion detection system (WIDS)
» Perform wireless monitoring

* Perform wireless troubleshooting

Implement wireless best practices

After completing this lesson, you should be able to achieve the objectives shown on this slide.
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Wireless Client Quarantine

In this section, you will learn how wireless clients are quarantined on a FortiGate controlled wireless network.
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Automated Response

« The Security Fabric allows multiple
devices to share and leverage
information

« |f a device fails an |IOC check, the
entire fabric can react automatically

* How it works

+ A device is detected as compromised by
one element of the Security Fabric

« Switches and APs can automatically
quarantine the device at the access layer

= Why it's important

» Compromised loT devices are no longera
threat to the wider network

» Guest devices (if infected) will be dealt with
automatically

FiERTINET
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The Security Fabric allows you to detect and control compromised hosts, regardless of whether they are

connected wirelessly or through a wired connection.

If a device fails an indicator of compromise (IOC) check, that device is considered as compromised and the
entire fabric can respond by placing the device in quarantine. Quarantining the device it prevents it from

becoming a threat to the wider network.

Compromised |OT type devices will be isolated. Any other types of devices, such as a guest device, will also

be isolated when they become compromised, but these devices will have the option to remediate themselves,

if required.
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Security Fabric Quarantine Automation

A

o

1

Trying to access
malicious site

Engine computing 2
logs

:

FortiAnalyzer
(Detection engine)

5 Slalmn quarantine
Detected by event

sent

Just like it is with wired clients, known and unknown threat information is easily and efficiently shared among
all elements and locations within the Security Fabric. User-defined automation on FortiGate can be used to

quarantine compromised hosts; a process that can be strengthened by adding IOC services from
FortiAnalyzer.

This slide shows the flow of events that occur when IOC and quarantine automation are combined to detect

compromised stations and place them in quarantine. The flow of events is as follows:

ok wh=

Secure Access 6.2 Study Guide

A station attempts to access content that is considered a security risk, such as a malicious website.
FortiGate blocks access to the site, based on the firewall policy defined with a web filter profile.
FortiGate sends a log record to FortiAnalyzer regarding the violation committed.
FortiAnalyzer processes the logs using information from the IOC services.
ForitAnalyzer determines a security risk verdict and sends that verdict back to FortiGate.
A user-defined automation quarantines the compromised station and places it in isolation.
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Security Fabric Automation Stitch

Security Fabric > Automation
New Automation Stitch
Name 10c
Status [+ JLFTUNE O Disabled
FortiGate &% All FortiGates N x Trigger type compromised

Host by IOC from
i FortiAnalyzer
(7
A
Compromised Actions on compromised
ot hosts on the endpoint

Threat level threshold  Medium
Action

O@OEHEOE @@ @) (=)@

CLI Seript Email FortiExplorer Access Layer Quarantine Assign IP Ban AW‘- Lambda Azure Google Cloud ~ AliCloud Webhook

Notification Quarantine FortiCllent via ViMiware NSX F\:n(ilorl Function Function
EMS Security Tag

FiZ:ATINET

Compromised wireless hosts are treated in the same way as compromised wired hosts; FortiAnalyzer
identifies them using threat detection services, and then sends the 10C verdict to the root FortiGate of the
Security Fabric group.

If an automation stitch is configured for compromised hosts, then that can be also be implemented.
The 10C verdict assigned to a compromised host triggers the actions specified in the automation stitch.

Access Layer Quarantine is a Layer 2 action that places the host machine in isolation. IP Ban is a Layer 3
action that bans the host machine based on its IP address.
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Integrated Wireless Quarantine

+ Wireless clients can be quarantined
« Automatically using security automation eI

« Manually <
+ Only works with tunnel mode SSIDs
* Mandatory to be in a Security Fabric ek
« When quarantine is enabled on an [:—I
SSID, the required resources are S

automatically created
+ Quarantine soft switch

* Quarantine interface Fi:RTINET
= Default captive portal Saagioiie Nudesion
* No quarantine firewall policy by default SRR
« Can only filter on a FortiGate level e
F:ATINET

The quarantine process for wireless clients is very similar to wired clients, however the configuration is slightly
different.

Note that it is currently possible to apply a quarantine to tunnel mode SSIDs only. For correct endpoint
analysis, the APs and FortiGate have to be in the Security Fabric together with a FortiAnalyzer.

You can enable quarantine on the SSID. When quarantine is enabled, FortiGate automatically creates a soft
switch and interface, together with a captive portal. You create all of these features on FortiGate. FortiSwitch
is not required. By default, there are no policies to allow quarantined devices access to the Internet. Note that
security automation can occur only at the FortiGate level, and not at the AP level.

Once configured, wireless clients can be automatically quarantined using the same Security Fabric
automation stitches as used for wired clients. Clients that are quarantined, are placed in their own isolated
VLAN and then presented with a captive portal informing them that they are now isolated. You can configure
this captive portal in the same way as any other captive portal, to give them information on how to remediate
their device.
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ot ..,.:.,..M.—-.I..m 1 22 30W Uraited o Required Soﬂ'_ smtch'
= IS interface, DHCP server, and
captive portal automatically
configured
_ Faverites * & CreatoMew o Q Policy Lockup + a
Emple po;icm i Name From Ta Source Destination Schedule Service Action NAT
manua"y created Limited Gt ONS % wat root O sy S i I8 abways : ALICMS ¥ ACCEPT @ Enabled
to aIIow ]imﬁEd 4 8 Limited Qin Trathc 5% wotroot O any & all & Fortinet-FortiGuard B abways ’ o ACCEFT @ Enabled
access to _ena_b[e & Kaspersky Web
remedjation v Virtual Wire Pair Policy 4 Quurantine Desry =2 vt roat O amy =Ll : :ld.m - @ abways DAL @ DENY
F :ATINET Fortinet Inc. All Rights Resarved 8

Enabling a quarantine automatically creates a soft switch with a range of private IPs, together with a system
DHCP server. It also creates a captive portal, and then creates a sub-interface under the quarantined wireless
network. If you want wireless clients to have access to the Internet to enable them to update themselves
and/or install required software, you will need to configure a set of policies to allow limited access to the
resources that are required. Typically, this requires DNS and specific HTTP/S access to resources that host
the required remediation files.
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Manual Client Quarantine

* Wireless clients can be manually
quarantined, if required
+ Security Fabric

- FortiView = - -

» Quarantined hosts will be placed in the S e e =
quarantined VLAN

* Quarantined hosts can be managed = N
from: L

* Monitor > Quarantine Monitor

Fi:ARTINET 9

You can manually quarantine wireless clients on the Security Fabric or on FortiView.

You can manage any hosts that are currently quarantined, or release hosts from quarantine by using the
Quarantine Monitor.
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WIDS and Rogue AP Management

In this section, you will learn how to implement WIDS and configure it to detect and manage rogue APs and
SSIDs.
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Wireless Threats

« A Wireless Intrusion attempt—an active attempt to penetrate the wireless network

= A bad actor utilizes known wireless exploits to circumvent wireless security and gain access to
your wireless network

* A Rogue AP—an unauthorized AP occupying the same airspace, broadly spilt into:
« True Rogue—maliciously placed APs can be an attempt to compromise network security
« Wired Rogue AP—placed inside your perimeter and connected to your infrastructure
+ Backdoor SSID—broadcasting an SSID known to an attacker to provide unauthorized access
* Rogue AP—placed inside your perimeter not connected to your infrastructure
+ Phishing SSID—broadcasting your SSID (or close match) to attract connections from clients

» Uncontrolled APs—placed inside your perimeter, maybe connected to the infrastructure but not for
malicious purposes

* Installed for testing purposes
* Third-party standalone equipment—printers with built in AP function
* Installed as workaround for poor wireless connectivity

* Interferer AP—an AP that is adjacent to your airspace

« APs belongto neighboring businesses or homes
* Poorly configured channels create interference

FiZ:ATINET

Wireless networks are increasingly popular as vectors for bad actors to gain access to the network. The
inability to fully control where a wireless signal will propagate make it an attractive medium to use when either
attacking a network directly, or, indirectly by setting honeypots to trap unsuspecting end users.

Wireless threats can be characterized broadly as a security threat, where a bad actor is attempting to gain
access to data on a network or end-user wireless devices (such as credentials or end-user data). Or, as a
performance and reliability threat in which RF problems are generated in the airspace around your APs. There
are three main types of threats:

» A wireless intrusion attempt: A bad actor uses various methods and known exploits to defeat and bypass
the security of a wireless network, or deny access to the wireless network. These types of intrusion
attempts typically happen at the radio level, Layer 1, or Layer 2 of the OSI model.

+ The rogue AP: An AP is placed either inside, or adjacent to, your airspace. The ultimate classification
depends on the purpose for being there; a true rogue AP is placed maliciously to either provide
unauthorised access to your network using a backdoor SSID known to the attacker, or access to clients
data by attempting to attract legitimate clients to a phishing SSID.

The second type of rogue AP, an uncontrolled device, is not placed for any particular malicious intent, but
ultimately can provide another vector for bad actors to gain access to the network because of poor SSID
security, or cause interference issues that lead to performance and reliability problems.

+ The interferer AP: Because the wireless spectrum is not licensed, and is free for use by all, there is nothing
to stop legitimate users from installing wireless APs to create their own network. While not a security
threat, a badly configured neighboring wireless network can cause considerable problems for your own
network.
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Wireless Intrusion Detection System (WIDS)

Wi-Fi & Switch Controller> FortiAP Profiles

« The FortiGate wireless intrusion
detection system (WIDS) monitors
wireless traffic for a wide range of
security threats by detecting and
reporting on possible intrusion
attempts

« The WIDS function is also used in the
detection and potential neutralization
of rogue APs

+ Defined by WIDS profiles

+ Assigned to individual radios as part of
the FortiAP profile

L. L

FiZ:ATINET

Wireless intrusion, rogue AP, and phishing SSID detection are configured using the WIDS profile. A WIDS
profile is assigned to an AP radio through the AP profile.

You can configure WIDS in the profile, which allows the detection of a wide range of Wi-Fi-specific security
threats by detecting and reporting on possible intrusion attempts, such as:

+ Weak WEP IV encryption used to crack WEP keys

» Null SSID probe response that causes many wireless cards and devices to stop responding

+ De-authentication broadcasts are a denial of service (DoS) attack causing all clients to disconnect from the
AP

* Invalid MAC OUI—The first three bytes of the MAC address are the Organizationally Unique Identifier
(OUI), administered by IEEE

» Various management, EAP, authentication, and beacon floods

When enabling the different options, some will be found to have configurable thresholds and intervals.
Alteration of these options is not normally required.

You can also enable rogue AP detection in the FortiAP profile, and you can choose how to enable it.

Configuration of rogue detection is covered later in this lesson.
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Rogue AP Detection

* FortiAP can scan for other available APs in two ways:
* In idle periods during AP operation
+ As a dedicated monitor

+ |f an attacker tries to use a rogue AP for unauthorized access
» FortiOS can automatically detect it and list it in the Rogue AP Monitor

+ Using a WIDS profile, you have the ability to suppress a rogue AP to avoid security threats
(dedicated monitor mode)

Monitor> Rogue AP Monitor

Once enabled,
information
about all
neighboring

P APs is
collected

Q000000 O0000 OO0 ;

0000000000 C000

FiERTINET

There are two ways to configure FortiAP to detect rogue APs:

* As a dedicated monitor (can assign one or both radios)
* Inidle periods during AP operation, referred to as a background scanning

You can also use one radio of an AP for scanning and reserve the other radio for normal AP use, but this will
limit you to using only one frequency—2.4 GHz or 5 GHz—because you can use only one band per radio.
When a rogue AP is connected, an attacker tries to use it for unauthorized access. FortiOS automatically
detects and lists it in the Rogue AP Monitor, and you can suppress it to avoid security threats.
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Background Scanning

« Scans only during idle intervals, between AP work
» Can cause packet loss

» Scans only radio frequency band

» Slower rogue discovery

« Automatic if DARRP is enabled 4
4 e =
AP serves chents and performs \ ﬂ/
background scan for rogue APs & .

|

o Rogue AP

FiZ:ATINET

How does rogue AP detection on FortiOS work? It uses a radio to listen for, and detect, other APs. If your
FortiAP is not using all of its radios, you can dedicate one of them to monitoring for rogue APs. Otherwise, you
can configure the AP to run a background scan when a radio is idle.

If you do not use a dedicated AP or a radio for scanning, you can configure the AP to run a background scan
when a radio is idle or at a defined threshold.

A background scan is opportunistic. During idle periods, FortiAP briefly switches the radio from acting as an
AP, to monitoring. By default, a scan period starts every 600 seconds, and each second a different channel is
monitored for 20 ms until all channels in the radio frequency have been checked. If the radio is dual-band
capable, it will not switch to the other frequency.

During heavy AP traffic, it is possible for background spectrum analysis scanning to cause lost packets when

the radio switches to monitoring. This technique, which offers poor rogue AP detection, is enabled when using
Distributed Automatic Radio Resource Provisioning (DARRP).

Secure Access 6.2 Study Guide 377



Enhanced Wireless

DO NOT REPRINT

EORTINIET

JINT TN ]

Dedicated Monitor

+ Performs continuous foreground scans

+ Allows you to suppress rogue APs by sending de-auth frames
+ Can't serve clients
+ Faster rogue discovery

e g V- “"» Rogue AP

Dedicated AP or radio continuously monitors
the emvironment for rogue APs

FiZ:ATINET

You should use one AP in your network as a dedicated monitor AP because it can reduce the load on other
APs, and saves them from switching to AP and monitoring mode.

Dedicated monitor radios are reserved for scanning and suppression, if enabled. They will not broadcast
SSID, and will not allow any wireless clients to join them. This is the technique required to actively suppress
rogue APs.

If you are going to use a dedicated monitor AP, for a normal coverage solution, you should allow for one
dedicated monitor AP for four normal client connection APs. This allows for adequate rogue detection
coverage because rogue detection requires detection only of the management frames of APs. Management
frames are typically transmitted at lower link rates, which allows the signal of a potential rogue AP to
propagate further, requiring fewer rogue detection APs to cover a network.

Secure Access 6.2 Study Guide

378



Enhanced Wireless

DO NOT REPRINT

EORTINIET
TN TITINL ]

On-Wire Rogue AP Detection

+ Other APs in your AP coverage area are not always rogues
* Neighbor interference

+ On-Wire detection mechanism constantly compares wireless and wired client traffic
to identify if an unknown AP has joined your network
« Must be at least one Wi-Fi client connected to the suspect AP and continuously sending traffic

« |f FortiGate and FortiAP see the MAC address of the wireless client on the wired network, then the
rogue AP that the clientis connected to must be on-wire

* Can block either exact MAC address only, or similar (adjacent)

+ MAC adjacency is configurable

+ MAC address spoofing and NAT on the rogue AP can make on-wire rogue detection more difficult
» False positives is a possibility in MAC adjacency

FiZ:ATINET

Another useful technique for rogue AP detection is on-wire detection. When you enable on-wire detection,
FortiOS compares MAC addresses in wireless and wired traffic—in both Wi-Fi frames from clients, and from
the APs. If FortiOS and FortiAP see the wireless client's MAC address on the wired network, then the rogue
AP that the client is connected to must be on-wire. This normally requires the rogue AP to be a Layer 2
bridged AP, instead of a Layer 3 wireless router. Otherwise, the wireless controller will see only the wireless
router's Ethernet MAC and not the wireless client's MAC. Two rogue detection methods are used by the on-
wire scan:

» Exact MAC address match: If the same MAC address is seen in frames on the wired LAN and on the Wi-
Fi network, this means that the wireless client is connected to the LAN. In your FortiOS configuration, if you
did not authorize the AP that the client is using, then FortiOS will treat that AP as an on-wire rogue.

+ MAC adjacency: If an AP is a wireless router, it applies NAT to Wi-Fi packets. This can make rogue
detection more difficult, because the frames in wired and wireless traffic won’t have the same MAC
address either. Usually, however, an AP’s Wi-Fi interface MAC address is similar to its wired MAC
address. So, the MAC adjacency rogue detection method matches LAN and Wi-Fi network MAC
addresses that have close hexadecimal numbers. By default, the MAC adjacency value is 7.

* You can change this setting using the following CLI command: set rogue-scan-mac-adjacency
{integer}. The integer value O to 31 represents the maximum numerical difference between an AP’s
Ethernet and wireless MAC values to match for rogue detection. The default value is 7.

If an AP is found through by on-wire detection, it will appear on the AP monitor, and a green check mark will
appear in its On Wire column.

Note that because of the nature of the MAC adjacency method, there is a possibility of false positives.
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Suppressing Rogue APs

« Check laws and regulations of your region before enabling suppression

+ Uses monitoring radio

« Requires dedicated monitor mode
» Not possible with background scan

+ Actively interferes with the connectivity of clients and rogue APs
+ Uses on-wire detection
+ When suppression is activated:

* Wireless controller sends de-authentication messages to rogue APs clients, mimicking rogue AP
= Also sends de-authentication messages to the rogue AP, mimicking its clients

FortiAP

= AP sends de-auth
frames

Dedicated Monitor
F::=RATINET

Once you've detected a rogue AP, usually you will want to actively prevent your users from connecting to it.
You can use the radios of your FortiAPs to suppress them.

Before enabling this feature, verify that the operation of rogue suppression is compliant with the applicable
laws and regulations of your region.

Because rogue suppression is an active process, it requires that you dedicate one of the radios of the FortiAP
to it. You can’t use it with a background scan.

How does rogue suppression work? While pretending to be the rogue AP, the FortiGate Wi-Fi controller uses
the dedicated monitoring radio on a nearby AP. It sends de-authentication messages to the rogue AP’s
clients. This makes it difficult for them to maintain a connection with it. FortiOS also mimics the rogue AP’s
clients, sending de-authentication messages to the rogue AP.

Note that suppression of rogue APs is becoming increasingly more difficult as new wireless security standards
are beginning to mandate management frame protection (802.11w). This requires that clients authenticate
management frames as being legitimate, preventing man-in-the-middle wireless attacks. Because rogue
suppression is a form of man-in-the-middle attack, an AP that the client is not connected to is trying to send
de-authentication frames and, as a result, 802.11w will prevent the client from taking notice of the dedicated
monitoring AP.
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Rogue AP Monitor

+ Discovered APs are listed in the Rogue AP Monitor list
= You can mark them as Accepted or Rogue

* This is only a designation to help tracking AP in your environment
+ It does not affect the ability to use these APs

+ Must configure suppression to actively block users from these APs S v et eaies

detectionby MAC
address
Monitor> Rogue AP Monitor
T | #F MarkAs~ B-Reses - = Show Accepted 5 Home-Gate -
4 O Accepted L, ssiD MAC Addre Selectto suppressa rogue AP Detected By Channel OnWire
@ Rogue [+ 4339 06:00:82 1:67 — 36 B Office (2) 100
1§+ 6338 06:00:41:11:41:67 51dBm FPI20CIX14011395 (1) 11
[+] 4338 06:00:42: 1b:41:67 52 dBm FPA20CIX14011395 (1) 100 |
Q@ | Fake AP |ng Roomdisplay. 65300 taBf:ca:36:38:b0 54 dBm Offiea (2,1 44 ©
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When FortiGate detects a new AP that is not authorized, the AP appears in the Rogue AP Monitor list. You
can sort and filter this list. Sorting be by Signal Interference is especially useful because it sorts the APs with
the strongest detected signal to the top of the list.

In the example shown on the slide, not only is the AP in your air space, indicated by the signal strength being
relatively strong, but it is also connected to your wired infrastructure, and it is also broadcasting a fake AP.
You might be using equipment from different wireless vendors in your network to broadcast your corporate
network, in which case, FortiGate will detect it as a rogue AP and fake SSID. If this is the case, then you may
need to mark this equipment as accepted. On the other hand, the AP could also be a bad actor attempting to
perform a man-in-the-middle attack. Either way, the suspect devices should be investigated and appropriately
classified.

You can mark APs as either Accepted or Rogue. This helps you to track which APs are authorized by you or
not.

By default, marking an AP as rogue does not affect anyone’s ability to use these access points. For that, you
need to configure suppression.

Marking an AP as Accepted removes that AP from the default rogue AP list. This usually indicates that the
AP is not a threat in terms of network security but the presence of that AP will need to be considered as a
source of interference; if that AP is on the same channel, co-channel interference (CCl) or adjacent channel
interference could be a problem. You may need to alter your network channel configuration if interference of
high channel utilization becomes an issue.
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Phishing SSIDs

* In addition to detecting rogues APs, it is also possible to detect APs broadcasting
illegitimate SSIDs

+ If your wireless network is broadcasting the official SSID of Fortinet
« Arogue AP that also broadcasts a Fortinet SSID is considered a Fake SSID
« Arogue AP that broadcasts FTNT or FOrtinet is considered an SSID
+ Criteria for defining an offending SSID is user definable
= Single wildcard option for SSID matching
+ Maximum of 128 pattern options
« Options to log only or log and suppress

* Phishing SSIDs can be suppressed

= Same requirements and limitations as for suppressing rogue APs

* Log events for fake or offending SSIDs are generated every 15 minutes
» SSIDs can be exempted

+ Configurable using the CLI only

FiZ:ATINET

As well as detecting rogue APs, it is also possible to look for networks that might have been set up to perform
phishing operations. Often bad actors will attempt to attract connections from legitimate clients, either by
broadcasting an SSID that is the same as, or very similar to, the official network SSID.

You can configure the FortiAP devices to detect duplicate SSIDs and classify them as fake. You can then log,
and optionally suppress, these fake SSIDs.

As well as looking for identical matches in the SSID, it is also possible to look for user-defined SSIDs. This
can be useful to detect SSIDs that do not match the broadcast SSID, but may seek to look official enough for
clients to attempt to connect. These SSIDs are classified as offending. You can choose to log and suppress
them. Up to 128 offending SSIDs can be defined on all controller models, and it is possible to use a single
wildcard match.

You can suppress phishing SSIDs in the same way as rogue APs, however the same prerequisites are
required.

Any fake or offending SSIDs that are detected are logged every 15 minutes until they are classified.
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Phishing SSID Detection

config wireless-controller setting Lﬂg and/or suppress fake SSIDs
set phishing-ssid-detect enable

set fake-ssid-action log
config offending-ssid

By default, phishing detection is

edit 1 enabled and setto 1og
set ssid-pattern "FTNT*"
set action log suppress
next 7
edit 2 Configure up to 128 offending

SSIDs

set ssid-pattern "Private”
set action log
next

end
Log and/or suppress individual
config wireless-controller ap-status offending SSIDs
edit 1

set ssid "FTNT1™
set status accepted .
next Add an exclusion for selected SSIDs

end

FiERTINET

Currently, you can configure phishing SSID detection only using the CLI. By default, fake SSIDs are only
detected and logged.

By default, no offending SSIDs are defined. Offending SSIDs are added using the config offending-
ssid command with the option to log, or, to log and suppress.

You can also add an exclusion for selected SSIDs, if required. In the example shown on this slide, a wildcard

match for any SSID beginning with FTNT has been configured, however an exclusion for FTNT1 has been
explicitly excluded from the offending SSID match.
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Phishing SSID Monitor and Logs

AP Wonderwillows d0:58:fc:aB:df: Te chan 1 live 9034 age 919

Wonderwillows

[+} Show OMfline  Show Accepted 5 Home-Gate
g 581D T MAC Address Signal - [ Channel = T On'Wire

o DH0C42.1b:41:67 — 36 D 3 Access Points 100

[7] cﬂ P 0A00EZ 14 167 — 57 B 3 Access Points 100

@ O 6339 D4O081: 1k 1:47 — 45 EBm 3 Access Paints 11

[7] [+] 5338 060041 141:67 — 45 B 2 Access Points 1 o

L7 [+] VodatoneConnect 30834097 o454 28:30:11 T TOdBm Office (1) 1

7] L] TALKTALK1FC915 o011 e913 7308m 2 Access Points 36

7 ] ORBISA a2 Ml 48:1cb8 736Bm 2 Access Points 3

(7] [+] EE-Hepmd A8 B 3o debetd 73 oBm 3 Access Points 11 o
Log& Report> Events > Wi-Fi Events

| Date/Time Level Action Message SSID Channel

2019/10/14 14:08:12 L L] offending-ap-on-air Offending AP On-air 6338 06:00:42:11:41:67 chan 100 live B4%90 age 70 6338 100
2019710714 14:08:12 (1] offending-ap-on-air Offending AP On-air 6338 06:00:41:1b:41:67 chan 11 live 1409 age 646 5338 11
2019/10/14 14:08:02 L] offending-ap-detected Detected Offending AP 6338 06:00:42:1b:41:67 chan 100 live B4ATY age 59 46338 100
2019/10/14 14:08:02 L L] offending-ap-detected Detected Offending AP 6338 06:00:41:1b:41:67 chan 11 live 1398 age 635 6338 11
2019/10/14 14:07:43 =an fake-ap-on-air Fake AP On-air 6337 04:00:82:1b:41:67 chan 100 live 1374 age 40 6339 100
2019/10/14 14:07:43 L 1] fake-ap-on-air Fake AP On-air 6339 06:00:81:1b:41:67 chan 11 live 1379 age 14 6339 11
2019/10/14 14:06:13 LLL] fake-ap-on-air Fake AP On-air 6339 06:00:82:1b:41:47 chan 100 lve 1284 age 71 6339 100
2019/10/14 14:06:13 L L] fake-ap-on-air Fake AP On-air 6339 06:00:81: 1b:41:67 chan 11 live 1289 age 376 6339 11
201%/10/14 14:05:42 L] rogue-ap-off-air

Once you enable phishing detection, it is possible to log entries in both the Rogue AP Monitor and the Wi-Fi

Events log.

On the Rogue AP monitor, you can classify SSIDs in the same way as rogues, and optionally suppress them.
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Monitoring the Wireless Network

In this section, you will learn how to monitor the FortiGate managed wireless network.
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Wireless Monitoring

* What are the important measures?

Wireless Health Wireless Capacity
* Channel noise + Channel utilization
« Signal strength * Association count
* Link rates » Data throughput
* Retryrate
* Lossrate
Fi:RATINET

A large proportion of wireless troubleshooting revolves around ensuring that a number of wirelesses metrics
are within acceptable ranges.

The important measures belong to two broad categories—wireless health, and wireless capacity.

Wireless health includes measures of factors that affect connection reliability, such as getting or staying
connected to a wireless network. It is a measure of how healthy the RF is around a specific interface.
Wireless health assesses how well wireless frames are being transmitted from the APs to the clients. You can
check wireless health by looking at the channel noise measured by the interface in a specific area, the signal
strength of the client, and the link rates that the client is using.

Wireless capacity measures factors that affect the capacity of the interface, and the channel capacity around
the interface. It is a measure of channel utilization—how busy the interface and the spectrum is and the
number of clients on an interface. The retry rate can be an indication that the collision rate is high, which can
occur when there are large numbers of clients in the network, again, a capacity measure.

A number of metrics are relevant to both categories, however, some are more important than others.
Some of these measures, such as retry and loss rates, are not easily measurable in a FortiWi-Fi system,

however, because these measures are important in the AP and client calculation of link rates, the link rate can
be used as a prime indicator of connection quality.
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Wireless Health—Channel Noise

Channel noise: Possible causes:
= A measure taken by the AP interfaces « Non-wireless LAN devices transmitting in
when not servicing clients the 2.4 or 5 GHz ranges. Common
< An interface’s estimate of the noise floor examples:
around the AP in the channel that it is - Microwave oven

configured to use
*+ Not an accurate measure

* Not always the noise experienced by the
client

« The higher the noise, the more difficultit is
for the AP and client to transmit

« Typical represented as SnR

* Bluetooth devices
* Wireless cameras and alarms
« Distant wireless APs and devices

High channel noise can be a cause of
health and performance issues

FiZ:ATINET

The AP interfaces are constantly monitoring the wireless channel they are tuned in to. One of the things an
interface can do when it is not servicing clients is take a measurement of the noise floor. Channel noise is a
measure of the background wireless signal that the radio cannot interpret as a wireless LAN signal. To a
radio, any signal that comes from another non-Wi-Fi device sounds like radio static sounds to a human.

Ambient channel noise is generated by many different sources that can interfere with a network. The higher
the level of noise, the lower the signal-to-noise ratio (SnR). This can affect both the AP’s and client’s ability to
send a frame. Often both the client and AP radios will respond to the decrease in SnR by reducing the link
rates of the connections. This can result in an acceptable signal strength, but a unusually low link rate,
indicating that there is a potential noise issue.

Because the interface is not a dedicated spectrum analyzer, this measure is only an estimate. However, it is a

very important indicator of potential interference in a specific area of the network. Such interference would
cause significant issues with the network if it was both powerful and frequent.
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Wireless Health—Signal Strength

Signal Strength: Possible Causes:
* A measure taken by the AP interfaces + Station is far from the AP, attempting to
when receiving data from a client connect to the network from a location
« Adirect measure of the signal strength of that is designed for wireless use, so:
the station as it is received by the AP « User either moves closer to an AP
* Does not measure the strength of the + An AP is installed if coverage in that
signal from the AP to the station location is required
* The lower the signal strength, the « Or:
lower the possible performance of the + There might be an AP down
connection

« Might be a sticky client
Signal strength is a significant factor
in the performance of a client

FiZ:ATINET

The controller maintains a list of the receive signal strength (RSSI), for all clients. RSSI is measured by the
AP of each client as transmissions occur. It is not a measure taken by the client of the AP signal strength,
which arguably is more important because the majority of data is downstream.

However, it is still possible to infer that the downstream signal strength is somewhat stronger than the
upstream signal strength. In general, the transmission power of the AP is higher than the transmission power
of the client, so it is reasonable to expect that the client’s signal strength is somewhat less than the signal of
the AP.

The lower the signal strength, the lower the ability of the radio to use higher modulation rates. The lower those
rates, the lower the connection performance of the client. Low signal scenarios can occur for a number of
reasons. Most commonly, someone is trying use the wireless network from a location that was never
designed to support wireless devices. As a result, they are simply standing too far away from the AP. At that
point, the user must choose to either move to a location that is designed to be supported by the wireless
network or, if the location warrants it, install a new AP to improve the signal strength.

Low signal strength may also indicate that an AP has stopped running. The network is designed with overlap
to allow for RF redundancy. In the event of an AP failure, there is usually another AP within range, even if it
has a much lower signal strength. The result is that the client will associate with that other AP, but will appear
as a low signal strength client.

In a more complex RF environments, a client might maintain a connection to the original AP. After the client
moves to another location, they remain stuck to the original AP and are known as a sticky clients. In these
types of design scenarios, low signal strength stations can be a fact of life. It may not be possible to eliminate
low signal strength stations completely, but it is possible to monitor the number of devices that are poorly
connected.
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Wireless Health—Link Rates

Upstream and downstream link rate: Possible causes:

* A measure taken by the AP interfaces + Station signal strength is low

when sending and receiving data from
a client

* |t is a record of the link rates that are
used to transmit from AP to client and

= Higher link rates require higher signal
strength

* The signal-to-noise (SnR) ratio is small
« A higher level of noise and/or lower signal

reduces the SnR

« Lower SnR causes clients to use lower link
rates, despite having good signal strength

from client to AP

* The lower the link rate:

* The more time is required to transmit a
given amount network traffic

+ The lower the link performance for the « Client is associated to an inappropriate

client interface or is not capable of
supporting the latest wireless
standards

* High retry or loss rate

Link rates are a fundamental measure of
link quality.

* The client is power saving

FiZ:ATINET

The transmit and receive link rates show the data rates that are being used by the AP, which is the TX or
transmit rate, and client, which is the RX or receive rate. Both are closely linked to signal strength—they often
go hand in hand, but are also impacted by other factors. The AP keeps a record of the link rates used when
transmitting to and from each associated client. The ultimate aim for all wireless implementations is to ensure
that the link rates are as high as possible for clients. A high link rate means that both the signal strength and
the signal quality are good. Because it is possible to measure the upstream link rate directly, this is a great
way to check if the client is suffering from RF issues.

The higher the link rates, the faster data is transferred, and the less air time is used for transmissions. This not
only ensures high performance for the client, but also allows maximum opportunity for other clients to transmit
as well, improving their overall performance. The link rates are calculated by the wireless chipset, based on
signal strength, the SnR, and the retry and loss rate of frames. A client might have very good signal strength
but a low link rate, which could indicate that the noise floor is higher than is optimal because the SnR is
potentially quite small. This prevents the client from using the upper link rates regardless of how strong the
signal is. The frame retry and loss rates will also cause a lower connection rate. If either the client or the AP
radio is struggling to send frames, for example, there are a large number of collisions because of stations on
neighboring APs, the radio can reduce its link rate to attempt to make transmissions more reliable.

Lower link rates may also indicate that the wireless client might be an older client and, as such, might only
support older wireless standards where the link rates are a lot lower. For maximum efficiency, it is often
worthwhile to ensure that these older clients are replaced as soon as possible with newer-standard clients that
support more efficient link rates. Finally, upstream link rates can be reduced when a client enters power save
mode. Many handheld devices will aggressively reduce link rates when they are not transmitting data because
this can save significant amounts of battery power. However, this does make the client appear as if it is having
a poor experience because the signal strength is often strong. Lower link rates are relevant in this scenario
when you can see that the client is transmitting data. The radio should be trying to attain the highest link rates
possible, and the fact that it isn’t indicates that the client might have an RF issue.
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Wireless Capacity—Channel Utilization

Channel Utilization: Possible Causes:

+ A percentage count of used airtime on * Large number of station connections
the interface channel

_ « Poorly connected stations with low link
« Around each AP for all interfaces

rates
* |t measures all wireless traffic in the

channel
« Controllers own AP and station traffic * High numbers of neighboring wireless

networks on the same channel

» High throughput applications

« Any other traffic from any other APs or
station in the locality

* The higher the channel utilization the = g
less capacity there is e

Channel utilization is a primary indicator - gz g2 B

of capacity. Womres

FiZ:ATINET

Channel utilization is the primary indicator of capacity around an interface. When enabled, the AP constantly
monitors the amount of wireless traffic it can decode in the channel and provides a measure. It is not only
accounting for traffic transmitted by its own clients, but it is also is accounting for other wireless traffic on the
channel, which could be coming from neighboring APs and wireless clients not associated with your wireless
network. The neighboring APs and wireless clients still use capacity, even though they are not part of your
network, and your network cannot transmit data while those other transmissions are occurring.

The higher the channel utilization, which is measured in percent, the less the spare airtime that is available.
Channel utilization is the most important indicator of wireless capacity.

High channel utilization is usually caused by a high number of station connections, but can also be caused by

a smaller number of stations transmitting a large amount traffic. It does not matter if the stations and APs are
your own, or if they are neighboring devices.
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Wireless Capacity—Association/Station Count

Association count Possible Causes
+ Count of wireless devices * Many connected devices
associated with a wireless interface « Higher than expected count can be
* High client counts impact caused by:
performance but are dependent on: « Nearby AP or interface down
+ Applications in use « Unexpected client mix, 2.4 Ghz
» Types of clients associated favoured over 5 GHz, or the other

; way around
Overloading can also be a cause of y

wireless health issues

F:RTINET ik A i P .

Another critical metric for your wireless interface is the associated client count. Association count is a
measure of the number of clients associated with each interface. A high client count will always affect
performance, but the applications in use and the types of clients also a matter.

Many devices means many associations. A higher than expected count can be caused by a nearby AP that
stops running, or an unexpected mix of clients that prefer one frequency range over another.
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Sources of Information—Wi-Fi Health Monitor

* Located under Monitor Monitor> Wireless Health Monitor

* AP status and client counts mﬁ 1
« Channel Utilization ir» 0
= See the most utilised wireless Wt 3

interfaces

« Interfaces must be enabled to
monitor channel utilization in the AP

« Hover over for more detail

+ Top Wireless Interference

» See the interfaces with the most RF
issues

« APs must be have WIDS profile or
Radio Resource Provision enabled

» Click through to see more
information

FiZ:ATINET

So where do you find information about these metrics?

There are multiple sources of information, both on the GUI and the CLI. Often, it is an exercise to collate all
the relevant information to form a picture of the wireless environment.

The Wireless Health Monitor is a great place to start. Located under Monitor, it gives a dashboard view of
the status of the network. A series of widgets provide an overview of the AP status and client counts across
the entire controller.

Of particular interest will be the Channel Utilization and Top Wireless Interference widgets. These widgets
highlight the radio interfaces that are potentially suffering issues from high channel utilization or excessive
interference.

You can hover the cursor over the widget elements, which often reveals more information about a specific
event. You can click many elements to reveal further information.

In the Top Wireless Interference widget, you can click a radio to reveal a table of the neighboring access
point that the radio can detect, and its received signal strength. You can sort these tables to highlight radios
that are interfering the most.

This is key information that you can use to diagnose potential causes of poor performance and connection
reliability.
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Sources of Information—Managed FortiAPs

* Located under Wi-Fi & Switch Wi-Fi & Switch Controller> Managed FortiAPs
Controller — = ~ =
- Displays detailed information e 2o
about the installed APs e e
« View by AP

= Right-click on column headers and
add Channel Utilization
+ View by Radio

« Sort all radios by utilization and
station load

EEREEE T

« Both views allow the view of:
» Radio utilization
« Client count

FiERTINET

The Managed FortiAPs table also contains useful information about the status of connected APs.
Found under Wi-Fi & Switch Controller > Managed FortiAPs, it provides three different views.
AP View is the default view and groups radio interfaces together under an AP.

The Radio option is more useful for assessing load because it allows you to easily sort the radios to highlight
interfaces that are in trouble.

Note that you can add useful columns, such as Utilization, to a view.
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Sources of Information—Wi-Fi Maps

* Provides graphical
representation of the location of
APs

« Useful for visualizing the state of
the wireless network , .
= Channel configuration
+ Channel utilization
+ Station load

* Allows easy identification of APs | 1—
that might have inappropriate il
channel settings or are I
overloaded =

Wi-Fi & Switch Controller> Wi-Fi Maps

-
o

m
[T

* Requires setup ®
* Floorplanimport
* AP placement ¥

FiERTINET

It is often difficult to work out from a static table how an AP location will relate to another. The location of an
AP is particularly important when assessing the channel setting, and using the Wi-Fi map will allow you to
identify adjacent APs that might, for instance, have the same channel number, potentially causing an issue.

You can also change the view to identify APs that are overloaded, or are reporting high channel utilization.
You must import the maps, and place the APs on them. Also remember that buildings tend to have multiple

floors, so when assessing APs, bear in mind that there may also be APs on floors above and below, so you
would need to consider multiple floor maps.
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Sources of Information—Wi-Fi Events

* Provides a historical log of
wireless-related events Log & Report> Events > Wi-Fi Events.

& T . .f. . 2 &  OAsdFier W Wi Events > | B () Detai
o view specific station el m—
. . Bouter Events
information 20191004 125240 WEIENS  rogunap changed AP EE hnsd 434 26 Achctd chan 11 e 248380 i "
. 201910/04 124811 - rogue: ap- off - air AP LL-BrghBos tak2% B4 PratcA%aheZ chan 1 live 347541 age 900 Usor Events 1
+ Add the followmg columns: WD 12A7 ropun-sp it APTTHSTKAT LD AT 535 charblive ATOIape§01 | Enciosint Event 5
FOLRI0/04 1244105 e rogue-ap changed AP Wonderwiliows o0-8:fca8:dt Fe chan § live 349188 it ) 1
- Band F019/10/04 124218 e rogue s changed AP Wonderwiliows 24.57-801:75:22 chan 11 ive 345044 ——
. Data Rate 0IWIG04 124111 W rogue.ap-off wie AP DTWIR X 620032672502 chan 11 fve 146177 age 900 1
1% - rogue. ap-off . au AP BTWl with-FON 62:ce 2267 7581 chan 11 live 345280 age 900 | SDN Connector Events | 11
- Phys Ecal AP 01 04 123741 . rogue- ap-off A AP i 3cH18-3 1% chan 3 ive 335138 ape 920 LY 3
- 200% /04 1237 41 - rogue- sp-off air AP 62002267 2584 chan 11 live 345902 age 914 N 1
. Add a ﬁlter for Statlon Mac 01004 123509 - rogue ap chinged AP EE-hSepgd 4884 34 4cbe 13 chan & live 347387 EE-hoepgd &
i i 2019/10/04 1231-11  =. rogue-apott-ar AP Wonderwibows sl b o 86:8a chan 1 ve 348306 age 714 Worderwilime 1
« To monitor a spec|f|c AP R A g g o R S e R =
& 2019/1004 12:2840 = rogue- ap off ar AP BTHubé SHRI 4022729 24 Th b ¥ chan 348 live 317140 age 927 BTHubs SHRI 3%
= Add the following columns 0191004122711 we romve apeifar  APBTHUS.THAT 446942 5h IS chandlive S4I60Tage 05 BTHUDS 7KE7 s
. Phys Ecal AP .:1?:.0-10.9.-. 7 ;.!3 32 . rogue-ap-changed AP’ wou-.”.no,";a atctae Viscaboraaitinrs 3
20191004 122747 wm AP EE-hPopg3 4884 36 Scbofd of EE -hocpgd 1
- Add a ﬁlter for Physical AP HWI004 121041 . AP 93 ch 8 L cth chan 108 A 1o
2009/10/04 123811 - rogue ap off air AP DRBISE a2 2 of 1B 51 P chan ve J47704 age 702 OREISE 3
20091004 123111 - rogue ap off ar AP WonderwiBiosn A58 1Ca8 dt Fe chan 11 ve 347090 age P06 Worderwiliows 11
20NV10/04 120841 - rogue- ap-off- air AP TALKTALKBOODS 1 74:25 28:b0r0ct &8 chan 1 frve 219508 age 978 TALK TALKBOODS 1 1
2019/10/04 1220841 - rogue. ap off a AP BTWIR X 4227 7924 Te bl chan 38 lve 315740 age 730 BTwWe X 3
2019/10/04 12208 41 - rogue ap off a AP BTWER with FON 220 7-2924: 7o ba chan 36 live 115940 age 917 BT with FON 34
2019/10/04 12:08-41 L rogue ap off e AP BTHubs SHRD 80 729 2 Thob® chan 34 live 315940 age 920 BTHubo SR =2

F:RTINET & Fortinet Inc. All Rights Reserved 32

The events table provides a historical view of the wireless network. You can use this to identify events that
affect both clients and APs over time.

Adding additional columns and filtering allows you to focus in on wireless clients or APs that are misbehaving.
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Sources of Information—Wi-Fi Client Monitor

* Detailed client information for all
clients currently connected

Monitor> Wi-Fi Client Monitor > Wi-Fi Events

» Use to assess the client health
from the APs point of view

+ The signal strength here is
measured by the AP

= |t does not show the signal strength
of the AP at the client

* For more useful information, add
additional columns:
« Rate—link quality indicator
* MIMO—-client capability indicator
+ Band—client capability indicator

* Columns sortable and filterable
to isolate clients that are in _ R
difficulty

FiERTINET

The Wi-Fi Client Monitor provides detailed information about clients that are currently connected.

Again, you can add additional columns to provide useful information about a client’s connection state, such as
the signal strength the AP is receiving from the station, the downstream link rate, the channel configuration,
and so on.

Again, you can sort and filter to highlight clients that are in trouble.
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Sources of Information—Controller CLI

+ List all stations connected to the APs

diag wireless-controller wlac -d sta | grep -v 0.0.0.0

vi=0 wtp=2 rId=1 wlan=Main-Wi-fi vlan_id=0 ip=192.168.5.50 mac=ac:84:c6:fc:fl:b8 vci= host=
user= group= signal=-37 noise=-95 idle=12 bw=0 use=5 chan=1 radio_type=11IN
security=wpa2_only personal mpsk=default encrypt=aes cp_authed=no online=yes mimo=1

* List all discovered neighboring APs
get wireless-controller scan

CMWEF VF SSID BSSID CHAN RATE SIGMAL NOISE INT CAPS ACT LIVE AGE WIRED
{dBm) (dBm)
UNNE 0 BIHome Hub2-. .. 1 130M -8B =95 100 EFs N 50435 50435 2 RSN CCMP TKIF VEN WEA WME
UNNN 0 ET0penzone-H 1 1308 -92 -95 100 Ea T 103115 515 ? VEN WME
UHNHN 0 BTFCN 1 130M -90 -95 100 Es N 104075 103003 ? VEN WME
UHNN O EXT2-BTHubé&. .. 1 144M -T8 -85 100 EPs Y 1563886 22 ? RSN CCME WME VEN VEN VER

Show RF conditions around all AP radios
get wireless-controller rf-analysis

+ Shows a list of neighboring APs together with their signal strength, channel and RF score

* Show client load over time
get wireless-controller status
« Shows a breakdown of total client load over multiple hours and days

FiERTINET

As well as the GUI on the controller, you can also gather information from the controller CLI.

You can list connected stations and APs as you would see them on the GUI.

It is also possible to get a better view of the RF status of all the radios by using the get wireless-
controller rf-analysis command. Unlike the GUI, which only lists the top-most interfered with, you
can list all of the interfaces.

Or, you can focus on one AP by specifying the WTP ID, also known as the AP serial number.

There is little historical information available on the GUI, so get wireless-controller status isa
useful command for monitoring client load over time.
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Sources of Information—AP CLI

Useful statistics are available from the AP by running an AP shell command
+ Connection is through:

Controller GUI

Console cable to AP (if AP has a console port)
Direct through SSH or telnet (both need to enabled)
Through the CAPWAP tunnel

* Access through CAPWAP tunnel can be used when direct SSH/Telnet is not
available

Usually when an AP is based remotely behind a NAT device
Currently not supported by the FAP-U series of APs

This feature allows an AP shell command up to 127-bytes sent to the FAP, and FAP will run this
command, and return the results to the controller

The FAP will only report running result to the controller after the command is finished

If a new command is sent to the AP before the previous command is finished, the previous
command will be cancelled

The maximum outputfrom a command is limited to 4M, the default output size is set to 32K

FiERTINET

The AP CLI can provide specific information about AP and client connectivity. Access to the AP can be
achieved in multiple ways. Connections can be direct to the AP over a console cable, or over the network if

the appropriate protocols are enabled on the AP.

One new way of connecting is through the CAPWAP tunnel. This is useful when an AP is remotely based and

cannot be reached by any other method. It bypasses the need to open ports because it allows commands
through the CAPWAP tunnel. Commands are sent as a package, the AP executes the command, and then
returns the result. If you send another command before the previous is completed, the first command is
cancelled.
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Sources of Information—AP CLI (Contd)

« To connect using the controller GUI aaming152 168.5.102's password: w o
Send automatic password panic
+ Wi-Fi & Switch Controller > Managed Skafteach ¥ tisiy it e
FortiAPs. nelp Display this test i
) . . ? ynonym for 'help’ 1000000 1 “dmesy —"
* Right-click the row of the FortiAP thatyou i
want to connect to and then select >_ e oft
ret o
Connect to CLI erg et
: : = e ton
* Help or ? to display list of commands o= —
date cfg
. di. console debu rof
« Some commands are aliased diag_aebug_cashlog
:];::asnil're:r :‘::
* Each AP has a set of configuration and ccioryreser -
. . . APPOTLAL 13 scanclr
diagnostic commands available e il smam
+ cw diag commands are used or il e,
monitoring/diagnostics ik vy
. - iwconfi 2
« To increase timeout: ey s
* cfg -a ADMIN TIMEOUT=mins Lapert Sapa 0
. cfg -C I:got Eg%mmw
o P J P
top :_i:id.mg_‘_—rnhlog read

FiERTINET

ow_diag kernel-
ow_diag uptime
ow_diag keta

ov_diag -¢ &ta
ow_diag repeat

ow_diag —tlog on
ow_diag —tlog

ow_diag ——clog on
ow_diag -——cleg

ow_diag —flog 16
ow_diag --flog O
ow_diag -c wip-
ow_diag -c radio-
o diag -c vep-
ow_diag ays-
ow_diay -c acan—
ow_diag -c ap-
ow_diag -c sta-
ow_diag -c Feld-
ow_debug app
ow_dabug app
iwpriv wi-fi0

Awpelv wi-Fi1

The easiest way to connect to a FortiAP using the controller GUI is to highlight an AP on the Managed
FortiAPs table, and then click Connect to CLI. However, it is possible to connect directly to the AP if it has a

console port, or by using one of the other listed methods.

As with other Fortigate CLI commands, you can use context-sensitive help.

By default, the CLI will timeout after approximately 5 minutes, which can be an issue if you are trying to

troubleshoot. You can extend the timeout period by using the cfg command.
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Sources of information—AP CLI Commands

For Station Specific L1 metrics Staffroam # cw diag -d sta 80:86:F2:82:05:E1

STA extension info

cw diag -d sta mac-address 5
rx:c;.t,a_
* Lost frames o g
IX_NOPprivacy
* Retry frames icy o S
(Frames can be retransmitted multiple times, sometimes the number of iijﬁm‘mi
retry frames can actually exceed the tx_frames count) x_wpimic
£x_tkipicw
+ Lists signal to noise i

rx_decrypterc
£x_unauth

o | oo diacara
Tx_target_discard
Rt baan ol "

explicit_compbf
explicit_noncomphf
implicit_bf

5U Beamfommer smuppert
5U Beamfomes suppert
MU Seamformer suppert

MU Beamformee support
apabilitias JDOL
{ RSET : 1€ 48

FiERTINET

For stations, you can list more detailed RF information by using the cw _diag -d sta command for a
specific station MAC address.

This command can reveal the frames that that were lost when the AP failed to send them to a client, together
with frames that have been retried.

It is not unusual to see very low number of loss frames (in relation to the TX frame count), but an increasingly
large number show that the AP has been unable to successfully send a data frame after numerous retries.
This can indicate that the station is unable to clearly receive or decode frames from the AP, with the result that
it is not sending an acknowledgement frame. This can indicate poor signal strength at the client, or a high
noise floor

Retry frames are not unusual. Retries are part of normal wireless LAN network operation, but high numbers
indicate an issue.
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Sources of Information—AP CLI Commands (Contd)

« Show the last minute of channel utilization for the APs configured channel
cw _diag -c his-chutil
« Show channel utilization for all allowed channels at the AP
cw_diag -c all-chutil
« Show associated stations
cw _diag ksta (or aliased to sta)
wlan0l (test) client count 1

ip proto:dhcp ip age:848 host:PaulM-Lap wci:MSFT 5.0
:129Mbps rosi:44dB idle:0s

EEY type=aes ccm par
40 950 Se Ta 2

00 00 00 00 00 00

00 00 00 00 00 00 00 00

» Both upstream and downstream link rates listed together with SNR

FiZ:ATINET

The cw diag -c his-chutel command provide a short history of an AP’s channel utilization for the AP’s
radios. So, rather than taking a one-time measure, which could be a peak, you can see over the span of one
minute, a plot of the channel utilization.

cw_diag ksta is an aliased command. The key information that is not available anywhere else is the
downstream (AP to client) and upstream link rate. Both are great measures of connection quality, but
assumes that you understand the range of connection rates the AP and clients are capable of.

For instance, handheld clients will likely have only a single or dual-stream radio and, as such, would never
achieve the same link rates as an Apple MacBook Pro for example. Reviewing the specifications of the client
will indicate the maximum rate it is capable of. Reviewing its connection using the cw diag ksta
command, will show how close it is to the maximum connection speed and, as a result, how healthy the
connection is.

Note that many devices save battery power by reducing link rate when the connection is idle. Often, to get a
good representation of the link rates, some data needs to be transmitted and received.
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Sources of Information—AP CLI Commands (Contd)

« Show radio interfaces on an AP:

iwconfig

wi-£i0 no wireless extensions.
wi-fil no wireless extensions.
wlan00 IEEE 802.1lng ESSID:"&335"

Mode:Master Freguency:2.462 GHz Access Point: 08:5B:0E:B0:2E:5C

Bit Rate:1%5 Mb/s Tx-Power=20 dBm

RTS thr=2346 B Fragment thr:off

Encryption key:38D0-95964-CB&2-2DBA-676B-C5ES5-10E2-02FE [2] Security mode:open
Power Management:off

Link Quality=94/34 Signal level=-3§ dBm Noise level=-55 dBm

State RUN(5)

Rx invalid nwid:6702 BRx invalid crypt:0 Rx invalid frag:0

Tx excessive retries:0 Invalid mise:0 Missed beacon:0

<. More =

* All SSIDs are in the form of wlan XY

* Where X is 0 for 2.4 GHz and 1 for 5 GHz
« Where Y is incrementing in function of the SSIDs

* To see statistics on a single interface: cw diag stats wlanXY

FiERTINET

You can view more detailed interface information by using the iwconfig command.

Secure Access 6.2 Study Guide

402



Enhanced Wireless

DO NOT REPRINT

EORTINIET
TN TITINLC ]

Regular Monitoring is Essential

Wireless capacity Wireless health
* As a guide, a healthy interface should * Noise
maintain rates of: + Ideally -92 or weaker
+ Utilization < 75% + High -80s is OK
« Client Count < 30 « Low -80s or stronger is not good

« Temporary peaks above this are expected - Signal strength

« Should match or better design criteria
« In general should be -64 or stronger

« Signal-to-noise ratio

» Should 15 minimum

= 25 or more is preferable
* Best possible link rates

« Be aware of a client's capabilities

« Ensure they are connected to the most
suitable interface

FiZ:ATINET

The lower the channel noise, the better. Signal strength is measured in negative decibels—the greater the
negative number the weaker the signal.

For noise, a signal weaker than -92 is considered optimal. A signal in the high -80s is acceptable. A signal in
the low -80s or -70s indicates significant interference that you should investigate using a spectrum analyzer.

The wireless network would have been designed and specified with a target signal strength for clients. You
should make sure that the majority of your clients have that minimum signal strength or greater. Is not unusual
to have a small number of stations that are weaker. For example, wireless devices enter and leave buildings,
which can cause small numbers of low signal strength clients to appear and disappear. Generally, you should
see signal strengths of -64 or stronger, with a good SnR of at least 15, but preferably 25 or more. Newer,
higher speed standards will generally require a higher signal strength and a greater SnR, but these numbers
provide a good baseline and allow most wireless connections to work.

Finally, the ultimate indicator of health are the link rates that the client and AP use to communicate with each
other. Before you can make a judgment on the link rate, you first need to understand the specifications of the
wireless client to identify the maximum link rate you can use. Often, devices will be equipped with 1 or 2
stream 2.4 and 5 GHz-capable clients. Analysis of the link rates being used may show that, rather than
connecting near the theoretical maximums of 433 Mbps (for a 1 stream 802.11ac client) or 866 Mbps (for a 2
stream client) which you might expect, they are connecting closer to 65 Mbps.

Often this is simply a result of the clients connecting to the 2.4 GHz radio rather than a more suitable 5 GHz

radio. Equally, link rates will be reduced if the underlying metrics (loss, retry, signal strength, and noise) are
impacted.
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Troubleshooting

In this section, you will learn about some of the key areas where wireless networks can experience issues.
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Access Point Channelization

Problem: AdjacentAPson
s same channel
Inappropriate channel settings can cause co- °"f‘m"’ e
channel interference (CCl) transmission
. . between APs and
* Channel configuration can change clients collide

* Local environment can change

* Review on a regular basis to ensure that plan
is still suitable

+ Dual band APs are increasingly hard to («) @ @
configure successfully e,

APswith same

« New 5 GHz standards require higher signal strength |} () channel are
and greater SnR resultingin APs needing to be further apart.
closer together © © (':Fg!r I‘a:ucesﬂfal

. (r;’l_farkesltplan ning 2.4 Ghz channel increasingly mot. _ ) sl vty

ifficu :

» Can mean disabling some APs 2.4 GHz radios 1)) (| @ @

Fi:ATINET

A big source of issues with a wireless network can be incorrect channel setting.

Regardless of whether channels are set manually, or by an automated system such as Radio Resource
Provisioning, it is possible to reach a scenario where AP radios have channel or power settings that cause
CCl.

Automated systems can change channels to adapt to changes in local RF conditions, such as a new moving
in and installing their own wireless network. This can cause your APs to attempt to recalculate their channel
settings.

Or, in the case of 5 GHz DFS channels, a radar signal is detected which can cause APs to change channels.

However it happens, APs that are close together should avoid being on the same channel. It is important to
make sure that your AP population is configured in the best way possible, in accordance with conditions.

Note that it can be difficult in modern networks to balance the needs of 5 GHz clients with older 2.4 GHz
clinets. Newer 5 GHz standards can mean that APs need to be much close together to ensure the best
performance. This can make 2.4 GHz clients very difficult to deploy from the same sets of APs, because 2.4
GHz signals tend to propagate farther.

This can be too difficult to accommodate by, for instance, turning down the transmission power. So, in many

modern networks, it is now common practice to turn off select 2.4 GHz radios, or at least assign them to
another task, such as dedicated rogue detection.
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Access Point Channelization (Contd)

* Review the channel map and identify adjacent ‘

APs that are on the same channel oL N

« Do this for 2.4 GHz particularly —L ‘ ==

+ |dentify APs that are adjacent and on the same vage v,
channel L1 _Fgy

« Don't forget to account for APs on floor above and | ;
below =] N e l

* Review the adjacent APs b o ]

+ In the Top Wireless Interference table in the Wi-Fi sy g Aneighboring AP outside

Health Monitor network. We may be able of our network. Unlikely we
+ Sort the table to show the strongest interfering to change these could change these

neighbours on the same channel
= The AP CLI using:

cw _diag —c his-chutil

cw_diag -c all-chutil i
Bod8m
B0 d8m
58 .48r
#0940

* |dentify the APs that are strongest

« -80 or stronger are likely to cause an issue
Fi:RATINET

When reviewing the AP channels, the Wi-Fi map is very useful. It allows you to view the channel settings for
each AP, instantly seeing which AP interfaces could be interfering with each other. It is possible to view each
frequency individually. You should pay particular attention to the 2.4 GHz interfaces, because these are the
ones that usually experience issues.

The Top Wireless Interference table, when sorted, also shows the APs that are potentially interfering. You
can sort to highlight the strongest interfering radios. Some of these radios may well be your own, in which
case, you might be able to do something about them. However, is equally likely that there are radios from
surrounding wireless networks that have a signal strength strong enough to cause a potential issue for you.
You may have to consider changing your AP channels to avoid any highly used neighboring networks.

As a guideline, you should consider that radios in the same channel that are sfronger than -80 might cause
issues.
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Access Point Channelization (Contd)

Solution:

* For own APs in network
« Review the power settings for the interfering radios

and if required, reduce by overriding the radio RadoTI] RoG0L7 rpzoc e ovutacnsy rarszocaeman o Raod 0]
+ If already at a low setting (minimum of 10dB), Radio[11] 7 S SRS rasio10]
override the channel setting with a more suitable i b i
channel
« If a more suitable channelcannot be selected, Override Radio 1
consider disabling the radio by adding the AP a new Band O 802.11n/g (2.4 GHz Band)
profile with the interface disabled Channels ©
1 16 11
5 FOI’ APS OUtSIde Of your network TX Power Control B 10- 17 dBm
« Other third-party APs that are outside your control e D Fgsr v

are difficult to deal with

+ Often the only solution is to configure your AP radio
to avoid the interfering radio or accept the loss in
performance.

FiZ:ATINET

If you identify AP radios in your own network that are interfering with each other, then the first thing to do is
review the power settings in use. By default, the automatic power management algorithm will automatically
vary the power between 10 and 17 decibels. If the radio is already at the minimum 10 decibels, then it is
inadvisable to reduce that further because it will begin to have a significant impact on any connected clients.

Rather than reduce the power any further, you should investigate setting the radio to another channel. In the
2.4 GHz range, this can be difficult because of the limited number of channels available (1,6,11).

Ultimately, if you cannot reduce the power or change the channel, one of the final things to consider is to
disable the radio interface. This will allow other radio interfaces that were previously being interfered with to
increase their power and provide service.

If you identify APs outside of the network, it is likely that they are outside of your control and, as such, it would
be difficult to reduce their power or change the channel. As a result, the only potential option for your radios
that are being interfered with is to change the channel to avoid CCI.

Note that the amount of CCl is very much dependent on the amount of wireless traffic being transmitted. If the
neighboring network is small and under used, then the amount of disruption that it could potentially cause to
your network may be acceptable.

To change individual radios, you can override them by configuring each AP in Managed FortiAPs.
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VPN Probe Tool

* New feature for FortiOS 6.2 (AP and
FortiGate)

+ Verification of VLAN availability to a
FortiAP or FortiAP-S DHCP Server

+ Display VLANs tagged to AP port
« Verifies DHCP availability

+ Allows easy identification of AP the S
have missing or incorrect VLANSs

FortiGate

available at the port [

« Identifies missing, misconfigured / v FortiSwitch
DHCP servers or relays d(rrgg. 802.1Q

+ |dentifies DHCP server that are failing |
to issue IP’s

F:ATINET

A common cause of wireless connectivity issues is often not related to wireless connectivity at all. Wireless
networks, as with all types of networks, rely on services such as DNS and DHCP to provide connectivity.
Often the flexibility and the ability of a wireless network to connect clients can mean that these supporting
services can suffer from overloading. The VPN Probe tool is a new feature that allows network administrators
to identify issues with the DHCP and VLAN configuration on an AP wired port.

You can run the probe tool from either FortiGate or the AP itself. It displays information about VLANs that are
tagged to the AP port. It will also perform DHCP availability checks, ensuring that a DHCP server is
configured, and that is able to assign IP addresses.

VPN Probe is a new feature in FortiOS 6.2 and requires that the AP is also updated to version 6.2 firmware.
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* Probe initiated at CLI only

* Can be initiated from the controller
« WTP-AP ID
« Action
* 0 - Start to start probing
* 1 - Stop to interrupt a probing
« 2-Clear to clear all probing scans
WAN Port
« 0 -All ports (depending on the FAP)
* 1-Port1 (eth0)
+ 2-Port2 (eth1, if available)
- STARTVID STOPVID
+ Start and stop search by tag number
RETRIES TIMEQUT
« DHCP probe retries (max 224)
* Probe timeout (max 225 seconds)

FiERTINET

VPN Probe Tool (Contd)

Controller

# diagnose wireless-controller wlac -c

# diagnose wireless-controller wlac -c
o

VLAN probing status on eth0: Done

4 1f

VLAN probing status on ethl: Done

vlian-probe—cmd

vlian-probe-rpt

You can run the probe tool using the CLI only, however, you can view the results in the logs using the

FortiGate GUI.

When you run the probe tool using the CLI, the absolute minimum that you must specify is the access point
ID, together with an appropriate command, such as zero, to start a probe. Optionally, you can specify the
range of VLAN tag numbers, together with a specific AP wired interface (if the AP has multiple wide ports).

You can also change the DHCP probe retries and time-out, if required.

Running the probe tool will return information about the VLANs found, together with any DHCP information

gathered during the probe.
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« Can be initiated from AP

= Action
+ 0 - Start to start probing
+ 1 - Stop to interrupt a probing

« INTF — AP interface
« EthO or eth1
« STARTVID STOPVID

+ RETRIES TIMEOUT

FiERTINET

VPN Probe Tool (Contd)

+ 2 -Clear to clear all probing scans

= Start and stop search by tag number

« DHCP probe retries (max 224)
* Probe timeout (max 225 seconds)

AP

# ow diag -c vlan-probe-and

# cw diag -c¢ vlan-probe-rpt
WTP VLAN probing status: Probing In Progress

VLAN probing report on intf[eth0] vlan range[100,300]
retries[3] timecut[10]:

VLAN ID=0100 gateway=10.100.0.1/24 age=18
VLAN ID=0101 gateway=10.199.100.62/28 age=18
VLAN ID=0102 gateway=10.195.100.768/28 age=18
'-J'LNJ:}'TI—I'!Q(-Q gateway=10.200.0.1/24 age=18

You can also run the probe tool using the AP CLI.

The CLI options are similar to running the probe tool using the FortiGate CLI, and so is the information the

probe tool retrieves.
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* The FortiAP will send out a
DHCP Discover on each VLAN
specified in the range passed in
the command option

« |f DHCP Offer is received, VLAN
will be marked as Discovered

« No DHCP Offer, VLAN will be
Missing
* Immediate probe results
displayed in the CLI

+ Also displayed in the Wi-Fi
events log

Log & Report > Events > Wi-Fi
Events

FiERTINET

VPN Probe Tool—GUI Logs

Mo detected VLANs
or VLANs missing VLANSs detected

VLAN probe started

The output from the commands on the CLI are immediate. The results are also displayed on the GUl in Log &

Report > Events > Wi-Fi Events.

If you supply a range of VLANs on the CLI, the AP will attempt to discover each VLAN in the range and

perform a DHCP discover.

If DHCP Offer is received, the VLAN will be marked as discovered.

If no DHCP Offer is received, the VLAN will be marked as missing.
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Wireless Best Practices

In this section, you will learn about some of the best practices that you can adopt when deploying a wireless
network.
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Excessive SSID Broadcast

« Each SSID broadcast by an AP
requires an amount of management

2 Nqnb‘erolnPs' Number of $5IDs
traffic (frames) e e S T 8w
1 3% 6% 10% | 13% 16% | 19% | 23% | 26% | 29% | 32%
« These frames carry no data. They : —— | | :
2 65 13% 19% 26% 32% | 39% | 45% 52% | 58% | 6d4%
purely allow the network to operate ——1— ——1—
3 10% 9% | 29% | 39% | 48% | 58% | 68% | 77% | B7% | 97%
- A” frames take airtil'rle 4 130 | 26% | 39% | 52% | 64% | 77% | o0% | 100% | 100% | 100%
« All APs within range and on the same : il (ot o il ] Lo Bl o
. g . . -] 39% | 58% | 77% | 97% | 100% | 100% | 100% | 100% | 100%
channel will utilize airtime
T4 23% | 45% | 68% | 90% | 100% | 100% | 100% | 100% | 100% | 100%.
Best Practice: 8 26% 52% | 77% |100% | 100% | 100% | 100% | 100% | 100% | 100%

* Try and limit the number of SSIDs that
you advertise

* |deally limitto no more than 5 but be
aware that neighboring APs will also
contribute to overhead

FiZ:ATINET

A key best practice that you should consider is the reduction or minimization of the number of wireless
networks that your APs broadcast. This is applicable to all wireless network types and vendors.

The temptation is to broadcast many wireless networks to fulfil many purposes. However, each wireless
network broadcast from an AP requires an amount of wireless management traffic. This traffic, or these
management frames, carry no data and, as such, take up airtime or wireless capacity. By default,
management frames also tend to be broadcast at low data rates, which means that not only could there be a
lot of them, if many VAPS/SSIDs are being broadcast, but that they will use a substantial amount of airtime
when being broadcast.

The table on the slide shows an approximate calculation of the amount of airtime used when the number of
APs in a channel broadcast a number of SSIDs.

For example, if only one AP broadcasts ten networks or SSIDs, approximately 32% of the available airtime
would be used sending and receiving management frames without actually exchanging any useful data. This
calculation also assumes an ideal environment, with little or no interference. In the real world, it is likely that
additional capacity could be lost to this as well.

Note that it makes no difference if it is your APs or a neighboring network’s APs, the same overhead applies.
Management frames take airtime wherever they come from.

To minimize the effects, it is a best practice to limit the number of broadcasting networks to five, but preferably

fewer. Note that there are various mechanisms, such as dynamic VLANSs, that you can use to help limit the
need to have multiple wireless networks being broadcast.
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Probe Response Threshold

Strong signal

* The AP will respond to probe requests from
clients that have a receive signal strength
above a certain level

measured

APrespondsto
probe request

« Known as the probe response threshold
« AP measures the signal strength of client probing

+ The default allows for a wide range of clients

to connect
» Can resultin distant clients connecting Poorsignal measured
inappropriately by AP when receiving
+ Can resultin excessive airtime usage because of prove request frame
low link rates No probe response
Fi:ATINET

Signal strength is one of the major factors in wireless performance. Clients with poor signal strength to and
from the AP will likely have poor performance. They will also cause poor performance for other clients
connected to the same AP because of the excessive amount of airtime they will take to transmit and receive
their data.

The wireless client is in control of the AP selection process in a Fortinet integrated and cloud network.
Because of quirks of RF, and the possible poor quality of the wireless client hardware or drivers, it is possible
for wireless clients to make poor decisions when connecting to APs. A client may choose to connect to an AP
farther away when there may be a closer, more suitable AP to connect to, for example. This results in a
connection that has poor signal strength and poor link rates, resulting in performance issues. The
AP/controller does have limited control in how a client connects. Part of the client’'s connection process
involves a probe request and a probe response process that occurs during the initial association. This can
give the AP the opportunity to not respond to a probe request from a client that is too far away. If the client
does not get a probe response from an AP, it should carry on looking for other suitable APs to connect to. The
AP can measure the signal strength of the client’s probe request. If it decides the signal is too weak, then it
can choose to not respond with a probe response frame. The signal strength the AP uses is defined by the
probe response threshold and is measured in dBm.

The probe response threshold applies only when the client is attempting connect to an AP. If the client is
already connected and starts moving away from the AP, resulting in the signal strength dropping below the
threshold, then it will not be forcibly disconnected by the AP/controller. However, if the connection drops for
any other reason, the client will need to probe to reconnect. At that point, the client will be below the threshold
and will not get a probe response.
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Probe Response Threshold (Contd)

« Threshold is configurable config wireless-controller vap
* On a per VAP/SSID basis edit <vap_ name>
* CLlonly set probe-resp-suppression
« Configurable from -20 to -95. Default value is -80 enable

Best Practice: set probe-resp-threshold

. ; : <level int>
+ Monitor poorly or inappropriately connected

. end
clients.
+ The Wi-Fi Client monitor will display all connected
clients and is sortable/filterable by signal strength <level int> is the full negative number of
» If high numbers of low signal strength clients the required signal threshhold, for example:
are Connecting set probe-resp-threshold -70
+ Investigate their physical location—are they Will require clients to be have a detected signal
supposed to have wireless access there? strength of -70 or stronger before the AP will

; . > dt b
« If clients are connecting to an AP that is too far FEShORCo prote

away, consider decreasing the threshold by 5dB
« Repeat monitoring
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The probe response threshold is applicable to the VAP/SSID. You can configure it only on the CLI. By default,
the threshold is -80 dBm); this requires that any probe request frame that comes to any of the wireless radios
that are broadcasting the SSID should be measured at -80 or stronger, before the AP will respond. -80 allows
for clients with a relatively weak signal strength to make the connection. While this may be acceptable for
some networks, performance in a high density networks could suffer substantially if these slow clients are
allowed to connect and exchange small amounts of data across low-speed links, using large amounts of
airtime. Most wireless networks should be designed with a target signal strength in mind for their clients,
which is usually around -64. It is a good practice to monitor clients that are connecting to the network, and
monitor the signal strength. If you have large numbers of clients that are connecting with poor signal strength,
it could indicate the following:

* The clients are trying to connect from an area that does not have wireless coverage. In this case, you will
need to investigate whether additional coverage is required. Perhaps a new part the building has opened
and now requires wireless service. In this case, you would need to consider deploying more APs.

+ It could also mean that the clients are connecting to a suboptimal AP. Variations in radio frequency caused
by multipath and reflections can make an AP look more attractive to the client that they should. Wireless
client quality can also be a big factor in AP selection. Poorly designed, engineered, or tested drivers can
make poor AP radio selection decisions in an enterprise environment.

If you find that large numbers of clients are connecting at poor signal strength without any obvious other
issues, you can reduce the probe response threshold for the VAP/SSID. Reduce it in increments, and monitor
the effect. Always remember that decibels are logarithmic. Small changes in decibel count can mean quite
large changes in signal strength, so choose an increment of around 5 dB to start with. Once the probe
response threshold has changed, spend more time monitoring the client connections, and reduce the
threshold, if required.
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« Multicast data (streaming, ..) are sent
at a low data rate in Wi-Fi
« This occupies considerable air time

« Multicast to unicast causes stream to
be sent to each client at high data rate
« It therefore reduces air time usage

+ Configurable on a per SSID/VAP basis
+ Configurable from CLI only

Best Practice:

* Enable by default

FiZ:ATINET

Multicast to Unicast Conversion

config wireless-controller vap
edit <vap name>

set multicast-enhance enable
end

By default, multicast traffic is sent at a lower wireless transmission rate. If a lot of multicast traffic is being

passed by the network, then this can needlessly consume airtime.

Converting multicast traffic to unicast traffic might well increase the amount of traffic sent because each
multicast message will be converted to a unicast message for each wireless client connected to the wireless
SSID. However, because the unicast traffic is transmitted at a much higher wireless data rate, the net effect

on wireless performance is positive because each frame will be consuming much less airtime.

The effect on the network will obviously be dependent on the amount of multicast traffic that is generated on

your network, however, enabling conversion by default will likely have little negative effect.
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Disable 802.11b Rates

+ All wireless standards attempt to be Enabled on a AP profile basis and only required to
backwards compatible be set on the 2.4 GHz radio:
« Original 802.11b protocol still supported on
2.4 GHz radios config wireless-controller wtp-
* Management frames at lowest link rate, profile
consuming maximum airtime

edit <name string>
+ Disabling increases airtime, but: +
+ Removes support for older clients
+ Reduces the effective range of the AP

Best Practice:

+ Consider enabling in high-density
environments where:

« Support for legacy 802.11b clients is not
required

« AP density is high enough to support good
connectivity in areas requiring coverage

config radio-1
set powersave-optimize no-1lb-rate

end

FiZ:ATINET

All wireless standards are designed to be backwards compatible. This means that even the newest wireless
standards have to accommodate the wireless connection that was originally specified as part of a standard
that is a more than 20 years old.

The original 802.11b standards mandated that management frames should be sent out at the lowest MCS
connection rates, which, for 802.11b, was 1 Mbps. This means that modern networks have to also transmit
management frames at this low MCS rate, even when the vast majority of, or perhaps all, clients support
newer standards. This results in large amounts of wasted airtime.

Disabling 802.11b rates means that the management frames are now transmitted at a minimum of 6 Mbps,
improving airtime efficiency. This comes at the cost of no longer supporting extremely old 802.11b clients, and
removing those legacy rates from the network. This also has the side effect of preventing clients from
connecting from an extreme range. Even the latest wireless clients will revert to the old 802.11b rates when
trying to connect to an AP that is far away. Prohibiting these rates also stops excessive airtime use by clients
that are too far away to make the best use of the wireless network.

If you choose to disable these rates, you should be aware that clients will no longer be able to connect, and
the receive range of your APs will also be less. However, if your network is designed correctly, clients that
require wireless coverage will have signal strength high enough to allow a good connection. So, it should not
be necessary for your clients to revert to the legacy rates.

Secure Access 6.2 Study Guide 417



Enhanced Wireless

DO NOT REPRINT

EORTINIET
TN TN

Disable Lower Data Rates

+ Disabling lower data rate for multiple When changing a/b/g rates use:
standards can significantly reduce # config wireless-controller vap
inappropriately connected clients # edit <vap name>

For 802.11bg:

(vap_name) # set rates-1lbg <basic>
<supported> <supported> <supported>

+ Distant clients will not be able to
negotiate a connection
« They will have to select an AP that is closer

For 802.11a:
* Roaming clients will not be able to (vap_name) # set rates-lla <basic>
SﬁCk to an AP <supported> <supported> <supported>
+ When they reach the lowest allowable rate At least one basic rate should be specified
they will need to roam to a more suitable followed by required supported rates. The lowest
AP speed basic rate will be used for management

) L traffic. To see all available rates use ? option
« Rates can be disabled on an individual

VAP/SSID basis for: 802.11n/ac rates can be changed with:
. 802 11a!big ' set rates-1l1ln-ss312 Or set rates-11ln-ss334
« 802.11n/ac set rates-llac—-ssl2 or set rates-llac—-ss34

There are no basic rates, only required supported rates
need defining.
Fi:ATINET

It is also possible to support data rates in a more granular way. If required, it is possible to customize the
individual rates for each SSID/VAP broadcast. For example, a corporate SSID/VAP that is used to support
known client types can be configured to support only higher data rates in both the 2.4 and 5 GHz frequency
ranges. Because the client specification is known, it should be easy to select appropriate data rates to
optimize wireless performance. A guest SSID/VAP may have a wide variety of different wireless clients
connecting to it, therefore it may be better to leave the SSID supporting the default data rates.

Adjusting the data rates appropriately will prevent clients from sticking to an AP after the initial association;
that is, when the client roams, the updated link rates will ensure that the client moves to a more suitable AP
more quickly because of the increase in supported rates. It will also provide a significant barrier to clients that
are connecting with poor signal strength during the association process. It will not be possible for clients with
poor signal strength to meet the requirements for associating with APs that have a higher basic link rate
requirement.

Rates are configurable on the CLI only, and on a per-VAP basis. It is possible to configure rates separately for
2.4 GHz 802.11bg, and 8021.11n. For 5 GHz it is possible to configure separately for 802/11a, 802.11n, and
802.11ac.

When specifying a/b/g rates, you must set at least one basic rate. The lowest basic rate that is advertised by
an AP is the rate at which management traffic is broadcast. Once the basic rates have been defined, then you
can also define the optional, or supported rates, the clients can use if they meet the signal strength
requirements.

When configuring 802.11n and ac rates, you need to specify only the required supported rates.
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Disable Lower Data Rates (Contd)

Best Practice: # config wireless-controller wvap
# edit <vap>
Set the 802.11bg rates
o |f S‘hcky clients and channel utilization # set rates-1lbg 6-basic 9 12 18 24 36 48 54
RERICHER prOblem: Set the 802.11a rates
* Disable lower rates in 802'11bg # set rates-1la 18-basic 24 36 48 54
« Set the basic rate to be 6 Mbps or above # end
+ Allow rates above 6 Mbps as optional
« Disable lower rates in 802.11a To revert to default rates
+ Set the basic rate to 18 Mbps
* Allow rates above as optional

* Repeat monitoring

* Leave 802.11n/ac rates set to default

config wireless-controller wvap
edit <vap>

unset rates-l1llbg

unset rates-lla

SR &

end

FiERTINET

While it is possible to alter the supported rates for 802.11n and 802.11ac, there is currently no best practice
that suggest it is necessary to do so.

When using the legacy wireless standards in a congested or high density environment, you can improve
airtime efficiency by eliminating the low rate connections. Allowing low rate connections also creates the
possibility of clients sticking, or connecting inappropriately to APs.

You can change the supported rates on the CLI only, on a per-VAP/SSID basis. This allows for different
wireless networks to be broadcast from the same AP, but with different supported rates.

Disabling rates will restore the default settings on the VAP.
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Review

Quarantine wireless clients

Configure wireless intrusion detection system (WIDS)
Perform wireless monitoring

Perform wireless troubleshooting

Implement wireless best practices

N M N NN

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to secure, troubleshoot, and apply best
practices for integrated wireless features in FortiOS.
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