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HACKER, GAMER, NINJA



IS HACKING EASY

WHO ARE THE HAKERS

IS HACKING CONSIDERED GOOD





Most Hackers Are NOT Attackers

Most Hackers Are NOT Cyber

Criminals

Knowing

Someone can Remotely Stop a 

Pacemaker

Finding

Hidden violations of privacy in smartphone

Getting

Unlimited lives in a video game



Illegally Profit from Cyber-Crimes

Destroy, Manipulate, or Abuse Technology

Describe themselves as Hackers

Attackers
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• FortiGuard Labs has seen a 300% increase in RDP attacks since 2019

• VPN Hijacking attacks occur when improper VPN configurations are implemented

• Implement 2-Factor Authentication 

• Don’t configure Split Tunneling 

• If possible, use client checks such as certificates or NAC policies. 

• Increase in shadow IT projects, public VNC and other remote systems

• Rapid deployment of cloud and web applications

Cloud and Corporate Attacks



Phishing
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Phishing Websites detected by Google (2020)

149195

293235

522495

0

100000

200000

300000

400000

500000

600000

January February March

350% increase since 
January



10

Banking and Financial
Macro with malicious 
functions such as RATs and 
other access trojans

Emails with Attachments

Ransomware Attacks

Phishing attacks are on the rise
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Grants permission to 
access your settings

Turns on lock 
screen with their 
password
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Internet of Very Bad Things
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Skill Squatting – How It Works

Criminals

Sound-alike 

Skill "Name”

Alexa, open

“Skill Name”

Publish 

Skill

User 
enables

"Skill”
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By the Numbers



WHY DO WE FAIL?



We often buy the right products for the 

wrong reasons. 

We are trying to meet the 

requirements and not solve problems.

We fall into traps of compliance or 

reactionary response.

EVERYONE IS TRYING TO GET AHEAD OF 

SECURITY



HOW DO WE SUCCEED?



• During World War II, the British many of planes to 

German anti-aircraft fire.

• They decided to add heavy armor to mitigate the risk of 

them being shot down

• They counted the bullet holes on their plane and decided 

to add extra armor in the areas that were damaged the 

most

• Most bullet holes were found on the wings

• Hungarian-born mathematician Abraham Wald explained 

at the time if a plane makes it back safely even though it 

has, say, a bunch of bullet holes in its wings, it means 

that bullet holes in the wings aren’t very dangerous.

There is no Winter in the city of hope



PERSONAL RECOMMENDATIONS FOR YOUR TEAM
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