v ..'. '.' ..'. "

i n o R L4 T
=-=HT| E'I: i ] EEEEE iEiEams N -
High Performance Network Security FidmyyT wEemw

Npoayktbl kKomnaHum Fortinet
Hexkabpb, 2015




UcTtopua komnaHunum Fortinet

2013

2000 2002 2003 2004 2005 2006 2009 2010
Fortinet Began FortiManager Named FortiOS 3.0 FortiWiFi FortiOS 4.0 FortiAP
Founded Global Sales ’g WW UTM
Leader
o Forti0S 2.0 | FG-5000
- (ATCA) | 415t Fortiasic IPO
Network
FortiGate & Processor ELI:\,IA-I;
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Content pe—
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Revenue
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2014
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FortiOS 5.0
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= [IponssoacTBo o6opygoBaHus: Singapore

= CaMblil BbICOKONPOU3BOAUTENbHbIN
c¢daepBonn B uHayctpum — 1Tbps

= KonnyecTtBo Yyenosek: okoro 4,000
=bonee 225,000 3aka34ynkoB

= [TocTOAHHbIE MHHOBaUMU — HOBble ASICs,
ornepaunoHHbIEe CUCTEMBI, (PYHKLUN
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FortiASIC NP6

NP6

FortiSandbox

2014 2015

New HQ Internal

Network

— Firewall

===2 YN
-

1Tbps Firewall

AWS Utility
Support

1st 100GbE
Port Security
Appliance

mwmees




#1 Ha pbIHKe ycTpoucTB 6e3onacHocTu cornacHo IDC ot MapTta 2015

1o Kosiudecmesy riocmaesieHHbIX yCITI,DOlefTIG

= bonee ABYX MUIIMOHOB YCTPOWUCTB BbinyLeHo komnaHuen Fortinet ¢ 2000 roga:
=2.014,325 ¢ 2004 roga
= 1,148,916 3a nocneagHue Tpu roga (¢ 2012)! => pbIHOK ObICTPO pacTET
= Pa3pblB OT KOHKYPEHTOB MOCTOSIHHO YBENTMYMBAETCS:
=139% B 2013 B0
=168% B 2014 F::RTINET il e
*171% B Q12015 “**”

=1DC

300,000
Cisco

200,000
Check Point

100,000
Juniper Networks

Palo Alto Networks

2011 2012 2013 2014

Kto BuauT bonblie Bcero Malware B mupe?
ToT, y KOro oonbLiero Bcero CeEHCoOpoB
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YTto nponaeTcsa B Takom Konnyectee? lNpoaykroBasa pa3douBKa

= OcHOBHbIe npogaxu coctaenstoT yctponcrtea high-end cermeHTta

=| leHa B gnanasoHe ot 38,758% no 700,000% (3810D) 3a oagHO YCTPOWCTBO
= Okono 25% Bcex npopax coctasnaoT low-end ycTponcrea

= | leHa B ananasoHe ot 664% no 5,158% 3a ogHo ycTponcTBo

Q2 2015 Q2 2914

¥ Entry-Level (FG20-100)
i Mid-Range (FG200-800)

1 High-End (FG1000-5000)
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Bbipydka no pernoHam npogax 3a Q2 2015/2014

Pe3ynkraTthl Npoagax no BTOPOMY KBapTany ((puHaHCOBbLIN rog = KaneHgapHoMy roay):
=[Mpogaxwn 297.2M$, poct Ha 40% rog 2015/ron 2014

= OTrpy3kn 239.8M$3, pocT Ha 30% rog 2015/rog 2014

= Oxxngaemble rogosble npoaaxu 3a 2015 npesbicaT 1B$

239.8
30%

| APAC
CaMbI CIOXKHbIN PbIHOK,
camble TpeboBaTenbHbIE K
TEXHOMNOIMNAM KINUEHTDI

4 EMEA

M Americas

Q2'14 Q2'15
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HemHoro mapketuHra — Gartner. luHamuka B cermeHte UTM.

Fortinet nnpep UTM Ha npoTtsxxeHuu 7 net!

Pasnnua mexgy UTM n NGFW B cnegytowiem:

= Knaccuyeckumn NGFW ato FW + IPS + VPN + Application Control
“UTM = NGFW + WebFiltering + Antispam + Antivirus (1 gpyrne dpyHKunm)

Figure 1. Magle Quadrant for Unified Threat Management
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HemHoro mapketunra — Gartner. AuHamuka B kBagpaHte NGFW.

« Crtpaterna Fortinet 310 pearnbHble 4ENCTBUS
* Fortinet akTBHO pasBuBaet cBon TexHornorun NGFW
* BxoguT B KBadpaHT nuaepoB B crieayowem rogy?

Check Point Softwate Technologees

2015 Y 2014 grmmemse || 2013 O[S IS
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HemHoro mapketuHra — NSS Labs

 EAnHCTBEeHHbIN pekomeHaoBaHHbIM BeHaop NSS Labs ana 3awmutsl ot ATP
« 3awwmTa o1 kaxkgoro anemeHTa Kill Chain

WAF

N$ Lamn

NGFW
NGIPS

- [=

NGFW - NSS Labs Next Gen Firewall Results

NGIPS - NSS Labs Next Generation IPS Results

WAF - NSS Labs Recommends FortiWeb Web Application Firewall
EPP - NSS Labs 2015 Enterprise Endpoint Testing

BDS - NSS Labs Breach Detection Systems (BDS) Test Report
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NMoaxoa komnaHum Fortinet k 6esonacHocTU

KomnnekcHaa 6e3onacHOCTb — NpoAaTh HE NPOCTO MEXCETEBOW 3KPaH, a
NpeasnioXnTb KOMMNEKCHYK 6e30nacHOCTb N3 pelleHn, B3aMMoaencTBYOLLMX
mexay cobon!

FortiGuard Labs *=
OTnpaBka Ha J< FortiSandbox/Omynsauua kopa
aHanu3 |,Q| @
noao3puTesibHbiIX =N\~ PN
00beKToB OtnpaBka Ha
aHalrin3
nogo3puTesibHbIX
06BbeKToB

MHTerpauusac:

FortiGate — mexxceteBom 3KpaH

FortiMail — aHTu-cnam cucrema

FortiWeb — Web Application Firewall : FortiClient
FortiClient — knMeHTCKOe NpunoxeHune —

| BrnokunpoBaHue 06HLEKTOB

KapaHTuH
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HemHoro mapketuHra — NSS Labs

= [1poaykTtbl Fortinet nonyynnu cratyc “Recommended” ot NSS Labs
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HemHoro mapketuHra — NSS Labs

*[1poaykTbl Fortinet nonyunnu ctatyc “Recommended” ot NSS Labs
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Noaxoa komnaHuum Fortinet kK 6esonacHocTU

Kak 310 6b1110 paHbLue

Web
Filtering

WAN™ = VPN ication
Acceleration Q\Q Contr »
@

NGF
/ 4/ ‘ >
" IPS

Mhsuam
/ -
An‘hwrus /

~ W'F| Controller

/
TLLLLLEE]

= OQnHOYHas, He uHTerpmpoBaHHasa 6e30nacHOCTb

= Habop cuctemMm 1 NPUNOXEHUN

» BbicOkasg CTOMMOCTb BriageHus

= TpyaHO BHEOpPATH / ynpaensaTb / NCNOMb30BaTb

CoBpeMeHHasa KoMnrekcHas
6e3onacHOCTb

FortiGate
Application Control »
Antivirus »

Next Generation Firewall »
Web Filtering »
AntiSpam »

WAN Acceleration »
Traffic Optimization »
VPN »

IPS >

DLP >

WiFi Controller »

y

-

/\
N

L1L1EL

= YMHasi MHTErpypoBaHHas 3aluTa B
peanbHOM BPeEMEHMU

* Hnzkasi croumocTb BriageHus

= Jlerko BHeapATb / ynpaBnaTb / NCNONbL30BaTb

Business Value: 3koHOMUs BpeMeHU U pecypcoB
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NMpeumyuwecTBo Fortinet:
YcTtpouctBa Fortigate — nuaep cpeau UTM Ha npoTsaxeHuu 6-net-7 net!

Features & Capabilities
* Bce dyHKUMM OOCTYMHbI, HET CKPbITbIX 3aTpaT, cBoboaHoe obHoBneHune OC

[ — — ’ 1 § Y j ‘ - o R
[y E,' : HA: A-A, A-P, Virtual
i {, ﬂ* cluster, weighted Network
u s Processor
Firewall VPN IPS App. Ctrl i
— —‘

=

L
1
>

. Server LB
AntiSpam DLP NAC Vuin Mgmt Traffic Shaping WAN opt.
Content

v'  BbicOoKkas Nnpon3BoanTENbHOCTb
v" YCTPOWCTBO «BCE B OQHOM» _
v' Becb thyHKUMOHaN cobcTBEHHOW paspaboTku 3 ':,::;‘
v' OTcyTCTBME NULIEH3NPOBaHUs (MOKYNatoTCsA TONbKO NOAMUCKM Ha

OBOHOBNEHNS) — UCKIIOYEHNE — NTULIEH3UM Ha BUpTYyanbHble UTM npu

ncnons3osaHun 6onee 10 B 0o4HOM yCTponcTee

F::RTINET



NMpeumyuwecTBo Fortinet:
Cuncrtema nuueH3npoBaHUA

*[lonnTtnka nuueHanposaHusa Fortinet,
pPaAcnpPoOCTPaHAOLLAsACA Ha BCe peLleHns:

»JluueH3us npuobpemaemcs 3a ycmpoucmeo,
8He 3asucumMocmu om Kosiudecmea
MOOKroYaeMbIX rnosib3oeamerieu U
UCrosb3yembiX yHKUUU

* (MCKNOYEHNE: NNLUEH3US Ha OOMNOSTHUTESbHOE
konindectso VDOM ans ctapwmx yCTPOUCTB NIMHENKN —
n3Ha4vanbHo nocrasnsaTca ¢ 10-t0 becnnaTHbIMU
VDOM)

F::RTINET



NMpenmyuwectBo Fortinet: FortiASIC

[Mpenmywectso Fortinet— BbICTPO

FortiASICs 3HadumerbHO ygernudugarom rpou3eooumeribHoCMb

= 10X 6bicTpee 0b6bIYHbIX FW EW
= 5X 6bicTpee gpyrux NGFW
= be3onacHOCTb 3HAYUTENBHO
ornepexaroLlasa poCT KaHasroB CBSA3M

» 40Gbps IPS » 10Gbps
VPN ™ 25Gbps VPN ™ 9Gbps

FW 6Gbps
VPN 2Gbps
IPS 35Gbps W . ... =

CPU

F:2:RTINET FAST. SECURE. GLOBAL.



CkopocTb bbiBaeT Pa3Hasa mexceTeBble 3KpaHbl C TEXHOMNOrnemn
Optimum Path Processing (OPP) Engine

Ot 800Mpbs po ......... 1.12Tbps ....... C noaaepXXKou BUPTYyaribHbIX cpen
[ ! | \ CPU LR R CPU ‘
S=O-C=2 S 5

l J l
UTM (Distributed Enterprise) Internal Segmeptatio.n Firewall (ISFW) Virtual Firewall
UTM (SMB) Next Generation Firewall (NGFW) _
Data Center Firewall (DCFW) SDN Firewall
) Cloud Firewall
Mbps Tbps

£:ATINET. FAST. SECURE. GLOBAL S



NMpenmywectBo Fortinet: komaHpa FortiGuard

NMpenmywectBo Fortinet—- BE3OIMNACHOCTb

Application Control Antivirus
Service

Service
Intrusion Anti
nti-spam
aMo6 Prevention 5 Servicpe
nooaribHast KoMmaHaga no Service
paccrnieaoBaHNo yrpo3 co
Bcero mup — 200 xakepos Web Web
paboTatoLmx Ha Bally 3almuTy  Filtering SeclE sy Security
Service FORTIGUARD. Service
= MomeHTanbHas OOCTaBKa
o6HOBNEHus 24x365 Vulnerability @ @ Database
Management Security
Service

Service
IP
Reputation

Service

Global Fortinet Device
Footprint

Bbonee 225,000 3aka34ynkoB un 2,000,000 yctpoucTs!
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O6beanHeHune ycunum B 6opbbe ¢ yrposamu

LUnpoKnmn MOHUTOPUHT Yrpo3 —
NMapTHepPCTBO U YHUKANbHbLIN

i ‘,\ noaxon
narqbopr_
BO3MOXXHO nun 13 () %IEEEABT

MCHOﬂb3OBaTE - ALLIANCE
HaKOMMEHHbIN }\4uHoB2

OMbIT \/\;\/ FRTINET U McAfee

aloalto

v/ Symantec. B hotworks

ccﬁe,qge Fortinet, McAfee, Palo Alto
Q

YQ Networks n Symantec

COBMECTHO co3aanu nepBbIn
aNnbsHC MO NPOTUBOCTOSAHUIO
Knbepyrposam
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NMpenmyuwectBo Fortinet: komanaa FortiGuard

[MpenmywiectBo Fortinet— BE3OINMACHOCTb

FortiGuard Labs Threat Research
SECURER B
FORTIGUARD.

3a 1 HeOden0

3a 1 MuHymy

25,000

Spam emails intercepted

390,000 -
Network Intrusion Attempts 2 47 million
resisted New & updated spam rules

83,000 100 170

Malware programs neutralized Intrusion prevention rules Terabytes of threat samples

Bce2o e 6a3e OaHHbIX

160,000 2 million 17,500

Malicious Website accesses New & updated AV definitions

Intrusion Prevention rules
blocked

1.3 million
59,000 3 New URL ratings 5’ 800

Rotnet C&C attempts thwarted Application Control rules

8,000

39 m'”'on Hours of threat research 250 mllllon
Website categorization requests globally Rated websites in 78 categories
173

FE:EHTInET- FAST. SECURE. GLOBAL. Zero-day threats discovered



NMpeumyuwecTBo Fortinet: Hannumne cepTudukaToB!

DeincteuteneH go 30 utoHAa 2017r.

v 3 Knacc 3alunLEHHOCTH
Me>KCceTeBoro sKpaHMpPoBaHUA

F::RTINET

v 4HOB

FG-40C
FG-60D
FG-80C
FG-100D
FG-300C
FG-600C
FG-3040B
FG-3950B
FG-1000C

FAST. SECURE. GLOBAL.

CEPTUH®HUKAT COOTBETCTBUSI
Ne 3171

Beiaau 30 mions 2014 1,
JleticTgurenen ao 30 woma 2017 1

Hactofumii edprudimpar yaocrosepaer, uro mexcerenoii axpan Fors’ g _ OBICHHLIM

anennn: FortiGar é ‘ “ate-80C-

LENC" o *10(D-LENC/FortiGate-300C-LENC/FortiGate-6( & 49 é MC-
U o e B-LliN('a’FurtiGntt—j'ﬁuB-LESCJF{II’!&GN?-S[\\\_ «> i
& S apore Private Limited w npowsommmmii 3A0 “HNI A oM
i\\. - A B COOTBETCTBHM € TCXHHYECKHMW YCAOBHIM ﬁ'd‘M -14,
ABIT ATHO-TEXHHYMECKHM  CPEIACTEOM  JULHTLI  OF Hu(::illKul{()Hn._R\ Ja K
uHopM: € conephaweii coeacHuil, COCTARIAIOWINN TOCYAAPCTBEHHYIO n..\ AeTCTBYET

TpeGoBanHaM PYKOBOAALX AokyMenTon «CpencTaa RMSUCTHTEILHON TeXHHKN. Meike «Bble SKpaHb.
Jammra 0T HecaHKUMOHMpOBRAHHOTO  AocTyna Kk wndopmaun.  [lokazarenu alMIEHHOCTH OT
HECAHKUMOHMPOBAHHOID A0CTY K MHopyatuins (Foctexkomiccuas Pocoun, 1997) - no 3 knacey
HUIHUEHHOCTH H «3a1LHTa 0T HECANKUKOUHPORAHHOND AocTyna k wndopmaum. Yacts |, [porpasmuoe
ofecnedenne epesern saupie ungopsaunn.  Knaccudmkauns no  yposwo KOHTPO/IA OTCVTCTBMA
Heaekaapuposatibiy BosomnocTeds (Focrexkomnccns Poccun, 1999) — no 4 yposmo koTpons npu
BBINOAHEHHH OFPAHHMEHNE N0 IKCIIYATALNN, YRB3aHHX & Bopvyaapax 4040-40C-98945270-14 30,
4040-80C-98945270-14 30, 4040-100D-98945270-14 30, 4040-300C-98945270-14 30,
A040-600C-98945270-14 30,  4040-1000C-98945270-14 30,  4040-3040B-98945270-14 30,
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NMopTtdonno peweHnn Fortinet - npoaykTbl Fortigate

N N A 2 T 2 A

Data Center / Cloud
/ SDN
Distributed
Enterprise

Recommended
Deployment Mode

Hardware
Processors & FW
Performance

*Key Hardware
Features

21

Series

(Connected) UTM

J

J

100- 200
Series

300-800 1000
Series Series Series Series

NGFW (+ATP) / NGIPS, INFW, DCFW, CCFW VMFW, CFW

CPUF -« -]

amn Multi

amn amn ;
= Core huuuueennnnnns == == Core bk uweeennnnns Chassis Core

cp CPU NP cP CPU System CPU

PoE, High Density
GE, CP, NP Lite

10 Gbps - 50 Gbps 50 Gbps - 1 Tbps H/W Dependent
. . High Density GE, 10 GE,
High Density GE 10 GE 40 GE, 100 GE H/W Dependent
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FortiGate 5000 Series — 6bicTpee He ObiBaeT!

I I I Be3onacHOCTb ANA KPYNHbIX KOMMNAHUW 1 oNepaToOpoOB

CBA3U

= lllaccu npegocTaBnsieT MakCMManbHYH
NPoON3BOAUTENbHOCTb, HAAEXHOCTD,
MacLuTabupyemocTb Ans

_— BbICOKOCKOPOCTHbIX CeTen nepegayu

IOTTT“QIOIOTQIOTTTTQI naHHbe
ol = CambIli GbICTPbIN haepBOMN B UHAYCTPUM
EFEFFE--FEFEEF y
* [MOKOCTb B 3al4UTe CIIOXHbIX CeTen C
BO3MOXHOCTbIO NOCTPOEHUA 6e30nacHOCTU
KakK cepBuUcC

Performance Comparison- Firewall (Gbps)

559
1s!s||1ha1!11t|

ML RN R B QO.II"'

- 5
=== FG-5144C with LR - . 29

- - 0 —

FG_5001 D & FCTL_5903C Furﬁn:;:;gﬁﬁaleCheckPuintElC‘DU Crossbeam X805 Juniper SRX 5800 Cis(:;ﬁ\:—:;‘iss Palo Alto PA-5060

100
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FortiGate 3810 Series — TonoBbIn Fortigate “cmnkcnposaHHon”
KOHdUrypauum

Key Features
*320 Gbps Firewall
*30 Gbps + NGFW (Software Upgrade)
*6 x 100G Ports
*Faster than Competitors Chassis based
Systems
*High Availability Modes

*Space & Power Saving (Chassis)
*Software Upgrade to NGFW

*Cloud & Appliance Based ATP Option

2x GE RJ45 Mgmt Ports

F::RTINET FAST. SECURE. GLOBAL.



FortiGate 1500D Series — mogenb cpeagHero psaa

Key Features

*Firewall Performance/VPN

(80Gbps)

*NGFW Performance (11 Gbps)

*Network Segmentation

*Ultra Low Latency

*32 x 1Ge and 10 x 10G Ports

*High Availability Modes
*Software Upgrade to NGFW

*Cloud & Appliance Based ATP
Option

2x GE RJ45 Mgmt Ports

16x GE SFP Slots

F::RTINET FAST. SECURE. GLOBAL.



LleHTpbl 00paboTKM AaHHbLIX

ACI Fabric in Data Center AC! Domain Types
1. VMM Domain SDN CONTROLLERS
Spine Node Spine Node Spine Node 2. Physical Domain
P> P f_';;_t . /; - 3. External Layer 2 e
it i 4 Ecemel Layer 3 ORCHESTRATION PLATFORMS
sl il
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Y Ny L “ Ware PROGRAMMABLE SWITCHING
£
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o e * VCNS certified ARISTA  2Xbigswitch  BROCADE™
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: o =
\ .+ NSX program S comsa I= Extreme @
A 1 n CENTRALIZED POLICY & ANALYTICS
i é‘ Helion ‘, o
amazon | Partrer openstack splunk>  tufin  IXia
webservices | Network )
TECHNOLCGY PARTNER
+ Gio k. m-i‘ [ =5 xT]
€@ 1020300100885 st T : oo [SICYS e DI AL = o=
(8 Momvinma | GemingStames | ¥ BierRmens BE-TF, axfand - Fomem
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T i

- I
L4-L7 Service Graph Template - L4-L7-service-g-temp-info i

S e || s || Tasioe |
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v'6 x 100G Ports CFP2
v 320 Gbps Firewall
v 30 Gbps + NGFW (Software Upgrade)
v NpounssoanTenbHen MHOIMMX LLACCU
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LleHTpbl 0O0paboTKM AaHHbIX

= Bce pelleHns BUPTyann3npoBaHbl, NOAAEPKMBAKOTCA MHOIME rMNepBn3opsbI

B S T T 2

vSphere vSpher vSphere vSphere Hyper-V | Hyper-V
Virtual Appliance V5.5 5S%r\ée|=:2 %gr\(/)ir KVM 2008 R2 | 2012

FortiGate-VM

FortiManager-VM v v v v v v v
FortiAnalyzer-VM v v v v v v
FortiWeb-VM v v v v v v v* v
FortiMail-VM v v v v v v v v
FortiSandbox-VM v v
FortiAuthenticator-VIVI R4 v v v v v
FortiADC-VM v v v
FortiCache-VM v v v v
FortiVoice-VM v v v
FortiRecorder-VM v v v
FortiGate-VMX v

F::RTINET FAST. SECURE. GLOBAL.



Fortinet — 3ameHa Microsoft TMG ¢ coxpaHeHnem pyHKLMK!

PeweHune FortiGate + FortiWeb 9

Domain Controller

* transparent proxy @‘ < -m
) e A

* explicit proxy ¥ N ::.'o e cx‘ié’m “"8;.";
* reverse proxy " T
« Exchangel/ynpaeneHue ceptudukatamm
3awwmra SIP (TLS) Tpadmka Py
onpenenset nonb3osatenent AD (SSO)  Windows Azure
IPSec Site2Site TyHHENEN ANS NOAKNOYEHNS N
IPSec Client2Site TyHHenw
SSL Client2Site TyHHenu
3alyLaeT nepegady AaHHbIX

- IPS

- Application Control

- Web Filter

- AntiVirus

HTTps

~
™
£ _Internet 3

/‘

_

Provider

P

Sl
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KopnopaTuBHbIe KNUEHTbI

©

Forfiéuard

FortiWiFi

FortiDB

FortiWeb

.

FortiScan SS) )

‘ FortiAnalyzer

FortiVM

FortfAP

F:2:RTINET FAST. SECURE. GLOBAL.



OnepaTopbl CBA3U

I LTE/ xCell Secure GW i Multimedia Services | B o oud (XaaS) ‘ | Services Platform i
i > U I XCSCF I | ca'“P“s Integ ration Qerwces L Network (WiFi, DHCP, DNS..
| eNodeB . e ‘/é 1 I 2% | | Branch... . - i 1 I voice \ 1
L TN *ﬁ/" e >’ 2 WIFi 7 =g Gaming >, |
i Z ] > 1}
: ¥ ¢ | 1 3 @z I : g &7 | e "‘; 5 I
Ny = = Messaging 1
I A - ] 1 AcceleratedI I ‘ I I C% ‘ Cloud I l e !g I
=20 Accelerated | QIEIERNS voite b R Cleanpipe ] ]
\~_-;-_,__ o S GIP o \~___________/ ~?‘____________/ \_-----——————_/
S N 0 Network Border Gw / Roaming
N gl S ! .
N N3 X [ - I
*%
Fixed Line > OthersP 1 VPMN =2 HPMN |
: (S er i
I\Nllotblle . Network Q\:" I erovive -~ 27 :
etwor > NN DIAMETER
§~ e N l siP J
L N B N §F B N N '\hy\ \ - -~ ...
{_ IS Infrastructure \| " é\“ 3&%
1 % sz P | e‘s“-' ¢
Iz% 2, g ’ >
Z 27 = Backbone NN . Internet
1~ g’ = - Datacenter N ’][;?-—”“
1 Shops, i ’ LS8 . - -
. HQ, &~ A
I\ Website I t&': -~ T 0 T - .
NS _/ N AN
[ Backbone 1 1,2 DCEdge 1 DC Core w M [ Internet PoP. 1
Q, Campus, | @ Internet
I 525 | Branch... | I | 1 %, v I
| Backbone i "’:;"r | I DDOS 2, "'::‘ﬁ I | - I
| ' ] ! WIFi 7 | I aoc ﬁf # I | Carrier Grade Nat ||
@« WAF IPv6 <-> IPv4
I 11 W\/ 1 ! Virtualization I ' IP Blacklisting 1
l [ | 9 Edge Firewall ’| Mail /] | g‘;tsngt identification ,|
1 1
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WEB douneTpayus
(vaeHTUPMKaUMA canToB copepxalmx uHdopmauuio,
pacnpocTpaHeHMne KoTopou 3anpeweHo B PO )

FortiAnalyzer INTERNET
%/
™ Upstream Router :
1~ (Peering Partner)
MocTtaHoBNeHue 'i ®3 Ne 149-03
NpaBuTenncTBa port2 - ®3 Ne 149-03
Poccumnckon
‘ _____ 7’
Penepauunm ot 26 02 o s .
oKTAOpsa 2012 r. ' :
Ne 1101 EoifiCiate ™\ Downstream Interface

iBGP (or eBGP)

Management PC

é.g i //\

ABTOMaTn4eckagd Q i
sarpyska URL cnunckos o
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MSSP 3awumTta noytoBoro Tpacduka (npumep)

Local Email Users Email Domain

Dexamole.com .

A Remote Email Users

Internal Email Server -
172.16.1.10

External
Email Server

internal wan
Switch 172.16.1.1 10.10.10.1
port1 _— :
172.16.1.5 B FoRTIEARTE

</

s FoATiIMAL.

L E L = =1 3
Private DNS Server Gateway Mode DMNS Servel
T o - N Pt T =T -
rotected Domain: I e (B BAY A0 - Y —
example.com IN MX 10 mail.example.com : ST [IJ o example.com I[N MX 10 fortimail.example.con
iexdmpie.com fortimail INA10.10.10.1

mail IN A 172.16.1.10
= CKaHMpOBaHVIe BXO,D,HLU,GM n MCXO,D,HLU,GM MNOYTbI
'AHTMCHaM, aHTI/lBI/IpyCHaFI 3awnTta
u He3aB|/|C|/|Mb|e NMNOJNTUMTUKN ONA KaXXO4oro KrnnmeHTa

= //lcnonb3oBaHne B kadecTBe BHewHero MTA

3 #E:EFITII'IET. FAST. SECURE. GLOBAL.



PeweHue ana LTE onepatopoB

e ..
E - :
|GPRs (Genm!Pfckﬂ Radio Service) | ERC (Evolved £ Core)

(eme [ eew ) [ __rem
ST - (-

RNC RNC -
e )
2G/3G/3.5G

R\ | Y

ROAMING PARTNERS

)
1 '
UE (e)NodeB ’
Securing Data Transport Protecting EPC from Users and = Defending EPC from
Between User Equipment and Peers External Threats
EPC e » GTP, SCTP LTE firewall » D/DOS Guard
* High Capacity VPN - Content Scanning/ VAS + CGN & Gateway Firewall
Concentrator 9 y

Network Integration: Routing Protocols support, IPv6, Resilient & Scalable clustering

0SS Integration: Supports SNMP, Syslog, Sflow, web service APIs

=RTINET FAST. SECURE. GLOBAL.



IPS — onpegeneHue n npegorBpalleHme yrpos

.g. Llenb: nony4ynTb KOHTPOJb HaA NPUIIOXKeHMEM UITU YCTPOMUCTBOM

= |PS 3awmiaeT Kak OT U3BECTHbIX TakK U CKPbITbIX CETEBLIX Yrpo3
NOCTOSIHHO aHanM3npysa NOTOK AaHHbIX HA CETEBOM YPOBHE
= MeToabl onpeneneHns:
- CUTHaTYpPHbIN, CTaTUCTUYECKNIN, NOBELEHYECKNN
aHanus;
- aKTUBHbIN aHasiM3 N aBTOMaTUYECKNN KOHTPOSTb OAHHbIX;  ZeroDayResearch

Vulnerability o w

(1]
FGAD-13-012 Microsoft B

Critical

- NpenoTBpalleHne atak 1 6rokMpoBaHMe UCTOYHMKA Yrpos;

See Al

Disclosed Advisories

Vulnerability Lo ot misk

+ 8000 curHatyp ° -
+ 3000 npunoxeHun O 680,000
FGAD-13-025 Adobe [Ciu |ntru5i0n
E] attempts resisted
FOVDISOT ettt per minute.

See Al

=RTINET FAST. SECURE. GLOBAL. 33



IPS — onpepeneHue n npepgorBpalleHne yrpos

IPS curHatypbl

Over 8,000+ Signatures
NHuTerpupoBaHHas FortiGuard IPS
9HUMKNoNeams aTak

3awumTa ot Zero-day yrpos

[lo6aBneHne cO6CTBEHHLIX CUTHATYP

[NloBepgeH4yeckun aHanums3

CVII'HaTypr Ana NHAYCTPpUarbHbIX

peLueHnn
KapaHTuH, nogpobHbin aHanus
Tpaduka

DOS 3awmTa

BapuaHTbl pa3BepTbiBaHUA

Habop noporosbIx 3Ha4eHUN Ans

pasnnYyHbIX TUMNOB CETEBbLIX Onepaunm
FortiDDoS — nckno4yntenbHas 3au_w|Ta

ot DDoS artak

B 3epkanbHOM pexume
bainnacc & FortiBridge

F::RTINET FAST. SECURE. GLOBAL.

M55 Labs Next Generation Intrusion Prevention System (NGIPS) Security Value Map™

1
Paias Al Hebworks PA-S020 i @ Cisco FroPOWER 2350 FHfinos om0
) ]

i
4 FBM Saurty Networs, Prodestan KOS 7100
i; M Securty Notwork, Pretecton XG5 5100
e
]
]
]
(]
I
1
(]
I
]
i
i
I
I
I
I
i HP TippingPont 5TS00NK
i
1
|
|
i
i
i
[
(5
1 2

NSS Labs Uiz
L 215 10 5 0

¢>° TOO pér Predected: M
s
ooé‘
& 2015 NSS Labs Next Generation IPS



AHTUBMpYC

.e. Llenb: nony4yeHne gocTyna K ceTy U AaHHbIM

3almLiaeT oT HOBEMLWNX Yrpo3 Ha YPOBHE AaHHbIX,
nyTem obHapyXeHus u yganeHma spegoHocHoro MO
MeToabl onpeneneHus:
»PaCLLUMPEHHbIN 3BPUCTUYECKNA aHanNN3 AaHHbIX OJ1A Vs sy
onpegeneHnsi BUpycoB U LLUMNOHCKNX Nporpamm . E—
»ObHapyxeHune 1 brnoknposaHne DOTHET akTUBHOCTK & =

NSS Labs i
@/ Mobile Threats 1 5 00 0
Ancdrosd Posibde Theeat 043% ,
o o malware apps
COMPATIBLE . - neutralized
Arelroidf Fakeinst FF fir 029% per minUte‘
100
[rimenetn com )
35 Harpag

F:2:RTINET FAST. SECURE. GLOBAL.
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AHTUBMpYC

AntiMalware

= [1OTOKOBbIV N MPOKCU PEXNM

= AHanus Tunos gpansnos

= OBPUCTUYECKUN aHaNu3

= WHTerpauuns c FortiSandbox

= HenpepbIlBHOE MOMOSIHEHUE
6a3bl JaHHLIX Yrpo3

= KapaHTuH gpannos

AHTNOOTHET
= [lo kaTteropmsam NpUNOXeHNN
= YepHbIn cnincok boTtHeTt IP

F::RTINET FAST. SECURE. GLOBAL.

Reactive detection

100%

95%

90%

B85%

80%

75%

70%

65%

60%

55%

50%

50%

RAP averages quadrant
Oct 2014 - Apr 2015

Avira Free -G Data

Ikarus __eScan //' I — Avira Pro
ThreatTrack — ) _iSheriff
Norman — } \
Arcablt Q ESTsoft
Avast———g BullGuard . S Tencent
Kaspersky SOS——— _: _.-'.. , " -Roboscan
/ N
Vi
K7 —® " ESET | | -Emsisoft
Kaspersky 1S | || "-.\
It
Defenx-, » Kaspersky AV | -BlugPex
Y P |
/ )
At :. Micrasaft Bitdefender

Y |
Qhoo A\-’G | /

@ Virus Bullatin Lid www.virusbin.com

55% 60% 65% 70% 75%

Proactive detection

80% 85% 90% 95%
Chart incledes only those products with
maore qualifying results during the pet

100%

ith two or

riod covered



AHTUCNaMm

‘;‘ Llenb: 4OCTaBUTb CCbINKY Ha BPeOOHOCHLIN pecypc n
Cnam cpunbTp CyLLeCcTBEHHO CHMKAeT oObeM cnama,

coaeprkallero BpeoHOCHbIe CCbISTKN, MHUUMPOBaHHbIE dpannbl C

HU3KMM YPOBHEM OLLMOOK 1 C BbICOKOW MPOU3BOAUTENBHOCTLIO - -
Web Filtering Anti-spam
MeToabl onpepneneHus:

» FMobanbHasa cnam punetpauns: IP penytauus + 6a3sa
obLlmnpHaga aktyanbHas 6asa curHaTyp

» [leTanbHaa puneTpauma: 3anpeLleHHbIe CrnoBa, YepHble
Bernble CNNCKN, 3BPUCTUKA, IPENNUCTUHT ...

» [TOCTOSAHHBIN COOpP AaHHbIX
» BNOKMpOBaHMEe UCTOYHMKA pacnpoCcTpaHeHus cnama
» [leTanbHble NOnUTUKK

64,000

spam interceptions
per minute.

F:2:RTINET FAST. SECURE. GLOBAL.



AHTUCNaMm

FortiMail apnsa aHann3a noytoBoro Email Traffc_ €,
Tpadmka NI_
* AHanua ceccum, KOHTeHTa, penytauum N .

oTnpaBUTENA U MHOFOE Apyroe... @
» KapaHTuH nogosputenbHbIX (M PUCKOBAHHbLIX) : N N So -

0ObEKTOB 419 AOMNONHUTENBLHOIO aHanm3a

* cnonb3oBaHne «necoYHnubI» A4 f—
AONONMHUTENbHOIO aHanma3a :

FortiGate kak aHTMCNaM LLMIO3 AVt Mitoring Emulation Sandbox
* TernpoBaHue nnn BNoKMpoBaHMe HexenaTernbHOro NoYToBoro Tpaduka

* JlokanbHble 1 obnayvHble 6a3bl FortiGuard anga onpegeneHuns cnama

* Onpenenenne MOLLEHHUYECKNX COODLLIEHNI [ =)

=

1P Reputation

F::=RTINET FAST. SECURE. GLOBAL.



IP penytauus

Lenb: CozpgaHue 60oTceTn, aBTOMaTU3IUPOBAHHOIO (PULLUKMHrA,
'.",., paccbIfIKN cnama, CKaHMpoBaHuUs ceTu, opraHusaunm DDoS,
KpaXXu AaHHbIX

*|P penyTtauusa 3aliuilaeT oT

LEeEHTPaNMmM30BaHHbIX

N aBTOMaTMU3MpPOBaHHbIX OOTHET aTak
NCNONb3ysa akTyarnbHYy MHdopmauuto 0b
NCTOYHMKAX Yrpo3bil:

»uncnonb3yetcs rnobdanbHbin cbop Botnet Activity
nHdopmMaumm ob yrposax
» briokmpoBaHue arakum o
»[nHaMmnyeckoe peLlleHne ¢ onpeageneHnem - we-

nonbITOK 0b6xoaa cpeacTB 3aLUUThI "
sammeni 100,000

botnet command

Web Filtering

=
2,

and control attempts
__ blocked per minute.

F:2:RTINET FAST. SECURE. GLOBAL.

Anti-spam
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B3b ®dunkrpauus

-e- Llenb: 3aMaHnTb Nonb3oBaTens Ha BPeAOHOCHbIN pecypc ﬂ

B30 ¢hmnbTpbl orpaHnynealotT 4oCTyn K BpeqoHOCHOMY U
HeXenaTernbHOMY KOHTEHTY.

BrniokmpoBka no kareropussm, PUKCMpPOBaHHLIM CnCKam U
OTAErNbHbIM CTpaHUUaMm.

|| Security Risk 24 Adult/Mature Content Bandwidth Consuming
« Malicious Websites o Alternative Beliefs e Freeware and Software Downloads + 78
« Phishing « Abortion « File Sharing and Storage
« Spam URLs o Other Adult Materials « Streaming Media and Download '
« Advocacy Organizations » Peerto-peer File Sharing KaTe ro p M M
ﬁ General Interest - Business » Gambling « Internet Radio and TV
» Nudity and Risque « Internet Telephony + 250 Mn H
» Finance and Banking « Pornography
» Search Engines and Portals « Dating ﬁ POtentia"y I-iable pecypco B
« General Organizations » Weapons (Sales)
» Business « Marijuana « Drug Abuse

» Information and Computer Security o Sex Education » Hacking 2 ? H I I H
« Government and Legal Organizations « Aleohol o lllegal or Unethical m I I 0 n

« Information Technology e Discrimination

« Tobacco i
» Armed Forces « Lingerie and Swimsuit » Explicit Violence WEb§!tE .
« Web Hosting o Sports Hunting and War Games o Extremist Groups CaTEgOrIZE‘UDn
o Secure Websites AllPROKY Avoicncs requests per minute.
« Web-based Applications « Plagiarism
o Child Abuse

=RTINET FAST. SECURE. GLOBAL. 40



B3b ®dunkrpauus

| Comparative Result on Pre-Selected Websites =Meafee  mWebsense

$ § ¥ 8 F ¥ HEEFEGE

Iil‘o;( TouyHoe onpederneHue

T ah.ﬂlnl\hlh

I I’I ” Ilﬂll EII IMI' |Hi|| % ”EI'.—"\( Hus3kuti yposeHb owubok

|
ot ol H e
"1l I| ||I| il L, il ﬂ..— Asmomamuyeckoe onpederneHue

1 Jundl  Augdl  Oetll

78 Kateropun B 6 rpynnax

bonee 250 mnH URL * 96% nocewiaemMbiXx cCanToB
70 93bIKOB KaTteropmpoBaHbl

40-80 mnpa obpalleHnii B * YyacTtHuk Internet Watch
Heaento Foundation (IWF)

40K URL npoxogar
aBTOMaTMYECKYI0 KaTeropmsaumto
eXxeaHeBHO

F:2:RTINET FAST. SECURE. GLOBAL.

27 million

website
categorization
requests per minute,
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KoHTponb npunoxeHumn

.Q.Ll,enb: yTUNnM3aumsa pecypcoB, HeaBTOPU3oBaHHbIN 4OCTYn,

CKpbITasd nepenava AaHHbIX

KOHTpO.ﬂb npvmox(eva 3alaeT OoT aTak,
KOHTPONMNpysa akKTUBHOCTb 1 UCMNOJIb30OBaHUE CETEBbLIX npmno>|<eH|/||‘/'|

Category
Technology
Network. Service 2P Social. Media
Video/Audio B Update B Generalinterest Browser-
Based
Collaboration Email Cloud.IT
Network-
B Business B Storage.Backup Remate. Access
Protocol
VaiP B Botner B came ¥
a B dient-Server
& Prooy

8} Myspace_Video Play
& Myspace Video.Acoess
& Myspace_File.Upload

& Myspace_Login

F::RTINET

Show additional application categories

Social.Media
Social. Media
Social Media

Social Media

FAST. SECURE. GLOBAL.

B PeertoPeer

Browser Based
Browser Based
Browser Based

Browser Based

@

Popularity

Tanad

]

R g g

aw

<

oodod
o g g gy
Tooow
oooow

Risk
B =
[Cirs]

[FEE=
==

conel” “
Control

8 e

@ no
Yes Web Filtering

Yes
Yes IP Reputation

Yes
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KoHTponb npunoxeHumn

¢ || @ @ PolicyID: 2 Applications = Users || S minutes 1 hour & 24 hours

=© Dashboard jj 10:5akona Saasiors ilowed |2
* Status Siesaiors Sencions Blokad
=il Fortiview 8 .
* Sources
= Applications 2 Sessions
g Cloud Applications
* Destinations 020
e —mm-m:-» wed)| Pl (Up/Dowm) | - Videos Played | Bytes (Sent/Recsivedi
« Threats {#% YouTube Video/Audio T [ ) 34.69 MiB @
R, =ﬁ__
&1 Network *§ Google.Docs Collaboration ===z — 0/1 ¢ 466.04 KiB |
e [ Vimeo Video/Audio E===) 1 = 1@ 9.78 KiB 1
A Facebook Social.Media =S 1 o 1@ 265.56 KiB |

& L.;' Admin
@ [£5] Certificates
@8] Monitor

= Bonee 3,300+ curHatyp, 19 kateropun = |leunuHr Tpaduka
* [IHTepakTnBHOE onoseLleHne NPUNOXEHUI
nonb3oBatenen vyepes FortiBar unn HTTP = [logaoepxka npoTokona
CcOO0OLLEHMNS SPDY
= [leTtanbHbI aHanu3 Tpadguka npuoXxeHum = AHanu3 SSH
" I3MeHsAeMble curHaTypbl

F::RTINET FAST. SECURE. GLOBAL.



APT/Zero-day?

MoweHHun4Yeckoe
coobLeHue

Web Filtering

' CauTt
................... 3NoyMbILWISIeHHUKa
Intrusion Prevention Y

BpepoHocHoe IO

Antivirus C&C UeHTp

BoT akTUBHOCTDL
M KpaXka AaHHKIX

BoT akTUBHOCTb
M KpaXka AaHHbIX

App Control/
IP Reputation

F:2:RTINET FAST. SECURE. GLOBAL. 44



lNMpooonxaem - ObicTpee He ObiBaeT!

*KpaTko o keuce: NHPppacTpykTypa dupxu
obpabaTbiBaeT bonee MunnMoHa onepaunv B
CEKyHAOyY C BblcOYanLMMK TPeOOBAHUSMU K CETU
(3agepxka meHee 55 mukpocekyHg). NGFW ot
Fortinet B sgpe kaxxporo LUO 6upxxn NASDAQ.

= [IlpyumHa: bnpxu n puHaHcoBbIE UHCTUTYTDI
SIBASAKOTCS MOCTOSAHHBIMU OBbeKTaMn aTak,
noaTomy TpeboBaHust K 6e30NacHOCTU U
NpPON3BOANTENBHOCTN OYEHbL BbICOKM

= [Ipouecc BbIbopa: TecTbl NpoTMB Juniper,
Check Point, Palo Alto

F::RTINET FAST. SECURE. GLOBAL.




LleHTpbl 00paboTKM AaHHbLIX

s
\e/awsmarketplace

Sign in or Create a new account

Shop All Categories v Search AWS Marketplace

Fortinet FortiGate-VM

Sold by: Fortinet, Inc.

Amazon Web Services Home

Your Account | Help | Sell on AWS Marketplace

m » Your Software

FE:EHT' nE'r 15 Day Free Trial Available - Fortinet FortiGate-VM firewall technology delivers complete content and network protection by
combining stateful inspection with a comprehensive suite of powerful security features. Application control, antivirus, IPS, Web
filtering and VPN along with advanced features such as an extreme threat database, vulnerability management and flow-based
inspection work in concert to identify and mitigate the latest complex security threats. The security-hardened FortiOS operating
system is purpose-built for inspection and identi

Utility-Based
Consumption

Pricing Options Orchestration

* Hourly/Annual

= Licensing = Deployment and

(per-instance) i instantation
* Provisioning
= Five different ; = Service Insertion
instance sizes Metering into virtual
* Billing network

* Bundled support
subscription

[Ba KpynHenwunx “obrnayvyHbIX” oneparopa:
v' Amazon AWS

_ B8 Windows Azure
v Microsoft Azure

Protection On-Demand Pay-as-you-Go User/Tenant Self-Service

FAST. SECURE. GLOBAL. 46
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KopnopaTuBHbIe KNUEHTbI

Walmart

Y Deutsche

Telekom _
. o = O
e ©

W BARCLAYS
CAPITAL

QoD
A.UOI @ ﬁl_[{“%lﬁ,ﬂ The Power of Dreams t&t O
a Chunghwa Telecom Co., Ltd
€ Gional Crossing . Genentech — @_EEEIHE ' KT
") ATELVA1 WHPT
J SingTel

I = aglle DUNKIN'
SK’ﬁ'lv( om P#/“t e \ DONUTS ExconMobil sk
LVMH LUKOIL _ CNBC
SHARP o e belgacom =ZSTELECOM
B HSBC <<» 6 ) T —i Chevron
y.._. COMMERZBANK J - UNiSYS ~—
— (comcast . TOSHIBA

F:2:RTINET FAST. SECURE. GLOBAL.
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F:=RTINET
B 7:%51/&Secure ' OnepaTopbl CBA3MU

5 BT W_SingTel “Jelefonica _;f ) (e%

PEBE cmpmas *’3@"&

ChunghwaTelecom CHINA MOBILE

vodafone
NT T Communications
== TELECOM SFREPS w docomo
Business [ > TURKCELL 4
LEUEEY  Services
—7 TELUS ceatS
STCR e T .
agaull Luloil telecom > eutelsat
.U,
at&t QBA§EQM etislat
= M'M B Portugal Telecom
meditel -+ - Mobile: EINISSN o)
- MONACO TELECOM @

movistar

‘I - - Systems-
TATA COMMUNICATIONS

FAST. SECURE. GLOBAL.

F::RTINET



NMonHoe noptdonuo Fortinet

Product List

ﬂ

FortiADC
FortiAnalyzer
FortiAP
FortiAuthenticator

FortiCamera
FortiClient
FortiCloud
FortiDB
FortiDDoS
FortiExtender
FortiGate
FortiMail
FortiManager
FortiSandbox
FortiToken
FortiVoice
FortiWeb
FortiWiFi

EEAlDEDER0DREDE

=
=

F:

=RTINET

Application Delivery Controller
Log Analysis

Secure Wireless
Authentication

IP Video Security

Endpoint Security

Cloud Logging and Provisioning
Database Security

DDoS Protection

Cellular LTE Extension

Core Firewall Platform

Email Security

Centralized Management
Advanced Threat Protection
2FA Token

|P PBX Phone Systems

Web Application Firewall

UTM with Wireless Access

FortiClient
Endpoint Protection

FortiGate

FortiAuthenticator — Cloud

User Identity Management

\
) Q
F
&
\‘\ /
\; /

FortiAnalyzer
Logging, Analysis,
Reporting

FortiSandbox
Advanced Threat

=il
Protection
FortiAP ~
ENTERPISE ooy
.

FortiGate
NGFW

\‘j/g

LA FortiCamera
IP Video Security

FAST. SECURE. GLOBAL.

FortiGate

uon

FortiGate FortiDB
Top-of-Rack Database
FortiGateVMX Protection
SO, vine 8z
, Virtual |

"
Firewall —\ C e
FortiADC BN
Application I8
Delivery Control
FortiWeb

Web Application
Firewall

FortiGate
Internal NGFW

FortiMail
Email Security

FortiDDoS
DDoS Protection

FortiClient
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FortiMail

3au.w|Ta no4vYToOBbLIX CepBUNCOB
MHOrodyHKLMOHaNbHbIN aHTUCNaM U aHTUBUPYCHAasi MpoBepka, ¢
KapaHTUMHOM U OYHKLMEN apXmBaLmn.

CneumanuanpoBaHHas 3awmTta Ans noyThbl
+ 3awmTa OT BXOASLWEro U UCXoasLwero cnama, Mail

BMPYCOB, YepBen, PuLLIMHra 1 LUNMNOHCKUX NporpamMm Servers
* Multi tenant mode '

lNpocTtoe BCcTpauBaHue B NOOYIO ceTb

* [Npo3payHbIn pexnm, «B paspbiB» U B pexume
no4yToBOro cepsepa. Jlerko agantupyetca noa
HYXXObl U Ol0KET opraHn3aumm

=.= FortiMail

i
 §
Eﬁ

3almLeHHbIA AOCTYN Internet
« Pabora no 3awmeHHbIM KaHanam

TOLLY

KapaHTuH n ApxnBaumsa no4Ttbl

* MonuTuka kapaHT1Ha CBA3aHa C nonb3oBaTenem 4@ >4 labs @Iabs

 ApxuBaumsa Ans aHaNMTUKN U MPOBEPKM QG s G s
COOTBETCTBUS

&

CERTIFIED
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FortiDB

Database Security and Compliance

MOHUTOPUHI aKTUBHOCTW Ba3bl AaHHbIX, BbIABNEHME YySA3BMMOCTEN, BbICTPOE U NpocToe
BHeapeHue B T nHdpactpykTypy, obecneyeHmne cooTBeTCcTBUSA cTaHgaptTam UT u

: perynstTopoB
MOHUTOPUHI aKTUBHOCTU Oa3bl AaHHbIX
(DAM) . $23 FortiDB
* Real-time MOHUTOPWHT KNKOYEBLIX MONbL30BaTENEN o

N KPUTUYECKUX TPaH3aKLuum D
* KOHTpOSib UBMEHEHNS aKTUBHOCTU NOSib30BaTENemn \)

« BnokupoBaHue aTak Ha 6a3y AaHHbIX B peanbHOM
peXvmMe BpeEMEHU

BbisiBneHue ysa3BMMOCTEMN
« YyBcTBUTENBHbIN NoUck B B[ Deployment options:
o Sniffer, Native Audit and Agents

« CkaHunpoBaHue ys13BMMOCTEN C COBETaMM Mo
3awmTe

Database Servers

Policy Driven Controls Intern
* ABTOMaTM3NpPOBaHHbLIE NPOLIECCHI YCTAaHOBMEHUS
NT koHTpoOns

Database Audit and Compliance
* AHanus OnA COOTBETCTBUA N SKCNEepPTU3bl

=RTINET FAST. SECURE. GLOBAL.



FortiWeb

3awunTa cepBepoB Web npunoxeHuwm
Web application firewall ons 3awmTtbl, 6anaHcMpoBKa U yckopeHnsa web-

NPUIOXEHNN
Web Application Firewall Web Application
« ObecneyeHune cootBeTcTBUSA pekoMmeHaauusam PCI DSS 6.6 Servers .

3awwmTta ot top 10 yrpos no OWASP

3awmTa ot DDOS Ha ypoBHE NpuUnoXXeHum

ABTOMaTM4yeckasa KoppekTMpoBka npodunen 6eszonacHoCcTn
AHanna gaHHbIX 1 6e3onacHocTb no Geo IP (: C

=z FortiWeb

CkaHep Web yaszBumocTten I
» CkaHMpOBaHWe, aHanu3 u BbiSIBNEHNe yA3BUMOCTen web- (! 1T

NPUNOXEeHUN
SQL Injection, XSS...

JocTaBka NpuUNoXxeHUn
+ ObecneyeHne OOCTYMNHOCTU N YCKOPEHNSA KPUTUYECKU

~ \" } )
BaXXHbIX NMPUIOXEHUN ~ ’
- BanaHcupoBKa Harpysku labs
° TepMVIHVIpOBaHme SSL WWEBAPPUGATIUNFIREWALL

F:2:RTINET FAST. SECURE. GLOBAL.



FortiDDoS

3awuTa Ha oOCHOBe aHanu3a
° BblCOKOI‘IpOVI3BOLI,I/ITeJ'IbHaF| 3aluTta
Ha 6a3e ASIC

Camooby4arowmecs anropuTMbl

+ Jlerkoe obcnyxuBaHue

* ABTOMaTM4yeckasa noggepkka
Haanexatllen sawmnTol

Be3curHatypHas 3awmTa
* AnnapaTtHasd 3awuTa

MONMHOCTLIO NPO3pPaYHbIN PEXUM
+ bes nameHeHusa MAC agpecaunmn

To4yeyHas 3awmnTa

* MHOXeCTBEHHbIE NOpPOrn Ans
BbISIBNEHUS MeNnbYanLLnX N3MeHeHnn
n obecneyeHns CKopenLlen 3awmnTbl

F:=:RTINET. FAST. SECURE. GLOBAL.

AnnapaTtHo yckopeHHas 3awumTta ot DDoS
3auwimMTta ocHoBaHHas Ha aHanmse noBeLeHns

Web Hosting Center

i s-=FortiDDoS

Firewall

-3 |_egitimate Traffic
— = > Malicious Traffic



FortiSandbox

3awumTta npotuB APT 1 Hen3BeCTHbIX yrpo3s

Advanced Threat Protection solution designed to identify and help customers thwart the highly

targeted and tailored attacks that increasingly bypass traditional defenses and lurk within
networks.

Advanced Threat Protection (APT)
* MHoroypoBHeBas punsTpaums ¢
amynsaumen koga, AV, Cloud query n
Virtual OS sandbox

* Handles multiple file types, includes files
that are encrypted or obfuscated

« Examine files from various protocols,
included those that uses SSL encryption

N'Mbkoe pa3BepTbiBaHMe

« 3arpyska ¢pannoB C NOMOLLbIO
FortiGate/FortiMail, sniffer mode n B
PYYHOM pexume

+ Capture files from remote locations using
deployed FortiGates

MOHVlTOleHr N OTHETHOCTb 0 e
- J[letanuavpoBaHHbIe OTYETbI, MOHUTOPUHT 3aepyska ¢palna AHanu3

M onoselleHne B pexmme pearibHoro
BpemMeHun

F:2:RTINET FAST. SECURE. GLOBAL.



FortiAuthenticator

Authentication Server

|[dentity Management, KOHTposb 4ocTyna n MHOrogakTopHas
ayTeHTUdunkKauus

AyteHTncpnkauma m ABtTopnsauus — AR |
 RADIUS, LDAP, 802.1X 1

OByxdakTropHaa ayTteHTUdUKaLUA
* FortiToken
* bes token, yepes SMS n email

YnpaBneHune ceptudukatamm

* Bobinyck ceptudgomkaros X.509,
aHHYNMpoBaHue cepTngmnKaToB

* YpaneHHble ycTponctea/
aBTOMaTU4yecKas ayTeHTudunkaums

.‘ ’ \\ | Issuing CA
- G

S

\.
LDAP T =-= FortiAuthenticator
User Database

Fortinet Single Sign on gnsa
 Active Directory
« RADIUS

F::RTINET FAST. SECURE. GLOBAL.



FortiManager

LI,eHTpan N30BaHHOE yrnpaBJieHue
YCTpounCTBO, No3sonsoLee apdpeKkTnBHO ynpaenaTb ycTtponcteamu Fortinet ot
HECKONbKUX LUTYK 4O TbICSY YCTPOMUCTB

Administrative Domains (ADOMs) JlokanbHbIN KOHTEHT
* [No3BonsioT co3aaBaTh rMaBHbIM agMUHUCTPATOPaM * [No3BonsieT ny4lle KOHTPONMPOBaTb OGHOBMNEHMS
BMPTYarbHble yNpaBnseMble JOMEHbI, coaepXallume 6e3onacHoCcTu 1 obecneynBaeT YyCKOPEHHOe
yCTponcTBa, 06CnyXnBaemble 1 ynpasngemble obHoBnNeHne 6a3 faHHbIX.
APYrMMU agMUHUCTPaToOpamMm + 3anyck nokanbHbix 6a3 AaHHbIX C curHatypamu AV,
IPS, URL, A/S.*

Hierarchical Objects & Policy Management

+ CosgaHue rmobarnbHbiX 06bEKTOB U NONNTUK

* [puBsaska Kk ADOM unu rpynnam ADOM

» CosgaHue wabnoHoB KOHpUrypaumm ons 6bicTpon
KOH(purypaumm HOBbIX YCTPOUCTB

Web Portal SDK

+ JSON-based API no3sonsitoT cepBuc npoBangepam
npenocTaBnsaTb agMUHUCTPATMBHbIE NopTanbl
3aKas4ymkam

* Capabilities varied by Models

ERTINET FAST. SECURE. GLOBAL.



FortiAnalyzer

LleHTpanun3oBaHHoOe flormpoBaHune

* EowmHble otyeTbl No Bcem ycTtponcteam Fortinet
* BcTpoeHHoe apxuBmpoBaHmne

« KapaHTuH nogo3putenbHbiX pannos

LleHTpann3oBaHHblIe OTYEThI

* OT4eTbl NO OTAENTbHOMY YCTPOWUCTBY UMK MO BCEM
yCTpoMnCTBaMm

* HacTpauBaeMble npeacTaBneHus

AHanu3 u B3aMuMoCBA3b COObLITUN
* OueHKa ysa3BnMocTen
* AHanus ceTu n oT4YeTOB

Pacwupsembie pelieHus

» [locTynHbl annapaTtHble U BUPTyarnbHblE BEPCUN
* PeweHunsa gna donblunx ceten

* BblcokonpounsBogutenbHasa obpaboTka oT4eTOB

° I'Iop,p,epx(Ka BHELLUHUX NI BHYTPEHHUX ba3 OaHHbIX

ERTINET FAST. SECURE. GLOBAL.

FortiAnalyzer VM

LI,EHTpanVI3OBaHHbIe oT4yeTbl U aHAJIIN3
JlormpoBaHune, oT4yeTbl N aHanu3 rno yctpoucTtesam Fortinet

‘ (2] | 2 | FERTINET

Devices.
Log & Archive
Report

Network Vulnerability Scan

+ Log Receive Monitor (2012-05-30 15:03:04 - 2012-05-30 16:03:0

FortiAnalyzer VM

| @ 2| FATINET

Network Vulnerability Scan

| Edit Mode.




FortiClient

MHorodgyHkumMoHanbHas

6e3onacHOCTb

* [nbka nHctannayms

* [NoNHOCTBLIO MHTErPMPOBAHHBLIN
JoyHKUMOHAs — HeT
HeobXxo4MMOCTN B YCTaHOBKE
PasfINYHbIX PELLEHNI

End Point Control

« CooTBeTcTBUE TPEOOBAHUSAM U
nonuTnkam 6e3onacHoOCTn Ha
MOOWNbHBLIX YCTPOMUCTBAX

LleHTpann3soBaHHOe

ynpaBneHune n oT4eTHOCTb
* Yepes FortiGate ans
KopnopaTuBHbIX TpeboBaHui

ERTINET FAST. SECURE. GLOBAL.

Be3onacHOCTb U KOHTPOJb
BneyaTnsawowasa 3awmta n 6esonacHoOCTb

8 00
ey,

, Protected
/ This Client is Registered to FortiGate(FG600C3912800608).

Anti-Virus
Realtime Protection Enabled

Web Filter
Parental Control Enabled

F,, Application Firewall

Application Firewall Enabled

Remote Access

VPN is Connected
Vulnerability Scan
Vulnerability Scan Enabled

[ Click the lock to make changes

FortiClient

VPN Name

Description

Status

Duration

Bytes Recieved

Bytes Sent

Disconnect

FEEATINET

. fokintian | B Alace

il ATET =

VPN Bookmarks
@ Web Site
192.168.89.143
Fz‘ Storage
192.168.80.143
m Windows
192.168.80.143
w Dump Term
192.168.89.143
F‘! Unix Server
Bl  Proxy 2022:
m Linux
Proxy 5900:

m Windows7
Proxy 3389:

4 Connected | & FortiGate | 0 172.1

Connecte|

00:00:20

7.61.143

onnection




FortiADC & coyote point | Fsamner

22.03.2013 Bbino obbABNeHo o npuobpeteHun Coyote point

Application Delivery Controllers
A A OnTnmmnsauma gOCTYNHOCTU, NPOM3BOAUTENBHOCTL M MacLUTabupyemMocTb
MOBUNBbHbIX, 06NaYHbIX U KOPNOPaTUBHbLIX NPUNOXEHUI

JloCTYNHOCTb NPUIIOXEHUN %’
- banaHcupoBka Ha ypoBHsx 2/3/4wn 7 o
* YCTONYMBOCTb CECCUN MPUNOXKEHNN =———1 %9
+ B pexvme npokcu 1 NpospavHoMm % R
- mo6anbHas 6anaHcUpoBKa CepBepoB A1s S |
reorpadnyeckun pacrnpeneneHHbIX CUCTEM Ny Web Application
+ BanaHcMpoBKa CCbINOK | _ Servers
S — -
YcKopeHue NpunoxeHum - = = ?’
* Ontummnsaumsa TCP I ntern et R %’
+ KelumpoBaHue KOHTeHTa (ﬁ) ~ ﬁ"‘
+ Cxartue gaHHbIX 7 w%
« TepMuUHUpOBaHKe 1 yckopeHue SSL ( N
\ %y -
CoBMeCTUMOCTb C NMPUNOXKEHNAMU : R
+ PykoBoacTtBa no BHeapeHuto ana Microsoft A v

Exchange, Lync, SAP n 1.n.

F::RTINET FAST. SECURE. GLOBAL.



FortiSwitch

FLATINET

z-= FSW-80-POE

.......... THETRER T
e N e Wi -
="= FSW-124B-POE

FE:RTINET.

[n--:'{'iii uu

=-= FSW-224B-POE

- Lo

:-- FSW-324-POE

s-: FSW-548B
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3awmiieHHasa KoMmmyTupyemas cpena
Npopaete Forti Wifi? JlobaBbte FortiSwitch!

Bbiroabl:

v
v
v

Bbicokasi nfI0OTHOCTbL NOPTOB
BctpoeHHoe Power Over Ethernet

Toukun goctyna, nepudpepus,
Kamepbl, TeNegoHbl

[NocTpoeHne 3anLLeEHHON
KOMMYTUpPYyeMoun cpeabl



Nonpob6oBaTtb peweHue Fortinet? Jlerko!

v" PelleHns MOXXHO cKayaTb B BUAE BUPTYarbHbIX MaLLUH

v Bpems nonyyeHus BUpTyanbHOW MallvHbl Ha TeCcT 1-2 OHA
v NocTynHo no6oe obopynoBaHMe 13 Hallero Aemo nyna

v Haw KoHTaKT russia@fortinet.com

FortiWeb FortiSandbox FortiDDoS FortiADC FortiMail
Web Application Advanced Threat DDoS Attack Mitigation Application Delivery Email Security
Firewalls Protection Appliances Appliances Controllers Gateways

FortiGuard FortiOS
Threat Research - Network Security
Services FO I’t | G ate Operating System

High-Performance
Data Center Firewalls

F:2:RTINET FAST. SECURE. GLOBAL.



[Tone3Hble cCcbifnku

Product Demo Center

FortiGate

FortiGate-VM —

- ——

. FORTNET -
FortiAP = ---m‘a

FortiManager
FortiAnalyzer F 0 rt| G at e
FortiAuthenicator The FortiGate 140D-POE is a compact security appliance ideal as an edge firewall for distributed enterprises and
SMBs. Powered by FortiOS 5, it is equipped with robust and comprehensive access and security technologies.
FortiCloud This demo provides glimpses of its security, network, endpoint control, visibility capabilities and Fortinet's access
FortiMoM device integration, namely the FortiAP and FortiSwitch. It also highlights the ease of use with its intuitive WebUI
i

and displays of deep contextual information.

Fortinet Developer Network
REGISTER FOR DEMO

FortiSandbox

FortiMail -
FortiDDoS

FortiSwitch

FortiWeb +
FortiADC +

http://www.fortinet.com/resource center/product_demo_center.html

ERTINET FAST. SECURE. GLOBAL.



[Tone3Hble CCbINKU

[lokymeHTauma Ha Bce pelueHus http://docs.fortinet.com/

Buaeo nookymeHTaums Ha peweHus http://video.fortinet.com/

Hemo http://www.fortinet.com/resource center/product_demo_center.html

OnnanH TectTupoBaHmne obopynosaHua http://metal.fortiguard.com/

F::RTINET FAST. SECURE. GLOBAL.



