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LSl [Meplua goBipeHa KOMNaHis
MOST TRUSTED

G KioepOesneku 3 CLUA

IN AMERICA

Fortinet 3anHAB 7 micue cepen KoMmnaHin sskum aosipsie Forbes

OxopoHa BnpobHMuTBO Retail TexHonorivHi Ternekom Ta
300pOB'A KoMnaHii onepaTopu

Fortinet 3axuwae dinble 805,000 kKoMNaHin CBITY

(7% 3 Fortune100 ta /1% Global 2000 BukopucToBytoTbCS Fortinet

otes: Global 2000 based off 2024 Forbes list; total number of accounts is 1947 after factoring in M&A activity since publication. F100 - based off of the 2024 Fortune list; total number of accounts is 100 after . .
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[eueHTpanisauia Ta HynboBa AoBipa

125+

84% PisHnx cepBiciB BUKOPUCTOBYIOTHCS

KOMMaHi€ero
KOMMaHin ribpuaHi

CniBpo6GiTHUKMN

CepsBicu

% 4 2 M n MaTumyTb iHUMAEHTM Beanekn B
pn dinisix oo 2026
) loT npucTtpoi
KNI
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Secure Networking

FortiGate

NGFW with ASIC acceleration
and industry leading
Convergence

FortiAP

Protected Wi-Fi connectivity
via Secure Networking
convergence with FortiGate

FortiNAC

Visibility, access control and
automated responses for all
networked devices

FortiGate Cloud

SaasS platform offering
zero-touch deployment,
network management and
security analytics

FortiAlOps

Al based insights for rapid
analysis and remediation of
network issues

FortiVoice

Unified communications
with secure voice, chat,
conferencing, and fax

FortiRecorder
Secure NVR with smart Al
analysis and centralized visibility

FGaaS
Hardware as a service for
FortiGate

Resources

Product Matrix
Specifications for top
sellingmodels

Free Training

Fortinetis committed to
training over 1 milion people
by 2025

FortiOS
The Heart of the Fortinet
Security Fabric
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FortiSwitch

Protected Ethernet connectivity
via Secure Networking
convergence with FortiGate

FortiManager
Centralized management of your
Fortinet security infrastructure

FortiExtender
Extend scalable and resilient LTE
and LAN connectivity

FortiEdge Cloud

Cloud management for
standalone LAN, WLAN and 5G
gateway equipment

FortiFone

Robust IP phones and
softclient to stay connected
from anywhere

FortiCamera

Physical security with intelligent
motion detectionin any light
condition

FortiConverter

Secure and automated firewall
migration from abroad spectrum
of vendors

Fortinet Brochure
Highlighting ourbroad,
integrated, and automated
solutions, quarterly

Free Assessment

Perform an assessmentinyour
network to validate your
existing controls

FortiCare
Support and mitigation services
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0
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Mnaatdpopma Kibepbesneku Big Fortinet

3) Unified SASE

SASE

FortiClient EPP Agent
Endpoint Protection Agent with
AV, URL and Sand-box

FortiClient ZTA Agent
Remote access, application
access, and risk reduction

)
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FortiGate SD-WAN
Application-centric, scalable, @
—

FortiProxy
Enforce internet compliance and
granular application control

FortiSASE
Cloud-delivered Security Services
Edge

FortiMonitor
SaaS based DEM platform,
performance monitoring

FortiCASB
Prevent misconfigurations of
SaaS apps and meet compliance

o FortiEndpoint

XDR, ZTNA and EPP as unified
agent

CLOUD

@
b

FortiGate VM
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiWeb
Prevent web application attacks
against critical web assets

FortiGSLB
Ensure business continuity during
unexpected network downtime

FortiFlex
Flexible daily usage-based @
consumption licensing for a broad

catalog of solution

FortiGate CNF
Hosted cloud-native firewall for
simplified cloud network security

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiDDoS
Machine-learning quickly inspects
traffic at layers 3,4, and 7

FortiPoints

Simplified, flexible licensing for
annual contracts, renewals,
upgrades, and co-terms

Al-Powered FortiGuard Security

Web Filtering IPS

Sandbox

IL MPS

Attack Surface

loC IL CASB
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Application Control

a OT Security Services
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Security Operations

FortiAnaly zer
Security Fabric log management,
monitoring and response

FortiSIEM
Entemprise-wide monitoring,
threat detection, and response

FortiEDR/XDR
Automated endpoint protection
and correlated incident response

FortiSOAR
Automated security operations,
investigation, and response

FortiNDR
Al-driven analysis to detect and
respond tothreats

SOCaaS
Continuous security monitoring,
incident triage, and escalation

IR Services
Rapid detection, containment,
and recovery of cyberattacks

FortiDeceptor

Active deception platform
for early in-network attack
detection and response

FortiTrust Identity
Identity and Access
Management as a Service
(IDaas)

FortiGuest

Access management solution
for temporary access to
guests and visitors

FortiCNAPP
Secure codetocloud witha
single, data-driven platform

FortiNextDLP
Endpoint DLP and Insider
Risk management
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FortiMail
Al-powered, protection against
email-borne threats

FortiSandbox

Al-powered real-time protection
against unknown and 0-day
threats

FortiToken

Cloud/HW/Mobie MFA provide
passwordless adaptive
authentication

FortiAuthenticator
Centralized identity and access
management solution

FortiGuard MDR Service
Managed threat detection,
investigation, and response

FortiRecon

Proactive digital risk protection
service and extemal/internal
threat monitoring

FortiPAM

Privileged identity and access
management, and session
monitoring

FortiTester

Network performance testing
and breach attack simulation
(BAS)

FortiDev Sec

Orchestrated and automated
continuous application security
testing

FortiDAST
Automated black-box dynamic
application security testing

FortiScanner Cloud
Cyber Asset Attack Surface
Management Service

FortiAl
Integrated GenAl Assist for
SOC and NOC

(&} OT Security Platform

OT Security Service
FortiGuard subscription

for FortiGate NGFW enables
protection against OT-
specific threats

Ruggedized Products
Rugged NG FW, switch, AP,
and 5G extenders provide
secure connectivity in harsh
outdoor environments

FortiSRA

Agentless secure remote
access offers robust remote
access control, management,
session logging, monitoring,
and recording

SecOps for OT

Advanced cybersecurity
controls bring OT networks
into the SOC and incident

response plans

Open Ecosystem

FNDN

Advanced tools for Fortinet
community to develop
custom solutions

Fabric Connectors
Fortinet-developed
integrations forautomation
and security

Fabric API
Partner-developed
integrations for end-to-end
visibility and protection

DevOps Tools
Community-driven scripts
automate network/security
tasks

Extended Ecosystem
Integrates with third-party
systems and orgs for
sharing threat-intel

X g § @ @
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https://www.fortinet.com/content/dam/fortinet/assets/brochures/FortinetBroch.pdf
https://www.fortinet.com/products/wireless-access-points
https://www.fortinet.com/products/network-access-control
https://www.fortinet.com/products/smallbusiness/fortigate-cloud
https://www.fortinet.com/products/fortiaiops
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortivoice-ucs.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiRecorder.pdf
https://www.fortinet.com/products/fortigate-as-a-service
https://www.fortinet.com/products/ethernet-switches
https://www.fortinet.com/products/management/fortimanager
https://www.fortinet.com/products/wireless-wan-fortiextender
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiExtender_Cloud.pdf
https://www.fortinet.com/products/business-phone-systems/fortivoice-fortifone
https://www.fortinet.com/products/network-based-video-security/forticam-fortirecorder
https://www.fortinet.com/products/next-generation-firewall/forticonverter
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet_Product_Matrix.pdf
https://training.fortinet.com/
https://www.fortinet.com/products/fortigate/fortios
https://www.fortinet.com/content/dam/fortinet/assets/brochures/FortinetBroch.pdf
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/assess
https://www.fortinet.com/content/dam/fortinet/assets/solution-guides/sb-forticare-services.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortinet_secure_sdwan.pdf
https://www.fortinet.com/solutions/enterprise-midsize-business/network-access
https://www.fortinet.com/products/secure-web-gateway/fortiproxy
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiCASB.pdf
https://www.fortinet.com/products/endpoint-security/forticlient
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortisase.pdf
https://www.fortinet.com/products/fortimonitor
https://www.fortinet.com/products/public-cloud-security/cloud-native-firewall
https://www.fortinet.com/products/private-cloud-security/fortigate-virtual-appliances
https://www.fortinet.com/products/application-delivery-controller/fortiadc
https://www.fortinet.com/products/fortipoints
https://www.fortinet.com/products/web-application-firewall/fortiweb
https://www.fortinet.com/products/fortiflex
https://www.fortinet.com/products/ddos/fortiddos
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortigslb.pdf
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/application-control
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/security-rating
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/antivirus
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/data-loss-prevention
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/content-security
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/fortiguard-indicators-of-compromise-service
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/ipreputation-antibot
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/industrial-security
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/web-filtering
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/casb
https://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/inline-sandboxing
https://www.fortinet.com/products/fortiai
https://www.fortinet.com/products/management/fortianalyzer
https://www.fortinet.com/products/identity-access-management/fortiauthenticator
https://www.fortinet.com/products/fortideceptor
https://www.fortinet.com/products/dynamic-application-security-testing
https://www.fortinet.com/products/forticnapp
https://www.fortinet.com/products/endpoint-security/fortiedr
https://www.fortinet.com/solutions/enterprise-midsize-business/mdr
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiguest.pdf
https://www.fortinet.com/products/email-security
https://www.fortinet.com/products/network-detection-and-response
https://www.fortinet.com/solutions/enterprise-midsize-business/soc-platform
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/respond
https://www.fortinet.com/products/fortipam
https://www.fortinet.com/products/fortirecon
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiscanner-cloud.pdf
https://www.fortinet.com/products/siem/fortisiem
https://www.fortinet.com/products/fortisoar
https://www.fortinet.com/products/fortitester
https://www.fortinet.com/products/identity-access-management/fortitoken
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortitrust-id.pdf
https://www.fortinet.com/products/fortidevsec
https://www.fortinet.com/solutions/enterprise-midsize-business/openecosystem
https://www.fortinet.com/solutions/enterprise-midsize-business/api
https://www.fortinet.com/solutions/enterprise-midsize-business/fabric-connectors
https://www.fortinet.com/products/management/fortinet-developer-network-fndn
https://www.fortinet.com/products/fortisra
https://www.fortinet.com/solutions/enterprise-midsize-business/security-as-a-service/fortiguard-subscriptions/ot-security
https://www.fortinet.com/products/rugged-firewall
https://www.fortinet.com/solutions/enterprise-midsize-business/ot-security
https://www.fortinet.com/solutions/enterprise-midsize-business/devops

2025 Gartner Peer Insights ZTNA

Fortinet ctaB Bubopom kopuctysadiB B 2025 Gartner Peer Insights

“lLle 6ys dusosuxcHuli 0ocsio pobomu 3 Universal ZTNA Fortinet.

Gartner Peer Insights “Voice of the Customer”

Zeso Trust Network Access Mu Kopucmyemoca uum rnpoodyKmom npomsa20M OCMAHHIx 2-3
e MARKETY”‘VERAGE poKie. Mu He cmuKanucsa 3 ¥ 0OHUMU 360aMu, NiOKAOYEHHSA
s () customers'haice Kopucmysadyie be3nepebiliHe. Fortinet Universal ZTNA 3a6e3ne4ye

cmabinbHy 6e3rneky 014 8CiX Kopucmyesayis, He3as1exHo 8i0 Mozo,
YU B8OHU /I0KAbHI YU 8 POYMIH2Y, 3aMpo8aoX YoYU 0OHAKO8Y
nosIimuKy 8 ycili op2aHi3ayii.»

PeueH3eHT: Mepei Ta 6be3neka iHAYCTPIi TeneKoMYHIiKaL,in.

Palo Alto Networks

Absolute Cisco Systems

JOVYIAY LIAYVIN

Check Point Software Technologies Cloudflare

“A sukopucmosyto Fortinet Universal ZTNA i 8iH yydo80 nioxo0ums 018
be3neKku mepexci. BiH 3axuuwae Ak 8i00asneHuUx, MakK i I0OKAAbHUX
Kopucmysadyis, 3abe3ne4yyrouu Auuie asmopuzosaHuli docmyn. J/lezka
iHmezpauyisa 3 iHwumu npodykmamu Fortinet pobums KepysaHHSA
ne2kuM. HanawmysaHHs npocme, a iHMyimugHo 3po3yminuli

pspiring Eetablished iHmepaelic pobumeo (ioeo 3pyYyHUM 018 Kopucmysa4a. PekomeHOyo
USER INTEREST AND ADOPTION — As of Dec 2024 © Gartner, Inc Uo2o Ak HaoditiHe ZTNA piweHHA.”

Google

OVERALL EXPERIENCE

Gartner. . .
PeueHs3eHT : IT MeHeaXep iHAYCTPII CNOXXMUBYMNX TOBAPIB

N © Fortinet Inc. All Rights Reserved. 6



3 yoro noumHaetbcs ZTNA



BYOD Ta BipaaneHa poboTta ctana oyaeHHICTb

cepBicu

36inbLUEHHs BEKTOPIB aTak * [lpoinbHi yrpynyBaHHs
Bpasanueocri MK * [IpOHUKHEHHSA Ta

PO3MOBCIOAXXEHHS

» 3axuct iHcopmauil
*  MoHiTopuHr

. © Fortinet Inc. All Rights Reserved. 8



ZTNA npynHUumMnu

Hikonu He goBipsan. 3aBxXan nepesipsn.

Hapae noctyn oo mepexi nuiie
nicns aBTeHTUdIKauil Ta
aBToOpu3aLil ocobu

Obmexye 0ocTyn Ao Mepexi nuiie
HeobXigHMMK pecypcamu/gogaTkamm

KoHTpontoe oocTyn 40 Mepexi Mamxke
B PEXUMI pearibHOro Yyacy 3arnexHo
BiZl KOHTEKCTY MPUCTPO/KopucTyBada

HynboBa goBipa

- OCHOBAa

ApanTmBHum

AOCTYnN Ha MNoTeHuinHa

. . HasABHICTb M
OCHOBI pU3uKiB d CTb 3namy

ZTNA
NPUHLUMNU

OomexeHun
aocTtyn

AyTeHTUiKauUif

LDkeperno: Gartner

© Fortinet Inc. All Rights Reserved. 9



EBonwouifa BigaaneHoro goctyny 3 ZTNA

Crapui BigpganeHum gocryn

.. basoBuu

LLUnpokuin gocryn

(Ignores least-privilege access)

PasoBa Bepudikauis
(User Identity check with or without MFA)

BiocyTHst 6e3nekoBa iHCneKuisa
Ta 3axXUCT AaHUX

CTaTUYHNIN KOHTPOSb OOCTYNY

Pi3Hi nnatopmu ona xmapu

Ta L

°  ZTNA
é HacTynHumn Kpok

TOHKWMKM JOCTYN 4O CepBiciB
(least-privilege explicit application access)

MNMocTinHa Bepudikauis
(KopucTtyBa4/npucTpint Ta CTaH NpUCTPOLo)

FMuboka iHcnekuis Ta 3axXucT gaHnx

ApanTuBHuUM AO0CTYN BPpaxoBYHO4N PUSUKU

OpauvH npoaykt nokpmeae L Ta
SaaS

© Fortinet Inc. All Rights Reserved.
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[MepLli KPpOKK

3 Yoro 3assuyan NoOYnHarTb?

FortiOS

FortiOS BukoHye nepesipKy
goctyny, narpumye Tabnmuto
AocTyny Ao rpyn
KopucTyBadiB/goaaTkiB, NPOKCi-
noaaTkis
(FOS 7.0+)

OcHoBa

ZTNA Ta 0e3nekoBun areHT

&

FortiClient/Central Management

FortiClient EMS

FortiClient ZTNA agent
(FortiClient 7.0+)

Onuin

Hpyrnin doaktop

@E FortiAuthenticator

[« |222622)  FortiToken

(%,3 FortiTrust Identity
®

N

Ta CTOpOHHI ID npoBangepu B
pamMkax Security Fabric

© Fortinet Inc. All Rights Reserved.
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ona xoro?

OdicHi cniBpoBITHUKM HapiBHI 3 BioganeHnmu

MNMepeBipKa KOXHOI cecii lNocTivHa nepeBipKa

» CtaTyC NpuUcTpoto
« [lii kopuctysada
» BpasnusocTi

MNMepeBipka kopucTyBaya
 Kinbka ¢paktopis
 [laponb

+ SSO

* Pobouni vac

MNMepeBipka npuctpoto

* |H(popmauis Woao NPUCTPOro
» Bepcis OC

* |H(popmauis Wwoao aHTuBIpyca
» CkaHep Bpa3nmMBOCTEN

HNeTtanbHUn
KOHTpPONb

HocTyn Tinbku 0o
NnoTpibHMX cepB.iciB

L. © Fortinet Inc. All Rights Reserved. 12



ona xoro?

| aK ue npautoe

BipaaneHi
CcniBpoOGITHUKKN

OTPMMYIOTb
AocTyn Ao X
cepsiciB Ta
SaaS

y:

AHApin
npautoe ae
3aMaHETbCAHA

CcniBpoOGITHUKN
OTPUMYIOTb
AO0CTyn OO X
cepsiciB Ta
SEER)

MippagHuK.
Mae goctyn
TiNbKN 0o
OofHoro
cepsicy

Ach\kpc. Mpauoe 3 |

BJTACHUX NMPUCTPOIB

ELLE]

- = . o,
- - -

-
S, e ==

© Fortinet Inc. All Rights Reserved.
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Po3nopgineHHA goctyny

Ha ocHoBi npaB

Lo

[

—_—
)00000000

@l

lNepeBipka npaB

52:
9
o)
w

»
»

User: Knpun
Group: MeHepkep Group: MeHepxep

User: AHgpin

%) sotorrero

Cepsicu iHXeHepiB

e

®iHaHCOBI cepBicu

© Fortinet Inc. All Rights Reserved.
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Po6oTa 3 iHworo MK

HenepesipeHun MK

LLinwo3

BYOD

User: ???
Group: ???

oz
Cepsicu iHXeHepiB

© Fortinet Inc. All Rights Reserved.
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BriokyBaHHA1 3apa)XeHoro nNpUcTpoLo

ABO KON KOPUCTYBaY «MigxonuB Bipyc»

o

@

Mepesipka 6e3neku

(-

O

Bipyc/l3 @

(-

User: AHgpin
Group: MeHenxep

] ccossDened-

Cepsicu iHxXeHepiB

e

=0

User: Tapac
. Il Rights Reserved.
Group: ®iHaHcK

16



E
®
I
I
N

YHiBepcanbHe ZTNA p

.Oi
- N wa\ -
EMS 4 )
Eﬁa SEEET] e ZTNA Application Gateway 22 l:l
Campus * Saa$s

[ ﬁ
é FortiClient Agent

aws
dinis 8 aws A
(?\
—T BesarenTHo/BYOD .’. =
= * - B

BinoaneHo

@}

Byab-ae lMepeBipka kopucTyBaya, NPUCTPOIO Ta
Noro ctaHy

-mw © Fortinet Inc. All Rights Reserved. 17
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YHiBepcanbHe ZTNA pilueHHS

=
EMS

Identity

ZTNA Application Gateway

] L

Campus

[ TTTT
=]

FortiGate

=l

dinis
ZTNA App
Gateway
(B xmapi)
- &
B o —

BinpaneHo @ _
Fortiweb
FortiADC

FortiGate o .
byab-pe FortiPAM Byab-sikuun cepsic
g J

© Fortinet Inc. All Rights Reserved. 18




EBonouia ZTNA

YHiBepcanbHum ZTNA

— B

I

—

W

{ 4/'/
)
1

Fgf ™ . 8 [p— -
NMaHnaemis ' CborogHi
BinoaneHa pobota BinopaneHo | Odpic | BYOD
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MepeBop nonituk Ha ZTNA Tags

FortiGate-VM&4-KVM >> @~ L1~ Oadmin-~
& Dashboard Edit Policy x
Net k
* Networ Select Entries x [ Statistics (since last reset)
B Policy & Objects
Firewal Policy Name © ZTNAACcess [ Qbearen D ° - OGepiTb oguH abo
et ar B2 ZTNATAG (9) i H
e Type Standard IFanEy o Last used 13 minute(s) ago KinbKka ZT NA tagS
Froxy Folicy incominglnterace. | B8 AN fporc + * Y ail registered clients Firstused Zhour(s) ago
Authentication Rules s = all x I Critical-Vulnerability Active sessions 1
ource Ha B
Addresses & ztna-saml-users ® m] Group-Domain-Users Hit count 776
. .
“TiA =l . x EETXTT all_registered clients = 11.68 MB ° 3 r"ﬂ'rp'/l MKOHRO
Internet Service Database ZTNA Tag Grcuz—Domaln—Users EEEXEE Critical-Vulnerability Current bandwidth = 0 bps 6
Services MESIYT Group-Domain-Users e3neku
ZTNA Server @ ZTNA-webserver x Pi3) I Clear Counters
Schedules
* T EMS_ALL_UNKNOWN_CLIEN
Virtual IPs S8 Schedule [6 always M EMS_ALL_UNMANAGEABLE {
IP Pools ! Action WFYeaall @ DENY T FCTEMS_ALL_FORTICLOUD. §| Lest7Days Bytes~
20MB
Pratocol Options v SPU i Software
Traffic Shaping Firewall/Network Options 15MB
& Security Profiles 5 Protocol Options default v & 10MB
0 VPN
Security Profil >MB
& User & Authentication e e
WiFi Controller | AntiVirus » 0B
- Jul02  Jul03  Jul04  JulO5  Jul0&  Jul07  JulOB8  Jul09
System { | webFilter o ! “ ! ! ! ! ! !
# Security Fabric Video Filter »
DNS Filt
Log & Report fer » Additional Information
- ————————————
Application Control (I
@ API Preview
1PS o Close
= == | % References |
FiRTINET o< e
amn
- . © Fortinet Inc. All Rights Reserved. 20




Bubip npaBun nepeBipKU HAa OCHOBI OAHOIO YU KifibKOX KpuUTepiiB

Edit Rule

+ User in AD Group j

0s

Rule Type

Evaluate on FortiClient

AD Group

This rule applies to devices
whose currently logged-in
users are members of the
selected AD Group. The rule
does not consider
computers' membership in
that group.

i0s

Android

AntiVirus Software
Certificate

EMS Management
File

IP Range

Logged in Domain
On-Fabric Status
0S Version
Reqistry Key
Running Process
Sandbox Detection
User Identity
Vulnerable Devices
Windows Security
Common Vulnerabilities and Exposures
Firewall Threat
FortiEDR

Zero Trust Tags

User AD group, Domain

Security Software (e.g., AV)
Vulnerability Status, CVE
OS, Registry Key, Process
On-net/Off-net, Identity, IP

© Fortinet Inc. All Rights Reserved. 21



[MepeBipka Tpadiky

@ Dashboard
«b Network
M Policy & Objects

Firewall Policy
IPv4 DoS Policy
Proxy Policy
Authentication Rules
Addresses
ZTNA
Internet Service Database
Services
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shaping
& Security Profiles
VPN
ser & Authentication
= WiFi Controller
System
Security Fabric

Log & Report

F::RTINET

Edit Proxy Policy

Select Entries x

Ql

Name €@ ZTNA-5aaS-Access
Type Explicit Web | TransparentWeb | FTP
Incoming Interface ~ ® WAN (port3) x

+
Source = all x

+
ZTNATag m Group-Domain-Users %

+
Destination = Webserverl x

+
ZTNA Server ) ZTNA-SaaS-Access-Proxy x

+
Schedule [o always -
Action D@y Yoleial @ DENY
Security Profiles
AntiVirus © B default - &
Web Filter © EEH default - &
Application Control ©  EEM default v &
IPS [ 8] default v &
File Filter © T default - &
DLP Profile © m Compliance-Credit-Cards + 4
S5L Inspection custom-deep-inspection ¥ | &

B2 ZTNATAG (9)

EMS1-1P(3)

m all_registered_clients
X Critical-Vulnerability
B Group-Domain-Users
EMS1-MAC (3)

m all_registered_clients
XX Critical-Vulnerability
m Group-Domain-Users

IP(3)
EMS_ALL_UNKNOWN_CLIEN

EMS_ALL_UNMANAGEABLE
FCTEMS_ALL FORTICLOUD_!

Cancel

1

Close

* [MocTtynose
YBIMKHEHHS
besneku

* B nepwy yepry
KPUTUYHI cepBicK

© Fortinet Inc. All Rights Reserved.



HOoctyn 6e3 VPN (ZTNA destination)

FortiClient EMS

Encapsulated "
< in TEPIME- TCP *.1 =
1 'IFﬂ'TE winserver
g [—‘ 10.88.0.0/24
Remots Endboint FortiGate ,
gl ol Application Gatewa : ‘
10.0.3.2/24 PP y ®
Application Gateway VIP: FortiAnalyzer
10.0.3.11:8443

https://community.fortinet.com/t5/FortiClient/Technical-Tip-How-to-implement-ZTNA-Destination-in-
FortiClient/ta-p/318880

- = © Fortinet Inc. All Rights Reserved. 23



Ooctyn 6e3 VPN (ZTNA destination)

r@,‘ FortiClient -- Zero Trust Fabric Agent — *
File Help

@ FortiClient -- Zero Trust Fabric Agent

File Help

® FortiZTNA Connection
o ZTHA Destination

Create ZTNA Destination (Add Destination| [Disable ZTNA)|

SMB-winserver
= ZTNA Destination Configuration Destination Host 10

x
Destination Name Proxy G.ater.-@,.r 10.0.3.
|SSH-FAZ Encryption ‘es
Destination Host .
[10.88.0.2:22 @ ZTNADESTINATION RDF_’-\\._rlnserver
Proxy Gateway Destination Host ®
[10.0.3.11:8443 Proxy Gateway 1003
Mode Encryption Mo
| Transparent v | 5
- H-FAZ

~ Eneryoton Destination Host 10880.2:22 x
[l Use external browser as user-agent for saml user authg Proxy Gateway 10.0.3.11:8443

Encryption Mo

© Fortinet Inc. All Rights Reserved. 24



doctyn 6e3 VPN

ZTNA destination

New ZTNA Server

Settings Info

Type © 1Pv4

Name ZTNA-server

Comments

Connect On

Interface [ WAN (port3)

IP address | 10.0.3.10

Se

Typ
Nai

Cot

Port 9443 | rnte
@ SAML Pz
Services and Servers
Por
Default certificate g ztna-wildcard x
+
Service/server mapping (@ ] ‘
7 tar) [ puee
[ Service® URL%®  Servers  Types SEI‘{
No results Del
OK Cancel Ser

Type @

Service

Virtual Host
Match by
Host

Use certificate

Match path by

Path

Server

Neq New Service/Server Mapping
|

IS |Pv6

HTTP BRI Sa2aS(CASB) TCP Forwarding

Sl Wildcard

www.examplel.com

g Fortinet CA_SSL b
+

SIS -8 Wildcard  Regular Expression

map1

Address type n FQDN

IP address

Port

0.0.0.0

443

OK Cancel

© Fortinet Inc. All Rights Reserved.
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IHTerpoBaHa 6e3neKa wo npunmae yvyactb B ZTNA

[locTinHa nepesipka NPUCTPOLO

AHTUBIpYC

BpasnuBocTi

Prn3unku BoyaoBaHuu 3axmcT
Ta nepesBipka K
[,03BOSIAE KepyBaTh
OOCTYNOM Ha OCHOBI
CTaHy NOTOYHOro
cTaHy 6esneku

v

Twun Tta ctan OC

LUkignuBi akTMBHOCTI

- © Fortinet Inc. All Rights Reserved.
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£% Endpoint Vulnerability v B Help ~ & admin ~

Affected Endpoints X

Hostname T 2 User 7 2 Last Seen T 2 Scan Time T 2

B® AHarris-PC ; I|I Andrew 2017-02-05 12:32:21 2017-02-0512:32:21

L
BY km-ftnt-PC ‘ admin 2017-02-04 18:25:45 2017-02-04 18:25:45

B® TiaraQuan-PC | Administrator 2017-02-04 09:15:22 2017-02-04 09:15:22




FortiGuard Web Filtering

AHani3 33 4ONOMOTOH0 WTYYHOIO IHTEeNEeKT

{ﬁff? \ KOHCUCTEHTHI AaHi

« KoHTponboBaHi Ta caMocTinHi moaeni \

- HaB4yaHHA Ha 6a3i gaHux FortiGuard Labs

« Pi3Hi MOXXNMBOCTI pO3ropTaHHA

3axXUCT B AeTanax

« [loBHWUI cneKTp Beb-3axncTy Bif,
HeBIAOMMUX | BIAOMMUX 3arpo3

« Mepexesi npuctpoi, MK Ta xmapu

-
L. © Fortinet Inc. All Rights Reserved. 28

« KinbKa piBHiB 3axmCTy 3 Mamxe
HY/1bOBMMM MOMMUIKOBUMMU
pe3yabTaTamm



HdeTani3auia A0 piBHA

NGFW_PRI

* Favorites # |Q search

@ Dashboard

4+ Network Upstream ternet ~

B Policy & Obj

| ——Ee

3% Security Fabric
Physical Topology
Logical Topology

ity Rating
Automation

Fabric Connectors

External Con:

L Log & Report

Security Fabric: FTNT-DEMO
reEE L s Y
geEd

Topology last updated 8 second|(s) ago. Security Rating
results that ran 27 minute(s) and 41 secondl(s) ago were
aggregated.

FRATINET

NPUCTPOIO Ta KOPUCTYBaya

jwalter
10.88.120.123

Critical Risk

enae

28 DESKTOP-FIN-01
) Registered - Online

00:50:56:a6:c6:¢3

10.88.120.123

corpfortidemo.com

4 Finance VLAN (VLAN_FIN)

-]
(7 S24BEFTF21002238:port24) 3
a WMware / Virtual Machine / Workstation pro Deices
os Windows /10
opalogy . NGFW_PRI
4 Upstream Fabric Devices

Demo-ISFW-FIN
S248EFTF21002238
BB DESKTOP-FIN-01

®
(o) 51
e 2277kB  —

\ 604kbps  EE—

1\ .

| ﬂ") s (Sent/Received) 181B —

\

\ . + Firewall Device Address = Firewall IP Address || &% Quarantine Host
(=)

Risk~ A Critical Risks &

 |Hdopmauis npo nNpucTp
- OS

« MAC
« Crartyc FortiClient

Metrics Vulnerability =

« BpasnusocTi K
» Kopuctysau

e ABartap KopucTyBa4a
» CouianbHi Mepexi
* Online/Off-line

* [loail Ta XXypHanu

© Fortinet Inc. All Rights Reserved.
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BnpoBagxeHHAa ZTNA

ETan 1

* VPN 3 nepesipkoto
MK

ETan 2 Etan 3

* ZTNA AnS KOKHOro * PoswmpeHHs ZTNA
cepsicy Ha BCi cepBicH

* OcobnuBi nepesipky  |HTerpauis 3 EDR
ansa TOTI cepsiciB OOHUM areHToM
(ERP, doann-cepsep)

[lepesipka Ao
VPN nigkntoyeHHsA

[locTiHa
nepesipka nig 4vac
NiOKMHOYEHHS

* PosliunpeHa

NOCTiHa nepeBipKa
MK

-mw © Fortinet Inc. All Rights Reserved. 30



€R

3 yoro nounHaetbcsa EDR/XDR



https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiMail.pdf

YHicpikoBaHuM areHT - FortiClient

OfguH areHT ong BCboro*

Fabric Integration

User Telemetry &
Vulnerability
Assessment

J\/\‘

&

Anti-Exploit

 ©OVHUW areHT Ans:
« [Hoctyny (ZTNA, VPN)
3axucty K (EPP)
SASE
Digital Experience (DEM)
Fabric Support (PAM, NAC, FortiWeb)

FortiClient

IHTerpauin

-mw © Fortinet Inc. All Rights Reserved. 32



Habip doyHKUin

FortiEDR ue He Tinbkn MNK cniBpobiTHUKIB

Web Filtering
(FortiEDR Pre-execution Attack Surface
only supports (NGAV) Reduction
malicious Application (Vulnerability
website Control Patching)
categories)

FortiClient EMS Lk FortiEDR

Security Fabric

. © Fortinet Inc. All Rights Reserved. 88



[eTanbHiwe Woao 3axXnucTy

Big yoro 3axuwae EDR

[Micna
3apaeHHs

[10 3apaxeHHd

worms

Targeted

ransomware

ransomware macros
malware
P —

Nation state

tools

NP

PowerShell
— ~

© Fortinet Inc. All Rights Reserved.
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OnepaudinHi cucrtemu

FortiEDR ue He Tinbkn MNK cniBpobiTHUKIB

FortiClient FortiEDR

Supported Platforms
» Windows XP SP2, 7, 8, 8.1, 10, and 11 (32-bit and 64-bit versions)
» Windows Server 2003 SP2, R2 SP2, 2008 SP1, 2008 R2 SP2, 2012, 2012 R2, 2016, 2019, and

Supported Operating Systems
Microsoft Windows 7 (32-bit and 64-bit)
Microsoft Windows 8, 8.1 (32-bit and 64-bit)

2022
Microsoft Windows 10 (32-bit and 64-bit) « MacOS Versions: El Capitan (10.11), Sierra (10.12), High Sierra (10.13), Mojave (10.14),
Microsoft Windows 11 (64-bit) Catalina (10.15), Big Sur (11), Monterey (12), Ventura (13), and Sonoma (14)
Microsoft Windows Server 2012 or later » Linux Versions: RedHat Enterprise Linux and CentOS 6.8+, 7.2+, 8+, and 9+

Ubuntu LTS 16.04.5+, 18.04/ 20.04/and 22.04 server, 64-bit only
Oracle Linux 6.10, 7.7+, and 8.2+
105 9.0 or later Amazon Linux AMI 2 2018

Android 5.0 or later Open SUSE Leap 15.2

Linux Ubuntu 16.04 and later, Red Hat 7.4 and later, CentOS 7.4 and later with SUSE Linux Enterprise Server SLES v12 SP5 and v15
KDE or GNOME RedHat 9

All Chromebook versions VDI Environments: VMware Horizons 6 and 7, and Citrix XenDesktop 7

macOS 10.14 or later

* Google Cloud Marketplace enablement for all supported OS platforms

L. © Fortinet Inc. All Rights Reserved. 85)



OcHoBM FortiEDR

KomnneKkcHe pilleHHs 3aXUCTY KiHLIEBUX NPUCTPOIB

e €ONHUIN «NETKUN» areHT
ML Ta noBeaiHKoBU aHani3
« Knacudikauiga 3a 4ONoMorot xmapHoro Al

» [lpautoemo 3 3actapinumm OC Ta riopuaHumm
cepenosuLLaMu

« BigoganeHa nportuais
« 3axuLleHun Big BTPyYHaHHS

 |HTerpauis 3 iHWKMN BEHOOpaMK

© Fortinet Inc. All Rights Reserved.
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[MTpoakTnBHE 3MEHLUEeHHS NMoLli aTaku

LUkignuei Ta loT npuctpoi
13, BpasnueocTi, CVE Ta 4ONOBHEHHA PENTUHTY Nporpam
Virtual patching

0 PREVENTION
[MoniTukn KoHTpornto 13 REALTE PROTECTION

EVENTVIEWER (ETD) FORENSICS ¥ COMMUNICATION CONTROL ~ (JB) SECURITY SETTINGS ¥

APPLICATIONS <] <] shoving 1555 [ | NEPEABAYEHHS
Unresolved v | fad MarkAs. v i Delste  (EModify Action Y[ AdvaneedFiter  [§ Exportw
APPLUCATION VENDOR REPUTATION VULNERABILITY FIRST SEEM LAST SEEM
- @ Google Chrome Signed Google R @ Critical 15-0ct-2020 05-Mar-2021
® 86.0.4240.75 _ B ® Critical 15-Oct-2020 16-0ct-2020
® 56.0.4240.183 Unknown @ Critical 03-Nov-2020 03-Nov-2020
@ 57.0.4250.66 _ B ® Crilical 01-Dec-2020 13-Jan-2021
@ 88.0.4324.104 Unknown @ Critical 01-Feb-2021 03-Feb-2021
@ 5704250141 I o Critical 09-Feb-2021 02-Mar-2021 i i
® 35.0.4324.150 Unknown @ Critical 11-Feb-2021 22-Feb-2021 i i
@ 58.0.4324.146 Unknown @ Critical 12-Feb-2021 19-Feb-2021 ‘ ‘
B @ Pastebin Desktop Unsigned Unknown Vendor — n_ Unknown 16-0Oct-2020 18-0ct-2020 n CLOUD, ON'PR EMIS ES OR C@ nerKMﬁ areHT
i HYBRID MANAGEMENT
>z
== © Fortinet Inc. All Rights Reserved. 37



NMpodinakTuka

O lNMpoTuaisa B peanbHOMy 4yaci
* MawunHHe HaB4YaHHA, NGAV Ha piBHI 4pa
* [locTivHi oHoBNeHHs Big, FortiGuard

« 3axucCT B peanbHOMY Yaci Ta «BigkaT»
3awmdpoBaHux dpavnis

[HTerpauis 3 nicodHn4Yeto

11 Open
Suspicious Appiication

10Create + | 12 Access 8 r—m ....................
Suspicious Application Acgcess to oriioal system informatior]
| — Frocess | — c tials
ndii32

n CLOUD, ON-PREMISES OR ‘@ Nerkuii areHT
HYBRID MANAGEMENT "

https://www.fortinet.com/blog/threat-research/quard-your-drive-from-drivequard

1 1Y
© Fortinet Inc. All Rights Reserved. 38



https://www.fortinet.com/blog/threat-research/guard-your-drive-from-driveguard

BOynoBaHi noniTukn 6e3neku

Q « 3axuCT 3 NePLUOI XBUNUHU BUKOPUCTAHHS
OHoBneHHAa 3a gonomorot FortiGuard

0
SECURITY POLICIES Search (bV'
_!l Clone Policy a Set Mode - Assign Collector Group E Delete o
D v Al POLICY NAME RULE ‘ ACTION
> [ %4t Application Control Freanner (@
> [ & Device Control FreAnner (@)
> [ ' Execution Prevention FreAnner (00
> [] M Exfiltration Prevention FeAmner (00 BUABJEHHA
TA CTPUMYBAHHA
> [ ‘%’ eXtended Detection FeoATInEr (0)
> [ 0 wobile Devices FeAmner (00 g
> [ E Ransomware Prevention  FeRminer (0 @b
> [ [0 AF mobile devices upda... a» *
v [ ! a» PEAKLIS| HA IHLUMOEHT Qv.
i\
Malicious File Detected @ Block X\q‘
- 1\ |
Malicious URL/IP Detected h Lo H i
° °
n CLOUD, ON-PREMISES OR ‘@ Nerkuit areHT
HYBRID MANAGEMENT >
amn
. © Fortinet Inc. All Rights Reserved. 39



BuaBneHHA Ta ONOKyBaHHSA

EVENTS

Al * | Last 30 days

< ADVANCED DATA

DEVICE

hobgoblin

hobgobiin

Event Graph  Automated Analysis

1 Create

Process
wcplare e

PROCESS

weImgr exe

explorer exe

mxs_installer exe

svchostexe
netexe

MSSVCCFG dit

msedge exe

Bxpot P
CLASSIFICATION =
# mancious

T inconciusive
€ suspicious

$ suspicious

‘ Malicious

# malicious

& Maicious

C\Program Files\Windows NTWMSSVCCFGal 1

¥ mancious

2 Create

Procesy
wehost eve

. WOF outecws |
Ingecied Threac
B —

Showng 1-88

System Defined  +
84 Excegtion Manager

DESTINATIONS RECEIVED *

16-Mar-2023, 16:50:26
File Creation 16-Mar-2023, 16:50.26
2 gestinations 16-Mar-2023, 16.49 53
File Execution At 15-Mar-2023, 164943
Modify OS Setti... 18-Mar-2023, 16:50:21
10.20.10.9 16-Mar-2023, 16:50:08
Network Access 16-Mar-2023, 16:50.03
Network Access

16-Mar-2023, 16:49:58

Procass
muscios wie

5Comnect ¥
Poctied Executable

Search for events

LAST UPDATED

16-Mar-2023, 16:57:46
16-Mar-2023, 16:5026
16-Mar-2023, 16.56 59
16-Mar-2023, 16.57 46
16-Mar-2023, 16:50:21
18-Mar-2023, 16:50:08

16-Mar-2023, 16:50.03

16-Mar-2023, 16:49:58

®© 00 060

CLASSIFICATION DETAILS

# Malcious rummner

Threat name. Unknown
Threat famity. Unknown
Threat type Unknown

steps comyp

History

# Malicious, by Fortinet, on 18-Mar-2023, 16500

by Fortinet Detals

BUABJIEHHA
TA CTPUMYBAHHA

£
&
£
PEAKUIA HA IHUMAEHT v?

e

w INerknn areHT

>

n CLOUD, ON-PREMISES OR
i HYBRID MANAGEMENT

© Fortinet Inc. All Rights Reserved. 40



ABTOMaTM30BaHI peakuil

0 PearyBaHH;l Ha iHUMOeHTH
Fortinet Ref.: 19154: FORT-035200

« KactomisoBaHi cueHapii (playbooks) Ha ocHoBI rpyn R\
NPUCTPOIB Ta Kracy 3arposu

PoswupeHa (eXtended) aBTomaTtnsauia peakuii
lHTerpauis 3 iHWK1MN BUpOBHMKaMun

# Malicious FerAriner

Threat name: Kryptik. CTQItr
Threat family: W&4
Threat type: Unknown

Automated analysis steps completed by Fortinet Details

History
< % Malicious, by FortinetCloudServices, on 30-Mar-2022, 01:06:47

o Device DESKTOP-VM-BN was isolated on NAC TME-FortiNACz

o Process ...esktoplAyfaga3.exel with PID 2572 was terminated at device
DESKTOP-VM-BN 4 times

o File ...esktop\Ayfagad.exe\ was deleted on device DESKTOP-VM-BN 2 times
o P 104.168.44.45 was added to malicious |P addresses on firewall FortiGate

°
Triggered Rules n CLOUD, ON-PREMISES OR
i HYBRID MANAGEMENT

[ ]
‘@ INerknn areHT
7

< Mgy G3 Exfiltration Prevention clone
> @ Malicious File Detected

- . > @ Tampered Executable - Critical Executable was Tampered With © Fortinet Inc. All Rights Reserved. 41




Pi3Hi peakuil Ha pi3Hi PiBHIi KPUTUYHOCTI

PisHi playbook gna pisHoro piBHA 3arpos

HanawTyBaHHSA CroBileHb Ta NpoTnail

[MpoTnais 3a 4ONOMOroK K iIHCTPpYMEHTIB Fortinet Tak |

CTOPOHHIX

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS
* & =
NAME MALICIOUS SUSPICIOUS PUP
- Bl pefauic Playnock roRmnEr ()
NOTIFICATIONS {sent in protection and simulation modes)
Send mail notifica: v v v
Open ticket v v
INVESTIGATION
Isolate device with Collector v
I device with NAC FNAC_TLY v v
Mave device to the High Security Group v v
Disab LocalAD v v
rust o taggl Endp: 2 v v v
REMEDIATION
v
v
B4
FortiGateVM, C. - o
Select All v
CUSTOM
Block User Fo
IM_notify Sla v v v
Block Sender FortiMail - v

i3 &

INCONCLUSIVE LIKELY SAFE

under Admin setting

der Admin settings

Showing 1-3/3

m CLOUD, ON-PREMISES OR ‘@ Nerkui areHT
i HYBRID MANAGEMENT "

© Fortinet Inc. All Rights Reserved. 42



B yomy BiaMiHHIcTL EDR Big XDR

INTEGRATE & INGEST
[ )
. ‘ Segmentation
Termination
FortiGate 7N
Quarantine
/ —~ User Access
| Network  FortiSIEM g %J Z Password Reset
Fc;i —E—bR e\ [ o L I: Ticketing
ol S 2 =4
N/ w O 20
e tu oo
Endpoints Threat .
@l Intelligence g g < E
FortiClient P Other o B
| Sources
' Cloud FortiAnalyzer
FortiMail
VPN/ZTNA
THIRD-PARTY &
FORTINET FABRIC
L 1)
H =

Respond

R )

RESPOND
r——————

Isolate
ZTNA Tagging

Block Phishing

IM Messaging

Block Domains/IP

Reporting

ADDITIONAL INTEGRATION

OTHERS

© Fortinet Inc. All Rights Reserved. 43



JliueH3yBaHHA FortiEndpoint



FortiEndpoint

FortiClient FortiXDR



YHicpikoBaHUN areHT

[NocTinHI iHHoBAaUil i 20M iHCTanboBaHUX areHTIiB

Bbe3ne4yHun gocTyn

IHTerpoBaHa 6e3neka

FortiClient VPN BuaumicTti MK YHiBepcanbHun Endpoint Endpoint Detection
(SaaS / On-prem) ZTNA Protection (EPP) and Response (EDR)
» Tpaguyinhun VPN » LleHTpanizoBaHe * [locTinHa nepeBipka « AHTUBIpyC 3 Al  [NoBeniHkOBUK
* Free FortiClient KepyBaHHS * KOHTpOnb  Application firewall 3axuct
* Bugumictb Ta Bpa3fiMBOCTEN « 3axucT Big * PoswupeHHs
TenemeTpis * KOHTpoOnb iHTEpHETY LUMdppyBasbLINKIB aBTOMaTm3auisa
* [lonoBaHHA Ha
3arposu

Al R
L. © Fortinet Inc. All Rights Reserved. 46



PopmdakTopu FortiEndpoint

BipTyansyl mawwimHm

* Pgrpetual

ubscription

Public

YOL

» Perpetual

» Subscription

 PAYG

SaaS

» Subscription

© Fortinet Inc. All Rights Reserved. 47



FortiEndpoint — yHicpikoBaHUU areHT

Besneka K Ta cepsiciB

:::::::

Workstations

Servers

Virtual
Machines

Mobile
Devices

FortiEndpoint

© Fortinet Inc. All Rights Reserved.
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FortiEndpoint — yHicpikoBaHUM areHT

Connect*

VPN
[ |
L
Workstations ZTNA
e
A Servers CASB
L3
macOS Virtual -
Machines Privileged Access
Management
®ios
Mobile
Devices*
||i|
Al R
o * Mobile devices not supported on EDR/XDR bundles

-

Prevent

Endpoint Protection

Vulnerability
Management

Device Control

Application Control

Web & Content
Filtering

© Fortinet Inc. All Rights Reserved.
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The Unified Agent: FortiClient Components of FortiEndpoint

ml
L L |
Workstations
- W
I ser
A Servers
L3~
macOS Virtual
Machines
&ios
Mobile
Devices*
||i|
and30ID |-

4 )

Connect*

(oo

VPN

ZTNA

CASB

Privileged Access
Management

FortiClient VPN/ZTNA
FortiEndpoint Connect

-

Endpoint Protection

Vulnerability
Management

Device Control

Application Control

Web & Content
Filtering

© Fortinet Inc. All Rights Reserved.
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The Unified Agent: FortiClient Components of FortiEndpoint

(-

VPN Endpoint Protection
ml
ul
' Vulnerability
- Workstations ZTNA Management
I ser
A Servers CASB Device Control
¢
macQOS Virtual . .
MEEnES Privileged Access Application Control
Management
@ios
Mobile
Devices* Web & Content
Filtering
||i|

FortiClient EPP/ATP
o FortiEndpoint Prevent

© Fortinet Inc. All Rights Reserved.
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FortiEDR Finds Unmanaged IT and loT Devices

Workstations

L |
A Servers
[

macQOS Virtual
Machines
&ios
Mobile
T Devices*
|ﬁ|

QNDI0ID =

Connect*

VPN

ZTNA

CASB

Privileged Access
Management

FortiEDR Discover, Protect, and Respond

-

Endpoint Protection

Vulnerability
Managgment

+ Virtual Patching

Device Control

Application Control

Web & Content
Filtering

Device Discovery

Endpoint Detection
& Response

Threat Intelligence

Sandboxing

Code Tracing

Ransomware
Protection

Extended Detection
& Response

FortiEndpoint EDR Essentials

&>

Threat Hunting

Forensics

Secure Remote
Shell

© Fortinet Inc. All Rights Reserved.
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FortiEDR Finds Unmanaged IT and loT Devices

Workstations

A Servers

macQOS Virtual
Machines
&ios
Mobile
T Devices*

QNDI0ID =

Connect*

VPN

ZTNA

CASB

Privileged Access
Management

-

Prevent

Endpoint Protection

Vulnerability
Management

+ Virtual Patching

Device Control

Application Control

Web & Content
Filtering

Device Discovery

a_azm
&)

Endpoint Detection
& Response

Threat Intelligence

Sandboxing

Code Tracing

Ransomware
Protection

Respond

(_Respond )

Extended Detection
& Response

J

Threat Hunting

Forensics

Secure Remote
Shell

FortiEDR Discover, Protect, & Respond and XDR

FortiEndpoint XDR

© Fortinet Inc. All Rights Reserved.
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Order guide

PREVENT EDR ESSENTIALS XDR
Features
Zero Trust Connectivity
ZTNA Agent
VPN

Vulnerability Scan and Remediation

FortiGuard Web and Video Filtering

APl-based and Inline CASB (Saas)
Endpoint Protection Platform (EPP)
EPP

O OEREIEO

Sandbox
Extended Detection & Response (EDR/XDR)

Discover

Protect

OO K OEEEE

Respond
XDR

QRO BB OB

Security Operations Center (SOC)
Forensics
S0CaaS

included with managed service

Deployment

Managed ® ® )
Central Logging and Reporting

FortiAnalyzer Cloud (SaaS)* @) &) @)
Additional Services

Best Practice Service (BPS) Consultation** Account add-on Account add-on Account add-on

* FortiAnalyzer Cloud does not support EDR logs.
** BPS is mandatory for all solutions that include EDR.

== https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-fortiendpoint.pdf  ©rornetine airigns resened. 54



Order guide

The following summarizes offerings for managed packages. All managed packages include Forensics and SOCaaS.

PREVENT EDR ESSENTIALS XDR
Features
Zero Trust Connectivity
ZTNA Agent
VPN

Vulnerability Scan and Remediation

FortiGuard Web and Video Filtering

APl-based and Inline CASB (Saas)
Endpoint Protection Platform (EPP)
EPP

QR OLER®

Sandbox
Extended Detection & Response (EDR/XDR)

Discover

Protect

OERE O OOE®E

Respond
XDR

QR K OREEE

Security Operations Center (SOC)

Forensics
included with managed service
SOCaaS
Deployment
Managed @ @ @
Central Logging and Reporting
FortiAnalyzer Cloud (SaaS)* ®) @) ©

Additional Services

Best Practice Service (BPS) Consultation** Account add-on Account add-on Account add-on

* FortiAnalyzer Cloud does not support EDR logs.
** BPS is mandatory for all solutions that include EDR.

=-= https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-fortiendpoint.pdf  crorietinc airigns resenved. 55



BcTaHoBNeHHs

B° W11-azure-PC1 n .| 172.19.200.230 ¥ Deployment | 741-edr-latest ® EMS
O deploy741edr 3 Policy | Default
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	Slide 2: Вступ
	Slide 3: Fortinet захищає більше 805,000 компаній світу
	Slide 4: Децентралізація та нульова довіра
	Slide 5
	Slide 6: 2025 Gartner Peer Insights ZTNA
	Slide 7: З чого починається ZTNA
	Slide 8: ВYOD та віддалена робота стала буденність
	Slide 9: ZTNA принципи
	Slide 10: Еволюція віддаленого доступу з ZTNA
	Slide 11: Перші кроки
	Slide 12: Для кого?
	Slide 13: Для кого?
	Slide 14: Розподілення доступу
	Slide 15: Робота з іншого ПК
	Slide 16: Блокування зараженого пристрою
	Slide 17: Універсальне ZTNA рішення
	Slide 18: Універсальне ZTNA рішення
	Slide 19: Еволюція ZTNA
	Slide 20: Перевод політик на ZTNA Tags
	Slide 21: Вибір правил перевірки на основі одного чи кількох критеріїв
	Slide 22: Перевірка трафіку
	Slide 23: Доступ без VPN (ZTNA destination)
	Slide 24: Доступ без VPN (ZTNA destination)
	Slide 25: Доступ без VPN ZTNA destination
	Slide 26: Інтегрована безпека що приймає участь в ZTNA
	Slide 27: Вразливості
	Slide 28: FortiGuard Web Filtering 
	Slide 29: Деталізація до рівня пристрою та користувача
	Slide 30: Впровадження ZTNA
	Slide 31: З чого починається EDR/XDR
	Slide 32: Уніфікований агент - FortiClient
	Slide 33: Набір функцій
	Slide 34: Детальніше щодо захисту
	Slide 35: Операційні системи
	Slide 36: Основи FortiEDR
	Slide 37: Проактивне зменшення площі атаки
	Slide 38: Профілактика 
	Slide 39: Вбудовані політики безпеки 
	Slide 40: Виявлення та блокування
	Slide 41: Автоматизовані реакції
	Slide 42: Різні реакції на різні рівні критичності
	Slide 43: В чому відмінність EDR від XDR
	Slide 44: Ліцензування FortiEndpoint
	Slide 45
	Slide 46: Уніфікований агент
	Slide 47: Формфактори FortiEndpoint
	Slide 48: FortiEndpoint – уніфікований агент
	Slide 49: FortiEndpoint – уніфікований агент
	Slide 50: The Unified Agent: FortiClient Components of FortiEndpoint
	Slide 51: The Unified Agent: FortiClient Components of FortiEndpoint
	Slide 52: FortiEDR Finds Unmanaged IT and IoT Devices
	Slide 53: FortiEDR Finds Unmanaged IT and IoT Devices
	Slide 54: Order guide
	Slide 55: Order guide
	Slide 56: Встановлення
	Slide 57: Як можна ознайомитись? - пілот - демо
	Slide 58

