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TapaH €BreHiun

16+ pokiB B IT

ocTaHHi 10+ pokiB Oyayto/modepHisyo T
IHPACTPYKTYypM Ta 3MYLUYH CEpBICU NpauroBaTu
«K mae bytn» ©

IT cuctemn MixXHapogHUX 3axoaiB (CNOPTUBHI
3MaraHHs, BUOOpu TOLLO)

[oceig pobotu B 10 KpaiHax perioHy

Fortinet NSE 7 i 6arato iHwwmx cepTudikaris....

P.S. Lle mos gpyra kibepsBinHa...

© Fortinet Inc. All Rights Reserved.

2




net
Ta NOTOYHI CBITOBI TeHOeHLUIil




IeueHTpani3auia Ta HynNLOBa AOBIpa

84%

KOMMaHin ribpuaHi

CniBpo6GiTHUKMN

125+

PisHnx cepBiciB BUKOPUCTOBYIOTHCS
KOMIMaHi€ero

= 90%
4 2 M n pn L\*/I);Ti:;\(nyggbzlgglgqemm Gesnekn B

) 0T npucTtpoi
NN

CepsBicu

© Fortinet Inc. All Rights Reserved.

4




[MooypoBa IT iHppacTpyKkTypHn

PilweHHs 3 BOygoBaHO 6e3neKkoo 00XEeHYTb «TpaauuinHi» ao 2026

Endpoint

Be3ne4yHa Mepexa

HPELE Firewall
Routing SD-WAN
Switching SASE
WiFi

|dentity
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KomMmnnekc Kibepbe3neku
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100+

lHOYCTpIA NiaTBEpPOXYE TOMOBI NO3MULII
Fortinet B NTUTaHHAX Mepex Ta 6e3neku

Fortinet € ogHieto 3 HaNMBINbL NepeBipeHMX KOMMaHIn y CBITi 3 Kibepbesnekn.
Fortinet nocTinHO 3arMmae nignpyrody nosuuito B Oinblu Hixk 100+
AOCNIAHULBKMX 3BiTax Bif BENUKUX rany3eBux aHaniTM4HUX oipm, Takmx sk
Gartner, IDC i Forrester, i BU3HaHuUM y 8 MariyHMX KBagpaHTax Gartner.

? -

FROST

&
SULLIVAN
—

sKuppingercoie

“'t ::: I:#RTS

Gartner

Leader in Magic
Quadrant for SD-
WAN

Gartner

Challengerin
Magic Quadrant for
Single-Vendor
SASE

Gartner

Niche in Magic
Quadrant for
Endpoint
Protection
Platforms

hed 31 December 2023 - G00789052

d 16 Novem ber 2023 G 00781727
16 August 2023- 1D G00785023

Gartner

Leader in Magic
Quadrant for
Network Firewalls

Gartner

Challenger in
Magic Quadrant for
Security Service
Edge

Gartner

Honorable
Mention in Magic
Quadrant for
Access
Management

Gartner

Leader in Magic
Quadrant for
Enterprise Wired
and Wireless LAN

Gartner

Challenger in

Magic Quadrant

for Security
Information and
Event Management
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AvHa komnaHifa 3 ogHiero OC
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COMPLETENESS OF VISION Asof Sep 2022 © Gartner, Inc COMPLETENESS OF VISION As of Sep 2023 © Gartner, Inc COMPLETENESS OF VISION —» As of July 2023 © Gartner, Inc

Gartner® Magic Quadrant™ for Network Firewalls — Gartner ® Magic Quadrant™ for SD-WAN — Gartner ® Magic Quadrant™ for Enterprise Wired
Published 19 December 2022 — Rajpreet Kaur, Adam Published 27 September2023 — Jonathan Forest, and Wireless LAN Infrastructure — Published 06
Hils, Thomas Lintemuth Naresh Singh, Andrew Lemer, Karen Brown March 2024 — Tim Zimmerman, Christian Canales,

Nauman Raja, Mike Leibovitz

ABILITY TO EXECUTE
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Single-Vendor SASE
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Versa Networks @)
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COMPLETENESS OF VISION As of June 2024 © Gartner, inc

Gartner, Magic Quadrant™ for Single-Vendor
SASE, Andrew Lemer, Jonathan Forest, Neil
MacDonald, Charlie Winckless, 3 July 2024.

Gartner does not endorse any vendor, product or service depicted in its research publications and does not a dvise technology users to select only those vendors with the hig hest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research

E Om organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

GARTNER is a registered trademark and service mark, Magic Quadrant is a registered trademark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and are used herein with permission. Allrights reserved.
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#1 HoBaTOp Kibepbe3neku

B 2 pa3u BinbLue NaTeHTIB HXXK MatoTb aHanoriyHi KomnaHil 3 Kibepbesneku

MaTteHTn CLLUA

526

PAISM Sophos

VA Zscaler

xepeno: U.S. Patent Office, as of June 30, 2024

CrowdStrike

Palo Alto Networks

1354

mob6anbHO
1,015 CLUA

340 |HTepHauioHanbHUX
454 B npoueci

BkntoyHo 3 nateHTamu Lacework Ta Next DLP
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Fortinet nopTtdonio

be3ne4yHa Mmepexa

MepexeBa 6e3neka
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EBonouis

30+ BUpPOOHUKIB 10 BUpOOHMKIB 2-3 nnatdgopmu

MepexeBa pyTuHa BeanekoBa pyTunHa

B ® aw
- g
Ogo

Besneka kopucryBadis
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{@{} Bl [

Cepsicn

Mpuctpoi Cepsicy

MepexeBa besneka Ekocuctema
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PossuTtok Baworo IT
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KomMmnnekcHe
PilLEeHHA
Fortinet pigaus

CTBOpiTb 6€3ne4Hy Mepexy Ans KepyBaHHS Ha PiBHi CEpBICY,
KopucTyBaya, NpUCTPOIO Ta JaHUMMU.

y

FORTIOS | FORTIASIC
CnpolwyinTe Ta aBTOMaTn3ymnTe kepyBaHHs 6e3nekoto 3a gonomoroto FortiOS 3a gonomoroo 30+ dyHKUINM Besnekun Ta
Mepex , BUKopucToBytoun FortiASIC onsa nokpalleHHs: NPoayKTUBHOCTI, 3HMKEHHS BUTpaT
Ta 3MEHLLEHHS CNOXMBAHHSA eHepril.

OT, loT,
Edge Security

SecOps 3a

Firewall
ponomoroto Al

CermeHTauin, ZTNA YHiBepcanbHun SASE

Be3ne4yHa mepexa

© Fortinet Inc. All Rights Reserved. ‘
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BU FortiGate




OcHoBa

FortiOS ASIC

ASIC

L1111

30 mepexeBux Ta INipep iHAycTpii B po3pi3i
Ge3nekoBUX (pyHKLIN LwiHa/wBnAaKoaia Ta
eHeproePeKTUBHICTb

- © Fortinet Inc. All Rights Reserved. 14



HaunotyxHiwa OC mepexeBol 6e3neku

FortiOS opraHivyHo nigTpumye 30+ MepexeBux Ta 6e3nekoBux OyHKLiN

Sandbox
NGFW SASE \

O

CeC

8=

Segmentation

:

Low Latency|

<

/

VPN

((O))
W|F|
NAC
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ZTNA

SD-Branch w
/ Antivirus

Cloud

16

SD-WAN

Inspection

@

SWG

URL

CASB

FortiLink
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€avHi nponpieTapHi ASIC

Unm Binblue doyHkuin BkntoyeHo B OC
TUM BinbLUe NOTYXXHOCTI NOTPIBHO AnNS
IX peanisauil. Ak GPU Baxnusi ons
rpadoiky Ta TPU WTYYHOro IHTENEKTY
B CBiTi 6e3nekn ASIC npuckoprooTb
poboTYy 3a paxyHOK BUKOHAHHSA
doyHKUiN 3HIMatouKM 1x 3 CPU.

Security
Processor 5
SP5

FORTINET

SP5

FORTISPS T6WYOSBG 0001

ASIC «BCce B 00HOMY» LLO BKNOYae
CPU, 06pobKy KOHTEHTY Ta
MepexeBoro Tpadiky

Network
Processor 7
NP7

FORTINET

NP7

FORTINP7 1313 P209

NP7 apxiTekTypa 0O3BONS€E

AOCArTU Manux 3aTpuMok Ta
pocaratm poboTtn 6esneku B
pexXumMi peanbHOro 4Yacy

© Fortinet Inc. All Rights Reserved.
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FortiIASIC nokpawgye FortiOS Ta 1l LuBUAKOAIH0

FortiSP5 nigTpumye B 2 pa3u Binblue dyHKLUIN HiXX Yin nonepeaHboro noKosiHHA

14 pyHKUIN

SD-Branch
Zero Trust
oT
5G
Edge Compute
VXLAN

7 (pyHKL N

SD-WAN
SSL

NGFW

SD-WAN
SSL
NGFW
IPS
IPSEC
Anti-Malware
Firewall

4 pyHKUT

IPS
IPSEC

IPS
IPSEC
Anti-Malware
Firewall

2 PyHKUT

Anti-Malware

Anti-Malware
Firewall

SP2 SP3 SP4 SP5

SENEN

- © Fortinet Inc. All Rights Reserved. 17



FortiGate Security Fabric

= NGFW_PRI = Q S - O+ L0+ Odemo-

Favorites A | QSearch Device Traffic~ | & No Critical Risk

Dashboard

Upstream  Internet ~ Metrics Bytes (Sent/Received) ~
Network

. F =
\ Policy & Objects =g ,4)

Security Profiles
VPN I
User & Authentication |-

WiFi & Switch Ih\ =
Controller |

System

4 Security Fabric

Physical Topology
Logical Topology
Security Rating
Automation
Fabric Connectors

External Connectors
Asset Identity Center Security Fabric: FTNT-DEMO

L | og & Report = @ E x ((‘J) g i

yoE &

Topology last updated 9 second(s) ago. No Security
Rating results available.

£ Update Now

F-RTINET

© Fortinet Inc. All Rights Reserved. 18



FortiGate Security Fabric

rS
Fd

Public SDN

o

GCP Connector OC| Connector

Private SDM

at]uanfna é
cisco
Cisco AC| Connector Nuage Connector OpenStack Connector

OpensStack

Endpoint/Identity

L ||
Active Directory Connector FS50 Agent on Windows AD

10.88.210.100 Demolab Windows AD

Threat Feeds

Domain Mame Threat Feed Domain Mame Threat Feed IP Address Threat Feed Mabware Hash Threat Feed IP Address Threat Feed FortiGuard Category Threat Feed

Domain Feed [} FortiEDR-Domain-Addr-Feed @ FortiEDR-IP-Addr-Feed Q FortiEDR-IP-Malware-Feed @ 55L Exemption List Q
amn . .
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FortiGate Security Fabric

= NGFW._PRI

@~ 00O- Odemo~

]

o
o
v

% Favorites

Secu rity Posture Identify configuration weaknesses and best practice violations in your deployment.
@ Dashboard

Network Security Control Results e Report Details
& Policy & Objects Score -1684.96
Security Profiles -1,700 i
/ " LastRan 7 hours, 26 minutes and 21 seconds ago
VPN
Endpoints 120
User & Authentication 09:30 AM 10:00 AM 10:30 AM 11:00 Al
__ _ ‘ Trends ©
WiFi & Switch o
Controller Grades High -1684.96
System E Fabric Security Hardening “ Network Design & Policies Low 1684.96
Security Fabric u Audit Logging & Monitoring u Firmware & Subscriptions . 000%
“ Threat & Vulnerability Management E Endpoint Management 1anse e
Physical Topology
Logical Topology Search Q O RE5:BN PCl (S Export~ | YA Al v
Security Rating Security Control Device Score % Result Compliance ¢
Automati Fabric Security Hardening (SH)
utomation
FortiGuard Filtering Protocol - HTTPS @ Devices G@ FSBP SHO1.7 :
Fabric Connectors Ensure FortiGuard Filtering is using HTTPS. Recommendations
External Connectors
3 = NGFW_PRI @
Asset Identity Center Default Port HTTPS © Devices -180 FSBP SH01.8 @  Demo-DCFW &0
HTTPS should not use the default port.
I [og & Report
Assign HTTPS a non default port.
Default Port SSH @ Devices -180 FSBP SH01.10 Visit the following page(s) to remediate:
55H should not use the default port. System - Settings
© =% LANEdge-CampusFW &D
12% €D
FRTINET V7.2 Assign HTTPS a2 non default nort.

© Fortinet Inc. All Rights Reserved. 20



FortiGate Security Fabric

= NGFW_PRI - = Q

Favorites Stitch Action

Trigger

Dashboard

© View Search Q

*
&
« Network
.'".
-
o

B Policy & Objects Name % Status = Trigger <
Security Profiles E A Compromised Host @
VPN A AutoQ Disabled A AutoQ
User & Authentication
WiFi & Switch
Controller A Compromised Host Quarantine @ Enabled A Compromised Host Quarantine
System
Security Fabric A FortiClient @ Enabled A FortiClient
Physical Topology
A FortiNDR @ Enabled A ip_ban

Logical Topology
z El & FortiAnalyzer Event Handler €9
Security Rating

(5 FAZ-Automation-Trigger @ Enabled (5 FAZ-Automation-Trigger
Automation
E] E& FortiOS Event Loz @
Fabric Connectors
E e i DCFW @ Enabled & Network Down
Asset Identity Center I2 Downtime Disabled K= Network Down
" [og & Report
2 FAZ_Down @ Enabled & FortiAnalyzer Connection Down
I2 Network Down Disabled K8 Network Down

[E] & HA Failover €@

0 Security Rating Issues

F=RTINET

Actions &

¢ AutoQ_quarantine

#) AutoQ_quarantine-forticlient

AutoQ_ban-ip

¢ Compromised Host Quarantine_guarantine

Compromised Host Quarantine_quarantine-forticli...

FortiClient_quarantine-forticlient
@ FortiClient_ban-ip

Compromised Host Quarantine_guarantine-forticli...

#-5 FAZ-Automation-Trigger_ios-notification

DCFW _Down
a4 FortiDemo Down
License Expired Notification_ios-notification

z.= FortiAnalyzer Connection Down_ios-notification

4 Network Down_emai

o -

FortiGate(s) &

=% All FortiGates

&5, All FortiGates

=5 All FortiGates

== All FortiGates

=5 FG2K5E3916900359

=3 All FortiGates

All FortiGates

LO-

O demo ~

Trigger Count ¢

(e

0% @ Updated: 07:43:17 &
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OT be3neka




Be3neka 6e3 areHTiB

|0T/OT npucTpoi MatoTb BENMUKI 0OBMEXEHHSA WoAo 3anycky dyab akoro 13 6e3neku

s

DA
N

BupobHnuTBO

s
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TpaHcnopt

MepguuuHa

BeaneyHnn
KomyTaTop

(@) |

BeanevyHni
WiFi

=

Switch
Controller

Wi-Fi
Controller

SD-WAN

NGFW
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Nnatdopma 6e3nekun Fortinet OT

Be3neyHa
Mepexa

:& SASE
@

FortiSASE

I I 30BHILLHIl CBIT
Ta

XMapa

BisHec

-
FortiPAM

2

FortiClient

KepyBaHHs

L

&

©

FortiClient EMS

o =

FortiExtender
KoHTponb

npouecis

| |
FortiAP
u 384629

FortiSwitch

OT 3axuct

FortiToken

YHichikoBaHUM

FortiAuthenticator

FortISOAR

=

FortiSIEM

FortiManager

(»

FortiAnalyzer

Do

FortiDeceptor

=

FortiNDR

o
FortiEDR

Be3nekoBi
nianucKun

OT Security
Service

OT Virtual
Patching

OT Device
Detection

w Exocucrema
napTHepiB

Fabric-Ready
piLLEHHA NapTHepIB
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ikoBaHun SASE




EBonouia mepexeBoil 6e3neku

1Y nepion 2" nepion
FIREWALL NGFW/UTM

MNigkno4YyeHHsA

Firewall Application
VPN IPS
Antimalware
URL Filtering

1990 2000

3" nepion

:3\’

YyHicpikoBaHUn SASE
(Secure Access Service Edge)

SD-WAN

Carrier

WAN Optimization
Networking

NaaS

QoS

CDN

Network
Aunoas

®)

Network Security
CASB

SWG

ZTNA/VPN
WAAP

FWaaS

RBI

Data Protection

2030
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YHicbikoBaHuM SASE no3Bonse peanisyBaTtu 6esne4yHumn

AOCTynN B riopuaHin iHppacTpyKTypi 3BiAYyCiNb
A

aws a=E
o Microsoft 365 3 =E= D.U.
IHTepHeT SaaS Public Cloud Private Cloud

BusiBneHHs Ta Mepesipka - BrnokyBaHHs 3arpos 3 BeaneyHa poboTa I30mboBaHui
OriokyBaHHs BigNoBigHOCTI IHTEepHET 3Bigycinb Opaysep [NoBHa BMAMMICTb LUBUAKOAT
3arpos SaaS

@ FWaaS @ CASB/DLP &% SWG o ZTNA Browser Isolation . Digital Experience
\(0 @% E Monitoring

FortiOS
FortiOS npavtoe B xMapi Ta
Ha anapaTHUX NPUCTPOSX

BnacHa Touka
Lo BKMtoYae Bci SASE
dyHKuii 3 firewall, SD-

SASE
@ Ha pogavy no xvapu Bu
MOoXXeTe 06pobnsaTn
WAN, mMepexeto TonoBoro Tpadik flokanbHO 3a

piBHs B ogHin OC. SASE A4 ASIC Firewall SD-WAN FortiSASE JI0MOMOTO0 TPaaunLiiHOro
nigxogy

Local Private SASE e

1

BinpaneHi Mikpo-chinis ®inis/BupoGHnuteo
= KOpUCTyBaui O
FORTICLIENT @ FORTIAP {251 R FORTIGATE
" SOFTWARE HARDWARE | ‘ Q@ npUCTpin
AGENT || | | | +10T/OT AGENT e N\
G

SASE anapartHumn Ta/abo
nporpamMHUN areHT

AERh
- Saxuet s arenton i bes © Fortinet Inc. All Rights Reserved. 27
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Recommended software

Technical Tip: Recommended Release for FortiOS

Scope

Solution

Description  This article exists to help customers determine the most appropriate software release for FortiOS. The recommendations stated below are the
latest as of April 2024 and are reviewed and updated every quarter.
The information in this document is not meant to be exhaustive and is intended to serve as general guidance to customers, especially in cases
of mass deployments/upgrades. When working with Fortinet SEs, Professional Services, or TAC: it is important to refer to their specific
guidance.
Additional FAQ added for related questions about this article.
Subscribe/RSS feed by clicking on the three-dotted menu button to keep up to date on the latest changes to this article.
This document is a general recommendation of FortiOS Software recommendations for general customer deployments for general stability and
is updated on a quarterly basis.
For customers who may be leveraging the latest features, the latest FortiOS versions may be more applicable.
Product Family Product Details Recommended Release End of Engineering Support Passed (Y/N)
FortiGateRugged-35D 6.2.16 Y
FortiGate-30E 6.2.16 Y
FortiwiFi-30E 6.2.16 Y
FortiGate-40F 7.2.7 N
FortiWiFi-40F 7.2.7 N
FortiGate-40F-3G4G 7.2.7 N
FortiWiFi-40F-3G4G 7.2.7 N
FortiGate-50E 6.2.16 Y
FortiWiFi-50E 6.2.16 Y
FortiGate-51E 6.2.16 Y
FortiWiFi-51E 6.2.16 Y
FortiGate-52E 6.2.16 Y
FortiGate-60E 7.2.7 N
FortiWifi-60E 7.2.7 N
FortiGate-60F 7.2.7 N
FortiWiFi-60F 7.2.7 N
Low End FortiGate-61F 7.2.7 N

Netflow sampling | FortiGate / FortiOS 7.6.0 | Fortinet-Deocument kibrary 29



https://docs.fortinet.com/document/fortigate/7.6.0/new-features/667577/netflow-sampling

E S (& https://support.fortinet.com/support/#flifecycle A y
O é-?’) FOI’tiClOUd @ Support ¥ 8

@ Services ¥ @ ytaran@fortinet.com ¥

PREMIUM =

SOFTWARE
Product Life Cycle

This Software Support Policy applies to any and all software produced and / or sold by Fortinet, covering firmware for appliances and applications ("Software") installed on customer owned systems.

Fortinet will provide Engineering Software support for thirty six (36) months from the GA release date of the major or minor release. Fortinet will also provide "Must Fix" support for an additional eighteen (18)
months from the End of Engineering Support date for software which was supported on or released after August 1, 2015. "Software Releases" constitute either major or minor version increments and support
is provided on the latest patch release of each version.

The following tables provide details on the current supported versions and End of Support dates for each of these:

4.2 2010-04-01 N/A 2013-04-01
H a |‘| I/I Kﬂaﬂ'i 43 2011-03-19 N/A 2014-03-19
P
FO r_ti G ate 5.0 2012-11-01 2015-11-01 2017-05-01
Local Time 52 2014-06-13 2017-06-13 2018-12-13
TIMEZONE
54 2015-12-21 2018-12-21 2020-06-21
5.6 2017-03-30 2020-03-30 2021-09-30
6.0 2018-03-29 2021-03-29 2022-09-29
6.2 2019-03-28 2022-03-28 2023-09-28
6.4 (Long Term Support) 2020-03-31 2023-03-31 2024-09-30 (Extended EOS: 2026-03-31!
7.0 2021-03-30 2024-03-30 2025-09-30
7.2* 2022-03-31 2025-03-31 2026-09-30
7.4 2023-05-11 2026-05-11 2027-11-11
7.6 2024-07-25 2027-07-25 2029-01-25

=== Fortinet Document Library | Upgrade Path Tool © Fortinet Inc. All Rights Reserved. | 30



https://support.fortinet.com/support/

EoS petanbHiwe

Ha npuknagi FortiGate

4 Fortos @©

6.4 (Long Term Support)

7.0

7.2%

7.4

7.6

=== Fortinet Document Library | Upgrade Path Tool

<o

2020-03-31

2021-03-30

2022-03-31

2023-05-11

2024-07-25

O

2023-03-31

2024-03-30

2025-03-31

2026-05-11

2027-07-25

<

~
A

2024-09-30 (Extended EOS: 2026-03-31)

2025-09-30

2026-09-30

2027-11-11

2029-01-25

© Fortinet Inc. All Rights Reserved. 31
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Bepc

M3

Ha npuknagi FortiGate 120G

Upgrade Path Tool Table

Choose a product:
FortiGate / FortiOS v
Product Model
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Current Version
7.012M v
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Fortinet Document Library | Upgrade Path Tool
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Ha npuknagi FortiGate 100F

Upgrade Path Tool Table

Choose a product:
FortiGate / FortiOS v
Product Model
FortiGate-100F
Current Version
7.0.0 v

Additional Information

Fortinet FortiGuare
Fortinet.com FortiGuard
Fortinet Blog Fortinet PSIR1

Customer & Technical Support FortiGuard Ou

Fortinet Document Library | Upgrade Path Tool
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NetFlow sampling

Cratuctuka Tpadiky

Netflow sampling

FortiOS supports NetFlow sampling, allowing it to maintain a count of the number of packets or bytes that have been sampled for an interface. If
the packet count for a session surpasses the configured threshold for transmitted or received traffic on a NetFlow-enabled interface, a NetFlow
report is exported. This helps reduce the load on the collector.
config system interface
edit <name>
set netflow-sampler {tx | rx | both}
set netflow-sample-rate <integer>
set netflow-sampler-id <integer>
next

end

netflow-sampler {tx | rx | both} Enable/disable NetFlow on this interface and set the data that NetFlow collects.

netflow-sample-rate <integer> NetFlow sample rate. Sample one packet every configured number of packets (1 - 65535, default =
1, which means standard NetFlow where all packets are sampled).

netflow-sampler-id <integer> NetFlow sampler ID.

Netflow sampling | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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Automatic LTE connection establishment

Be3npoTtoBum 3B'930K

0 ©

Automatic LTE connection establishment

), - ’, This information is also available in the FortiOS 7.6 Administration Guide:
e e Automatic LTE connection establishment

Establishing an LTE connection is now automated. When you insert a SIM card into FortiGate, FortiOS can obtain the Mobile Country Code
(MCC) and Mobile Network Code (MNC) from the service provider's radio tower. FortiOS then uses the codes to look up the appropriate APN for
the SIM card in a predefined table and automatically creates a wireless profile. Manual configuration is no longer needed, which simplifies the
process of establishina an LTE connection.

Automatic LTE connection establishment | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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ADVPN 2.0 enhancements

[ToKpalLleHHs poboTK 3 MapLUpyTamMm

ADVPN 2.0 enhancements

\6', This information is also available in the FortiOS 7.6 Administration Guide:

e ADVPN 2.0 edge discovery and path management

ADVPN 2.0 operation has been enhanced for SD-WAN. ADVPN 2.0 edge discovery and path management was introduced in FortiOS 7.4.2. See
ADVPN 2.0 edge discovery and path management.

The following enhancements have been added:

» The local spoke directly sends a shortcut-query to a remote spoke to trigger a shortcut after ADVPN 2.0 path management makes a path
decision.

» ADVPN 2.0 path management can trigger multiple shortcuts for load balancing SD-WAN rules. Traffic can be load balanced over these
multiple shortcuts to use as much of the available WAN bandwidth as possible without wasting idle links if they are healthy. The algorithm to

calculate multiple shortcuts for the load balancing service will consider transport group and in-SLA status for both local and remote parent
overlays.

» Spokes can automatically deactivate all shortcuts connecting to the same spoke when user traffic is not observed for a specified time
interval. This is achieved by enabling a shared idle timeout setting in the IPsec VPN Phase 1 interface settings for associated overlays.

ADVPN 2.0 enhancements | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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HTTP transaction logging

[Towyk HecnpaBHocTen BeO Tpadoiky abo po3cnigyBaHHS iIHUMAOEHTIB

HTTP transaction details are logged in a new type of traffic log when HTTP traffic is routed through a proxy. This ensures comprehensive
logging of HTTP interactions for improved monitoring and analysis.

After an HTTP transaction is proxied through the FortiGate, traffic logs of the http-transaction subtype are generated in addition to the forward
subtype log. HTTP transaction logs are based on each transaction, such as an HTTP request and response pair. When there are multiple HTTP
transactions completed over the TCP connection there will be multiple http-transaction logs and only one forward traffic log.

HTTP transaction logging can be enabled in explicit-web proxy, transparent-web proxy, access-proxy, and proxy-mode firewall policies.
config firewall proxy-policy
edit 1
set proxy {explicit-web | transparent-web | access-proxy}
logtraffic {utm | all}
set log-http-transaction {enable | disable}
next
end
config firewall policy
edit 1
set inspection-mode proxy
logtraffic {utm | all}
set log-http-transaction {enable | disable}
next

end

HTTP transaction logging | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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HTTP transaction logging

[Towyk HecnpaBHocTen BeO Tpadoiky abo po3cnigyBaHHS iIHUMAOEHTIB

1: date=2024-05-21 time=20:06:17 eventtime=1716347177537010993 tz="-0700" logid="0000000010" type="traffic"
subtype="forward" level="notice" vd="vdoml" srcip=10.1.100.11 srcport=42694 srcintf="portl"
srcintfrole="undefined" dstcountry="Reserved" srccountry="Reserved" dstip=172.16.200.44 dstport=80
dstintf="port3" dstintfrole="undefined" sessionid=316483733 service="HTTP" proxyapptype="web-proxy" proto=6
action="accept" policyid=1 policytype="proxy-policy" poluuid="leleOb2e-14cl-5lef-T7b4c-6b789%bed87£2"
trandisp="snat" transip=172.16.200.8 transport=12204 duration=30 wanin=760 rcvdbyte=760 wanout=211 lanin=163
sentbyte=163 lanout=36194 appcat="unscanned" utmaction="block" countav=1 utmref=65515-14

2: date=2024-05-21 time=20:06:17 eventtime=1716347177536946272 tz="-0700" logid="0006000026" type="traffic"
subtype="http-transaction" level="notice" vd="vdoml" srcip=10.1.100.11 srcport=42694 dstip=172.16.200.44
dstport=80 sessionid=316483733 transid=50331679 action="accept" policyid=1 policytype="proxy-policy"
poluuid="1eleOb2e-14cl-51ef-Tbdc-6b789%bed87f2" url="http://172.16.200.44/eicar.com" agent="curl/7.68.0"
duration=0 reglength=86 resplength=392 rcvdbyte=760 sentbyte=163 scheme="http" hostname="172.16.200.44"
resptype="cached" httpmethod="GET" statuscode="403" regtime=1716347177 resptime=0 respfinishtime=1716347177
appcat="unscanned" utmaction="block" countav=1 utmref=65515-0

3: date=2024-05-21 time=20:06:06 eventtime=1716347166400042072 tz="-0700" logid="0006000026" type="traffic"
subtype="http-transaction" level="notice" vd="vdoml" srcip=10.1.100.11 srcport=42694 dstip=172.16.200.44
dstport=80 sessionid=316483733 transid=50331678 action="accept" policyid=1 policytype="proxy-policy"
poluuid="1lele0b2e-14cl-51ef-Tbd4c-6b789be487£f2" url="http://172.16.200.44/" agent="curl/7.68.0" duration=0
reglength=77 resplength=368 rcvdbyte=368 sentbyte=77 scheme="http" hostname="172.16.200.44" resptype="normal"
httpmethod="GET" statuscode="200" reqgtime=1716347166 resptime=1716347166 respfinishtime=1716347166

appcat="unscanned"

HTTP transaction logging | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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Include EMS tag information in traffic logs
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Bomain fronting protection

[lepeBipka oomeHy B 3anunTu i B header Bignosigi

FortiOS now protects against domain fronting in both explicit proxy and proxy-based firewall policies. In both cases, FortiGate checks whether
the domain of the request matches the host domain in the HTTP header, and then allows, blocks, or monitors the traffic. This feature enhances
security by preventing unauthorized access that could result from domain mismatches.

The config firewall profile-protocol-options command includes a new option:

config firewall profile-protocol-options
edit protocol
config http
set domain-fronting {allow | block | monitor}

next
end
end
set domain-fronting {allow | Configure HTTP domain fronting (default = block).
RIS | GUeiridend) « allow: allow domain fronting.
* block: block and log domain fronting.
* monitor: allow and log domain fronting.
Vs

- L
9 Domain fronting protection supports HTTP/1.1 but not HTTP/2.

Introducing domain fronting protection | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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Automatic selection of IPsec tunneling protocol

+1 3pPYYHICTb
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_ _ N
Security posture tag match enforced before dial-up IPsec

VPN connection

In an IPsec dial-up VPN configuration, an option is added to enforce ZTNA security posture tag matching before establishing a VPN tunnel.
When a tag is defined on an IKEv2 IPsec tunnel, the client IP addresses that are resolved by that tag will be allowed to establish connection to
the tunnel. When multiple tags are used, tags are checked sequentially until a match is made. If no tags match, then the client cannot establish a
VPN connection.

The following settings have been added:

config vpn ipsec phasel-interface
edit <name>
set ike-version 2
set remote-gw-match {any | ipmask | iprange | geography | ztna}
set remote-gw-ztna-tags <IPv4 ZTNA posture tags>
next

end

When set remote-gw-match ztna is enabled, remote-gw-ztna-tags can be configured.

Example

A PC (172.16.200.242) makes a connection to the dial-up VPN gateway (172.16.200.4). The following example configuration and outputs show a
successful connection with a matching ZTNA security posture tag (EMS1_ZTNA all registered clients)and an unsuccessful connection

when a ZTNA security posture tag cannot be matched.

PC1
with FortiClient FortiGate PC4
| 1T
172.16.200.242 VPN gateway

172.16.200.4

Security posture tag match enforced before dial-up IPsec VPN connection | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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Support the 802.11mc protocol in FortiAP

BinbL TOYHUN POYMIHT

This release adds support for the 802.1Tmc Wi-Fi protocol, which enables supported devices and clients to measure their distance to nearby Wi-
Fi access points. APs act as a Fine Timing Measurement (FTM) responder to time measurement queries sent from a client.

FortiAP radios can be configured to operate in 802.11mc responder mode, enabling connected devices and clients to use enhanced location
accuracy.

Wi
- -
9 The FortiAP must be running firmware version 7.6.0 or later to support this feature.

The following CLI configuration setting has been added:
conf wireless-controller wtp-profile
edit <name>
config radio-1
set 80211lmc [enable | disable]
end
next

end

Support the 802.11mc protocol in FortiAP | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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GUI support for
configuring
wireless data rates
and sticky client
thresholds

Add GUI support for configuring
wireless data rates and sticky client
thresholds | FortiGate / FortiOS 7.6.0

| Fortinet Document Library
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N
Backup heartbeat interface mitigates split-brain scenarios

Te wo Bu Tak gaBHO npocunm

Example

In this example, the FortiGate HA cluster consists of two FortiGates (FortiGate A and FortiGate B) connected by two heartbeat interfaces (HA1
and HA2). A backup heartbeat interfaces (port2) is configured too.

Because a backup heartbeat interface is configured, the HA cluster continues to work when heartbeat interfaces HA1 and HA2 are down.
FortiGate HA cluster

FortiGate A
port1 | I I wan1

port2 | HA1 HA2

L - < 5} () (e

Internal Switch Switch Switch Ao
network portz] HA1] |HA2
port1 I I I wan1
FortiGate B

Backup heartbeat interface mitigates split-brain scenarios | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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N
Set the source interface for syslog and NetFlow settings

KOHTpOnb HagcunaHHS noriB Ta CTaTUCTUKN Tpadiky

FortiOS supports setting the source interface when configuring syslog and NetFlow. This allows syslog and NetFlow to utilize the IP address of
the specified interface as the source when sending out the messages. It also simplifies changing the source IP address when an interface IP
address is updated or the IP address from a different interface is used. The process becomes more efficient and less time consuming, especially
when managing many remote locations.
config log syslogd setting

set status enable

set source-ip-interface <name>

end

config system netflow
config collectors
edit <id>
set source-ip-interface <name>
next
end

end

Set the source interface for syslog and NetFlow settings | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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Logging detection of duplicate IPv4 addresses

PoscnigyBaHHSA IP KOHNIKTIB

When enabled, FortiOS can now log each detection of duplicate IPv4 addresses on physical interfaces and VLAN interfaces in the event log

under the new log ID 32701. Previously, detection of duplicate IPv4 addresses was not logged. This feature also supports a new SNMP event
and new diagnose commands.

The config system global command includes a new option:

config system global
set ip-conflict-detection {enable | disable}

end

set ip-conflict-detection Enable/disable logging of IPv4 address conflict detection.
{enable | disable}

Logging detection of duplicate IPv4 addresses | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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.
SSL VPN removed from 2GB RAM models for tunnel and

web mode

OOMeEXeHHA ANga « ManeHbKux» Mmoaenemn

On FortiGate models with 2GB of RAM or below, the SSL VPN web and tunnel mode feature will no longer be available from the GUI or CLI.
Settings will not be upgraded from previous versions.

The affected models include:

e FGT-40F/FWF-40F and variants

» FGT-60F/FWF-60F

 FGT-61F/FWF-61F

» FGR-60F and variants (2GB versions only)

To confirm if your FortiGate model has 2 GB RAM, enter diagnose hardware sysinfo conserve in the CLI and check that the total RAM
value is below 2000 MB (1000 MB = 1 GB).

On these FortiGate models, consider migrating to using IPsec Dialup VPN for remote access.

See SSL VPN to IPsec VPN Migration for more information.

SSL VPN removed from 2GB RAM models for tunnel and web mode | FortiGate / FortiOS 7.6.0 | Fortinet Document Library
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. _ \
2 GB RAM FortiGate models no longer support FortiOS

proxy-related features

ObmexXeHHsa Anga «MarneHbkux» doinianbHMX Mogenemn

After upgrade to FortiOS 7.4.4 or later, the following proxy features are no longer supported on impacted devices:
o Zero Trust Network Access (ZTNA)

 UTM profile with proxy-based inspection mode

» Firewall policy with proxy-based inspection mode

e Explicit and transparent proxies

e Virtual server load balance

» Proxy-only UTM profiles:

« Video Filter
¢ Inline CASB
o |CAP

» Web application firewall (WAF)
e SSH Filter
 WAN optimization

Proxy-related features no longer supported on FortiGate 2 GB RAM models 7.4.4 | FortiGate / FortiOS 7.4.0 | Fortinet Document Library
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FortiManager introduces OS firmware levels Feature(F) and

Mature(M)
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Incident analysis re-design
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M Log v — O Medium (5] 20 [ Response (5] 20 H Improper Usa... €
Fabric View B Closed: False ... €) B Uncategorized €

M Closed: Reme... @) B Unauthorized... @

9 Incidents & Events [ Review (0] W Scans / Probe... @)

Incidents

Event Monitor + Create New | | [# Edit | | g Delete | | [ul Analysis ‘ ‘ £ Enrich ‘ i Morew | QAllv @ Show Chartsv | | Search... @ ¥

Handlers m | Name Indicator Incident Reporter Severity Incident Number = | Affected Endpoa

Indicztons O Local Device Event - System time out of sync @ admin Low INOOO0QO001 not implemented ¢

Autt ti

Homaten O  Malicious-Detections-At-Endpoint: app:Tesla.ap o 202405281000002560/Auto-Raised  Medium  INOOO00002
Outbreak Alerts
¥ Malicious-Detections-At-Endpoint: app:Backdoor.ab CEED @ (I 202405281000002575/Auto-Raised High INO0O000003

Log Parser i

O  Security Pl [# Edit L Domain R 1P § 202405281000002775/Auto-Raised Medium  INODOOQO04 32.66.63.230
Bl Reports - ,

O  UnusualN T Delete [Domain X 1P § 202405281000002776/Auto-Raised Medium  INOOOO00OS5 188.163.22.166
am Management Extensions O WebApp| [l Analysis [ Domain X 1P 202405281000002777 /Auto-Raised High INOOD00006 63.13.125.174
#% System Settings O  Critical vy O Enrich D0 202405281000002778/Auto-Raised High INOOO00007 79.43.71.235

O  Authentic B Export L Domein X 1P ) 202405281000002780/Auto-Raised Low INOOODDO08 106.121.7.209

[0  Access to Risky Applications ['Domzin X'1P ] 202405281000002779/Auto-Raised High INOOO00009 110.175.213.26

O  Recon Activity Identified a0 202405281000002782/Auto-Raised Low INOOO00010 41.14.109.252

[J  sQL Injection noticed on the Endpoint ['Domzin X'1P ] 202405281000002783/Auto-Raised High INOOO00011 95.236.67.187

O Malware downloaded on the endpoint Q 202405281000002784/Auto-Raised High INOOO00012 111.58.189.125

Incident analysis re-design | FortiAnalyzer 7.6.0 | Fortinet Document Library

- © Fortinet Inc. All Rights Reserved. 54



https://docs.fortinet.com/document/fortianalyzer/7.6.0/new-features/190478/incident-analysis-re-design

loT dashboard

AKLEHT Ha loT

eFAZ-237-trunk

@ Dashboard

Dashboard
loT Dashboard

SOC Dashboard

an Device Manager
Forti\

M Log

B Fabric\

B Reports

¥ System Settin,

FRTINET

QOLastN

Weeksy N= 100

@ 1216 ‘ 1216 o
Total Devices New Devices

2022-08-04 14:26:00 - 2024-07-04 14:26:00

32 ‘ 1,184

Identified Unidentified

Device Category

W Unknown
@ Network
[ Computer
[ Others

W Home

W IoT

Vulnerabilities by Vendor

M Fortinet
O N/A
@ Others
@ Dell
@ HP
W Pefecon
New Devices Detected
600 New Devices
500 Detected
400 W Router
300 ar
200 H Network
100 [ Proxy
1 W Proxy Server
October 2023 April July October 2024 April July Il Desktop
5 IaT De nerab
Printer oE———— 10
FortiExtender 39

Smart TV o ¢

Video Conference systems qum 2

loT Dashboard | FortiAnalyzer 7.6.0 | Fortinet Document Library

IaT Devices

20 20 0%
Total loT Devices MNew loT Devices

loT Vendors

I Dell

8 @ HP
20 | W Pefecon
Total ‘ [ Samsung
W VMware

(

IaT Dev

loT Device with Internet Connection

Total

Alert Distribution

D Critical

High
Uncategorized
Alerts

i
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Incident analysis re-design
Llle ognH kpok go SOC

ADOM:root >. @~ N1~ eadminv

@ Dashboard v O Last 1 Weekv  2024-06-12 16:03:00 - 2024-06-19 16:03:00
Dashboard
SOC Dashboard i
1 6 4 6 1 49
88 Device Manager High Severit ident Outbreak Alerts Compromised Host Affected Users Active Connector Device Types
B Fortiview > | Events Map
Log View > 5 mn endpoint Search... @R J*
M Lo vm-zooas;t-mo:,;l 297
- 240,
ic Vi L] = & ncidents < everity - ategory & tatus <
@ Fabric View > attical i Incidl Severi Categ s
.
SRS S e 5 o l - Outbreak Alert - Black Ba...  [JJGTEIll Unauthorized Access  draft
T 2%
E Reports > high ® "
¥ System Settings > 10.1.100.33" 264
5 2%
medium
172.18.33.201 ' 196
16%
low
10.4.129.240 183
15%
1
Ever Connectol
Logs Events Incidents
® ®
EMS Connector FortiGuard Connector
@ 51
FortiGate FortiOS Connector VirusTotal Connector
medium
(]
FiIIRTINET
Lacal Cannactar

SOC dashboard for alerts and incidents | FortiAnalyzer 7.6.0 | Fortinet Document Library
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\
Yac Bia NOBHOro po3oopy Ta 3HELUKOAXKEeHHA IHUNAEHTY

Big 18.5 roguH oo 10 xBUNUH.
Oo

12 6 12

hrs hr hrs

The Quantified Benefits of
i Securi ion

nicnﬂ BuaBneHHs . [30nAuis . AHani3s . BunpaBneHHs

Fortinet SecOps Platform




baueHHs FortiAl

BukopuctaHHSA iHTerpauii B pamkax pabpukm
AN BCEOXOno4oi podoTu

DyHKLUiTT T2 MOXITMBOCTI 3aCHOBAHI Ha pearbHuX
notpebax NOC ta SOC

MokpaleHHs edhbekTUBHOCTI pileHb Fortinet y
3aMOBHUKIB

ABTOMaTMYHa cucTeMa Lo peani3oBye NOTpedn
i BUNpaBnsie Bpasnumei Micus

© Fortinet Inc. All Rights Reserved.
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LLlo pobutb Al?

©)

MpuitHATTA pilleHb

O)

BnpoBapa)XeHHA

ABTOMaTM30BaHE 3aCTOCYyBaHHA

Buaumicro

BuBueHHa IT Bia mepexi, KopMcTyBaYiB Ta PekomeHA0BaHi Aji Ha OCHOBI BUBYEHOrO

cepsiciB A0 ix 6e3nekoBMx NapameTpiB.

Ta best practice pPEKOMEHA0BAHMX AN

>
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I[HTYITUBHA A | nonomora

FortiAl: BoyaosaHi moxnuBocTi GenAl ansi NpoakTMBHOIO KepyBaHHA 3arpo3amn Ta aBToMatumaadji

OuiHka KoHTekcTHMn GenAl MOMiYHMK LLO CNPOLLYE

BukopuctaHHsa FortiAl Ans nowyky aHomManin 3 ycix
HASIBHUX L aHNX. Ta npyuuBuglye p060Ty
+ PoscnigyBaHHs Ta BianoBigb Ha 3arposu

» CT1BOpeHHSA 3BiTiB/3anuTiB FortiAnalyzer
NMepenbavyeHHsA

[MpoTuAainTe NOPYLIEHHSAM LWe A0 1X BUHUKHEHHSA * Tonocose kepyBaHHs

FortiAl _
CninKkyBaHHA «NpUPOAHLOD MOBOHO»

Best Practices

HlseriEl R ) e Please analyze the latest security event, provide a

detailed summary, assess its potential impact, and
suggest appropriate remediation actions”

50 @

FortiManager FortiAnalyzer FortiSIEM FortiSOAR
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Ak npautroe FortiAl?

3anut >>> 0

Oy |

FortiSIEM / FortiSOAR User Experience

BignoBigb <<<

DR
S Bard

OMNOBHEHHSA AaHUX : e e
0 A GenAIﬂ @Tpchcbopwlau,m 3anury eKOpeﬂﬂLI,IFI BIAMOBIAEN

Hapae 6a3y gaHux Fortinet Ta [logae oo 3anuty getani ans
npuknagn onga mexadiamy Al npasunbHol Al 06pobku

CTBOpIOE NOBHY Ta
peneBaHTHY BignoBiab
BPaxoBYKO4YN YTOYHEHHS
KOpucTyBaya

Beaneka Ta 06MmiH gaHumm Cloud Al MexaHi3My 06MeXeHO SBHUM BMICTOM B3aEMOJil 3 KJIIEHTOM
. Kputnuna iHdopmauia moxxke 6yTv aBTOMaTUYHO 3aMaCKOBaHa A0 nepeadi
NnPMBaATHICTb

Fortinet Advisor He nepefae€ faHi KNIEHTIB | He Haga€e AOCTYN A0 HUX.. o Foriinet Inc. All Rights Reserved.
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FortiAl B

LBnawmnmn ta npocTilumnm aHani3s 3a 4onoMOororo

gonomorn Gen-Al

*FortiAl gna FortiAnalyzer notpebye okpemoi niueHsii

ADOM:root EFH@ ~ >»>. @~ L@~ o ranton v

FortiAl

o

Here is a summary of the threat types detected in the
last 4 hours:

Threat Type Number of Incidents

malware-detected 1031

ips 801

blocked-connection

failed-connection

The specific threats under the malware-detected
and ips categories are as follows:

Malware Detected:

EICAR_TEST_FILE: 1008 incidents
W32/Kryptik.GSTC!tr: 9 incidents
W32/Crypren.AFFL!tr.ransom: 8 incidents
W32/Al.Pallas.Suspicious.AVEN: 6 incidents

Intrusion Prevention System (IPS):

ip_src_session: 533 incidents

ip_dst_session: 210 incidents

tcp_port_scan: 4 incidents
MS.SMB.Server.SMB1.MID.FID.Parsing.Rem
ote.Code.Execution (CVE-2017-0143): 54

Monthly token v

© Fortinet Inc. All Rights Reserved.
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FortiAl Bi3yanisaudis in

B e

4]

FortiGate

Traffic

a8 8

All Devices v () Any time v

]

©

[ ¥ Date/Tim« Device ID

o
=]
&

12

13

2 Total logs for analysis: 22 hours

1 *FortiAl gna FortiAnalyzer notpebye okpemoi niueHsii

Action

Source

Destination IP

Vv

FortiAl

Action

blocked

MobynoBa rpadiky 3a 4OMOMOro rosiocoBOI

KOMaHaWu.

» "Render a pie chart for blocked threats by
destination IP" or "Show a bar chart of

malware activities by threat type"

© Fortinet Inc. All Rights Reserved.
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[lowykK 3arpos3 3

O = ADOM:root EF@ ~ >. @~ L@~ o ranton v
@ Threat Hunting FortiAl [ IR - ] x
&= Olast1Hourv 16:41:19 To 17:41:18 @
LH Compromised Hosts
Here are the compromised hosts that have exhibited
m unusual behavior and need further investigation:
. - . . . . . N o Dot
Endpoint Address System Detected
= . il < s . 2024-07-
. 24 = =— e o — ] 02
AHaniTukn MOXXYTb BUKOPUCTOBYBATU 3arnnTtm Ond = 17:38:24
. . ' Threat Type (5) ) 2224'07'
OTPUMaHHA CTaTUCTUKN XypHariB Ha OCHOBI File Hash (5) Llrs=caction e 17:38:41
File Name (5) 620,920 B 2024.07-
H H Py 02
BKasaHuX oiNbTpIB, Yacy ToLO. Application Process (1) e 1oz

Application Name (66) blocked 4416
2024-07-

Application Service (12979) 02

> “Show me threats without blocking happening

HTTP Referrer (1) 17:39:13

Destination Domain (48) 2024-07-

on risky destinations” Destination P (713 i

17:39:30
Source IP (202)

> "Give me the statistics of malware activities Event Action (31)

Event ID (54)

detected today by threat name" UEBA User D (50

UEBA Endpoint ID (179)
Data Source ID (8)

I—

1 *FortiAl anga FortiAnalyzer notpebye okpemMoi niueHsii 65
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FortiAl ansa FortiManager

MoxxnmnocTi FortiManager B kepyBaHHI Mepexeto Ta Il 6e3nekoto

[E] FMGVMés-KkvM ADOM:CopA () e L&~ °=ﬂmlﬂ'
@ Dashboard
=
22 Device Manager
Device & Groups O Name Type Assigned to Device, Variables Description Members Last Modified

Scripts SPreRnCUT @wo

oiddoring Templates O | KVM_Provision cu 2023-09-13 09:12:33 PDT
— , BuAaKe HanawutyBaHHA
2023-08-24 19:50:36 PDT

provision_interfac... | Jinja vm_interface_number predefined script for FGT-VM

Monitors
split_hardware_sw... CLI predefined script for FGT 40F/80E/100E. 2023-06-21 07:26:30 PDT

B Policy & Object:
icy & Objects N cu predefined script for FGT 60F/90E 2023-06-21 07:26:30 PDT

54 VPN Manager
B AP Manager BGP_Neighbor_Jin... ' Jinja Jinja template for configuring BGP with d... 2024-03-22 09:38:36 PDT

i i : WAN Overtay Template: 2 -22
FortiSwitch Manager CorpA_BRANCH _. Jinja branch_id [Created by SOWAN Overlay Template: C. 024-03-22 09:58:43 PDT

CorpA_HUB1_CLI cu [Created by SDWAN Overlay Template: C. 2023-07-21 12:15:36 PDT .
B e e * Jlonomora 3i CKpUnTamm

CorpA_HUB2_CLI cu [Created by SOWAN fay Template: C.
3 FortiView General cu branch_id 2023-09-08 06:59:55 PDT

block yt cu 2024-03-21 16:12:21 PDT

G s e CLI, Jinja Ta VPN nomiyHmk

General
B Incidents & Events O  CorpABRANCH_.. ClLi/linja | O Devices inTotal branch_id [Created by SDWAN Overlay Template: i 2023-07-25 11:28:05 POT
CorpA BRANCH_CLI

B s e [lepeBipKa Ta nopaau
m} CorpA_HUB1_CLI.. CLW/Jinja O Devices in Total [Created by SDWAN Overlay Template: C. CorpA_HUB1_CUI 2023-08-24 19:50:36 PDT

@ FortiGuard

(m} CorpA_HUB2 CLI.. ClWinja = 0 Devices in Total [Created by SDWAN Overlay Template: C. CorpA_HUB2_CLI 2023-08-24 19:50:36 PDT

& System Settings

* 3beperkeHHA CKpMNTIB Ta WabnoHiB nepes,
3aMyCcKom

FIRTINET

MacBook

67
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FortiAl ansa FortiManager

MoxxnmnocTi FortiManager B kepyBaHHI Mepexeto Ta Il 6e3nekoto

B FMG-VM6s-kvM

@ Dashboard
25 Device Manager

Device & Groups
Scripts

Provisioning Templates

Firmware Templates

@ FortiGu:

& System Settings

FERATINET

= mAddDevice ~ &8 DeviceGroup v & Install Wizard
IF Search Q
@ Managed FortiGate (5)

% Brl

4+ Br2

# Cloud-Gateway

4+ HUB1

+ HUB2
Logging Devices (5)
& Managed FortiAnalyzer (1)

+ FAZ

Device Name Config Status

Branches (2) 4 Br1
@ CloudGateway (1)

4 Cloud-Gateway
@ DataCenter (2)

4+ HUB1

%+ HUB2

4 Br2

# Clou:

+ HUB1

4+ HUB2

MacBook

IP Address

192.168.100.103

192.168.100.104

192.168.100.105

192.168.100.101

192.168.100.102

Platform

FortiGate-VMé4-

FortiGate-VMé4-

FortiGa

FortiGate-VMé

FortiGate-VM64-

*FortiAl gna FortiManager notpebye okpeMoi niLeH3sii

HA Sta i

. Mepexip Big peakTMBHOro
nigxoay A0 NPOaKTUBHOIO:

*  [lomiyHUK lOT

*  3arnmbneHHs y BPa3/IMBOCTI
* PekomeHpaoBaHi Aji

* 3BITHICTb
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N
Kinbka Al napTtHomepiB anga FortiAnalyzer Ta FortiManager

OpgHa rpagauia gnga npuknagy

FortiAnalyzer-VMS FortiAl Subscription 1 Year Generative Al powered security service utilizing large

language models (LLMs) for real-time assistance in SOC analysis, incident investigation, triage and response
FC1-10-AZVMS-1118-01-12 (5 GB/Day of logs)

FortiManager-VMS FortiAl Subscription 1 Year Generative Al powered central management service,

utilizing large language models (LLMSs) for real-time assistance in orchestration, automation and monitoring
FC1-10-FMGVS-1118-01-12  for 10 devices/vdoms

amn
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SIEM

HoBa niueHsinHa mogernb Ha ocHoBi Gb/day. OgHa rpagauis 4ns npuknaay.

FC1-10-SMGS1-1026-02-12

FC1-10-SMGS1-334-02-12

FC1-10-SMGS1-182-02-12

FC1-10-SMGS1-149-02-12

FortiSIEM GB Subscription License 1 Year FortiSIEM Subscription license for 40GB - 99GB Logs per day.
Increments of additional 1GB Logs per day. Includes HA Super, FortiCare Premium support.

FortiSIEM GB UEBA Subscription License 1 Year Per UEBA Agent based telemetry Subscription License for
25 - 499 Agents

FortiSIEM GB Advanced Agent Subscription License 1 Year Per Agent Subscription License for 25 - 499
Agents. Providing File Integrity Monitoring (Windows, Linux), log & performance monitoring

FortiSIEM GB Indicators of Compromise (IOC) Service 1 Year FortiGuard Indicators of Compromise (I0C)
Service (for 1 - 50GB/Day of Logs)

© Fortinet Inc. All Rights Reserved. 71



FortiEndpoint

ObiusaHa yHidhikauia areHTy

FortiEndpoint - Zero Trust Connect 1 Year FortiEndpoint - Zero Trust (ZTNA/VPN) Subscription
FC1-10-EMS05-1045-02-12 including FortiCare Premium for 25-49 Endpoints.

FortiEndpoint - Prevent 1 Year FortiEndpoint - Advanced EPP (with ZTNA/VPN) including
FC1-10-EMS05-1046-02-12 FortiCare Premium for 25-49 Endpoints.

FortiEndpoint - Prevent + SOC 1 Year FortiEndpoint - Advanced EPP (with ZTNA/VPN) plus
FC1-10-EMS05-1047-02-12 FortiGuard Forensics and SOCaas integration, including FortiCare Premium for 25-49 Endpoints.

FortiEndpoint - XDR 1 Year FortiEndpoint - XDR Essentials Subscription (Discover & Protect) with
FC1-10-EMS05-1040-02-12 ZTNA/VPN + Advanced EPP including FortiCare Premium for 25-49 Endpoints.

FortiEndpoint - XDR Al 1 Year FortiEndpoint - XDR Al Subscription (Discover, Protect & Respond)
FC1-10-EMS05-1041-02-12 with XDR-AI, ZTNA/VPN and Advanced EPP including FortiCare Premium for 25-49 Endpoints.

FortiEndpoint - XDR Al + SOC 1 Year FortiEndpoint - XDR Complete Subscription (Discover,
Protect & Respond) with XDR-AI, ZTNA/VPN and Advanced EPP, plus FortiGuard Forensics and
FC1-10-EMS05-1042-02-12 SOCaas integration, including FortiCare Premium for 25-49 Endpoints.

4am Rk
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FortiGate 50G

FG-50G-DSL, FG-50G-SFP, FG-50G-SFP-PoE, FG-51G-SFP-POE, FWF-50G-DSL, FWF-50G-SFP

FortiGate 50/51G-SFP-POE

F:=RTINET
FortiGate 50G SFP POE R o Interfaces
H H H E E Nuwwwr O
A | olommm LR - o 1. 1x USB Port
2. 1x Console Port
= 3. 1x GE SFP Port
[ N N N N N N N N N N N X ] [ N N N N N N N N N J
-------------- [ X ¥ X N N ¥ ¥ ¥ ¥ ) 4 2xGERJ45WANPorts
rre (WAN2 PoE+)
° [l i P cc 8 ®
- o + 5. 1x GE RJ45 FortiLink Port
L usse CONSOLE SFP WAN1 WAN2 A - 2 1 DC+54V i (POE+)
| | | | | 6. 2 x GE RJ45 Ethernet Ports
(1 (2 (3] O 6 O (PoE+)
IPS NGFW Threat Protection Interfaces
2.25 Gbps 1.25 Gbps 1.1 Gbps Multiple GE RJ45 | Variants with 5G, PoE, DSL,

SFP, WiFi, and/or storage

FortiGate FortiWiFi 50G Series Data Sheet (fortinet.com)
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FortiGate 30G

3amiHa onga «HaMeHLwmnx» 3 F cepil.

FortiGate-30G 4 x GE RJ45 ports (including 3 x Internal Ports, 1 x
FG-30G WAN Ports)

N © Fortinet Inc. All Rights Reserved.
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