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TapaH €BreHiu

15+ pokis B IT

e OCTaHHIi 9 pokiB  oyaywo/mogepHisyto  IT
iHppacTpykTypn Ta 3Mywyio BebO cepsicu
npautoBaTn «sik mae bytn» ©

 IT cucrtemm MiKHapooHMX 3axodiB (CrOPTUBHI
3MaraHHsi, BUbopu ToLLO)

« [ocsig pobdotn B 10 KpaiHax perioHy

 Fortinet NSE 7 | 6arato iHworo

P.S. Lle mos1 gpyra kibepBinHa...
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B nonepenHix cepisix

« Security Fabric

YCcyHeHHs 3arpo3 y byab-akux mepexax, KiHLeBUX TOYKax Ta XMapaxocTaHHi 9

pokiB byayto/moaepHisyto I'T iHppacTpykTypn Ta 3MmyLlyto Beb cepBicu npautoBaTn «SK
mae bytn» ©

« [i0puagHi mepexi 3 Fortinet Fabric Management Center.
[TobynoBa, agMiHIiCTpyBaHHS Ta be3neka.

* FortiMail
KoMnnekCHUM 3axXmcT KoprnopaTtuBHOI MNOLLTH

« 3axuct Beb Ta API cepsiciB 3a gornomoroto FortiWeb. IHTerpauis 3 FortiGate.

 FortiSASE. [Nobygosa IT iHppacTpykTypu Ta beanekn cepsiciB Oe3
naTtaueHTpiB




DDoS
MeTta Ta peanisauif




Meta DDoS

Ha xanb, cTopiHKy He
3HangeHo :(
Moxnueo, ii He icHye aGo Gyno BupaneHo. 4//\

MepesipTe HaNMCaHHs MOCANAHHS, | SIKILO BU 3HOBY TYT
- 3HaYUTb, TaKol CTOPIHKN TOYHO Ginblue Hemae.

MepeiiTh Ha ronoBHy

DNS

Internet

Public cloud

A 4

Cepsic

Knacuuynun U
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[Mpuknaow VpagoBi caiiTi He

BigKpuBawTbca. MiHundpu
Monobank 3iTkHyBCA 3 noBIAOMNAIOTD MPO MaCOBY
notyxHoto DDoS-atakoto DDoS-aTaKy

AJTIbOHA MA3YPEHKO — CEPE/IA, 23 JTIOTOIO 2022, 15:48

f
& OnekcaHgp Mangamaluko @ @ @ (© 40360

\n\lm\\n\n\n\ummu W

monocbank

[o ysaru knienTis! DDoS ataka

Monobank / Ko Lopori knieHTn, Big y4opalHbOro OHs perynspHo 3giiHioTbes DDoS-ataku, cnpsiMoBaHi Ha iHopmauiHi
cuctemn 'Hosa lMowTa'. MakcumanbHa NOTYXXHICTb TaKUX atak CArHyna 3HayHoro pisHA. Lli atakm maike He
BMMBAOTb Ha HafaHHA CepBiCy, ane iHKOM MOXK/IMBI KOPOTKOCTPOKOBI nepeboi B poboTi cuctemn. BoHn He
BNAMBalOTb Ha poboTy BigaineHb i BCiei Mmepexi 'Hosa MowTa'. 3apa3 KoMnaHis npautoe B LUTATHOMY PEXUMI,
NPOBOAUTL PO3CNiAyBaHHA Ta AeTaNbHUIA aHani3 cuTyauii, paxisui IT npawutooTb Linogo6oso. Ll,i.l. Muxanno (De,u,opos nOBi,El,OMI/I B nNpo

PXXaBHi canTu YKpaiHu.



Esonouisa DDoS

XBUINHKa icTopil

Po3BUTOK aTak 3amyLlye po3BUBaTH
3axmucT

3) 2016+ CyyacHicTb

= L3/4/7

» Bulk Volumetric even at L7
= SYN Flooding back

= Millions of compromised loT devices,
(home) routers and servers

= >500k random, spoofed Source IPs
PER SECOND

1) Mepuwi ataku
* Layer 3and 4
Bulk volumetric (SYN, ICMP)

Spoofed / Random Source IP
addresses

Larger and larger attacks

Used compromised servers

2) Opyra itepauin

= L4 /L7 focus

= _Connections / HTTP Floods
= Small, targeted attacks

= Blended 3/4/7 approaches

= Fewer attack servers needed
= “Real” Source IPs




DDoS ue aeweBo

| TAKMX IHCTPYMeHTIB baraTto

OSYN OTFTP [COWSD

Host 1 (www.example.comor 1.1.1.1):

Port (valid range: 1 - 65535; 0 = randomize each packet):
0

Duration: 300 Seconds (5.00 Minutes)

Bandwidth: | 200 Mbps (200.00 Mbps per host)

(JARD [JCHARGEN [JDNS ®LDAP [JMSSQL
Protocol: [NetBIOS [NTP [JPortmap [JSNMP [JSSDP

Stresser
Layer 4 (Transport Layer) Layer 7 (Application Layer)
® DRDoS ORUDY
Method: OUDP O Slowloris
OUDP-Lag OARME
OSYN

Select None

IP Stresser
e $15 Ha micaub
« JlimiT B 1.5 Gbps
 ArTaku Big
200 Mbps oo 5Gbps
no 19 BekTopax Ta ix kKombiHauis

[Mpuknag:

SYN-ACK flood Ha TCP
NOPT WO HE MOHITOPUTLCH

© Fortinet Inc. All Rights Reserved.




BapiaHTK 3axucrty
LLlo obpatn?




PopmdakTopu

AnapaTHun
NPUCTPIN VM Amapa
- [apaHTOBaHa wWBMaKoA4iA Ta - [HyJKiCTb NniueH3yBaHHA Ta - besnimiTHa wWBKAKoaida
LUBUAKICTb peakuil lBuaKoaii -  MoxnuBicTb poO3LLNAPOBKMK
- [lpodpinbHa anapaTHa -  MoxnusicTb nepeisay Tpadoiky i MOro iHcnekuil
nnatgopma - [eTarnbHi HanawTyBaHHS - AOMiHicTpyBaHH4
- Stateless niaxig nnatgopmMm Ha nnevax
-  MoXnuBicTb BUKOPUCTAHHA BUPOBHMKaA
bypass
- [eTanbHi HanawwTyBaHH4
PilLeHHs «NocTaBUTU Ha Hynose pileHHs Ang Ba3oBuit PyHKLioHan 3
kaHan» cobi abo nposanaepy AetanbHoi stateful iHcnekuii 6e3niMITHOIO LLBUAKOAIE0
A9 3aXUCTY Big, MEepexeBux LINPPOBAHNX NPOTOKONIB
=== Ta atak Ta HeLMdPPOBaAHUX Beb Ta nowTn (SMTPs Ta

NDOTOKONIB HTTPs)



PopmdakTopu i IX HHOAHCH

AnapaTHuu
NPUCTPIN

- B anapaTHun npucTtpin moxe
«NPUNEeTITU»

- BigcyTHICTb rHYYKOCTI
niueH3yBaHHSA

VM

Pe3epByBaHHA pecypciB -
BipTyanisauil -
LLIBUOKoaia Hux4e HiXX y anapaTHuX
NpuUCTpOIB

Bce pobuts CPU -
Bypass

DDoS aTtakm Ha xmapu

XMapa

ObmexeHi HanawTyBaHHS
He BCiM MOXHa
BUKOPMCTOBYBaTU 0COBNMBO
3 pO3WMNJIPOBKOIO

Tpeba BNEBHUTUCH LLO 3a
KOXHY aTaKy He BUCTaBNATb
paxyHoK
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laeanbHUN CBIT

0000000 OCGO

L4 °

® °
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e 000000 o

KopucTyBaui e -
0000000 OCGO

XMapHUii ISP DDoS Firewall T Cepsic

3aXUCT

|



Tpoxu 6nux4ye Ao pearnbHOCTI

_____________________

K 5|
/ ISP DDoS \
W
KopuctyBaui | i
i i Cepsic

AnapaTHuii |
. NPUCTPIN

XMapHUA
3axXuUCT



PeanbHuu CBIT

A wmndppoBaHum Tpadik?
NetFlow ue cTatuctuka TTTTTTTTemmmeees !

HeMae AOCTyny | eeo0cocoe

NimiT wenakonit

v

“epaic

AnapaTHUn
. MPUCTPIN §

KopuctyBaui

XMapHUn MeHi n0Tp|6Ha iHLIA NOTYXHICTb

_ A B XMapy £K 3 UMM rnepeisxaTtm?
ATtakm nnatHi 3aXUCT

HemoxxHa po3kpuBaTtu gaHi
o HepoctaTtHb0 HanawTyBaHb 14



3axucr Big Fortinet




KopoTtko npo noptdonio Fortinet

Byodeb ski cueHapii

KoHTponb Ta 3aXUCT KOXXHOro
KOpMCTyBaya Ta NpuUCcTpolo y Ballin
Mepexi Ta no3u ii Mexamm

¢@)
=am

Employees

JO

Contractors

)
(K]

o

=
=
T

oY)

=t 2 Lo
3

snnn] =
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FortiClient ZTNA

FortiSASE

FortiAuthenticator

(==

FortiToken

X

FortiAP/
FortiSwitch

Remote
Access/VPN

KopucTtyBaui Ta
npucTpoi

NOC

IEI FortiManager

FortiGate
Cloud

FortiAlOps

FortiMonitor

FortiPolicy

0
o0

FortiGate

SD-WAN

LLiBnaka peakuisi 3a 4ONOMOroo
LUTYYHOrO iHTEeNEeKTy

SocC

FortiAnalyzer

FortiSIEM /
FortiSOAR

FortiGuard
SoCaaS /IR

FortiEDR /
FortiMDR

FortiDeceptor
FortiRecon
FortiNDR

Mepexa

FortiExtender

MpoTuaia 3arpo3am i

KOOpAWHaLis 3aXUCTy

FortiGuard

FortiProxy

Web
Security

Content
Security

Device
Security

Application
Security

SOC
Services

©

FortiNAC

3axucTt byab sikoro cepBicy y
O6yAb sKin xmapi

o (I

Fortiweb
Public Cloud

m|m|

| &)

(0 | |
FortiGate VM

X

FortiMail

_/\1_

FortiDDoS

&

FortiCASB

Internet

Data Center

@

4

4

Y

Cepsicu
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N
BapiaHT 1. FortiDDoS

Appliance

j\/ NMpodinbHUM npucTpin 3axucty Big DDoS

SPU 3axucTt L3 3, 4, and 7 DDoS

3axucT Ha OCHOBI caMOHaB4YaHHSA Ha
gonady go 6as |S F) Web Hosting
sz FortiDDoS Center

@ MiHiMyM X1MBHMX cnpavtoBaHb I I 1 SaZ

/4 MoHIiTOpUHT Ta 3axuCT piBHA cepB.icy Firewal“l.‘

Okpemui nigxig oo volumetric Ta L7

? —> Legitimate Traffic
— = » Malicious Traffic
0-6-0  TpodinbHMn DNS 3axuct
00

-.w © Fortinet Inc. All Rights Reserved. | 17



FortiDDoS

BIpTYyanbHi npucTpol

Specifications

Hypervisor Support

Throughput1

Mitigation2,3

Service Protection Profiles
vCPU Support

Network Interface Support
Management Interfaces
Electric/Optical Bypass
Memory Requirements

Storage Requirements

FortiDDoS-VM04 FortiDDoS-VMO08 FortiDDoS-VM16

VMware ESX/ESXi from 6.x / 7.x with hardware-assisted virtualization (VT) enabled in the BIOS
KVM from libvirt 6.0.0

3 Gbps 5 Gbps 10 Gbps
3 Gbps / 4 Mpps 5 Gbps / 6 Mpps 10 Gbps /10 Mpps
4 8 16
4 8 16

8 (4 bridged port-pairs - promiscuous mode). Interface speeds dependent on hardware.
2 2 2
Function of the underlying NICs and not controllable from FortiDDoS
16 GB 16 GB 32 GB
Requires at least 200 GB

© Fortinet Inc. All Rights Reserved.
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FortiDDoS

anapartHi npucTpol

FDD-200F

FDD-1500E/-DC

FDD-1500F/-LR

FDD-2000E/-DC

FDD-2000F

FDD-3000F

Throughput (Full
Duplex)

Simultaneous
Connections

Session Setup/
Teardown (kcps)

Latency (us)
Maximum/Typical

Interfaces

Advanced DNS
Mitigation

8 Gbps

4.2 Mil

375

<100

8 LAN/WAN
Interfaces
(Copper/SFP)

Yes

35 Gbps

12 Mil

>1500

<50/<10

16x LAN & WAN
10GE SFP/+,
4 LAN & WAN
bypass 100GE
QSFP28

Yes

30 Gbps

16.7 Mil

>905

<100

4x LAN & WAN
10GE SFP/+,
4 LAN & WAN
bypass 10GE
SFP/+

Yes

70 Gbps

25 Mil

>3000

<50/<10

16x LAN & WAN
10GE SFP/+,
4 LAN & WAN
bypass 100GE
QSFP28

Yes

76 Gbps

33 Mil

>3000

<50 us

4x LAN & WAN
10GE SFP+,

4x LAN & WAN
40GE QSFP+

Yes

74 Gbps

64 Mil

3087

<100

4x LAN & WAN
10GE SFP+,

4x LAN & WAN
40GE QSFP+

Yes

© Fortinet Inc. All Rights Reserved. 19



TunoBa IHcTanAauia «inliney»

P— /,.-‘
/j"
Internet g
,,‘
Protected Natwork
r 1 1
o © Fortinet Inc. All Rights Reserved. | 20



TunoBa iIHCTaNALWIA «B CTOPOHI»

path of packets

FortiDDoS (passive listener)

© Fortinet Inc. All Rights Reserved.
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Netwqu Services and Applications

I

BGP Flowspec

DDoS Attack
Consuming

o | Network Pipes B

\/\ / Generated Flowspec
)

Network | o

A

= DDoS Attack © Fortinet Inc. All Rights Reserved. | 22
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i i Cloud Signaling
Cloud Signaling

The Service Provider Signaling feature enables small/medium businesses and enterprises to work
with participating service providers to route traffic through a "scrubbing station" in the service
provider network (SP) before it is forwarded through the WAN link to the customer premises
network (CP).

For details on deployments with signaling between FortiDDoS devices, see Service Protection.

To configure using the CLI: For information on deployments with signaling to 3rd-party Cloud DDoS Mitigation services,
config ddos global cloud-signaling please contact your local sales team or Fortinet TAC.

set mode { customer-premises | service-provider }
set timeout <integer>
config devices
edit <device name>
set enable { enable | disable }
set device-type { FortiDDoS | Third-Party }
set serial-number <string>
set shared-secret <passwd>
set address-type { ipv4 | ipvé6 }
set ipv4-address <ipv4 addr>
set ipvé6-address <ipv6 addr>
set account-id <string>
set url <string>
next
end

© Fortinet Inc. All Rights Reserved. 23
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IP and Domain penyTauia (FortiGuard)

* |P penyTauis * Domain penyTauis
» Wkignuei IP agpecu Ta mepexi » WWkionuei DNS imeHa
» DDOS Ta aHOHIMHI NpoOKci » brniokyBaHHa C&C
» 3aXUCT BiO BIOOMUX LUKIONNBUX » bnokyBaHHA gocTtyny Big/go
P LUKIOMBUX OJOMEHIB
FortiDDoS O consae e & FortiDDoS
o IP Reputation o o Domain Reputation

Service Protection Profiles

lllllllll
Access Control List

Domain Reputation
aaaaaaaaaaaaaaaaaaa

Blacklisted IPv4 Addresses

Proxy IP

24



FortiDDoS: DNS 3axucT

Flood victim's network with
large amounts of traffic
Corruption ofa DNS cache Use amplification DNS
database with a rogue reply to flood victim

FQDN Allowlist ZEN )

TCP/UDP/

A m;ﬂ???o:;zngﬁg;m J ICMP Malformed DNS packets
* D N S Anomaly Preventlon data ex-fitration Floods causing server to crash

DNS Query Response Match (DQRM) ) e ]

Top

Subverting resolution of

 Legitimate Que (LQ) Exploit vuinerabiities in DNS queries to point &
g ry el ovs oaced DNS e
 Legitimate IP Table Attacks
([
D N S C dacC h e Use third party DNS —~ Probe to getinformation on
servers to propagate DDoS network environment
. Attack before launching attack
« Source Tracking Q
Force DNSserverto N— Traffic with lots of small out
resolve multiple non- of order fragments
existentdomains and wait
for responses Flood DNS server with
request for non-existing
domains

E - © Fortinet Inc. All Rights Reserved. 25



3axucT cepsicy (SPP)

MoHiTtopuHr binblie 230,000 napameTpiB
Yac peakuii <1 cekyHau!

38 Scalars

+ Adaptive Threshold Limit

v

* 9 HTTP Methods

SYN/ACK in Asym Mode
SYN/ACK Per Destination in Asym Mode 256 L3 PrOtOCOIS
NTP Request 65536 ICMP Types/Codes
NTP Response
NTP Broadcast 65535 TCP Ports
NTP Response Per Destionation 65535 UDP Ports
DTLS Client Hello Per Source .
DTLS Server Hello Per Source + > 10’000 Reflection Ports
DTLS Server Hello Per Destination 32000 URLs

512 Hosts

512 Referers
512 Cookies
512 User Agents
16 DNS Response Codes

Low (default) Minimum Threshold

YN
‘ YN per Source All 65k ports

YN per Destination

GET Most Active Source
POST Most Active Destination
HEAD New Connections
OPTIONS Concurrent Connections per Source

Fragment (Other Protocols)
TRACE Fragment TCP
PUT Fragment UDP
DELETE DNS UDP Fragment
CONNECT DNS TCP Fragment

DNS UDP Query
HTTP Method per Source DNS TCP Query

DNS Query Per Source

DNS UDP Question Count

DNS TCP Question Count

DNS UDP MX Count

DNS TCP MX Count

DNS UDP ALL

DNS TCP ALL

. DNS TCP Zone Transfer

32 specific DNS Thresholds [pns packet Track per source
DNSSEC Response UDP Asym
DNSSEC Response UDP Asym Source
DNSSEC Resp UDP Asym Destinati
QUIC Request Initial

QUIC Request Initial Per Source
QUIC Request Initial Per Destination

Low (default) Minimum Threshold

Source Validation / Source Blocking / Content Validation
Parameter per-SPP Rate Limiting / per-Destination Rate Limiting

© Fortinet Inc. All Rights Reserved.
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Outbound Thresholds tomax (@)

M a LLIMHH e H a BY a HHAA - 2) Apply System Recommended

B Minimum Threshold and/or Multiplier

Low Traffic

1) Continuous Learning for all 230,000 (Defaults almost always used.)
g ;
default - Scalars/ICMP
eramnri s [ | hreshold parameters per SPP. .
Percentage - o 200%
T eeneses e S€|E€CE 1-day to 1-Year period ((back from today)
Low Traffic
lshil Generate Statistics Range:0
Last Updated:Available 2021-11-19 14:42:22 UDP Ports ~ Tcp
(Do not show values below low threshold
Percentage () 200%
= E
Port o Inbound - - - — 100 0o
Service Protection Policy
10087 47906 ettt . LowrTrafhc
0 43760
10102 74 Service Protection Policy  Thresholds  [RIITE Rl uDP
10114 42498
10128 42384 BECURETULELGELGDE Emergency Setup  Factory Default Percentage o [ ] —) 200%
10190 42122 Ll Generate Statistics
Last Updated:Available 2021-11-22 14:08:28 THour-| | Scalars- Low Traffic
10134 42074
[J Do not show values below low threshold
10110 41986 Layer 7
10121 20402 Type - Inbound s Outbound s &
Percentage — @ 0o,
10144 40088 MostActiveSource 0 37085 100 ] service Protection Policy
500
10159 39532 MostActiveDestination o] 38753 Low Traffic default - 3 S t R d d Th h Id
Range: 35
v spize o o o991 : e [ e 9) OYStEM RECOmMmende resnolas
Create Thresholds
: @ e created for all 230k parameters
5 5 ConnPerSrc o 3
10155 39158 xoelete  [Sopeo ] = © AddFilter
20194 39154 SYNPerDst 0 10009 e
(Wi N s T s Inbound Threshold
10099 39036 MethodsPerSrc 0 9 e HTTP Methads ype O O
O s\ 3 10st-: = 3
10160 . DNSUDPQuery 0 83709 ys_reco protocols most-active-source 500
10162 P DNSUDPQuestion 0 98996 ( sys_reco8 1CP Ports oth-fragment 500
O sys_reco7 tcp-fragment 500
10193 Ja652 Showing 1to9of 9entries  Show| 25 v |entries Previous | 1 ‘ Next UDP Ports
( sys_recoé ICMP Types/Codes udp-fragment 500
10182 38490 o ) - ;
ores e R sys_recol URts syn 500
0164 [m] sys_reco2 Hosts syn-per-src 500
10107 38274 0 ( sys_recod Referers concurrent-connections-per-source 500
10201 38076 0 O sys.recot0 conies syn-per-dst 500
10168 38030 ] C sys_recol6 User Agents dns-fragment-udp 500
10167 38000 0 0 sys_reco12 DNS RCode dns-query-udp 500
10140 37968 0 8] sys_recols dns-question-count-udp 500
— s sys_reco1s dns-mx-count-udp 500
Showing 1 to 25 of 250 entries (filtered from 10,118 total entries) Show| 25 W |entries Previous 1 2 3 4 5 10 Next (w sys_reco20 dns-all-udp 500
— 1 men 1 1 1 500
p— 4) At any time;-rerun Traffic Statistics or
dns-quéry-tcp 500
= | wodee || uoprorse | & | [Gddriver change System Recommendations =
. dns4yegount-tep . 500
o« Name s Port Start s Port End s Inbound Threshold s Outbound Threshold Settlngs W|th:n0 “ I IpaCt On Systel I l 500
- H Jns-zone-xfer-tcp 500
\ Sys_reco_v0_52 0 52 . 501 . L. 134217727 (@) pe rat| on......
hltp-method-per-src 500
. e UDP Ports, for, example, are.grouped into ranges with similar Thresholds.......,

( sys_reco_v124_10239 FO r Sl m p I e r m]é nag e m e nt 10239 501 134217727
10240 65535

( sys_reco_v10240_65535 500 134217727

= © Fortinet Inc. All Rights Reserved. 27



[lpoTOoKONMU

="= FortiDDoS 200F FortiDDoS-200F-Demo

@ Dashboard > | & Edit  —Delete | M Clone | & Refresh
|#da FortiView > N N N
B  Name#® Unknown Method Anomaly = Version Anomaly =
£ System >
HTTP_Web @ Enabled @ Enabled
< Network >
HTTP FW @ Enabled @ Enabled
@ Global Protection >
U Service Protection v

Protection Subnets List

CONFIGURATION

Service Protection Policy
IP Profile

ICMP Profile

TCP Profile

SSL/TLS Profile

NTP Profile

DNS Profile

DTLS Profile

QUIC Profile

Video Conference Profile

linl Log & Report >

€ Monitor >

© Q Search Q

Do not Parse Version 0.9 = Drop Range Header = Incomplete Req

© Disabled None

@ Disabled © Disabled None

28



SSL/TLS

SSL/TLS Profile

Name

Protocol Anomaly

Anomaly Version

Cipher Anomaly

Block Incomplete Request

Aggressive Aging Incomplete Request

Block Source With Incomplete Request

Renegotiation Check

Inspection Mode

Required. No spaces.

©

[JOther [JSSL3 [JTLS1.0 JTLS1.1 (JTLS1.2 [JTLS1.3

e

@ 0 0 0 ¢




BapiaHT 2. Knacu4iHi Ha3eMHI pilleHHSA

(& FGVMSLTM24003296 > - L@~ O admin-

@ Dashboard New Policy
< Network
B Policy & Objects

Additional Information

L3 Anomalies

@ API Preview

Firewall Policy @ J action
Name Logging Block Monitor Ve
IPv4 DoS Policy ® Online Guides
Authentication Rules ip_src_session (D Block = Monitor 5000 & Relevant Documentation ('
@& Video Tutorials (4
Addresses @ Consolidated Policy Configuration (2
ip_dst_session (B Block = Monitor 5000 onsolidated Folicy --onhguration

ZTNA

) Fortinet Community

Internet Service Database

L4 Anomalies Technical Tip: How to locate the DoS Policy

Servi . .
ervices log in the FortiAnalyzer

Schedules e ) Action ® 1 Answers # 1 Votes ® 4,800
NEP. Name sl Block  Monitor Threshold Views
Troubleshooting Tip: How to set DoS policy
IP Pools exceptions
tcp_syn_flood 0 Block | Monitor 2000 [=] 1pAnswers % 1 Votes @ 1,100

Protocol Options

Views
Traffic Shaping tcp_port_scan Block = Monitor 1000 IPv4 DoS Policy
X ® 4 Answers # O Votes @ 600
Security Profiles Vit
tcp_src_session DJ=]s]28 Block Monitor 5000
VPN - See More (%'

User & Authentication
WiFi Controller

Block Monitor | 2000

Lt Log & Report Block | Monitor 2000

¢ System udp_flood

@ J
(@ J
tcp_dst_session @ J Block = Monitor 5000
(@ J
@) Security Fabric
(@ )

udp_scan

FortiGate

© Fortinet Inc. All Rights Reserved.
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BapiaHT 2. Knacu4iHi Ha3eMHI pilleHHSA

NP version Description

NP7 NP7 processors offload most IPv4 and IPv6 traffic, IPsec VPN encryption
(including Suite B), GTP traffic, CAPWAP traffic, VXLAN traffic, multicast
traffic, NAT session setup, On FortiGates licensed for
hyperscale firewall support, NP/ processors offload session setup, Carrier
Grade NAT (CGN), hardware logging, HA hardware session synchronization,
and data communication from the FortiGate CPU. The NP7 processor has a
maximum throughput of 200 Gbps using 2 x 100 GigE interfaces. For details
about the NP7 processor, see NP7 and NP7Lite acceleration and for
information about FortiGate models with NP7 processors, see FortiGate NP7

architectures. For information about hyperscale firewall functionality, see the
Hyperscale Firewall Guide.

NP7Lite P7L|te rocessors are a component of the Fortinet SOCS hlso called the

xcept hyperscale

|rewaII hardware sessions). The NP/Lite also does not mclude support for
defrag/reassembly (DFR) to re-assemble fragmented packets. The NP7Lite
max throughput is 40 Gbps, using one 40GigE interface. For details about the
NP7Lite processor, see NP7Lite processors and for information about
FortiGate models with NP7Lite processors, see FortiGate NP7Lite
architectures.

FortiGate

© Fortinet Inc. All Rights Reserved.
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BapiaHT 2. Knacu4iHi Ha3eMHI pilleHHSA

FortiGate

© Fortinet Inc. All Rights Reserved.
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BapiaHT 2. Knacuy4Hi

Al
= _m  FortiWeb-Demo

Favorites
@ Dashboard
< Network
£ System
@) Security Fabric
User
Policy
Server Objects
Application Delivery
Web Protection
Bot Mitigation

tH &8 B 4 I Be

API Protection
© DosS Protection

Application

HTTP Access Limit

Malicious IPs
HTTP Flood Prevention
Network
DoS Protection Policy
B |P Protection
0 Tracking
@, Web Vulnerability Scan
Lt | og&Report

Edit HTTP Access Limit

Name

HTTP Request Limit/sec (Standalone IP)
HTTP Request Limit/sec (Shared IP) @
Bot Confirmation

Action

Block Period

Severity

Trigger Policy

Ha3eMHi pilUeHHS

Return

(0~65536)
(0~65536)

Seconds (1 - 10000)

HA:

Standalone

>—

® Odemo~

FortiWeb

© Fortinet Inc. All Rights Reserved.
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BapiaHT 2. Knacu4iHi Ha3eMHI pilleHHSA

Al
= _m FortiWeb-Demo

-nw
Favorites

@ Dashboard

¢ Network

@ System

@) Security Fabric
User

Policy
Server Objects
Application Delivery
Web Protection

B 4+ W@ Be

&

Bot Mitigation

Bot Mitigation Policy

Biometrics Based Detection
Threshold Based Detection
Bot Deception

Known Bots

ML Based Bot Detection
Advanced Bot Protection
Exception Policy

API Protection

DoS Protection

IP Protection

DPoON

Tracking
@, Web Vulnerability Scan

Edit E

Name
Bot C
Biom
Thres
Know

Excep

Edit Known Bots X
Name
Exception V
Status‘ Name Action Block Period Severity Threat Weight Trigger Policy ‘Bot List‘

[=] Malicious Bots (5)

DoS

Spam

Trojan

Scanner

Crawler

[=] Known Good Bots (1)

Known Search Engines

v

v

v

v

Return

FortiWeb
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BapiaHT 2. Knacu4iHi Ha3eMHI pilleHHSA

Session Profile

Profile name | Inbound_Session

Comment

& Connection Setting

Restrict the number of connections per client per 30 minutesto | 1200

Restrict the number of messages per client per 30 minutes to

Restrict the number of recipients per client per 30 minutes to D
Maximum concurrent connections for each client

Connection idle timeout (seconds)

Sender Reputation

Endpoint Reputation

Sender Validation

Session Setting
Unauthenticated Session Setting
SMTP Limits

Error Handling

You do not have permission to edit this setting.

FortiMail
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BapiaHT 3. SaaS piweHHs

[lepeBipeHa be3neka Ta 3B’A30K ycrtoaun

A Asset Management

FortiClient EMS Cloud
FortiManager Cloud
FortiLAN Cloud

FortiExtender Cloud

393D

IAM

FortiGate Cloud
FortiAnalyzer Cloud
FortiSOAR Cloud
FortiSIEM Cloud

DD

= FortiMail

FortiMonitor

FortiSASE

FortiZTP (Beta)
FortiSandbox Cloud
FortiVoice

FortiCASB

@

A

D

o

@

@ FortiPresence
&> FortiDAST
(&> FortiTrustID
(gp FortiGate CNF
(@ FortilPAM
@

OC-VPN Portal

Show Less

¢ SOCaaS

FortiWeb Cloud

FortiRecon

FortiToken Cloud
FortiCNP

FortiGSLB

gip? FortiPhish
@ FortiDevSec
@ FortiCamera Cloud (Beta)
G FortiCare Elite (Beta)
(} Fortilnsight

@e) Managed FortiGate
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BapiaHT 3. SaaS piweHHs

Hanpuknag FortiWeb
FZ:RTINET

FortiWeb Cloud

IP

D)

@]

FortiwebCloud

T T TUTCCUUTT

CORS Protection

BOT MITIGATION -~

Known Bots

Threshold Based Detection
ML Based Bot Detection
Biometrics Based Detection

Bot Deception

DDOS PREVENTION

ADVANCED APPLICATIONS™

API PROTECTION e

ACCOUNT TAKEOVER

APPLICATION DELIVERY ~

&8 Service ¥ € Support ¥ @  ytaran@fortinet.com ¥

° Application: taran-test(taran-test.in.ua) Block Mode

DDoS Prevention Action ( Period Block ~

A Distributed Denial of Service (DDoS) attack is an attempt to make an online service unavailable by over whelming it with traffic from multiple sources.
FortiWeb Cloud provides protection for both network and application layer type DDoS attacks.

HTTP Access Limit m ®

HTTP Request 1000 / Second (1~65535)
Limit(Standalone IP or
Shared IP)

Malicious IPs @

HTTP Flood m ®

Prevention

HTTP Request 500 / Second (0~4096)
Limit(Session)

Challenge Real Browser Enforcement v ®

Serial Number: FWBCLD0O000001579 | Version 24.2 | Privacy Policy | Terms of Service | Copyright © 2024 Fortinet, Inc. All Rights Reserved.

)
a
&
s=s
-.w
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BapiaHT 3. SaaS piweHHs

FortiGSLB

Global App. Load Balancing

Provides load-sharing and failover functionality
with a reach and level of resiliency that exceeds
that of traditional device-based solutions.

DNS Service

Provides primary authoritative DNS server with
standard DNS type zone - A/AAAA, NS, CNAME,
MX, TXT, PTR, SRV and advanced security
function DNSSEC.

Synthetic Testing
Offers multisite application visibility with
advanced application testing.
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BapiaHT 4. Fortinet Universal SASE 3

[lepeBipeHa be3neka Ta 3B’A30K ycrtoaun

A
A 4

Beaneka 3 HyfIbOBOK A0BIPOIO
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A a%? % . . KoHTpornb servicenow
;,E ® ° o SaaS pocrtyny
':6 POPSPIPPS ......o e00000000000000000000 salesforce noﬁice365
) = g 5
% FortiClient & : .@ :
2 & c CASB/DLP .
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. 5 3axueHmit NETFLIX @
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FortiGate
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KoMnnekcHe pilleHHS

30+ BUPOOHUKIB 10 BUpOOHUKIB

SOC

MepexeBa pyTuHa BesnekoBa pyTvHa

E @
(®)

- s
Besneka kopucTyBauis Beaneka B xmapi
O = R
@ oE [a & X @

Mpuctpoi Cepsicu

MepexxeBa 6e3neka Ekocuctema

. O,
mm< e ®
g @ A -

IHTerpauis

Po3BUTOK 3aMOBHMKa

2-3 nnatdopmu

MpucTpol

Cepsicu

)
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ApxiTeKkTypa 1.

3axucT Beb cepsiciB

Kopuctysaui

)

FortiWeb
Cloud

1

FortiGate

Cepsic
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ApXxiTeKkTypa 2.

3axucTt nowTtn. Office 365 Ta Google

FortiMail ~/
g

Advanced Web Browser
Sandbox Analysis  Isolation
Click Protection/ Fortinet Security Fabric
Outbreak Protection

' A A
AP v o 9
1 : FortiGuard SPF, DMARC, Behavioral é
\/ @ URL Filtering DKIM Analysis .
1 Impersongtlon
1 1 == Analysis
o &) © g
Domai
: || @ FortiGuard  FortiGuard Newsletter CDR Dgtz?t'ﬂ,n
i Antivirus Anti-Spam Greymail
POSt-De“VGry I | KNOWN SUSPICIOUS UNKNOWN BEC
03 I
Clawback 3 .
! ]
1
[}
1 . ||
' ]
v I
I

B® Microsoft 365 )¢~ """ Internet

<«--->

>« | Kopucrtysaui
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ApxiTeKkTypa 3.

AKWo «B XMapu» HEMOXXHa

FortiWeb Cepsic

- AN—|||
KopucTysaui FortiDDoS FortiGate\ &

FortiMail CepBic
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ApxiTeKkTypa 4.

BHYTpIiLWWHI cepBicn anga BigaaneHux cniBpobiTHUKIB

FortiGate

)

FortiClient
CniBpOBITHMKN

FortiSASE

Cepsic
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