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Fortinet Security Fabric

KoxeH npoAayKT camoaoCTaTHIN Ta pa3oM BOHM TBOPATb Marito aBTomatusauii Ta cninbHoOi po6oTu - /» %* - CE
. W xt @ A =
n Ij-l Beaneka — = = m
‘*._ Analytics  SIEM SOAR Sandbox EDR Deception

AlIOPs Cloud Manager

Manager ..
5 "

Ere : wé» Dac . {3} Ar

=) 3 e q". Email AF  CASB  DDoS
o | 384620 . KopucTtyBa4a Ta mal (0}
B @ [—I—] g @ ° MPUCTPOIO
&
. FortiGuard
Mobile Identity =~ Token  Endpoint ZTNA E . Intlnirg;e:rgce
‘ . Fabric Connectors
L] . *
.. . ..
. J Q;Q Fabric APIs
' 3axuuena a exocuctena
g :X: = <(.)) %, HEPSHE ()  Fabric DevOps
0 0 :
Prox SASE NAC  Switch 5G Access R~
y Points K {}  Extended Ecosystem
v N
.""0005000"’“
r 1 1
© Fortinet Inc. All Rights Reserved. 4



KoMmnnekcHumM nigxig oo 6e3neku

MITRE Pre-ATT&CK MITRE ATT&CK
§? .- nﬁ
‘ ‘
Delivery Exploit Installation C2 Action
||| FortiGate ||| FortiGate ||| FortiGate ||| FortiGate (% FortiAnalyzer
(HW/VM/CN/SASE) (HW/VM/CN/SASE) (HW/VM/CN/SASE) (HW/VMICN/SASE) Event handlers & reports
& FortiDeceptor & FortiDeceptor &R FortiProxy &0 FortiProxy (3] FortiClient (3] FortiClient );g FortiSIEM
— — Rules Engine & Threat Hunting
(&) Forticlient (&) FortiClient FortiEDR FortiEDR (i3) FortiSOAR
. Defuse exploit Defuse compromised —" Playbooks
FortiEDR FortiEDR @ endpoint
= Defuse compromised FortiDeceptor FortiNDR 10C
Mpoayktn Ta H:é’ FortiADC },"é’ Ie:ndpo-l'not\D = Defuse Lateral % Threat hunting
pilweHHsA @ Cortiet \ ortiADC P Movement X;& FortiSIEM Outbreak
i UEBA ;
ortiwe @ FortiWeb {73 FortiCWP Detection
%:. FortiNDR Web application m FortiSIEM ZTNA
AV+ANN @ . UEBA Auto tagging
c~ FortiDeceptor o
m FortiMail Threat detection, analysis, and response @ EFrgggiglsI;?cth
(%> FortiCASB X PortiSIEM {=] FortiEDRIXDR
&> ForticwpP @ FortiDeceptor
[aia} Threat intelligence, & attack
isolation
. : ; Anti-malware, AV pre-Filter, SBX, IPS, Application, FW, URL, AV Botnet, C2, DNS
Credential Stuff
Cepsicu redeniia S uming Endpoint Vulnerability Protection, 10T, OT

Prevention Service

FortiGuard Ta Al App Control, IL CASB, Credentials

[MokpawieHHa SOC LLIBnaka Ta edpekTBHa BignoBiab

SOC 3HalTe CBOI pM3MKN Ta BPa3IMBOCTI HasuyaHHsa SOC KepynTe nowykom Ta 3HELLUKOIKEHHSM
Security Assessments IRR, Playbooks, Training MDR SOC as a Service Incident Response
r 1 1
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Fabric Integration

OOuH areHT Anga BCboro*

@ User Telemetry &
o Y, . ~ Vulnerability
e'u' MHWN areHT ﬂ,ﬂﬂ ) Anti-Exploit \\Assessment

» [octyny (ZTNA, VPN)

« 3axucty lNK (EPP)

« SASE

* Digital Experience (DEM)

 Fabric Support (PAM, NAC,
FortiWeb)

FortiClient

IHTerpauis

- © Fortinet Inc. All Rights Reserved. 6



TpeHau ineHTUdIKaLUll

Privileged Users
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KopuctyBaui ue - HoBuu lNepumeTtp

KopucTtyBaui 3Bigycinb oTpMyHOTb JOCTYN 40
PecypciB, 36ibLUy04n NOBEPXHIO aTaku

© Fortinet Inc. All Rights Reserved.
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Cloud
Identity Providers

On-premises
Identity Providers

FiopuaHi
CepenoBuiia

3 JeKinbkomMa cuctemamu
iaeHTUdikauil



Buknuku igeHtudikauii

Ilerkun poctyn o
nepcoHasnibHNX AaHUX

MO>XHa Nerko oTpumaTu 3 YOpPHOro
PUHKY, BKIOYalo4m iMmeHa
KopucTyBadiB i naponi

L)
£

Identity Threats

|dentity threats posBuBatoTbCs
HaulIBUALIE Ta KOWTYHOTb Y
cepeaHbomy 4,5 MinbnoHa
ponapis CLUA 3a iHUnaeHT*

Source: *IBM Cost of a Data Breach Report 2022

© Fortinet Inc. All Rights Reserved.
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Security Experience

NMpobnema 3py4HOCTI

[MigBULLIEEHHSA De3nekn He
NOBUHHO YCKnaaHioBaTn poboTy
KOpuUCTyBadyiB



T
@'o BusHaueHHs Zero Trust

Evolving set of cybersecurity paradigms that HoBui Habip napagurm kibepbesneku, Wwo
NIST move defenses from static, network- based NepeMilLlye 3axmCT Bif CTaTUYHUX MEPEXEBNX
perimeters to focus on users, assets, and NepUMETPIB A0 30CepelKeHHs Ha
resources KOpuCTyBa4yax, akTuBax i pecypcax
Gartner ldentity-based schema, resource secure Cxema Ha ocHoBi iaeHTUiIKaLil, 6e3nevyHnn
access, continuous trust evaluation and adaptive  gocTtyn oo pecypciB, 6e3nepepBHa OLliHKa
access control OOBIpU Ta aganTUBHUU KOHTPOSb OOCTYNy
Forrester Zero Trust is an information security model that Zero Trust mogens iHdopmauinHoi 6e3neku, ska

denies access to applications and data by 3a YMOBYaHHAM 3ab0OpOHSAE AOCTYN 4O nporpam i
default. OaHUX.

AR
© Fortinet Inc. All Rights Reserved.



KoHuenTt Zero Trust

Zero Trust Lo ue Take?: dinocodia AoBipN KOPUCTYBaYEBI Y MPUCTPOIO NULLIE MICSIA ABHOIO
NigTBEPOXKEHHSA X iAGHTUYHOCTI Ta cTaTycy. BOHU 30cepenxyeTbes
Ha KOpUCTyBayax, NPUCTPOSAX | KOHKPETHUX pecypcax, 40 SKUX
30INCHIOETLCA OOCTYI, BUKOPUCTOBYHOUYN CErMEHTALI0 Ta 30HU

KOHTPOIHO.
Zero Trust Crparteris: CuctemMHMM Nigxig 4o 3amMiHM HEABHOI JOBIpU Ha SABHY AOBIpY nicns
apXiTekTypu nepesipku. Bumarae Kinbkox TeXHOMOrin ansa 3axmucty KOpMUCTyBauis,

NPUCTPOIB, MEPEX | XMapHUX pecypciB. [TponoHOBaHi apXiTEKTYpW:

* NIST SP 800-207 Zero Trust Architecture: NGFW, 1AM, ZTNA, micro-segmentation

* Forrester Zero Trust Edge: NGFW, SD-WAN, CASB, SWG, ZTNA

* Gartner Secure Access Service Edge (SASE): SD-WAN, FWaaS SWG, CASB,

ZTNA
Zero Trust CneumndiyHi « Remote Access / Work From Anywhere
IHiLiaTUBM KOMIMOHEHTH. « Identity Access Management

* Network Segmentation / Micro-Segmentation

. © Fortinet Inc. All Rights Reserved. 10



Zero Trust Access — igaeHTU@IKaUia KopuctyBadiB

3HanTe, XTO € B MEPEXI

INEHTU®DIKALIA — HAPDKHUUA KAMEHb
CTPATETII BE3MEKW ZERO TRUST

* Kum € kopuctysay?
* CniBpOBITHUK?
* [icTb?
 [locTavanbHuK?
* TumyacoBum npauiBHUK?

* Akun gocTtyn BiH NOBUHEH OoTpMMaTn?

* Ponb kopucTyBada Bu3Ha4vae npasa AOCTyny Ta cny>xom
0e3neku

* MNMoniTuka MiHiManbHOro AOCTYNYy O03BOSISIE OTPUMATH
OOCTYN Nuiie 4o pecypciB, HEOOXiAHMX Anga poni/podoTu

» Jlerke CKaCyBaHHA OOCTYIY 3a r|0Tpe6|/|

11
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A
Zero Trust Access - 3abe3nevyeHHs ipeHTUdIiIKaLill KopucTyBaya

3HaKu4mn, XTO € B MepPEXIi, HaJanTe HaMMeHLU NPUBINeUoOBaHUN OOCTYM

(B con
SAML 2.0 E-—-l Certificate Server
422 IJ Office 365 L. GPE Fortinet Single Sign On
ORACLE g Authentication LEGEND
G Suite

On-prem or Cloud FSSO
salesforce.com’

FTK: FortiToken
FAC or FTI FAC: FortiAuthenticator
Guest Portal )
FTC: FortiToken Cloud
— Gﬁ FTI: FortiTrust Identity
CAD (] [ RESTAP FPAM: FortiPAM
RADIUS Accounting

Syslog
= ) eI
o=

\&

Zero Trust i
Two-Factor Network Access P”'\\//I';%Zigzcn?ss Critical Assets
On-prem or Cloud (ZTNA) EPAM
FTK or FTC

Authentication

Role-based Access

Single Sign On

Establish/re-verify identity

| Provide information from
though user log-in,

Provide better user

gl authentication source for experience for logins while
certlf!cate, and/or use in accessing company maintaining security
multifactor input resources

="

umw
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FortiAuthenticator




FortiAuthenticator

[xepeno ineHTUikauil ana Fortinet Security Fabric

ldentity Providers System of Records
okta A Fd::!tg.g

‘ » LUeHTpanizoBaHa ayTeHTUIKaLisA Ta
IdP

Proxy noniTuka
_ — G

Service l

Providers ®

KoHTponb 4oCTyny Ha OCHOBI poren
E > ﬁ (cniBpoOITHWK, ricTb, NApTHEPH

> E; P @ TOLLO)

g FortiAuthenticator — > == « ApantusHa-, MFA AyTteHTndikauig,

Token

O

Device i
== * Fortinet SSO Ta Web SSO
' . o) w—
. » KepyBaHHs cepTudpikatamm
| | ! | I | _ _
SAML RADIUS 802.1X FSSO RestAPI LDAP . 3py'-IHICTb 0714 KOPUCTtyBadiB —
v v v v v v nopTanu caMoo6CyroByBaHHS,
= = 6e3napornbHa ayTeHTUdiKaLis
1 () e |
SAML Clients Access Points Switches Firewalls API Clients LDAP Clients

L)
. © Fortinet Inc. All Rights Reserved. 14



[Mpuknagu

e

Multi-Factor Authentication

yd

= .

FortiAuthenticato

I

AN

User Identity

N

Wired,
Wireless
VPN,
Web

R @ Fortinet SSO Ta Web SSO
O D e * AD/LDAP, Kerboros, eDirectory
--------- (:D < » SSO Mobile Agent, Agentless
— Web SSOL—» I | I * Third party systems via SAML (IdP, SP,

IdP Proxy), RADIUS, TACACS+, Syslog
and API Integration

Adaptive - _> Multi-Factor Authentication

* OTP Token, Physical and Mobile

Token (o) veeniie i
i ‘_ « SMS and Email
Mobile E e ﬂﬂ * FortiToken Cloud

* AnanTuBHa ayTeHTuUiKaLis

On-Premises * KepyBaHHs cepTudpikatamm

Apps &
Services
O @ SSLIVP Authentication & Authorization
cun T - "ﬁm * SSL/VPN, IPSEC VPN
Y « LDAP, 802.1X, RADIUS, RADSEC,

O TACACS
- :X: < :I @)\ * OAuth, SAML, Web Portal, RestAPI

* Self-Service, Guest service
* Certificate Authority
* X509 Cert Sign, Issue, Revoke
* OCSP, SCEP, CMP2 15

£
IO
~=
A
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AnapaTtHi mogeni

Users (base / max.)
Max. FortiTokens
Max. NAS Devices
Max. User Groups

Max. CA Certificates

Max. User
Certificates

Interfaces

Storage Capacity

FAC-300F

1,500 / 3,500

3,000
500
150

10

7,500

4x GE RJ45

2x1TB

FAC-800F

8,000/ 18,000

16,000
2,666
800
50

40,000

4x GE RJ45
2x GE SFP

2x2TB

© Fortinet Inc. All Rights Reserved.

FAC-3000F

40,000 / 240,000

480,000
80,000
24,000

300

1,200,000

4x GE RJ45
2x GE SFP

2x2TB

16



VM Series

FAC-VM Base FAC-VM-100-UG FAC-VM-1000-UG FAC-VM-10000-UG
Max. Local and/or Users 100 +100 +1,000 +10,000
Max. FortiTokens 200 +200 +2,000 +20,000
Max. NAS Devices 33 +33 +333 +3,333
Max. User Groups 10 +10 +100 +1,000
Max. CA Certificates 5 +5 +50 +500
Max. User Certificates 500 +100 +1,000 L DO
Interfaces (Min/Max) 1/4
Virtual CPUs (Max) 64
Storage Capacity (Min Max) 60GB/16 TB

Al
H © Fortinet Inc. All Rights Reserved. 17



SSO Mobility Agent

_1.Userlogs ~"---- » B
-~ intoAD/
- 7
\— AzureAD AD
brucelee@flyingsidekick.net L
3. FAC retrieves group
N information

S \
1

2. SSOMA shares f
identity with FAC - /)
> = FAC

“"1 4. FAC shares
y identity with FGTs

-
- P
-

-
-

”—’ ’/
- P
A’ A/

FGT1 FGT2 FGT3

L)
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A
INMiueHsyBaHHA FortiAuthenticator SSO Mobility Agent

FCC-FAC2K-LIC FCC-FAC10K-LIC FCC-FACUNL-LIC

Max. Users 2 000 10 000 Unlimited

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-fortiauthenticator.pdf

H © Fortinet Inc. All Rights Reserved. 19
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FortiToken

* MpocTa 6e3cTpokoBa niueHsia. bea npuxoBaHUx & 4
\# e
BUTpaT
» AnapartHi bopm-hakTopn - USB, 6penok :
. . : FortiToken
. . . FortiToken FortiToken FortiToken 400
* MobGinbHuin goaaTok nigTpumkoto PUSH Mobile 200B/200BCD 300

(Passwordless)

One-Time-Passcode (OTP) FIDO Key

Al
H © Fortinet Inc. All Rights Reserved. 21



FortiAuthenticator Windows Agent

L)
. © Fortinet Inc. All Rights Reserved. 23



FortiToken Cloud: MFA sk cepBic

o
g

ol]

User Name / Password

le

v

A

(2]
Apps & RADIUS,
Services On-Prem LDAP
r 1 1
H B

o I 384629

Firewalls

FGTs

I FAC

Centralized
Authenticator

MFA as a Service

FGT - FortiGate

FAC - FortiAuthenticator

A

© Fortinet Inc. All Rights Reserved.
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LDAP,
RADIUS

SAML

v

AD

Identity
Provider

System of
Records

Note: Note: FAC can be a LDAP server
or RADIUS server. FAC can
authenticate against a remote RADIUS

server

Miannucka Ha MFA as a Service

IHTerpauis FGT & FAC (6e3 notpebu
popartkosux HW/SW)

ABTOMaTM3aUis PO3NOBCIOOAXKEHHSI TOKEHIB
Ha I0S, Android

MiaTpumka kinbkox BapiaHTiB OTP token:
* FTM by default @ no cost
 FTK HW (optional)
* Email Ta SMS

LleHTpanizoBaHe KepyBaHHS, LLO NOKa3ye
noaii ayteHTudikauii Ta BUKOPUCTAHHSA

ABTOMaTU4YHE BNOKYBaHHS KOPUCTYBauiB i3
HaAMIPHOIO KiNbKICTIO NOMUNoOK 2FA

MiaTpumka MSP: MOXNUBICTb
RBAC,okpemoro Realm gnst KOXXHOro
KiHLLEBOIO KiSIEHTa AN1s1 KepyBaHHS
TOKEHaMW Ta KopucTyBavyamm




FortiToken

Up to 25 users FC1-10-TKCLD-445-01-DD

Up to 100 users FC2-10-TKCLD-445-01-DD

Software Tokens Up to 500 users FC3-10-TKCLD-445-01-DD
FCA-10-TKCLD-445-01-DD

Up to 2 000 users

Up to 10 000 users FC5-10-TKCLD-445-01-DD
2 500 5M5 credits FTC-5M5-2500

SMsS 10 000 SMS credils FTC-SMS5-10K
25 000 SMS credits FTC-SMS-25K

See FortiToken Cloud FAQs.

SOLUTION BUNDLE FORTITOKEN GLOUD PERPETUAL LICENSE

+5 FTM-ELIC-5
+10 FTM-ELIC-10
+25 FTM-ELIC-25
+50 FTM-ELIC-50
+100 FTM-ELIC-100

Software Tokens 1200 Included with subscription FTM-ELIC-200
+500 FTM-ELIC-500
+1000 FTM-ELIC-1000
+2000 FTM-ELIC-2000
+5000 FTM-ELIC-5000
+10000 FTM-ELIC-10000

SOLUTION BUNDLE KEYCHAIN USB FIDO KEY

o-pack FTK-210B-5 FTK-310-5 FTK-410-5
10-pack FTK-210B-10 FTK-310-10 FTK-410-10
20-pack FTK-310-20
25-pack FTK-210B-25 FTK-410-25

Hardware Tokens 50-pack FTK-210B-50 FTK-310-50 FTK-410-50
100-pack FTK-210B-100 FTK-410-100
200-pack FTK-210B-200 FTK-310-200
500-pack FTK-210B-500
1000-pack FTK-210B-1000
2000-pack FTK-210B-2000

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-fortitoken.pdf

25
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FortiTrust ID

* lllo Take FortiTrust?
 Mopgenb Ha OCHOBI MIANNCKA

* JliueH3yBaHHS MO KifIbKOCTI KOPUCTYBaYiB (MiHiMaribHa KifibKiCTb OS5
3amoBneHHs - 100)

* FortiTrust ID: user-based niyeH3iga FAC Cloud + FortiToken Cloud
 FortiAuthenticator Cloud (VM B xmapi Fortinet)
* FortiToken Cloud anga MFA

- © Fortinet Inc. All Rights Reserved. 27



ldentity as-a-Service
YHiBepcarnbHe piweHHs |AM anga ribpnaHoro cepenosuila

External IdPs

=

T Cloud IdPs

2!

g [ ~
Remote Branch Campus \ | | | iEi.j

FortiTrust Identity On(—Prem Ag)ent s s
FOS 7.2 erver

On-Prem IdPs 1

S)

« AyTeHTudikauis, MFA, Ta
SSO

* [lignnucka no KopmuctyeBayax

« XMapHe pilleHHS, WO
\ AOCTYIMHE 3aBXau i Bcloau /

r 1 1
- © Fortinet Inc. All Rights Reserved. 28



FAC Cloud — BiacyTHin ¢pyHKUioHN B nopiBHAHHI 3 On-Prem FAC

« TACACS+ server
 LDAP server

« FSSO features

* Event polling
 RADIUS accounting

-nw © Fortinet Inc. All Rights Reserved.
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JliueH3yBaHHSA

Order Information
100-499 Users

FC2-10-ACCLD-51M-02-DD

500-1,999 Users

FC3-10-ACCLD-511-02-DD

2,000-9,999 Users

FCA-10-ACCLD-51M-02-DD

10,000+ Users

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-fortitrust.pdf

© Fortinet Inc. All Rights Reserved.

FC5-10-ACCLD-511-02-DD
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Privileged Access

NMpuBineMoBaHun focTyn — Le JOCTYN A0 NpUBiINenoBaHUX 06MiKOBMUX 3anMciB NpUBiINeMoBaHUX KOPUCTyBaYiB

(Hanpuknag, IT-meHemXepiB i CUCTEMHUX agMiHICTpaTopIB).

Hpuplneugsauuu lNpuBinenoBaHun ®aKTop pUaNKy
oonikoBun 3anuc KOPUCTYBa4
MNMpuBinenoBaHun o6niKoBUN MNMpuBinenoBaHMn KopuctyBay — Uepes goctyn 40 pos3LLMpEHUX
3anuc — Le 0yab-sKknin obnikoBumi Le Byab-aKun KOpUCTyBad, KU MOXITMBOCTEWN MNpuBInienoBaHi
3anuc, KM Hagae gocTyn 4o 3apas3 mae goctyn o KOpPUCTYyBaui Ta NpuBIfIENOBaHI
pecypcis, iHpopmauil Ta onepadin, NpuBINenoBaHoro obnikoBoro o0OniKoBi 3anNMcK CTaHOBNATb

3HAYHO GiNlbLUMK PU3UK, HIXK
HenpwueinenoBaHi ob6sikoBi
3anmcu/HenpuBinNenoBaHi
KOpUCTYyBaui.

SKI HeQOCTYNHI ANgA cTaHOAPTHUX 3anucy.
HenpueinenoBaHMx obnNiKoBUX

3anucis. NpuBinenoBaHi 06MiKoOBI

3annucu MoxyTb ByTn NoB’sA3aHi 3

ineHTuikatopammn nogen abo
© Fortinet Inc. All Rights Reserved. 32
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OavH cninbHUM O6NiKOBUMX 3anuc
agMiHicTpaTopa o3Ha4vae Bi4CYTHICTb
MOXXINUBOCTI ayauTy: Ail He MOXHa BiACTEXUTU
A0 KOHKPETHOI ocobw.

PiweHHA nondarae B Tomy, o6 MmaTtu Kinbka
obnikoBMX 3anuciB agMiHicTpaTopa,
NpuB’sa3aHnx 6esnocepeHbO 0O OKPEMMUX
oci0.

Po3noain o60B’A3KIB - HanKpalli MpakTUKu
Oe3nekn Ta cTaHgapTv nepeabayaroTb
BUKOPUCTaAHHSA ABOX 0OMiKOBMX 3anuciB Ans
KOXHOro agmiHictparopa. OgmH obnikoBui
3anunc KopucTtyBayva, oguMH obnikoBmn 3anunc
agMiHicTpatopa. Ha npakTtuui umm 4YacTto
HEXTYIOTb i Lie NpU3BoAUTb 40 BPa3fnBOCTI,
Hanpuknag nig Yac atak Ha nigBULLIEHHS
npuBineis.

PiweHHa PAM - oguH Habip obnikoBMx
3anucie, KM MOXXe BUKOPUCTOBYBAaTUCA
Kiflbkoma ocobamu, i ayanTu MOXYTb
Rights Reserved. — Bi[ICTEXUTW Ail Ta 3abe3ne4ynT Nig3BiTHICTb. 33




LLlo Take PAM?

Privileged Access
Management (PAM)

Le cTpaTteria kibepbeaneku,
Npu3HaveHa ans 3axucTy Ta
MOHITOPUHIY AOCTYNY A0 KPUTUYHO
BaXKMMBUX aKTUBIB, TAKNX KK
6paHamayepu, cepepu, OT abo
XMapHa iHppacTpykTypa. BoHa
rapaHTye, Lo N1e aBTOPU3OBaHI
KOPUCTYBaui MOXYTb BUKOHYBaTK
KOH(IOEHUIVHI 3aBOaHHSA, Taki K
KOHdpirypauisi Ta obcnyrosyBaHHS,
ogHo4yacHo 3anobiratoum
HeCcaHKL,iOHOBaHOMY AOCTYyny A0

KoHdiaeHUirHoT IHpopmau,l.

MoHiTOopuHr i 3anuc ceaHciB
AyaOnT cecit Ta MOXIIMBICTb
3aBepLuyBaTU CeCil B peXuMmi
peanbHOro Yyacy

KepyBaHHS npuBineMoBaHUM AOCTYNOM
o [ocTyn MalTb nuLle aBTopn3oBaHi KOPUCTYBaMi

© Fortinet Inc. All Rights Reserved.

KepyBaHHA npuBinenoBaHumu

obnikoBUMU gaHUMM
besneyHe 36epiraHHs 06nikoBMX
OAHHUX, aBTOMaTU4YHE CTBOPEHHS Ta
3MiHa napornis
34



OcHoBHUM (hyHKUioHan FortiPAM

Manage Account
Credentials

CxoBuLle oonikoBUX gaHUX

= KiHueBi kopucTyBadi He 3HatoTb | He BayaTb
obnikoBi AaHi

= 3MEHLLYE PU3NK BUTOKY ODMIKOBUX JAHUX

Zero Trust User
Access

TinbKu aBTOpPU3OBaHI
KOpPUCTYBa4i MOXYTb OTPpUMaTHU
AOCTYN A0 NeBHUX pecypciB

= HarmeHwwnin JocTyn Ha OCHOBI pOnemn.
(Standard User, Administrator, Custom)

= KOHTpOsb cekpeTHMX [03BONIB

= AOMiHICTpaTop BM3HAYa€e MosiTUKy Ta 403BOMN

lepapxiyHa cuctema 3aTBepAKEHHS

KoHTponb pu3nkoBaHUX KOMaHA

© Fortinet Inc. All Rights Reserved.
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Monitor Privileged
Activity

CnocTtepexeHHs 3a ceaHCOBOHO
aKTUBHICTIO

= MOHITOPUHI CNNCKY CeaHciB
= MOHITOPUHT «i3-3a CMHW» (KMBWUI 3aNuC)
= 3anuc ceaHcis

= AyaouT ceaHciB

MOHITOPMHI HaTUCKaHHA KNaBill, NOAIN MULL

Bigeosanuc
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FortiPAM ak Application Gateway

KomnoHeHTu FortiPAM

3ABE3MNEYEHHA IgeHTndikauii

KOpPUCTyBaya Ta CTaHy NpUCTPOIO

[e 3HaxoaAaTbCA KPUTUYHI cuctemun

[e 3Haxopatbca KOPUCTYBAMI

Azure
Actwe Directory

& 2 .
‘ a AH

Campus
Windows/Linux/Web Server

User Identity Policy Engine

O3 f/m@

6o

User Client
@ Firewalls/routers/switches
Home
FortiPAM
Application Gateway ‘
] Other critical systems
r 1 1
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KomMmnoHeHTU FortiPAM

O F::RATINET
() — FortiGate Netwaork Firewalls
Windows .
: : : FCT {E Linux
FortiPAM server (Virtual or Physical >
Appliance) = Windows
» FortiOS/FortiProxy platform and framework afean]n
* GUI v cisco
« Backend application oo
Mac
[\
- FortiPAM
FortiClient o—l'r FortiAuthenticator
» FortiVRS — Video Recording Service N .
384629 FortiToken
+ FOrtiTCS — ZTNA Service Caaeezy) Fort
* Web Extension (Chrome, Edge, Firefox) & @ _
«— FortiAnalyzer
Linux ;
g FortiPAM
User/Admin
== © Fortinet Inc. All Rights Reserved. 37



ZTNA pocTtyn 00 KPUTUYHUX aKTUBIB 3 FOortiPAM

[onaTtkoBa 6e3neka 3 FortiClient

N : r=81 o , @ -

Polic
. y () Windows/Linux/Web Server
v v
User FortiClient Firewalls/routers/switches
[ Other critical assets
MNMepeBaru
1 2 e * besnepepsHa nepesipka NpuBINENoOBaHOro
_ _ _ o KopucTyBa4va/npucTpoto
Validate Verify Device Application Encrypted « [epeBipka 6e3neky Ha HasIBHICTb 3MIOBMUCHOIO
Device User Posture Access Only nporpaMHoro 3abeaneyeHHs Ta nopyLueHs DLP
B peanbHOMY 4aci
* [NpunuHeHHA NiJo3pinnx ceaHcis
r 1 1
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MOHITOPUHT

Active
Sessions

Secret

Video

3apeecTpoBaHi KopucTyBaui

[MoTOYHI ceaHCH OO KPUTUYHUX
aKTuBIB

AKTMBHUIM nepernsag i3
MO>IUBICTIO 3aBEPLUEHHS
ceaHcy

[Mepernsg xXypHanis
BiJeo3anucis

BioTBopeHHs1 3anucis i3
CTOPIHKWN nepernagy XypHarnis
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ApxiTeKkTypa FortiPAM
'

Chrome
AreHT KOpucTyBa4ya gns Q g FEIRTINET,
nigKroYeHHs A0 WiNnbOBOro akTuBy ) Windows
?X FCT & Linux
Edg = Windows
. o NN
FortiPAM application @ v CcISco
» FortiOS/FortiProxy platform and framework Chrome = Fﬂ-
. GUI Q vee T 1T =l
» Backend application . 4L
Firefox .
FortiPAM
GF FortiAuthenticator
FortiClient @ — FortiToken
» FortiVRS - Video Recording Service Chrome ‘ © cloud
* FortiTCS — ZTNA Service Q, DL — C/ FortiAnalyzer
« Chrome, Edge, Firefox extension Firefox =%
FortiPAM
User/Admin
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‘= IiueH3yBaHHA

PRODUCT
Hardware
FortiPAM 1000G
FortiPAM 3000G
Virtual Machines

FortiPAM-VM

License Options

SKU

FPA-1000G
FPA-3000G

FC1-10-PAVUL-591-02-DD

FC2-10-PAVUL-591-02-DD

FC3-10-PAVUL-591-02-DD

FC4-10-PAVUL-591-02-DD

FC5-10-PAVUL-581-02-DD

FCE-10-PAVUL-581-02-DD

FortiPAM License Options

DESCRIPTION

FortiPAM-1000G Privileged Access Management server for up to 50 users.

FortiPAM-3000G Privileged Access Management for up to 100 users

Subscription for one FortiPAM Virtual Machine seat for between 5 to 9 users. Includes FortiClient VRS agent for FPAM. Includes 24/7
FortiCare support. HA requires additional license for an additional unit with the same user seats license on the backup unit.

Subscription for one FortiPAM Virtual Machine seat for between 10 to 24 users. Includes FortiClient VRS agent for FPAM. Includes 24/7
FortiCare support. HA requires additional license for an additional unit with the same user seats license on the backup unit.

Subscription for one FortiPAM Virtual Machine seat for between 25 to 49 users. Includes FortiClient VRS agent for FPAM. Includes 24/7
FortiCare support. HA requires additional license for an additional unit with the same user seats license on the backup unit.

Subscription for one FortiPAM Virtual Machine seat for between 50 to 99 users. Includes FortiClient VRS agent for FPAM. Includes 24/7
FortiCare support. HA requires additional license for an additional unit with the same user seats license on the backup unit.

Subscription for one FortiPAM Virtual Machine seat for between 100 to 249 users. Includes FortiClient VRS agent for FPAM. Includes 24/7
FortiCare support. HA requires additional license for an additional unit with the same user seats license on the backup unit.

Subscription for one FortiPAM Virtual Machine seat for 250 or more users. Includes FortiClient VRS agent for FPAM. Includes 24/7
FortiCare support. HA requires additional license for an additional unit with the same user seats license on the backup unit.

Licensed FortiClient with PAM function activated. This is the recommended deployment as additional SSL VPN, ZTNA, SS0MA functions
can also be activated. This uses the existing EMS licenses - no additional license required.

Dedicated unlicensed standalone FortiClient with PAM function which does not require EMS. This standalone FortiClient can not be
combined with other FCT standalone versions and can only be used for FortiPAM.

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-fortipam.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortipam.pdf
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FortiNAC




LLlo ctumyniroe BnpoBapxeHHA NAC?

3pOCTaHHSA KifIbKOCTi KOPUCTYBadiB, NPUCTPOIB, AaHUX Ta nNporpam

MignpuemcTBa BUTpayanu B cepeaHbomy 1,3 MinbmnoHa
ponapis CLLUA Ha BignoBigHiCTb A0 perynsiTopHUX BUMOT i,
SIK OMiKyeTbCSA, BknagyThb e 1,8 minboHa gonapis CLUA

!
IT Devices L.jd—o
Sl

3a ocTaHHI 5 pokiB KifbKiCTb
BiaAaneHUxX npauiBHUKIB 3pocna
Ha 44%, | BOHU CNPUYMHNIIN
nopyweHHs 6esneku B 20%

= opraHizaLiit

Remote users @

MpucTpoi 0T niggatoTbes B
cepegHbomy 5200 aTak Ha

Busaense, npodintoe Ta
BiCTEXYE KiHLIEBI TOYKMN
AyTeHTuikaLisa, aBTopmusawig
Ta KOHTPOSb AOCTYNy A0
Mepexi

MNoninweHHsa 6e3nekn

lll.”lﬂl” |
A"’.

. -

Digitization = Digital Transformation

MicALb
1\ B
Endpoints 7
Process optimization Profitability
AR
-.w © Fortinet Inc. All Rights Reserved.
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Business Innovation Revenue Growth
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3axMUCT yCbOro, Lo NigKN4YeHO A0 Mepexi

— = -B-V-I‘E"-V-I M—'—CII:-’ ————— BuasneHHsa Ta ineHTUdiKauis

KoHTOpOnb | . .
------------------- CermeHTauiqa, ayteHTUIKauia Ta aBTopm3sauis

Harnsg 3a KOXXHUM . PearyBaHHﬂ
BY3IOMBMepexXi === P e et e e e e e e - - - [leTekTyBaHHs, pearyBaHHS Ta 3HELLKOOKEHHS
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BusHauyeHHa FortiNAC

Zero Trust ong npucTpois

auns)

E | I \ r\ﬂﬁ &5: Iy Protect and Respond

Identify and Connect

Security Tools and Integration

Zero Trust for Devices

Access to Network Resources

C,

NOC

(@) 2 & —|lI

K
5

e

IT, 0T, loMT, OT

On-Prem
Apps & Services

Al
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3actocyBaHHSA FOrtiNAC

Zero Trust gnsa npucTpoiB

* HarmeHw npueinenosaHuin JocTtyn
* [lMHamivHi noniTukn gocTyny

IHBeHTapu3auis

« KoHconigoBaHa BUOAUMICTb
* KomnnekcHe nokpuTTS

PeecTtpauis

* BYOD npwuctpoi
* Pi3Hi TN KOpuCTyBaviB
» Captive Portal

MikpocermeHTauif

* [paHynboBaHa
* [NuHamivHa
* KoHTekcTHa

ABTOMaTM3auUiA npoueciB

* BukoHaHHs nonituku
* CTpumMmyBaHHS 3arposu
+ 3miHa gosBony

BignoBigHicTb A0 BUMOr OpkecTpauis
» OuiHka pu3sukis » Threat Intelligence insights
*© Ayautu « Service automation
IT/OT Convergence + Notification systems
» OT visibility

» Centralized management

Al
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q)yH Kl-l.iOHaJ'l FOrti NAC Zero Trust ana npucTpoiB

* HanmeHwWw npusinenoBaHnm gocTtyn
*  [nHamivHi NnoniTMkn goctyny

0 =

IHBeHTapu3auis

» KoHconigoBaHa BUOUMICTb
» KomnnekcHe NokputTA

MikpocermeHTauisn

* [paHynboBaHa
* [NuHamiyHa
* KoHTekcTHa

BignoBigHicTb A0 BUMoOTr

» OuiHka pu3sukis ‘V'ﬁ

* Ayantn

© Fortinet Inc. All Rights Reserved.

PeecTtpauin

+ BYOD npucTtpoi

* PisHi TMNn KopucTyBayiB

» Captive Portal
ABTOMaTM3auia npoueciB
* BUWKOHaHHSA NoMiTUKM

» CTpumyBaHHSA 3arpo3u

» 3miHa gosBony

OpkecTpauis

« Cratuctuka Ta aHanis 3arpos
« ABTOMaTM3aLia 3axucTy
* OnosilleHHsA

a7



FortiINAC iHTerpaudia 3 Fortinet Security Fabric

o
@
:

@ x| | @ x | &

_______________________________

e e e e e e e =

Buaoumictb mepexi, Buoumictb Mmepexi, PeecTpaLis 3BITHICTb PearyBaHHA Ha
KOHirypauis,npu3HadyeHHs KOHPirypaLjist, (pU3HaYeHH [MpwucTpoiB 3 IHUMAEHTU
VLAN a VLAN FortiCleint

—— © Fortinet Inc. All Rights Reserved. 48




MigTpmka obnagHaHHA iHLWWUX BUPOOHUKIB

FortiNAC

Protocols:
SNMP CLI RADIUS Syslog APl LDAP DHCP MDM

Switch Router Access Point Firewall SIEM IDS/IPS

CymicHicTb 3 GinblicTiO MepexeBoi iH(ppaCTPYKTYpu KOpnopaTuBHOIo Krnacy

Al
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MigTpuMkKa mepexeBoro obnagHaHHA

OxonneHi BUpOBHUKN CTAHOBNATb ~75% YaCTKN MEePEXEBOro PUHKY

[
Meraki

H3C

e ’

I= Extreme’

Customer-Driven Networking

Iy
aruba Cisco

a Hewlett Packard
Enterprise company

9 5 * Networking « Security 2 43 2 * Switches, APs, Controllers,
e Carrier e Industrial + Data Center, Enterprise, SMB
. ~ + Modular, 1U, Ruggedized
Bupo6HukiB Mopenen 29

- © Fortinet Inc. All Rights Reserved. 50



ABTOMaTU3aLifA 6e3neku

= bmce

>

servicenow

[

Log to SIEM
< \/

uoIoY
Q
%,
%

splunk>

FortiGate

Visibility

~

TRUSTED

51

r 1 1
- © Fortinet Inc. All Rights Reserved.



[MpodintoBaHHA NPUCTPOIO

LLIBnaKo, TO4HO | be3nepepBHO

21 meTtopq npodpintoBaHHs (10 nacmBHuX i 11 akTUBHKX)

[MpaBuna CTBOPOKTLCA HAa OCHOBI MeToAIB NPOQifItoBaHHA Ta BUKOPUCTOBYHOTLCA AS1S OLIHKN BUABIEHNX
NPUCTPOIB

[MpaBuna MoXHa paHXXyBaTu B NOCIAOBHOCTI, a iHbopMaLia Npo NPUCTPIN MICTUTb NepexpecHi MOCUNaHHS.

Konu I'IpI/ICTpO'I. BiANOBIgaTb npaBusiamMm, TO BCTaHOBJTIOKOTbCAH anI/I6yTI/I, Harnpwukrag Tun npucTporo, poJsib,
rpyna ToLO.

Passive Methods Action Methods
» DHCP Fingerprinting » Active
» FortiGate » HTTP/HTTPS
» FortiGuard » ONVIF
» |IP Range >  Script
» Location » SNMP
» Network Traffic » SSH
» Passive > TCP
» Persistent Agent > Telnet
» RADIUS Request » UDP
» Vendor OUI >  WInRM
» Windows Profile

© Fortinet Inc. All Rights Reserved. 52



FortiINAC npuknagu poootu

Continuous Device Profiling

. . ©® -

1. Printer connected 2. MAC notification trap 3. FortiNAC Profiles device 4. FortiNAC allows quick
to network triggers FortiNAC as printer and provide deployment through Fabric
auto port configuration and Printer-type access
to network

Containment of Lateral Threats at Edge
%
| = = =

1. Infected endpoint contacts 2. FGT detects and sends 3. FortiNAC quarantines 4. Virus contained
C&C or downloads a event to FortiNAC the device at access at switch node
malware layer

Al
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KoMnoHeHTU pilleHHS

® ORI\

Appliance License Services and Support
Hardware or VM (most popular) Subscription or Perpetual
- Control / Application « 3 Tiers (Base, Plus, Pro) * FortiCare

- Manager (concurrent license » Concurrent Endpoints * Professional Services
coordination) (100- 50K)

@ vmware KV VI

i v Sphere

== |“-|yperV aWS
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JliueH3yBaHHSA

Hardware Server Sizing

Hardware Server Type Target Environment Capacity’
Ap p|ia nce FortiNAC-CA-500F Standalone Appliance Small Environments Wanages up to 5000 ports in the

(Integrated Control Server and network
Application Server)

FortiNAC-CA-800F High Performance Control and Medium Environments Manages up to 15 000 ports in
Application Server the network

FortiNAC-CA-700F Ultra High Performance Control Large Environments with few Manages up to 25 000 ports in
and Application Server Persistent Agents the network

FortiNAC-M-550F Management Appliance Multi-site environments with Can manage up 1o 50 CA
(Provides centralized multiple appliances servers with latencies up to
management when multiple 600ms in lab environment

appliances are deployed)

1 Ports in the network = total number of switch ports + maximum number of concurrent wireless connections. FortiNAC sizes the appliance
capacity based on total port counts not total number of devices.

VM Server Resource Sizing

Ports in the Target vCPU  Memory Disk
seeees VM 0S SKU Network’ Environment CPU Reference Qty? (GB) (GB)
’ o Up to 5 000 Small Intel Xeon E-2278 GE 3.3 GHz 8C/16T 8 16 100
Virtual FNC-CAX-VM  Up to 15 000 Medium  AMD Milan EPYC 7413 2.65 GHz 24C/48T 24 32 100
FortiNAC-0S Up to 25 000 Large AMD Milan EPYC 7543P 2.8 GHz 32C/64T 3z 96 100
FNC-MX-VM  Up 1050 CA Large AMD Milan EPYC 7413 2.65 GHz 24C/48T 24 32 100

Servers

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortinac.pdf
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PiBHI niueH3yBaHHA FOrtiNAC

Visibility

Automation/Control

Incident Response

Integrations

Reporting Customizable Reports

MNetwork

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/og-fortinac.pdf

Rogue Identification

Device Profiling and Classification

Enhanced Visibility

Anomaly Detection

MDM Integration

Persistent Agent

Captive Portal

Network Access Policies

loT Onboarding with Sponsor

Rogue Device Detection and
Restriction

Firewall Segmentation

MAC Address Bypass

Full RADIUS (EAP)

Guest Management

Endpoint Compliance

Web and Firewall Single Sign-on

Event Correlation

Alert Criticality and Routing

Guided Triage Workflows

BASE

MNetwork Discovery

©OEOE

PLUS

© OO

© Fortinet Inc. All Rights Reserved.
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Yomy Hawi 3amMOBHUKU obuparoTb Fortinet IAM
HaginHun napTHep 3apas i B ManbyTHEOMY

) )

KoMnnekcHe pilleHHS LleHTpani3auis Zero Trust

= KomnnekcHe pieHHs IAM = [pocTta i MacwTaboBaHa apxiTekTypa = Zero trust 6e3neka igeHTuikauii
(ayteHTUdikauig, MFA, SSO, PAM) KOpUCTyBaya 3 HarMeHLU NpUBINienoBaHoO
ayTeHTuiKauiero ONna KOHTPONK 4OCTyny

= O6’egHaHHg ineHTudikauii sk 3

= |HTerpoBaHe y Fortinet Security Fabric nokasrbHUX, Tak i 3 XMapHUX mKepen ) :
. e . . AN BCIX KOPUCTYBaYiB, BKNHOYao4m
AK [hrepeno iaeHTudikaui = LleHTpanizoBaHe ynpasniHHs Ta NPUBINE0BAHNX.
= [lpocTOoTa BUKOPUCTaHHSA 3a JOMNOMOIOH niLeH3yBaHHA. An o e
= AfanTuBHa Ta HaginHa ayTeHTUdgikauis,
SSO Ta noptany camoobcnyroByBaHHs = YKOAHWX NPUXOBAHNX BUTPAT Ha R S e
. EKOCI./ICTe.Ma Fortinet, aka possonse A0AaTKOBI AOYHKLII 3axMLLAE Bif KPaaiKK1 Naporis, coLianbHOi
opraHisauiam BNpoBasbkyBaTh iHHoBaLlii = MHyuKi BapiaHTV1 POSrOPTaHHS — iHXeHepii Ta ilumH-aTak
38 AOMOMOTOI0 TEXHOTIONM npucTpoi, VM, xvmapa = [TpocTun i NerkMm y NOBTOPHOMY

BUKopuctaHHi TokeH OTP Ha pi3HuX
nnatgopmax (iI0S, Android)

Al
- © Fortinet Inc. All Rights Reserved.




F:=RTINET



	Default Section
	Slide 1: IAM.  Оркестрація доступу від принтерів та співробітників до підрядників.
	Slide 2: ЗМІСТ
	Slide 3: IAM рішення від Fortinet
	Slide 4
	Slide 5: Комплексний підхід до безпеки
	Slide 6: Уніфікований агент - FortiClient
	Slide 7: Тренди ідентифікації
	Slide 8: Виклики ідентифікації
	Slide 9: Визначення Zero Trust
	Slide 10: Концепт Zero Trust    
	Slide 11: Zero Trust Access – ідентифікація користувачів
	Slide 12: Zero Trust Access - забезпечення ідентифікації користувача
	Slide 13: FortiAuthenticator
	Slide 14: FortiAuthenticator
	Slide 15: Приклади
	Slide 16: Апаратні моделі
	Slide 17: VM Series
	Slide 18: SSO Mobility Agent
	Slide 19:  Ліцензування FortiAuthenticator SSO Mobility Agent
	Slide 20: FortiToken
	Slide 21
	Slide 23: FortiAuthenticator Windows Agent
	Slide 24: FortiToken Cloud: MFA як сервіс
	Slide 25
	Slide 26: FortiTrust ID
	Slide 27: FortiTrust ID
	Slide 28
	Slide 29: FAC Cloud – відcутній функціонл в порівнянні з On-Prem FAC
	Slide 30: Ліцензування
	Slide 31: FortiPAM
	Slide 32: Privileged Access
	Slide 33
	Slide 34: Що таке PAM?
	Slide 35: Основний функціонал FortiPAM
	Slide 36: FortiPAM як Application Gateway
	Slide 37: Компоненти FortiPAM
	Slide 38: ZTNA доступ до критичних активів з FortiPAM
	Slide 39: Моніторинг
	Slide 40: Архітектура FortiPAM
	Slide 41: Ліцензування
	Slide 42: FortiNAC
	Slide 43: Що стимулює впровадження NAC?
	Slide 44
	Slide 45: Визначення FortiNAC
	Slide 46: Застосування FortiNAC
	Slide 47: Функціонал FortiNAC
	Slide 48: FortiNAC інтеграція з Fortinet Security Fabric
	Slide 49: Підтримка обладнання інших виробників
	Slide 50
	Slide 51: Автоматизація безпеки
	Slide 52: Профілювання пристрою Швидко, точно і безперервно
	Slide 53: FortiNAC приклади роботи
	Slide 54: Компоненти рішення
	Slide 55: Ліцензування
	Slide 56: Рівні ліцензування FortiNAC
	Slide 57: Підсумки
	Slide 58: Чому наші замовники обирають Fortinet IAM
	Slide 59


