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FortiADC — wBMAKICTD,
AOOCTYMNHICTb Ta 6e3neka

EaﬂaHCyBaHHFl HaBaHTaXXEeHHS Ta NOro 3MEHLLUEHHS Ha cepBepun
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https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiADC.pdf

OcHOoBM po3noAifieHHA HaBaHTaXXeHHSA

1. Anroputm 6anaHcyBaHHA
2. [lpuB'a3ka cecin ao cepsepy/[L

3. ['lepeBipKka npaue3gaTHOCTI cepBicy



FortiADC SSL Proxy

PoswundpoBka SSL-Tpadciky

 [ligTpumMka BCix pexumis po3roptaHHa (npo3opuin L2-L3 i Proxy) ortADG sabesmoaye N
MiaTpymka Aekinbkox SSL-cepTudikatiB (DHE, RSA, EC) i Bepciit SSL (TLS 1.3)  posomy 3 wucppyearmsm |

ma po3nodinse

* PosBaHTaxeHHs FortiGate abo aHanoriyHMx NpuUcTpoiB Qe

SSL Offload

* MeHLWe HaBaHTa)XXeHHA Ha cepBepu = LWIBUALLI cepBicK
« AnapaTHa poswmndgposBka 3 BukopuctaHHam ASIC

e Tl IOTPUMKa HSM e v FortiGate npautoroms 3
o po3uwughposaHum mpaghikom

(IPS, DLP, UTM)

CepBicu 6e3 360IB + 06crnyroByBaHHs B Oi3HeC 4yac
Pobota bisHecy 24x7 M

« 3MmiHa macwTaby cepsicis

|[H)XKeHepu NpauooTb B poboynn yac ©

© Fortinet Inc. All Rights Reserved. 14



[3epkanoBaHHA po3wndppoBaHOro Tpadiky

HTTP/S & TCP/S
AO3EPKAJTFOBAHHA

A

MOXIMBOCTI

= [13epkantoBanHs HTTP/S 1a TCP/S
Tpacdpiky Ha BUAineHnn iHtepdenc
= [MigTpumka IPv4 Ta IPv6

PE3YNbTATU
= BuaineHun npucTpin ana pobotn 3 SSL

= Bignpaska AaHvx Ha aHaniTMyHi NPUCTPOI

= EKOHOMIS! Ha NpuCTposi 6e3nekn Ta
nokpalLeHa 6esneka

FortiADC

banaHcye Tpadik, npautoe 3
WwndpyBaHHAM i BignpaBnsae
po3swmngpoBaHy Konito aAnsa aHanisy

HTTP/unctun
LwmncppoBaHun

HelumdpoBaHun

FortiGate

Llykae 3arposu B pexumi
CHidhepy
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FortiIADC B getansix

dopmdakTopm Ta niLeH3yBaHHS
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[Tybnikauis gogaTtkis 3 Fortinet

BanaHcyBaHHS cepBicy MaclwTtab IHTerpauiq 3
ABTOMaTM3aLis NMpoAyKTUBHICTDb Fortinet Fabric
00
[@=] 6

AuHamiyHa nybnikauyis
cepsiciB

PoGota 3 wudpoBaHmm Tpacpikom Aii Ha OCHOBI MeTpuUK

Bucoka BanaHcyBaHHSA
WwBMAKoAis FortiGate

Auto-scaling cepsicy

GLSB B napy knikiB

ABTOMaTun3auin cepBicy

MNMokpaweHHa pob6oTa cepBiciB B

Pi3Hi popmdakTopm SD-WAN

AN
onTuUmisauin

“Always-on” MokpalueHun

Be3nepepBHICTbL
Security QoE it
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dopm dakTopu

Baxxaemo NOBHUN KOHTPOJIb Baxaemo rotoBumn cepsic
PiweHHa ana opradisadin, Ski BiagatoTb nepesary NOBHOMY KOHTPOSKO Ta YNpasiHHIO Hag, PiweHHa ansa opraHizauin, akum
ADC noTpideH GSLB sk roToBui cepsic
= >
Mpuctpoi BipTyanbHi MawivHun Xmapa GSLB SaaS
= Bin 3Gbps mo 250Gbps = 6 VM mopenei "5 _Moﬂe”ev' = 3a iHdbpacTpykTypy Bignosigae Fortinet
= AnapartHi ASICs - NiueHayBaHHs Ha ocHosi VCPU  * liaTpumka BYOL/PAYG - NMiueHsyBaHHs Ha ocHosi QPS Ta
- Migrpumka 100GE = Mignncka = [OTOBI LWABGIOHN PO3ropTaHHSA Health-Checks
= banaHcyBaHHA ang cepsiciB Ta VPN
vmware == ypery aws /e
F::RTINET _ TP
CiTRIX .
TR rver ~KVM ) Google Cloud
cLoUD c_J
Alibaba Cloud
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FortiGuard Services ansa FortiADC S

FORTIGUARD.

& & W W

WAF Security IP AHTHMBIpYC Ta IPS FortiSandbox Credential Web
Service Reputation - Scan file uploads Cloud stuffing Defense Filtering
 Application layer * Protection for - Regular and * FortiSandbox * Identifies login * Manage SSL FP
signatures automated attacks extended AV hosted by Fortinet attempts using scanning
* Web Application zggr?eeg'c'ous databases * Subscription-based ?rtgrls?lgrr:gg:'sals exceptions
signature to prevent o - Protect the network - No separate Sources - _Enable/_dlsable SSL
any web attack » DDoS, Phishing, against exploitable sandbox required _ inspection by
Botnet, Spam, vulnerabilities * Automatic updates category

Anonymous proxies
and infected
sources

* Prevents unwanted * Automatic updates
access and defends
against data
breaches

STANDARD BUNDLE

ADVANCED BUNDLE
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FortiGSLB Cloud

Internet of Things
IT & Management Tools
Media

Microsoft Entra Identity

Bring your own license

Get it now D

4
]
(4]
\
) )
 AWS, Azure, GCP Ta OCI
1Y) . 1Y) . e
« HawnnonynspHiwun sBapiaHT B YKpaiHn - BYOL
] 3 https://console.cloud.google.com/marketplace/browse?_ga=2.117101570.565315682.1698848539-15... A ¥ o 8 m = o B
i‘: Start your Free Trial with $300 in credit. Don't worry—you won't be charged if you run out of credits. Learn more [2 DISMISS m
= Go g|€ Cloud & G ) https://azuremarketplace.microsoft.com/en-us/marketplace/apps?search=fortiadc&page=1 aQ A % @ 3 i) V= ll’g B
i
= Microsoft | Azure Marketplace More v Search Marketplace pe More v Q? @
¥ Marketplace |
Browse apps Trials Operating System Publisher Daaectlodol Mom e T
Al o | [ an o | [ an &< O (5 https://aws.amazon.com/marketplace/search/results?searchTerms=fortiadc A Yy o 8 m = Yo B
Get Started
(8 Marketplace home 61 Getstarte
Al + Machine Learning aws marketplace Q fortiadc X Signin or Create a new account
% Your products Reset filters N—
Analytics
Blockchai All results About v Categories » Delivery Methods v Solutions v AWSI1Q v Resources v Your Saved List
% Your orders ockehain
Compute Become a Channel Partner  Sell in AWS Marketplace = Amazon Web Services Home  Help
Contail N
= Filter Type to filter ontamers [[J Amazon Machine Image (6) ] ®
Databases Fortinet FortADC (] Professional Services (3)
Developer Tools Application Delivery... v Publisher fortiadc (9 results) showing 1-9 Sort By: Relevance v
By Fortinet
DevO; ) .
s Multi-Service Application [J Fortinet Inc. (6) s - —
Identity (DLZ‘\*’\EEZ’_g;”&f;‘z:ﬁ;“ﬁifuSEI [ Exaprobe (1) and intelligent acceleration and...
Integration Auth [J Joy Comm (1)

) KINMAX TECHNOLOGY INC. (1) -
F:RTINET. Fortinet FortiADC-VM Application Delivery Controller (BYOL)

By Fortinet Inc. | Ver FortiADC 7.2.0

¥ Pricing model
[} Upfront Commitment (8)
[[] Usage Based (5)
[J Bring Your Own License (1)

10 external reviews

Advanced Application Delivery Controller for AWS. FortiADC Application Delivery
Controllers (ADC) provides application availability, web optimization, and application
security (WAF). The FortiADC family of physical and virtual appliances delivers fast, secure
and intelligent acceleration and...

Operating system
[J » All Linux/Unix
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https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortigslb.pdf

FortiGSLB Cloud sik CepBic

6

C=-2) FortiCloud

AS

©)

&

SET

@ (3)  https://support.fortinet.com/asset/#/dashboard

Dashboard

Products

Marketplace

Account Services

MANAGEMENT

% Services

v @ Support ¥

-~

A Asset Management

62
)

59D H

FortiFlex

FortiClient EMS Cloud
FortiManager Cloud
FortiLAN Cloud

FortiExtender Cloud

DDDD

IAM

FortiGate Cloud
FortiAnalyzer Cloud
FortiSOAR Cloud
FortiSIEM Cloud

250D HDHADHDH DD

FortiMail
FortiMonitor
FortiSASE
FortiZTP (Beta)
FortiSandbox Cloud
FortiVoice
FortiCASB
FortiPresence
FortiDAST
FortiTrustlD
FortiGate CNF
FortilPAM
OC-VPN Portal

Managed FortiGate

Show Less

= 3 M

ytaran@fo

&> SOCaas

&Y FortiConverter
(@ FortiWeb Cloud
C/:,‘B FortiRecon

@ FortiToken Cloud

& FortiCNP i

(> FortiGSLB

gip? FortiPhish
@ FortiDevSec
C:b FortiCamera Cloud (Beta)
(= FortiCare Elite (Beta)
¢&> Fortilnsight

@ Overlay as a Service
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FortiGSLB Cloud WebUI

3abesneyvye MOHITOPUHT Yy peanibHOMY Yaci Ta iCTOPUYHI OaHi d .
DNS-Tpadiky

mmmmm

sssss

MpocToTa Ta WBMAKICTD! ) 2%
» LBnAke nigkntoYeHHs |
» [oTtoBe ans xonguHris abo xx MSP :
» [pocTwit iHTepdeiic .= ' )
» KoHTponb niueHsii I — '
» |H(POPMALTUBHUIA TONOBHUI eKpaH 8 T-ug
» MOHITOPUHr cepsiciB
» |lcTopuyHi gaHi DNS 3anuTis
» B6ynosaHa 6a3a Geo-IP _ —
» [ligTpumka « GSLB B 0gMH KITiK» ()

B
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Bbe3neka B FortiIADC

BOynoBaHa B pilLieHHS




FortiWeb (3 nonepeAaHix cepiun)
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Web Application Firewall

& @
\\

banaHcyBanbHUK
B pamkax AL

FortiWeb
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FortiADC

n»
ﬁo’l )
¢

banaHcyBanbHUK B
pamkax AU Ta mix AL Web Application Firewall

FortiIADC
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FortiIADC Security Features

Credential
Stuffing Geo-IP

Defense Protection

Automation DDoS App.

Stiches Protection Security
SANDBOX
IP

Reputation

== © Fortinet Inc. All Rights Reserved. 28



Web Application Firewall

OWASP Top 10 Protection

SQLIi/XSS Protection, Web Scraping, Brute Force, Web
Defacement, CSRF Protection

Web Protocol Input
Attack Validation [j Validation

. ) File Restriction,
SI g n at u res HTTP/S, URL Protection Hidden Files

Web
Vulnerability
Scanner

APl Sensitive
Protection Data
Neonamtias il Protection
validation. OpenAPI

validation Cookie Security, DLP

Security
Fabric
Integration

FortiSandbox &
FortiGate

Bot
Detection

© Fortinet Inc. All Rights Reserved.




I[HTerpauis Ta WBMAKUN 3anyCK

YacTtnHa Security Fabric




IHTerpauisa 3 IHWMMU KOMMOHEHTaMM

& O () https://fortiadc.fortidemo.com/ui/#navigate/Config/fabric/fabric_connectors Q A 9 {3 M = o @ -

HA: Standalone  V7.2.1Buildo220~ Q ® ® &demo-

# FortiADC FortiADC-VM
@ Dashboard >
| XX Security Fabric ~

Automation

Fabric Connectors IEI

External Connectors

& FortiView >
& System >
*% Shared Resources >
4 Network >
Server Load Balance >
% Link Load Balance >
@ Global Load Balance b

& Web Application Firewall >

U Network Security 5
& DoS Protection >
& User Authentication >
dl | og & Report >
amn

pts | @osit

FortiADCManager

172.30.72.123 o

S

A
Other Fortinet Products
s -
(n ﬁ
= (2
FortiSandbox FortiGSLB
ggenard@fortinet.com Qo Not Assigned (4]
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IHTerpauifl 3 IHLULUMU KOMMOHEHTaMM

2.2 FortiADC FortiADC-VM HA: Standalone V7.21Buildo220~ Q >~ ® @ & demo-~
@ Dashboard > | New Fabric Connector
| ¥X Security Fabric ~

Core Network Security
Automation

Fabric Connectors

External Connectors

e FortiView >
& System 5 FortiClient
EMS

*$ Shared Resources ’ Other Fortinet Products
4 Network >

Server Load Balance >

% Link Load Balance >

@ Global Load Balance >

FortiSIEM FortiAnalyzer
& Web Application Firewall >

U Network Security >
Return
&5 DoS Protection >
& User Authentication >
Al | og & Report >
amn . .
-mw © Fortinet Inc. All Rights Reserved. 32



IHTerpauifl 3 IHLULUMU KOMMOHEHTaMM

< O (3)  https://fortiadc.fortidemo.com/ui/#navigate/Config/fabric/external_connectors Q A 2 % il v= ll’Q %
HA: Standalone V721Buildo220~ Q >~ ®© @ & demo~
@ Dashboard > L a
I X Security Fabric ~ | PublicSDN
Automation

Fabric Connectors

External Connectors

& FortiView 4 AmazonWeb  Oracle Cloud

& System N Services (AWS)  Infrastructure
(ocI)

*% Shared Resources > Private SDN

& Network >

& Server Load Balance >

S Link Load Balance

®
q

@ Global Load Balance > Cubernetes Splunk oap
& Web Application Firewall > AT e
U Network Security >
&5 DoS Protection >
& User Authentication > GE
4l Log &Report ’ FortiAuthenticator
(FAC)
Threat Feeds
IP Address
i © Fortinet Inc. All Rights Reserved. | 33



HanposnoBcrogXeHiwa aBTomaTmnsauia 3 FortiGate

= FortiADC petektye |IP wo aTtakye gogatok (SQLi, XSS Touwo);

= 3a gonomoroto asTomartmnaauia FortiADC gae komaHagy FortiGate 3abnokysatu IP;

= lLkianmeuu IP GnokyeTbca nepumeTpanbHUM NpucTpoem anga ekoHomil pecypci FortiADC/FortiWeb

ana L7 3apav;

New Automation Stitch

Name | IPfBanned|

Status Enable

Trigger
Period Block IP

Fetch FortiADC Source IP addresses from Period Block list
Action

= ® ®

Syslog SNMP Tra

Webhook FortiGate IP Ban

(&) @p gl

© Fortinet Inc. All Rights Reserved. 34




Ckpuntun

< O (3)  https://fortiadc.fortidemo.com/ui/#navigate/Config/slb/scripting Q A ¥ S m & ~_1/° %
273 FortiADC FortiADG-VM HA: Standalone VZ2.1Buildo220~ Q >~ ©® @ & demo~
@ Dashboard > HTTP
SX Security Fabric > Name HTTP_DATA_FIND_REMOVE_REPLACE_DEMO
- 1 when HTTP_REQUEST{
™ _
FortiView ’ 2 --HTTP:cecllect command can be used in both HTTP_REQUEST “
o System N 3 --and HTTP_RESPONSE events
4 --size is optional, otherwise, it will collect up to the full length
4 Shared Resources N 5 --or when 1.25M is reached
6
4 Network > 7 t={}
3 t["size"] = 1@8;
Server Load Balance v 9 HTTP:collect(t)
1@
Virtual Server 11 when HTTP_DATA_REQUEST{
N 12
wiilm il iaes 13 --check the size of the content
Application Optimization 14 t={}; , ,
15 t["operation”]="size";
Real Server Pool 16 sz=HTTP:payload(t);
18
SSL-FPR 19 --find a string or a regular expression in the buffered data
3 EmallleEs 28 --offset, size and scope are optional, if scope is missing, "all" is assumed
. 21 t={};
% Link Load Balance > 22 t["operation”]="Find"; \s
@ Global Load Balance >
¥ Web Application Firewall >
Cancel
U Network Security >
& DoS Protection >
& User Authentication 5
lml | og & Report >
=-= . .
0= © Fortinet Inc. All Rights Reserved. 35



BCHOBKU

« BanaHcyBanbHUK ona Oyab SkMx 3agad

» MpuwsunaLlye poboTy cepsicis 6e3 ix
3MIHM Ta 3MEHLUY€E HaBaHTaXXeHHS

« 3abe3rneyvye be3neKky cepsiciB
* HagaBHICTb aHTUBIpYCY Ang goaunnis

* [lpocTta aBTOMaTu3auis
o CKpuUNTK ANsl HECTAaHOAPTHUX 3aaad
« dopm dhakTopn Ha Byab KUK cMak
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BupiweHHa npobnemn OOCTYNHOCTI Ta LWWBMAKOAII cepBicCIB
a HE TiNbKn 6e3neku

F:=RTINET.

ons 6i3Hecy | iIHXeHepiB
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