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https://www.fortinet.com/products/next-generation-firewall
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiddos.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiADC.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiAuthenticator.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortitoken.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortigslb.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiMail.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiWeb.pdf
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1,5+ poKu KibepBiUHU

FortiGuard 1H 2023 “

B nonepegHix 3BiTax MM TOBOPUAM NPO BIPYCU AKi
cTupatoTb iHpopmauito (wiper malware). Mik aKTUMBHOCTI

== TN UMX BKpah [EeCTPYKTUBHUX aTak CchnocTrepiraimca Ha
scr 125

no4yaTky 2022 B OCHOBHOMY Y 3B'A3Li 3 BiMHOIO 3 POCIElO.

Npyna Turla (pocincbKi KiGepwnuryHu) HaneBHO €
oAHiclo 3 HaupgocBigyeHiwuMx rpyn B cBiTi. BoHu
npautotoTb Nig 6aratbMa ncesgoHiMamu (Snake, Venomous
Bear, and Blur Python, ToLLo) BXe napy AecsTKiB pokiB. Ix
noB'A3yl0Tb 3 Oinbw  HiX 45 cneuianisoBaHnx arak
HarnpaslieHNX Ha OepXXaBHi YCTaHOBWU, Mefia, eHepreTu4Hum
CEeKTop Ta MoconbCTBa NO BCbOMY CBiTY. BoHwu pgocdranu
ycrnixy B CBOIM [LiANbHOCTI Ta Nuwanucb HenomMivyeHUMu
poOKaMn HaBiTb B BUCOKOKOHTPOSIbOBaAHUX CcepenoBuLLax.
Global Threat Landscape Report [1lin yac HoBOro ertany BiNHM MW He OynNu 3OUBOBaHI
A Semiannual Report by FortiGuard Labs 3POCTaHHAM aKTUBHOCTI Ll,iG-I- rpynu.

FiERTINET

—FortiGuard Labs Global Threat
Landscape Report, 1H 2023 © Fortinet Inc. All Rights Reserved. 7
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FortiWeb - 3axucT Bed goaaTtkiB

CTncno npo HanBaXknmeille




EBonouisa Ha3BU

Web Application
and
API Firewall

——— © Fortinet Inc. All Rights Reserved. 10




WAF+ Beb 6anaHcyBaribHUK
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FortiWeb
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https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiADC.pdf
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OcCHOBHI cueHapii BukopmuctaHHa FortiWeb

3axucTt Beb gogatkis 1. 3axucT Beb nopatkis 3. Bumora perynsaTtopa

Bumoru perynsitopis wopao 3axucty, Hanpvknag, PCI

3 in OWASP top 10 i i i
axwucT BiA op 10 i iHWKMX BiAOMMX 3arpo3 DSS ta GDPR.

O6o0B'sA3KOBI CTaHAAPTU OO BUMKOHAHHA abo

ML ona BusBneHHA aHoManivn :
Best practice

2. Bbor/DDoS 3axucTt 4. 3axuct API

BrnokyBaHHs aBToMaTn3oBaHOI akTuBHOCTI (DOS,
CKaHyBaHHS Bpa3nMBOCTEN, aBToOMaTn3aLisi B3riomy,
36ip gaHwuXx).

3axucT koMyHikauin B2B Ta MOGinbHUX AoAaTKiB.

. . ML ansa aHani3y Ta 3axucty APl oco6nueo B
ML ansa noBeAiHKOBOro aHanisy

pa3i BiacyTHOCTi AOKYMeHTauil

5. KomnoHeHT SOC

WAF € ogHuUmM 3 koMnoHeHTOM SOC ang 3axucTty Beb
NPOTOKOMY AKUA HEMAE YMM 3aMiHUTK AN NOBHOI KAPTUHU

FO rt | Web B KOMMIEKCHI 6e3nedi

BukopucrtoByuTe BCi iIHCTpyMEeHTHU i 3BepTanTe

yBary TiNnbK1 Ha HanBaXxnuBilue

Al 5 .
m = © Fortinet Inc. All Rights Reserved. 13



Bbe3neka Beb noaartkiB

IHTepHeT

Appliance

.........

Q FortiwWeb

Cloud
Container
e e ke
Beb cepeepu

N4

& B g @

Machine Learning
Anomaly Detection

24/7FortiCare

IP Reputation

Cloud Sandbox

Antivirus

Credential Stuffing

Fortiweb Security
Service

O

1. be3neka BebO gpopaTtkiB

3axucTt Big Ton-10 OWASP T1a iHWKuX BiAgOMMX Ta HEBIOOMUX
3arpos

ML onsi BUsSiBNeHHs1 aHoMarniun

« 3axucT Big Bigomux 3arpo3 novmHaroun 3 OWASP Top 10
» [loBeniHkOBMI aHani3 a4ns 3axucTy Big zero-day

* ML gonomarae BusiBUTU ronoBHE | HE BiABOMIKaTUCh Ha
HEKPUTUYHI aTakn 6oTiB 24/7

© Fortinet Inc. All Rights Reserved. 14



Bot Defense

IHTepHeT

@
Appliance @

.........

Q FortiwWeb

Cloud
Container
e e ke
Beb cepeepu

3axucT Bif

ooTiB

IP Reputation
CurHatypu
Moporosi 3Ha4YeHHS

AHania gin knaeiatypu
Ta MuLLi

MepexonneHHi 60TiB

Machine Learning

2. bort 3axucT

Bnokyinte Becb CnekTp WKIiANMBOT aKTUBHOCTI B6OTIB (diLLmHT,
DDoS, ckaHyBaHHS TOLLO).

ML ansa BusABNeHHs 60TiB

» brokye wkignmemx 60TiB, He BGrOKyH4YN KOPUCTYBaYIB i HE
BTPYYaKUMCh Y OiANbHICTb «rapHMX» BOTIB (NOLUYKOBI
cucTeMNn);

* 3MeHLWeHHs HebaxxaHoro BnnmBy 6e3nekn Ha KopuUcTyBauiB,
Hanpuknag, 6bnokyeBaHHs 4Yn ReCaptcha

© Fortinet Inc. All Rights Reserved. 15



Regulatory Compliance

Appliance

.........

Cloud

Container

IHTepHeT

FortiwWeb

Beb cepeepu

% Perynatop

BukoHaHHA BUMOT

- PCI-DSS
.+ GDPR
« HIPAA

Addresses PCI DSS 6.6:

“BcmaHoereHHs1 asmomMamu308aH020
MEeXHIYHO20 PilUeHHS, SIKe susiensie ma
3ariobicae seb-amakam (Hanpuknad, WAF)
neped 3azanbHOA0CMyNHUMU 8€6-
dodamkamu, wjo0b nocmitiHo nepesipsamu
eecb mpadapik.”

3. BumMmoru perynsaTtopis

Address regulatory compliance requirements related
to public-facing applications.

BukoHaHHA BUMOTr

« 3axucT Big Bigomux atak, Hanpuknag, OWASP Top 10.

* PCI DSS € ob6oB'azkoBunM Yy 6GaHKOBOBCKiN chepi ansa 6aHkis
LLIO BUNYCKAOTb KPEAUTHI KapTKK | MOLIMPIOETHLCA Ha BCI
opraHisadii, siki 36epiratoTb, 06pobnsatoTb abo nepenaroTb
AaHi BflacHWUKIB KapToK

* GDPR € 0608B's3koBMM npu poboTi 3 gaHmm rpomagsH €C

© Fortinet Inc. All Rights Reserved.
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Protect Internet-Facing APIs

Appliance

.........

.........

Container

IHTepHeT

FortiwWeb

b4

]

Beb cepeepu

3axucT AP

MepeBipka cxemu

CurHatypHa nepeBipka

MepeBipka nimiTiB

API gateway :

KepyBaHHsa API
KopucTyBadYamm

Bepudikauin API key
KoHTponb goctyny
Rate limit

API call rewriting
Machine Learning

O

3axucT KOMYHikauin B2B Ta MobinbHMX goaaTkis.

4. 3axucTt APIs

Leverage ML to protect that APIs that support

critical line-of-business capabilities

* €auHa Touka Bxoay API
* [lpmnxoByBaHHA API CTpyKTYypu
* [lonerwye poboty 3 API Ta nokpallye WBNAKICTb

* Machine Learning Ha gornomory ctaH4apTHUM MexaHiamam
3axuUcTy

© Fortinet Inc. All Rights Reserved. 17



be3neka B pamkax SOC

IHTepHeT

Appliance

.........

Q FortiwWeb

Cloud

Container

Beb cepeepu

Ll | :
SOC Operations

H o 2 @

Mowwyk

36ip AaHux

3HeLKoOKEeHHSs

MoHiTopuHr

5. SOC

Fortiweb € ogHum 3 pxepepom gaHux Npo noail ans
CKrnagaHHs LWBNOKOrO Ta YiTKOro ySBNEHHS npo
HamBaXknueiLi 3arpo3n aHanitnkam SOC

Leverage Threat Analytics to

Highlight Actionable Threat Intel

ToyHiWwa peakuis WnaxoM KOHcosigauil okpeMnx Nogin y ANCKPETHI
3arposu, 3MeHLLEHHSA 3aBAaHb PYYHOro aHanisy

[MpuwBnaLLEeHHA po3crigyBaHHA Ta pearyBaHHSA
BusiBneHHa cknagHux atak Ha Beb cepsicu
3MeHLUEHHS KiflbKOCTi NnepcoHany TonoBoi Keanidikawii

© Fortinet Inc. All Rights Reserved. 18



Ocob6nuBocTi 3axucty API

UHomy API 3axuLatoTb K OKpeEMUIN NPOTOKON?




Po3snoBcrogxeHictb API

» APIs € HeBig'eMHOK CcKNagoBoo
Cy4acHUX CepBiciB

= CyvacHum iHTepdenc ans pobotu 3
OAHNMU

= [HCTPYMEHT B3aemMogii 3 KnieHtamu Ta
napTHepamm

= XpebeT MobinbHUX goaaTkis

= BUKOpUCTaHHA CTUMYNIOETLCA MIKPO
CEPBICHOK apXiTEKTYPOID

= OcHoBa ansa DevOps, CI/CD, laC

2014

App / JSON - 6%

Text / XML - 14%

App / HTML - 26%

Text / HTML - 54%

Analysis by content type

2018

App / JSON - 69%

Text / XML - 14%

Text / HTML - 17%

*Source - Akamai

© Fortinet Inc. All Rights Reserved. 20



API| aTakytoTb. [locTinHoO.

AT&T US, T-Mobile US, Optus AU & Proximus BE

= LLlO CTAnoco

« Xakepu oTpumanun HecaHKLiOHOBaHU SOCTYN 40 nnatgopmu
yepes API (AT&T 2023-03-09) (T-Mobile 2023-01-05) (Optus,
2022-09-22) (Proximus, 2022-03-03)

s [ lOCTPaXOani cepsicu

* OTpumaHuin JOCTyN Yepes 3apeecTpoBaHMX Kopuctysadis. basa He
nocTpaxgana npote iHopMauis 3 Hel byna BUBaHTaxeHa.

sl Hacnigku

* bynn BuKpageHi Taki AaHi knienTis (iM'a, gata HapOAXKEHHS, HOMep
TenedoHy, email). B Proximus Takox 6ynu BkpageHi Homep MNAB,
cTatb i hisnyHa agpeca. Hiskux naponis abo ¢iHaHcoBOiI
iHdpopmaLii He 6yno BUKpageHo.

» 3a ponomoroto AT&T xakep BukpaB gaHi 9M aboHeHTiB. byno
PO3KPUTO iHGOpMaLLi0 NPO MEPEXY.

« 3a ponomoroto T-Mobile xakep Bukpae AaaHi 37M aboHeHTiB.
Cxoxe, Wwo ue gossonuno obmiHtoBatucsa SIM-kaptammn B Google
Fi (MVNO 3 BukopuctaHHsam T-Mobile), a SIM-kapTu
BMKOpUCTOBYBanucs anga obxoay MFA.

» 3a gonomoroto Optus xakep Bukpas gaHi 11M knieHTiB, a NoTiM
3axxagaB BUKyN y po3Mipi 1 minbroHa gonapis CLUA, wo6
YHUKHYTUK nybnikauii Bcix 3anucis. Optus suainuse 101 minbnoH
ponapis CLLUA Ha komneHcaldito.

» Proximus oronocwus npo BukpageHHs gaHmx 15 000 knieHTis.
3nom BUSBMAN NiCNSA TOro, AK KNIEHTU OTpUManu gillNHroBi
€IeKTPOHHI NTUCTN.

Xakep

API aTtaka

o

‘V
/

S

[MpoaykTus

API

API
Server

diwmnHr Ta
BUKPaOEHHS
naporsnis

Cepsep 1

@

: (o)
Cepsep X % A

CRM
BA

© Fortinet Inc. All Rights Reserved. 21




APl 3axucTr

APIs uUe e ognH BEKTOPp aTak

= 3aCco0U 3axucTy

« OBOBA3KOBO: FOMISOAR N
 FortiGate B gakocri firewall nepnmeTpy )
Ta cermedTauwi | .

* FortiWeb/FortiADC B akocTi API | Fortiweb
Gateway ansa odunweHHsa API 3anuTis Ta AP| Attack !
aHanisy APl iHcTpymeHTamu with Al/ML

[MpoaykTus

Cepsep 1

] @
: ((49)
Cepsep X % A

CRM
BA

W
@
<
(D
=

* OnuinHo: M
* FortiRecon BuaBunTK BpasnmeocTi API, S
nepesipuTK penyTauito bpeHay B HE
darkweb |
* FortiSOAR aBTOMaTU3yBaT! NOMITUKM rortirecoy
be3nekn Ta po3ni3HaBaHHS aTak @
 FortiPolicy Bukopuctosye ML w00 FortiGate
3anponoHyBaTn NOKPALLEHHSA 3aXUCTY

FortiADC

Perimeter Network Firewall

N o e = —— = —

FortiPolicy

Al . 2
== © Fortinet Inc. All Rights Reserved. 22



[lepeBipka Be6 3anuTiB. Ba3oBi mMexaHi3mu.

ATTACKS/THREATS

BOTNETS, MALICIOUS HOSTS, ANONYMOUS
PROXIES, DDOS SOURCES

APPLICATION LEVEL
DDOS ATTACKS

IMPROPER
HTTP RFC

KNOWN APPLICATION
ATTACK TYPES

VIRUSES, MALWARE,
LOSS OF DATA

IP REPUTATION

DDOS PROTECTION

PROTOCOL VALIDATION

ATTACK SIGNATURES

ANTIVIRUS/DLP

Fortiweb BukopucroBye
iHdpopmauito Big FortiGuard Labs
AN nepeBipKn 3anuTiB i
ONoKyBaHHS LUKiANMUBUX.

© Fortinet Inc. All Rights Reserved. 23




[MepeBipka Beb 3anuTiB. Fabric Integration

ATTACKS/THREATS

BOTNETS, MALICIOUS HOSTS, ANONYMOUS
PROXIES, DDOS SOURCES

IP REPUTATION

APPLICATION LEVEL
DDOS ATTACKS

|+

DDOS PROTECTION

PROTOCOL VALIDATION

KNOWN APPLICATION

ATTACK TYPES ATTACK SIGNATURES

VIRUSES, MALWARE,

LOSS OF DATA ANTIVIRUS/DLP

FORTIGATE AND FORTISANDBOX
ATP DETECTION

FABRIC INTEGRATION

D |4 | &

IHTerpauisi 3 KOMNOHEeHTaMM
Fortinet Security Fabric
AO03BOJISAE NpayoBaTU CUCTEMI
Oe3nekun AK EAUHOMY KOMIJIEKCY.
OcobnuBa uiHa iHTerpaus 3
FortiGate T1a FortiSandbox.

© Fortinet Inc. All Rights Reserved.




[lepeBipka Be6 3anuTiB. Bot Ta API 3axucr

ATTACKS/THREATS

BOTNETS, MALICIOUS HOSTS, ANONYMOUS
PROXIES, DDOS SOURCES

IP REPUTATION

APPLICATION LEVEL
DDOS ATTACKS

|+

DDOS PROTECTION

PROTOCOL VALIDATION

KNOWN APPLICATION

ATTACK TYPES ATTACK SIGNATURES

VIRUSES, MALWARE,
LOSS OF DATA

ANTIVIRUS/DLP

g | &

FORTIGATE AND FORTISANDBOX

FABRIC INTEGRATION

ATP DETECTION

SCANNERS, CRAWLERS,

SCRAPERS, CREDENTIAL STUFFING BOT MANAGEMENT

API GATEWAY, SCEHMA VALIDATION,
JSON/XML LIMITS, XML ENTITIES

APl PROTECTION

FortWeb 6yB 61 He noBHUM
additional Bot Management and
API Protection capabilities to
deliver a full Web Application
and API Protection (WAAP)
solution.

© Fortinet Inc. All Rights Reserved.




Machine Learning ik IHCTPYMEHT nepeBipKu

ATTACKS/THREATS

BOTNETS, MALICIOUS HOSTS, ANONYMOUS
PROXIES, DDOS SOURCES IP REPUTATION

APPLICATION LEVEL
DDOS ATTACKS DDOS PROTECTION

IMPROPER
TR REC PROTOCOL VALIDATION

KNOWN APPLICATION
ATTACK TYPES ATTACK SIGNATURES

Ha ocHoBi ML (Machine
Learning) piueHHs aHanisye
pob6oTy KopuctyBayiB ans
niaoBULLEHHSA TOYHOCTI
BUSAIBNEHHA 3arpo3 Lo He TiNbKu
nigBuvLLye 6e3neky a i bepexe
yac Bigainy 6esneku.

VIRUSES, MALWARE,
LOSS OF DATA ANTIVIRUS/DLP

FORTIGATE AND FORTISANDBOX
T T FABRIC INTEGRATION | | |

Z
O
l_
<<
—l
m
x
x
O
O

User Threat Scoring

SCANNERS, CRAWLERS,
SCRAPERS, CREDENTIAL STUFFING BOT MANAGEMENT 'sﬁfr'?

API GATEWAY, SCEHMA VALIDATION,
JSON/XML LIMITS, XML ENTITIES APl PROTECTION \W?

ZERO DAY
ATTACKS WITH MACHINE LEARNING ANOMALY DETECTION OO

APPLICATION

= © Fortinet Inc. All Rights Reserved. 26



[1BoeTanHa nepesipka FortiWeb

MNMowyk
aHomaniu

HHNOHOEENANN GCEOEEANNE
X X 11X

. =HopmanbHuii 3anuT

. = Cxoxe Ha aHomanio

A = 3arpoasa

MNMowyk 3arpo3

SECURED BY AAAAAAAA

FORTIGUARD.

LLlabnoHwn 3arpo3 Ha
OCHOBI Mogenen Tpadiky
Ta mogenen FortiGuard

[]

[]

IIIIIIIIIIIIIIIIIIIOIIQIIQII>
HopmarnbHu Tpadoik NponyckaeTbCs HopmarnbHui Tpadoik NponycKaeTbCs

Reduce friction when deploying web applications!

© Fortinet Inc. All Rights Reserved.
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== PiweHHA 3axucty API Biag Fortinet
-
BcebiyHmin 3axuct
I ® [lepeBipka cepTudikarty o=
é A [ ® D0S/DD0S 3axucT, 06MeXeHHS KiflbKOCTi 3anuTiB @
be3neka
R EST A Pl @ ® [lepesipka cxemn API @
----------- = . . . é
Fortlnet ® ® |P penyTauis, aBTopcbki curHatypum FortiGuard &
Secquty ¢ ® [TpnxoByBaHHA TOMOMOrIl, NPOKCIi, 6anaHcyBaHHSA
Fabric ~
© ® [lepeBipka enemeHTIB =
A
‘é ® ® [lepeBipka CMHTaKcucy *‘
FortiADC
® ® Machine Learning & geTekTyBaHHA aHoMarin ‘&
A\
m ¢ ¢ Banigauis npotokony B T.4. HTTP/2 ok
N
FortiWeb . FortiGate . . .
FortiGuard A & -d
arortisuard o ® AHTUMBIPYC, BigOMi 3arpoau & zero-day &\
Intelli
\ TeTIgEnee J ? ® AyTeHTudikauia & ABTopusadis @:]
I ® SSL/TLS iHcnekuia Ta crypto offload «a-
=== © Fortinet Inc. All Rights Reserved. 28



IHTerpauis

YactuHa Security Fabric




FortiWeb Security Fabric B3aemopgis

FortiGate

Mepesipka carnis * .
FortiSandbox /
4 ...........
| l l 1= @ FortiSandbox Cloud

Cloud A A
Security ngjb:i IP KapaHTuH
\ A /
1l 3
’—-‘—-~~
// N\\
’ \

........................................ FortiClient EMS

/ \

/ @ ‘. TMepesipka cpaitnia-~
L FortiClient /
1
| €

ZTNA
\ Fortiweb / TSI
AN /,
. g
; H :
Y - S — S M L () Forwen cloue
OyT KOH®ITYp 0= Unified Threat Analytics Threat Analytics
YyactuHa Security Eabrlc Ha rosiloBHOMY Dashboard
FortiGate
3'd Party Scanners
amh q q
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IHTerpauia FortiWeb B Security Fabric

FortiGate
» BbrnokyBaHHA ckomnpomeToBaHux IP B napi 3 FortiWeb
« ABTOMaTM3aUia B paMKkax Security Fabric

FortiSandbox Tta FortiSandbox Cloud

» [loBeaiHkoBMW aHani3 dgpannis

« APT 3axuct

FortiClient

« ZTNA, nepesipka cepTudikaris Kopuctysaya.

Fortiweb Tta Fortiweb Cloud

. BJ'IOKyBaHHFI BebO aTtak Ta HagaHHS aHaniTuka Woao HUX

CkaHepu Bpasnusocten (IBM, HPE, White Hat, and more)

Cloud
Security

Gy o D

v

¥ Open O
Secure
Networking

)

‘‘‘‘‘
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FortiWeb Security Fabric B «2 knika»

== Fortiweb

> © OYTaran~

Dashboard >
05' Network >
| @ System v

Global Resources

Firewall >
| Config v
Operation

Config-
Synchronization

FortiGate Integration

Enable @ |

FortiGate IP/Domain Name

FortiGate Port

Protocol v
Administrator Name

Administrator Password

Schedule Frequency (Hour)

Dashboard b
& Network >
& System v

Global Resources

Firewall >

Config v
Operation

Config-
Synchronization

SNMP

Replacement
Message

Advanced

FortiGate Integration

FortiGuard

Feature Visibility
Tags

FortiSandbox Settings

FortiSandbox Type IS lgie=Lh o @ ELCE Fortieb Cloud Sandbox

Server I[P/ Domain |0.0.0.0 | Test Connectivity

FortiSandbox Status @ Disconnected

Cache Timeout | 72 | (1-168) Hours
Admin Email |
Statistics Interval | 5 | (1-60) Minutes

| Email to receive reports and notifications

—FortiSandbox Statistics (Last 7 Days)

Count
Malicious
High Risk
Medium Risk
Low Risk
Clean
Total

oo o o oo

© Fortinet Inc. All Rights Reserved.
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Popm dakTopu Ta nileH3yBaHHSA




CepBicu 6e3neku FortiGuard

e FortiGuard Services

8 © & O & =

Web Application  IP Reputation Sandbox Anti-botnet Antivirus Credential
Security Stuffing Defense

Cloud Delivered Threat Intelligence

<,
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B pidHux doopmdcakTopoax

e FortiGuard Services

O v & 0 B =

Web Application  IP Reputation Sandbox Anti-botnet Antivirus Credential
Security Stuffing Defense

Cloud Delivered Threat Intelligence

dopmdakTopu

MpucTpin KoHTenHep WAF sk cepBic
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3 pisHUMU MoAaensAMM niueH3yBaHHAM

e FortiGuard Services

O v & 0 B =

Web Application  IP Reputation Sandbox Anti-botnet Antivirus Credential
Security Stuffing Defense

Cloud Delivered Threat Intelligence

Flexible Deployment Options

NMiueH3yBaHHA

A i N af ‘o (722 Ny T — CAPEX/OPEX
_—

Appliance Container WAF as a Service

MocrTinHa Mignucka

Public Cloud Ay Odpic um dpinia

-mw © Fortinet Inc. All Rights Reserved. 36



Miannckn gna FortiWeb

SECURED BY
FortiGuard

% & &

&,

WAF Security IP Anti-malware FortiSandbox Credential Threat Analytics
Service Reputation - CKaHyBaHHs Cloud Stuffing Defense . AHaniTvka Ha
* HTTP curHatypu  3axucT Big dhannis * MicoyHnusa Ha * loeHTndikauis ocHosi Al
aBTOMaTU30BaHUX MNOTY>XHOCTAX BUKOPUCTaHHA

» CurHatypu Beb
cepsiciB

e 2 TMNW BipyCcHUX b, /
aTak Py A Fortinet BKpageHUX gaHnx

» 3axucT Big zero day

* |lgeHTndikauia
TUMOBUX LLAOOHIB

i : . ia pi * i . i noBediHKv Ta
« Machine learning basa IP Big pi3Hux Mianucka ABTOMaTUYHI AiHK
; arak (DDoS, OHOBIIEHHS! CXOXOCTi aTaK
moaent Phishing, Botnet > MIREETA
- i 9 ' obxoauTtuch 6e3 » 3axucT Bif * [piopiTesauis
* Wkignuei 60Tu Spam, anonymous : .
- : OKPEMOro MpUCTpPOoLo HebaxxaHoro HUNOEHTIB
proxies and infected
AocCTyny Ta
sources)

BUKpaAeHHA OaHnX

STANDARD nianucka

ADVANCED nignucka
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HeTtani niueH3yBaHHA

Mpuctpoi
e 7 Mmogenen
* 50 Mbps to 70 Gbps
* MigTpnmkal0/40GE

[JeTanbHiwe npo niueH3yBaHHA Ta hopmdakTopu

BipTyanbHi
MaAlLUUHU
6 mogenen
Ha ocHogi CPU

MNocTinHi niyeHsii abo
NianMCcKn

VMware, Hyper-V,
Xen, Citrix Xenserver,
KVM, Virtualbox

Public Cloud
e 4 mopeni
« BYOL abo on-demand

* AWS, Azure, Google
Cloud, Oracle Cloud

SaaS

 [lipnuncka

* Ha ocHosi
Tpadiky abo
LUBWUAKOCTI

* Ha noTy>XHOCTSX
Fortinet

Container
4 BipTyanbHi mogeni

Big 25 Mbps o 2
Gbps

MigTpmumka Docker

aws
WAF

Partner Rules
* 5 nakeris
e nopatok AWS WAF

» basa gna OWASP top
10
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NMpuctpoi ta VM

« 7 MoZernen anapaTHUX NPUCTPOIB Ta 6 Moaeneu «  BusiBrieHHs 3arpos 3a Aonomoroio ML
BipTyanbHMX MawwuH (Big 50 Mbps go 70 Gbps) »  3axucT AP
L7 DDoS-3axuct

* BipTyaneHi mawmHu goctynHi sk BYOL abo PAYG B Public . AsTusipyc FortiGuard

Cloud |
* PenyTtauia IP

 |HTerpauia 3 FortiGate, FortiSandbox taFortiAnalyzer *  XmapHui FortiSandbox

» 3axuct Big BKpageHux obnikoBux gaHuX i

» [ly6nikyBaHHs Exchange i ckaHyBaHHs
dannis

* PigHun 3axuct HTTP/2 WAF

« RESTAPI

» CkaHep BpasnueocTeMn

* Virtual patching

* Ocobnuea yeara false positive Ta SQLI

« AnapartHi yinn gna SSL

+ SSO/ayteHTuUikauis

« bBanaHcyBaHHS HaBaHTa)XEHHS PiBHA 7




Fortiweb Cloud

“ |

 AWS, Azure, GCP, and OCI
« HawnnonynspHiwun BapiaHT B YKpaiHn - BYOL

= Google Cloud Platform  Selecta project

Fortinet Fortiwel = Microsoft Azure Marketplace

amn Fortinet Inc.
H . . Search Marketplace
umy Multi-layered protection for
FZ:RTINET
Products > Fortinet Fortiweb Cloud WAF as a Service E : y aws n’]al’ketplace
Fortinet FortiWeb Cloud WAF
Al R Fortinet
umw Overview  Plans + Pricing  Reviews FzATINET  Fortinet FortiWeb Cloud
E— WAF-as-a-Service
o pee e Sold by: Fortinet, Inc.
GET IR Meter by GB d $0.00/month
c:::.;m;tiun - Szzly gmz; o ment Fortinet Fortiweb Cloud WAF Saa$ defends web-based
IS0

::eg?.il?-: Cloud meters by GB Site Number: $0030  applications from known and zero-day threats including the

Sec data consumption Traffic: $0.26 gb & EHET e

Support and number of

Support applications

Help protected. )} %

Continue to Subscribe
MamR 5 g
o © Fortinet Inc. All Rights Reserved. 40



FortiWeb Cloud WAF sk CepBic

&< O (3)  https://support.fortinet.com/asset/#/dashboard A 2y = O ph =

@ FOI'tiCIOUd % Services ¥ @ Support ¥ Q @ ytaran@fo
a
ASSET MANAGEMENT
) Dashboard A Asset Management 1AM @ FortiMail C:} SOCaaS
@ FortiFlex ¢ FortiMonitor Y FortiConverter
fe) Products G FortiSASE
¢7) FortiZTP (Beta) @) FortiRecon
& Marketplace C/_\) FortiSandbox Cloud @ FortiToken Cloud
2 FortiClient EMS Cloud ¢ FortiGate Cloud @ FortiVoice %D FortiCNP |
Account Services =D FortiManager Cloud Cfb FortiAnalyzer Cloud @ FortiCASB @ FortiGSLB
G FortilLAN Cloud ¢2) FortiSOAR Cloud @ FortiPresence G FortiPhish
& FortiExtender Cloud & FortiSIEM Cloud @) FortiDAST @ FortiDevSec
('%3 FortiTrustlD C:b FortiCamera Cloud (Beta)
(g FortiGate CNF G FortiCare Elite (Beta)
C@d FortilPAM & Fortilnsight
@ OC-VPN Portal @ Overlay as a Service
@ Managed FortiGate

Show Less

© Fortinet Inc. All Rights Reserved.
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FortiWeb as a Service
SaaS

i . W
&
. . 7
FEHATINET o a5

° Applications

©

¥ Name Domain Name Platform Region DNS Status Blocked Requests  Requests Data Block Mode  Action ORACI e

X Cloud Infrastructure
WAAS Demo on Microsoft Azure azure.fortiwebclouddemo.com Azure CDN OK 268 216k 797 MB & w
WAAS Demo www fortiwebclouddemo.com AWS US East (N. Virginia) oK 249 123k 197 MB &
Total this month 517 339k 994 MB

Showing 1 to 2 of 2 entries 20 o o
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LL1aGnoHu Ta WwBMAOKUN CTapT




LLiIaGnoHu nig po3noBCclOOXeHi AoOaTKu

FortiWeb > © OYTaran-~
Dashboard > || 4 SignatureWizard | | + CreateNew | ¢ Edit  [T] Signature Details [ Clone | [ Delete = @ View  [T) View Signatures | Search | Q |
& Network >
o # Name Main Class Enabled Count Sub Class Disabled Count Signature Disabled Count Exception Count Alert Only Count False Positive Mitigation Disabled Count
System >
Predefined @
0 sccuity Faric ,
° 1 Standard Protection... 6 0 59 0 0 0
= User >
R Policy y 2 Extended Protection ? 0 17 0 0 0
= Server Objects > 3 Alert Only 6 0 59 0 0 0
-¢ Application Delivery » 4 Exchange 2013 6 0 85 0 0 0
& Web Protection v |5 Exchange 2016 [ 0] 21 0] 0] 0]
Known Attacks v 6 Exchange 2019 6 0 104 0 4 0
7 Sharepoint2013 : 0 74 0 0 0
Custom Signature 8 SharePoint 2016 é 0 69 0 0 0
Advanced Protection LR WordPress 6 0 65 0 0 0
=oElledeRnh 10 Drupal 6 0 72 0 0 0
amn . .
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A0OO 3a XBUNTMHY MOXXHO CTBOPUTMU CBIiN BapiaHT

> © OYTaran~

@ Dashboard b
4 Network >
£ System b
¢ Security Fabric >
- User >
B Policy >
= Server Objects >
-¢ Application Delivery >
& Web Protection v

Known Attacks 7

Custom Signature
Advanced Protection >
Cookie Security
Input Validation >
Protocol b4
Access >

ML Based Anomaly
Detection

Signature Creation Wizard

@ Database )» @ WebServer ) @ Web Application » @ Script Language ) @ Add Signature

Oracle
MySQL
MSSQL
DB2

Sybase
PostgreSQL

Database :

- Par
< backK

Next >

Cancel
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A0OO 3a XBUNTMHY MOXXHO CTBOPUTMU CBIiN BapiaHT

==RTINET
DOCUMENT

Product Pillars Best Practices

Hardware Guides

Product A-Z

Home > FortiWeb 7.4.0 > Ingress Controller Installation Guide

Search Document

Ingress Controller Installation Guide

o]

Change log

o]

Prerequisite knowledge

O

FortiWeb Ingress Controller Overview

O

Installation

o]

Kubernetes Ingress

o]

Configuration parameters

O

Deployment

O

Debug
FAQ

O

7404

FortiWeb Ingress Controller Overview

FortiWeb Ingress Controller fulfills the Kubernetes Ingress resourc
Kubernetes. It 1s deployed in a container of a pod in a Kubemetes

The list below outlines the major functionalities of FortiWeb Ingres:
s To list and watch Ingress related resources, such as Ingress

* To convert Ingress related resources to FortiWeb objects, suc
and more.

* To handle Add/Update/Delete events for watched Ingress res
actions on FortiWeb.

Ingress 1s a Kubernetes object that manages the external access
HTTR/HTTPS) Ingress may provide load-balancing, SSL terminat

FortiWeb Ingress Controller combines the capabilities of an Ingres
Firewall, FortiWeb_

FortiWeb, as the Ingress-managed Web Application Firewall, prott
known and unknown exploits. Using multi-layered and correlated
from known vulnerabilities and zero-day threats. The Web Applica
information based on the latest application vulnerabilities. bots. su

Home >

DOCUMENT

LIBRARY

Fortiweb 7.0.7 > Securing OWA and ActiveSync with Fortiweb

Best Practices

Product Pillars

Securing OWA and ActiveSync with FortiWeb
rorwen X 707

707 4%

Last updated May. 23, 2023

& Download PDF
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He 3abyBante BMUKaTH NOTPiOHI hyHKL,

© OYTaran-~

Dashboard >
b Network >
‘ o System v

Global Resources
Firewall >
‘ Config v
Qperation

Config-
Synchronization

SNMP

Replacement
Message

Advanced

FortiGate Integration
FortiGuard
FortiSandbox

Feature Visibility

Feature Visibility

System Features

Security Features

Additional Features

[ @ Traffic Mirror ] [ ® FTP Security ] [ ® ADFS Policy ]
[ (B Replacement Message for AJAX requests ] [ ® Mobile Application Identification ] [ @ Acceleration ]
[ @ Firewall ] [ O FortiGate Integration ] [ (O Web Cache ]
[ ® Debug ] [ (® Web Anti-Defacement ] [ @ AP Gateway ]
[ » WCCP ] [ (O Padding Oracle Protection ] [ O ICAP Server ]
[ @ reCAPTCHA ] [ @ Web Vulnerability Scan ]

[ (B Cryptographic key Backup/Restore ] [ D ZTNA ]

Changes @

No changes

© Fortinet Inc. All Rights Reserved.
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HAKyro 3a yBary!

English v Ukrainian v
wiper malware X 3N10BMUCHE NporpamHe
s 3abe3nevyeHHsA

CKITOOYUCHUKIB

zlovmisne programming
zabezpechenyya skloochisnikiv

0 § = Qq 7 O Mg
7
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