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Security Fabric

B yomy cknagHicTb KepyBaHHA?
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ApxiTektypa Gartner Cybersecurity Mesh

Gartner

Executive Guide to Cybersecurity Mesh, 2022

Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary
Ruddy, Patrick Hevesi. As of October 2021
This graphic was published by Gartner, Inc. as part of a larger research document and should be

evaluated in the context of the entire document. The Gartner document is available upon request
from Fortinet.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S.
and internationally and is used herein with permission. All rights reserved.
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Kpawii B Knaci pilueHHS BXe iHTerpoBaHi MiXk codoto
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OpHa nnatdgopma

Kpalyli B Knaci pilleHHs1 BXXe iIHTerpoBaHi Mixx coboto
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37

3BiTiB Wwopno Fortinet B
KopnopaTuBHOMY CBITI

Fortinet € ogHieto 3 HaMBINbLL NEPEBIPEHUX
KoprnopaTuBHMX KOMMaHin 3 Kibepbesnekn B
CBITI, WO 3aMMac rigepcbki no3uuii B
JecdaTkax aHan TMYHMX 3BITIB, O
NiOKPECNIOTL LUMPOKE 3aCTOCYBAHHS
Fortinet Security Fabric.

*Analyst validation includes reports where expert and independent 3™ party analysts rank
and evaluate vendors: Gartner Magic Quadrants, IDC Marketscapes, Frost & Sullivan
Radars, Forrester Waves, Westlands Advisory Plaform Navigator, Kuppingercole
Compasses, Gigaom Radar.
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Fortinet Fabric Management Center

KomaHnaHa pobota FortiManager ta FortiAnalyzer Ta Ix 3agaui




1. MpocTe HanawTyBaHHSA

ExoHOMUTb Yac Ta 3anobirae noMmuikam
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2. leHTpanizoBaHe KepyBaHHA

CnpoLwyemMo cknagHe Ta Benuvke
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3. AHaniTUKa

Mepexxa B pearibHOMY 4aci

Kno4yoBe
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4. 3BiTK BignosigHocTi (Compliance)

CsiToBi BUMoru ta best practice

KnrouyoBe

 PCI
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5. ABTOMaTu3auis

BOynoBaHi MexaHiamu pearyBaHHS
Fabric Management Center

Kno4yoBe

« B6ynosaHa iHTerpauia 3 SDN Ta Public
Cloud
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« REST API 3a gonomoroto
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e ANSIBLE .H‘ Terraform

PoswunpeHHs Fabric Management

/./'\\ —
@
N’

FortiAlOps FortiWLM

® 3

: FortiSignature
FortiSOAR Converter

wn
)
b

R

Colocation
Private
Cloud
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KntoyoBe B Centralized Management

LleHTpani3oBaHe KepyBaHHA:

« HanawTyBaHHS Ta icTOpis HanawTyBaHb

« KepyBaHHs 13

« CKpuntu

« JKypHanu Ta 3BiTHICTb

o JlineHsit
« SD-WAN

... FortiGate

dinia

dinia

FortiAnalyzer

FortiGate

Monitnkn

["onoBHUM ocic

FortiManager
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Security Fabric Management. Ponb FortiManager

* CHpOLLI,eHHFI KepyBaHHA EKOHOMWUTb HacC Ta

3MEHLUY€E NMOMUIIKA R
- ForitGate
* HanawTyBaHHS 3a 4ONOMOroK LWabsioHIB \
FortiManager ,

N
N
A Y
\ .
\
\ AN
\ N
\
\
\
\
\
\
\
\
\
\
\

FortiGate

» KepyBaHHsa VPN

* MoHiTOpUWHr 300pOB'S

* FortiAnalyzer

» FortiAnalyzer B3aeMHO iHTErpoBaHi Mi>xx cobot0. FortiAnalyzer

FortiManager moxe kepyBaTtu FortiAnalyzer a
g oy y (&)

FortiAnalyzer Hagasatn gani ana FortiAnalyzer
FortiAP FortiSwitch

* FortiSwitch, FortiAP
» FortiManager HanawToBye obnagHaHHA Yepe3 FortiGate

=== * HanawTyBaHHA 3a gonomoroto wabnoHie FortiManager o




LleHTpanisoBaHe KepyBaHHSA

@ Add Device v

@ Managed FortiGate

M@ Managed FortiAnalyzer

Search...
4 FGT-BR-Atlanta
-~ 4 FGT-BR-Cairo
-~ 4 FGT-BR-Dublin
— 4 FGT-BR-Honelulu
4 FGT-BR-Kuala-Lumpur
4 FGT-BR-Mexico-City
~ 4 FGT-BR-5a0-Paulo
-~ 4 FGT-BR-St-Petersburg
~ 4 FGT-BR-Tokyo
4 FGT-BR-Vancouver
4 FGT-HQ-Sunnywvale
+- 4 FortiGate-Demo-01
+- 4 FortiGate-Demo-02
+- 4 FortiGate-Demo-03
+- 4 FortiGate-Demo-04
+- 4 FortiGate-Demo-05

8B Device Group v

0000000000000 O0OO0OOO0OO0OO0OO0O00

Device Manager ~ Device & Groups Provisioning Templates

Install Wizard € Tools ~

16 Devices

om
[ 1] om Total

[# Edit B Delete

A Device Name
4 FGT-BR-Atlanta
4 FGT-BR-Cairo
4 FGT-BR-Dublin
4 FGT-BR-Honolulu
4 FGT-BR-Kuala-Lumpur
4 FGT-BR-Mexico-City
4 FGT-BR-Sao-Paulo
4 FGT-BR-St-Petersburg
4 FGT-BR-Tokyo
4+ FGT-BR-Vancouver
4 FGT-HQ-Sunnyvale
4 FortiGate-Demeo-01

@ root [NAT] (Management)
4 FortiGate-Deme-02

@ root [NAT] (Management)
4 FortiGate-Demo-03

& root [NAT] (Management)
4 FortiGate-Demo-04

@ root [NAT] (Management)
4 FortiGate-Deme-05

@ root [NAT] (Management)

4 Import Policy & Install v

Scripts  SD-WAN

Config Status
" Synchronized

~ Synchronized
+” Synchronized
~ Synchronized
~ Synchronized
+ Synchronized
~" Synchronized
+ Synchronized
+ Synchronized
~ Synchronized
+ Synchronized
~ Synchronized
~ Synchronized
+ Auto-update
~ Auto-update
" Auto-update
+ Synchronized
" Auto-update
~ Synchronized
+ Auto-update
~ Synchronized

0 Devices

Connection Down

{ More v {8 Column Settings ~

Palicy Package Status

" FGT-BR-Atlanta

~ FGT-BR-Cairo

~' FGT-BR-Dublin

~ FGT-BR-Honolulu

' FGT-BR-Kuala-Lumpur

+' FGT-BR-Mexico-City

~ FGT-BR-5ao-Paulo

~ FGT-BR-5t-Petersburg

+ FGT-BR-Tokyo

~ FGT-BR-Vancouver
FGT-HQ-Sunnyvale

+ FortiGate-Demo-01_root

€ FortiGate-Demo-02_root

© FortiGate-Demo-03_root

@ FortiGate-Demo-04_root

© FortiGate-Demo-05_root

O Devices
Device Config Modified

Host Name
FGT-BR-Atlanta
FGT-BR-Cairo
FGT-BR-Dublin
FGT-BR-Honolulu
FGT-BR-Kuala-Lumpur
FGT-BR-Mexico-City
FGT-BR-5ac-Paulo
FGT-BR-5t-Petersburg
FGT-BR-Tokyo
FGT-BR-Vancouver
FGT-HQ-Sunnyvale
FortiGate-Demo-01

FortiGate-Demo-02

FortiGate-Demao-03

FortiGate-Demo-04

FortiGate-Demo-05

(

IP Address

10.88.210.162
10.88.210.168
10.88.210.172
10.88.210.16%9
10.88.210.165
10.88.210.167
10.88.210.170
10.88.210.166
10.88.210.164
10.88.210.161
10.88.210.160
10.88.210.125

10.88.210.126

10.88.210.127

10.88.210.128

10.88.210.130

=

1 Devices
Policy Package Modified

Platform
FortiGate-VMé4
FortiGate-VMé&4
FortiGate-VMé4
FortiGate-VMé4
FortiGate-VMé&4
FortiGate-VMé4
FortiGate-VMé4
FortiGate-VMé&4
FortiGate-VMé4
FortiGate-VMé4
FortiGate-VM&4
FortiGate-VMé4
vdom
FortiGate-VMé&4
vdom
FortiGate-VMé4
vdom
FortiGate-VMé4
vdom
FortiGate-VMé4

vdom

La

ADOM: FortiGate-Cluster [1 ® S satish v

Description

Fabric Wiew

Management
Extensions
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Mepexa

KepyBaHHA Mepexero. Bca mepexa Ta

Gesneka y Bac Ha OOMOHI

BiamoBcTinkicTb Bcix FortiGate Ta 1x

OHOBJ1EHHA

MoHiTopuHr poboTtn Fortinet security

fabric

CnpolleHHA HanawTyBaHb AS15
FortiGate, Secure SD-WAN Ta SD-
Branch ona tucsadi ob'ekTiB.

ABTOMaTM3aLiA 3aCTOCYyBaHHS
HanawTtyBaHb NGFW Ta ZTNA

SD-WAN mauncTtep HanawwTtyBaHb 3
B6ygoBaHMMKM nopagamu (best
practices)

OpHa KOHCOSb Ansl KepyBaHHA Ta 3BITHOCTI BCIET MeEpPEXi

& Install Wizard

|Click to review 25 Security Rating recommendations|

PO

Internet~ Enterprise Head Office

FortiManager

ADOM:DEMO » 1 (@ admin~

Security Rating Score: -727.4
# Collapse All All Results (41)

| .
@ Passed o Low Medium m High eCrih(al

Issue FortiGate Result ~ Recommen dation

Log Capacity

Management (Local Set the minimum
Device) 4Enterprise_Core threshold for
gsetings  (FGVM02TM2001 (@)  available disk space

e 1048)* alerts to 70 percent

or less

vol La

retention period

v Fabric Security Hardening (5H) 9 ()
Enable a simple
password policy for

Admin Password system

Palicy 4 Enterprise_Core administrators. By

ey shoulg  \FOVMO2TM2001 default. the

1048)* password policy will

A password pol

enforce a minimum
password length of 8

characters

Admin Password
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be3neka 3rigHO CBITOBUX CTaHAAPTIB

3BIiTHICTb Ta BiANOBIAHICTb BUMOram

» KepyBaHHSA nonitnkamm 6e3neku
* OuiHKa 6e3neKku HanawTyBaHb Mepexi
 BignoBigHicTb BUMoOram 3a

aornomororo BOyaoBaHMX LWabnoHis,
ayauTiB Ta 3BiTHOCTI PI3HUX TUNIB.

w Connectors

& Subnets

'@ Security Rating
5 Physical Topology
& Logical Topology
Asset Center ~

% Dashboard

Al

2, Custom View (0) ~
Identity Center ~
£33 Dashboard

Al

2, Custom View (0) ~

& Install Wizard

Security Rating Score: -4735.3
I

@ Passed P Low Medium High
Issue

¥ Audit Logging & Monitoring (AL) (E))

Audit Log Settings

Il FortiGates should be configured to log all session traffic including session

¢ invalid packets

Audit Management Interfaces

nfigured to log all actions on any interface

ces

Centralized Logging & Reporting

Logging and reporting should be done in a centralized place throughout the

Security Fabric

Log Capacity Management (Local Device)

Local device log settings should be configured to suppert the target valume

and ntion period.

FortiManager

% fabric =

2% Collapse All (=1L REr/ M All Results (241) = Print All FortiGates

@ itical

@FGVYM02TM21011141 (FGVMO2TM21011141)
4 Enterprise_Second_Floor (FGVMO02TM21011414)
A Enterprise_First_Floor (FGVIMO2TM21011944)
@FGVMO02TM21011061 (FGYMO2TM21011061)
@FGVYM02TM21011141 (FGVM02TM21011141)
4-Enterprise_Second_Floor (FGYMO02TM21011414)
A-Enterprise_First_Floor (FGYMO2TM21011944)
@MFGYMO2TM21011061 (FGVMOZTM21011061)
@FGVYM02TM21011141 (FGVM02TM21011141)
4 Enterprise_Second_Floor (FGVMO02TM21011414)
A Enterprise_First_Floor (FGVMO2TM21011544)

@FGYMO02TM21011061 (FGVMOZTM21011061)
4 Enterprise_Core (FGYM0O2TM21013519)"

@FGVM02TM21011141 (FGVMO02TM21011141)
4 Enterprise_Second_Floor (FGVM02TM21011414)

A Enterprise_First_Floor (FGWMO2TM21011944)

Recommendation

Set the minimum threshold for available disk space alerts to

70 percent or less.

eeec e 6060
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ABTOMaTM3auUia podouunx npouecin

ABTOMaTU3aLis Ta IHTerpauida

* NOC/SOC piweHHs —
BMKOPUCTOBYWTE 3aroToBsieHi il (
playbooks) wopno noagin NOC

* |[HTerpauiqa 3 iCHylO4MMUM MeXaHi3Mmamu
aBTomartmsauii (Service Now, AWS
TOLLIO)

« ABTOMaTU3aLia AeTeKTyBaHHA 3arposu
Ta npoaill

B & Divices - Jays= o Expand A1 ) Show Acknowledged

%, Playbooks

M Incients Event Stal Event Type

Bl Bvents
€ Automation

“ Connectons

% Pl

2 Plavbook Monitor
@ Evert Monitor ~

4 By Endpaint »

By Theeat >

o_FW2 primary &
\lan_Office_ FW2 primary switch part port? has come up

2 Office EW3 primary switch part part? has sane down

it_NOC_Switch_Event

NOC_VPH_Evert
NOC_S

NOC_Switch Event
NOCF

NOC_:
NOC_Switch_Event
NOC_Switch_Event
NOC_5w
NOC_Switch_Evertts
NOC_Switch_Event
NOC_5w
NOC_Switch_Event
NOC_Switch_Event
NOC_5v
NOC_VPH_Event
NOC _Fat

NOC_F
NOC_Fabric_Event

k_NOE_Switch_Event

FortiManager

HA, Primary

© Fortinet Inc. All Rights Reserved.
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MiaTpumka posgineHHsa (ADOMSs)

« ADOMSs cTBOpIOE rpynu NPUCTPOIB ONA KEPYBAHHA HUMU
 [1pnaHayTe npuctporo oanH abo kinbka ADOM

 [lpnaHavyeHnn gnsa po3noaineHHa OoCcTyny aaMiHicTpaTopam MiXK NPUCTPOAMM

ADOM1 ADOM2 ADOM3
. oo oo0o ooQ
: I [ I
: N =3 — — :
FortiGate 1 FortiGate 2 FortiGate 3 |FortiGate 4 FortiGate 4 FortiGate 4 |

i+ VDOM 1 VDOM 2 VDOM 3

_________________________________________________________________________________________________

\ Aamini 1 / \ AﬂMiHiCTpaTopz /
MiHicTpaTop

AgmiHicTpaTop 2
kepye npuctpoamm B ADOM3 koTpi
cknapatoTbea 3 neBHnx VDOM FortiGate4

AgminictpaTop 1
Kepye npuctpoamm B ADOM1 ta ADOM2

36



FortiAnalyzer

[leTanbHiwe




Security Fabric Management. Ponb FortiAnalyzer

FortiManager

* Bungnmictb BCbOro Lo BigdyBaeTbCA

* FortiGate
* OpHe 3 npiopuTeTHUX mxepen iHgpopmauii
» FortiAnalyzer oTpumye nNoBHi xXypHanu 6esneku, Tpadiky Ta
300poB's
* FortiGate 36upae Ta 3anucye XXypHanu Big iHLNX NPUCTPOIB B
pamkax cBoei Security Fabric

FortiClient
Desktop

@ FortiClient
Laptop

FortiAnalyzer

FortiClient

* FortiSwitch Tta FortiAP :
Mobile

* FortiAnalyzer oTpumae crnoBilleHHs Woao Tpadiky SKUM BOHU
0bpobunu Ta 3anucaHi B xxypHanu FortiGate logs

* FortiClient

» FortiAnalyzer oTpumae cnoBilleHHs iHOMBIAYyanbHO Big KOXXHOIro
KrnieHTa FortiDDoS

* FortiMail, FortiSandbox, FortiWeb, FortiAuthenticator,
FortiDDoS

 FortiAnalyzer oTpumye croBilLeHHs1 6e3neku Ta ctaTycy npsiMo Bif
LIMX KOMMOHEHTIB

FortiAP

+ FortiManager

* FortiAnalyzer moxe 6yTn kepoBaHum 3a gonomorotFortiManager
Ta HagasaTtu KoMy AaHi ana poboTtu. e e
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FortiAnalyzer

[lornan 3 iHWOI CTOPOHM

MepexeBi npucTpoi
Firewall & IPS
Router & Switch
Wireless LAN
NetFlow

CepBicu Ta cepBepum
Windows & Linux
Database

DHCP & DNS

AAA, RADIUS & AD
Database

Web Application

...and more

)

Kopensuin

3BiTHICTb

&

FortiAnalyzer

AHaniTuka

=) L

CnoBileHHA

N

Besneka

© Fortinet Inc. All Rights Reserved.
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MOHITOPUHI B peanbHOM

FortiView

« [lo3Bonse WBMOKO 3p03yMITH
«LWOo BiobyBaeTbCA»

* Hapgae noBHY BUOUMICTb Bif,
KrieHTa Oo cepBepa goaartky

* Busaensae ocHOBHI 3arpos3u Ta
aHanisye X aKTUBHICTb

= FortiView

+ Add Widget

Threat Map

Top Threats

y yaci

Monitors

[# Edit Layout

3 Top: 10 « ul @ & }

B Al Devices - © Last 1 Week - Nov 08 2022 - Nov 15 2022

Top Threat Destinations

Map  Satellite

Canada

Mexico
Guatemala

Google

Top Virus Incidents over Time

SortBy: Threatlevel — ~

Venazuela

Greenland
Iceland

{ Finland/
Norway b2

United|  Denmark
“.. Kingdom

Ireland

Paftugal

Source:
Destination:

Threat Level
2

Puerto Rico. Threat Scoref  Blocked! M Allowed): 150

Incidents( " Blocked/ M Allowec): 3

Guvana

20180608
Wa2/KryptikGHPKT

/ Nigeria /<" }

>. @~ (A admin v

DarkMode @ &

Kazakhstan

Saudi Arabia
oman:

Yemen

N % Eohi
.} Keyboard shertouts | Map dsie 82022 Google. INEGI | Terms of Use.

Sort By:

20221115
Smoke Loader

3 Top: 10 «

MostRecent  ~ Auto Play: Il

W32/Kryptik GHAR!tr

© Fortinet Inc. All Rights Reserved.
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3BIT B napy KnikiB

COTHI roTOBUX 3BITIB

oTOBI 3BiTH

* 3BiTW B KOMMNNEKTI 9Ki MOXXHa
3MiHIOBaTK «nig cede»

« ABTOMaTM3aALis BUNMpPaBIEHHSA
HeoniKiB 3rigHO Ta YCYHEHHS
NOMWSIOK HanawTyBaHb

e PCI/SAR 3BiTHK

<

FZERATINET

FRTINET

Network Inventory Summary

32po= Date: Moverier &, 2019 06:83
D3 Range: 20031007 D200 23131105 2353 EST (FAZ ocal]

PCI-DSS Compliance Review

FIRTINET

Total number of Rougue and Registered
Endpoint

Report Date: November 6, 2019 06:27
Data Range: 2019-10-07 00:00 2019-11-05 2359 EST (FAZ local)

F:RTINET

360-Degree Security Review

T (FAZ ocal)

© Fortinet Inc. All Rights Reserved.
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MOHITOPUHI cepBiciB Ta IX 0e3neku

Kopensuis xypHanis (logs)

Test 16 - Web Usage Summary Report

Data Range: 2022-01-18 00:00:00

Web Browsing
Top 10 Online Users by

User

lkong -
172.18.49.113
root -
snadella |
brazz -

1
172.18.49.230 14.65

diaor - 14.50

fwang - 14.36

watson _13.13

2022-02-16 23:59:59PST (F

Browsing Time

36.71

125.48

22.46

2218

20.91

0 10 20

30 40 50
Browsing Time (hrs)

AZ local)

Top 10 Online Users by Categories

Information and Computer YRR
R L agines S Pordals
Information Technology

information and Computer Security
Search Engines and Portals

Instant Messaging

Information Technology
Business

Web Hosting
Search Engines and Portals

information and Computer Security

Information Technology
172, Aa 230

Information Technology 5

Web-based Email &
snadella

Web Hosting

Information and Computer Security

Information Technology

Search Engines and Portals
Information and Computer Security
PUE! Veb Tidsting

Information Technology

F::RTINET

information Technology

Education
Information and Computer Security
Search Engines and Portals
Web Hosting

Information Technology

§ information and Computer Secrt

Ikong

Web Hosting
Education

1 12-.1‘&49.11’3

Information Technolo
root 4
Search Engines and Portals

Information and Computer Security
W Vieb Hosting

Information Technology
Search Engines and Portals

MoHiTopuHr Beb Tpadiky,
cepBiciB, KOpUCTyBadiB Ta
3arpos

3aHypeHHsA 00 NOBediHKN
IHJpikOBaHNX MaLUMH

3BiT «b6e3neka 360»

BuasneHi 3arposu ta npoTtuais
HUM

© Fortinet Inc. All Rights Reserved.
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KepyBaHHS iHUMAeHTaMM

IHUMAOEHT € HEBIO'EMHOK CKIMagoBoO
poboTn iHpopmaLinHoT 6e3dnekun. PilleHHs
gornomarae LwBuaKko 3p0o3yMiTy MOro crartyc
OoAHM NOormydaagomM 3aBOAKN.
» BigobpaxeHHs oetanen iHUunaeHTy

* [lpucTtpin Ta KopucTtysad

»  XpoHonoris

« ABTOMATWUYHI Ail

* IcTopis ayaunty

« [HopaTkoBi gaHi, Hanpukniag, 3BiTu

« KomeHTapi no pesynsraty BunpasrieHHsA
* [lpusHayeHe po3cnigyBaHHA

« CnosilleHHsa

Edit Incident

Incident Date /
Time

Incident Category
Severity

Status

Affected Endpoint

Description

Assigned To

2020-03-24 20:11:22

Uncategorized
High

Analysis
Alder

loC incident created for endpoint

Y7
33/8192

© Fortinet Inc. All Rights Reserved.
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[oTOBI 4O aBTOMaTU3aUil

LLIabnoHu

«3 KOpobKM» HagaHi wabnoHu
LLIO [O3BOMAKTL Ccrieuiasnicry
SOC cTBOpPUTHK BNACHI

* Po3cnigyBaHHSA iHUMAEHTIB Woao
NPUCTPOIO B MePEXi abo X BTOPrHEHHS

» 36ip mogaTkoBOl iHbopMmaLil B XoAi
po3criigyBaHH4A

* LLlabnoHun npotnaii (brnokysaHHs IP,
TOLLO)

€53 Dashboards
% Playbooks
& Incidents
B Events

< Automation

w Connectors

L Playbook Monitor
(3 Event Monitor

€3 All Events

18 By Endpoint

® By Threat

& System Events

2 Custom View

== Handlers

@ Incidents

=+ CreateNew (& Run

O0O0OO0OO0O0O0OO0OO0O00O0

Name

Demo Playbook- Update Assets and Identities
Demo Playbook- Compromised Host Incident
Demo Playbook: EMS Quarantine Endpoint
Demo Playbook: Activate Strict IPS

Demo Playbook- Get Software Inventory
Demo Playbook- Get Process List

Demo Playbook- Run AV Scan on demand
Demo Playbook: EMS Unquarantine Endpoint
Demo Playbook- Critical Intrusion Incident
Demo Playbook- Run Vuln Scan

Demo Playbook: Add CnC IP to Blacklist

[# Edit T Delete 1% Column Settings ~

Description
Playbook to Update Asset and Identity |

Custom build playbook to get started
Custom build playbook to get started
Custom build playbook to get started
Demo playbook to unquarantine endpo

Custom build playbook to get started
Demo playbook to add CnC IP to Edge |

ADOM:root [ @ >_ ‘ linglu »
Choose from Playbook Templates
New Playbook created from scratch

Custom build playbook to get started

Playbook Critical_Intrusion_Incident
Playbook to report and contain critical intrusion incident

Playbook EMS Run_AV_Scan
Playbook to run AV scan on endpoint

Playbook EMS Quarantine_Endpoint
Playbook to quarantine endpoint

Playbook FAZ Run_Report
Playbook to run FortiAnalyzer report

Playbook Activate_Strict_IPS
Playbook to activate strict IPS profile on Firewall policies

Playbook Compromised_Host_Containment
Playbook to report and contain compromised host incident

Playbook EMS Get_Endpoint_Processes
Playbook to get process list from endpoint

Playbook Add_CnC_To_Blacklist
Playbook to add CnC IP to blacklist on edge Firewalls

U @ © @ @ @ @ @ @

Playbook EMS Run_Vulnerability_Scan
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ABTOMaTMU3auUis

BisyanbHe CTBOPEHHA anropuTtMmy i

I[HTYITUBHUW Ta 3PO3yMiNumn iHTepdrenc
003BOJIFE 3pYyHHO CTBOPHOBATU peakLil Ha
noAil Ta aBToMaTm3yBaTtu IX.

» PegaryBaHHs/konis BOygoBaHMX cueHapiiB um
CTBOPEHHS BNTACHUX

» [liarpama cTBOpEHOro cueHapito Ain

* YMOBa 4na CTapTy CLeHapito
* [Nopnia
e [HUMOEeHT
» 3a posknagom
* Py4Huin 3anyck

New Playbook created from scratch - 2020-03-24722:26:27.070Z

SSSSSSSSSSSS

sssssssssssssssss

Create Incident

© Fortinet Inc. All Rights Reserved.
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ABTOMaTu3aLis BUPIWEHHA IHUMOEHTIB

ABTOMAaTUYHI peakuil Ha IHUMAOEHTU

» Eckanauis

« 36ip cnosiLeHb

* 3BiTH

» KomeHTapi

« 36ip iHpopMaLyi

« [liT Wwoao crpumyBaHHA

* [1lpn3HaveHHa BignoBiganbHOro
 CnosiLeHHsA

» BunpaeneHHs

Hght INO0002422

Affected Endpoint/User

© Fortinet Inc. All Rights Reserved.

46




Fortinet Security Fabric Automation

FortiGate FortiSwitch
Internet
IP Ban /
Other stitches
A
Automation
TIDB Stitch Logs
Updates triggered
(API call)
FortlAnaIyzer
Event
- detected

7

J
(=
Y (S
/’ G_Q\ i
e /
4 /4

Protected
Endpoints

Infected
Endpoints
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AHani3 Ta aBToMaTU4Ha peakuis

CTtBoOptonTe CBOI NnoAail
Ta peakuil Ha HUX

€23 Dashboards
2 Playbooks

= Incidents
B Events
% Autormnation ~
% Connectors
2% Playbook
2 Playbook Monitor

C& Event Maonitor
€23 All Events
18 By Endpoint

@ By Threat >
¥ System Events >
2o Custom View >

= Event Handler List

#= FortiGate Event Handlers

& Subnet List
&l Incidents

Status oM

Name Botnet Communication detected
Description For FGT Automation Stitch
Devices @Al Devices  OSpecify
Subnets @®All Subnets (O Specify

Filter 1 m

Log Device Type [ FortiGate °]
Log Type [ 1PS fips) -
Group By [ Attack Name (attack) v ] +

[ Destination Endpoint (dstendpoint) - ] i

Logs match OAll @Any of the following conditions

Log Field Match Criteria Value

Level (pri) - ] [ Equal To - ] [

Emergency -] =+

Generic Text Filter @

Generate alert when at least| 1 matches occurred over a period of | 30

Event Message @ Traffic from Botnet C&C to $groupby?2 detected

Event Status

(Blank)

DO Allow FortiAnalyzer to choose

Event Severity Medium

Tags

Additional Info
(DUse system default

(®Use custom message @

Traffic from Botnet C&C $[attack]. Reference: $ref]. Traffic path: PolicylD
Slnelicyidl $fsrcintf] ${srcip):$ismcoort]

attack ~ Botnet and direction=outgoing and (action=="detected' or action=="pass session’)

minutes
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IHTerpaudia FortiAnalyzer

de
Jo ]o Jo
de

FortiGate

FortiSOAR

Fortilnsight

FortiNAC

FortiEDR

FortiDeceptor

FortiAuthenticator

FortiClient

FortiwLC

FortiSIEM

P <

v

—_—

M =

N

)

FortiAnalyzer

FortiDDoS

FortiSandbox

FortiADC
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FortiAnalyzer
Free Product Demo

This full working demo lets you explore the many features of FortiAnalyzer.

FortiAnalyzer offers centralized network security logging and reporting for the Get Started
Fortinet Security Fabric. FortiAnalyzer accepts inbound logs from multiple

downstream Fortinet devices such as FortiGate, FortiMail, and FortiWeb devices

etc. Functions such as viewing/filtering individual event logs, generating security

reports, alerting based on behaviors, and investigating activity via drill-downs are First Name * Last Name *
all key features of FortiAnalyzer. In this demo, see how it presents the visibility of
your networks such as an aggregate view of applications, web usage, and
potentially malicious behavior affect your network.
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