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3axucT iHpopmaLlinHUX CUCTEM
KPUTUYHOI IH(DPACTPYKTYPU
BucokoedeKkTnBHiI pilleHHs 6e3nekun, po3pobreHi ans
6e3ne4yHol Ta HaginHoi poboTun iHpopmauinHux cuctem B OT

(OnepaduinHix TexHonoriax).
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ICT

Buknukn kibepbesnekn B OnepauinHnx TexHonorisx (OT)
Cneuiani3oBaHi pileHHa ana 6esnekn OT Big Fortinet
FortiGate - NGFW ana OT

PiBeHb 0OCTYNy - cermeHTauia Ta MiKpo-cermeHTauid
FortiNAC

BeaneyHa ayTeHTUiKaLis

[NicoyHnuya ana OT

FortiDeceptor

FortiEDR

YnpaeniHHs 6e3nekoto, aHaniTuka Ta aBToMaTUYHe pearyBaHHS
» FortiManager
» FortiAnalyzer
» FortiSIEM
» FortiSOAR

[TapTHepCbKa ekocmnctema
[Mpuknagn snpoBagXeHb

© Fortinet Inc. All Rights Reserved.




Buknuku Kibepoesneku B
OnepaudinHunx TexHonoriax (OT)



L
Bu3sHauyeHHs OT, Tta ix 6e3neku -Gartner Market Guide

B O e o T
T— «anapartHe Ta nporpamHe 3abeaneyeHHs, ke BUABNAe abo BUKIMKaE
U3 O sty o b s s s o i o . pristedy 3MiHW LUNAXOM MPAMOro MOHITOPUHTY Ta/abo KOHTPOr (i3NYHUX

NPUCTPOIB, NPOLECIB | NOAiIN Ha NigNPUEMCTBaXxX, OPIEHTOBAHUX Ha
akTUBM, 30KpemMa y BUPOOHNLTBI Ta onepauinHin giansHOCTI».

LLlo Take 6e3neka onepauinHnux TEXHOMOrIN?

«MPaKTUKN Ta TEXHOSOTT, WO BUKOPUCTOBYIOTLCA ONS 3aXUCTY NOOEN,
aKTMBIB Ta iH(popMallil, 3any4yeHnx 4O MOHITOPUHIy Ta/abo KOHTPOso
di3NYHUX NPUCTPOIB, MPOLECIB | NO4IN»

OT Bigomi Takox, sk SCADA

Supervisory control and data acquisition (SCADA) - ue
apxiTektypa cuctemun kepyBaHHa B OT

r 1 1
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Lo Take IT1 OT?

Information Technology and Operational Technology (IT/OT)

IHpopmauinHi TexHonorii (IT) — ue po3pobka,
yrnpaBniHHA Ta 3aCTOCYBaHHSA KOMM IOTEPHOrO
obnagHaHHs, Mepex, NporpamMHoro 3abesnevyeHHs
Ta cuctem. |IT maloTb BUpiLLanNbLHE 3HAaYEHHS ONs
cydacHux BisHec-onepaLwin, OCKiflbKU BOHU
[03BONATL NIOASAM | MalMHaM CrifikyBaTucs Ta
obmiHoBaTUCS iHpopMaLieto.

OnepauinHi TexHonorii (OT) BUKOPUCTOBYIOTb
anapartHe Ta nporpamHe 3abesneyeHHs ons
KepyBaHHS NMPOMMUCIIOBMM OBnagHaHHSM i
cuctemamum. OT KOHTPONHIOTb
BMCOKOTEXHOMOrI4YHI cnevianisoBaHi cMctemu,
Hanpuknag, B eHepreTu4yHin, NpoOMMUCNOBIN,
BUPOBHMYIN, HATOBIN | ra3osin
NPOMWCIIOBOCTI, pOOOTOTEXHIL,
TenekoMyHiKkauisx, yTunisauil Bigxoqis i
BOOOMOCTAa4YaHHi.

=-= © Fortinet Inc. - ..



e mu moxemo 3Hantm OT?

CekTtopu KputnyHoi IHopacTpykTypu
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nocnyru



LLlo HacnpaBAai 3miHOETLCA B OT?

OnTumisauis bisHec-npoLecis, WO cnpusie KoHBepreHuil IT/OT
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Process optimization
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3axuct B3aemonoB’azaHux IT ta OT

KoHuBepreHuia IT i OT

- NOCUNeHHsA 6e3nekn NpUCTpoiB

- cermeHTauisg Mmepexi

- KOHTPOIb A4OCTYNYy (KopUcTyBadi, NpUCTpoOl)
- 6esnevyHnn 6e3gpoToBUN OOCTYN

- 3anobiraHHs 3arpo3am B nNpoTokonax ICS

- © Fortinet Inc. All Rights Reserved.




Kidbep3arpo3u € peanbHumu anga OT

Po3kpuTi IHUMOEHTN — NLLE BEPLUMHA ancbepra.

36inbLueHHs yacTotn Ta $ wkoan atak Ha OT&CI

(J

3pocTaHHa Ransomware HauineHoro Ha OT B ’22 (Hanpuknag: Lockbit, Conti, RaaS)

< &
<

APT rpynu € 3pocTtatodoto 3arpo3soto anst OT ... HoBi cnoHcopoBaHi gepkaBoto hpenmMmBopkM ansa atak Ha ICS (Hanpuknag,

A Ak
Incontroller) é} %

BGg

IHTeHcuBHa ekcnnyaTauis [loT BpasanuBocTen B OT (Hanpuknag: Ripple20, Mirai botnet, Log4j, BrickerBot,...)

BucokoedektnsHi Supply-Chain ataku (aTtakvm Ha naHuioru noctadanHs) B 2022 (Hanpuknag: Kaseya VSA, Codecoy, 9 3 1 O

Fantasy Agrius wiper, ...) OpraHizavin OT 3a3Harnm npUHanMHI
O[HOTO BTOPrHEHHS 3@ MUHYIW PIK, a

PosnosciogxeHHs yepes 3MiHHI HOCiT Yy 35%+ noyaTkoBuMx BekTopiB atak B iHungeHtax OT/ICS 2022 poky 63% manu 3 abo GinbLue BTOPrHeHb

Atakun Ha BpaanuseocTi MS.Windows (ronosHum ymHom CVE-2020-1381.Privilege.Elevation) cnpyynHnnu Haubinby
KinbKicTb cnpautoBaHHb IPS y apyrin nonoBuHi 2022 , GinbLy 3a Log4j Feb ‘23 Fortinet Global Threat Landscape Report
Jun 22 Fortinet state of OT/ICS Report
Oct ‘22 SANS/Fortinet State of ICS/OT Report

...Lie BNniMBae Ha bpeHa, KpeanTHUI PENTUHT, KOHKYPEHTHY nepeBary, perynoBaHHs, ...

© Fortinet Inc. All Rights Reserved. 9


https://www.fortinet.com/content/dam/fortinet/assets/threat-reports/report-2023-threat-landscape.pdf
https://www.fortinet.com/content/dam/maindam/PUBLIC/02_MARKETING/08_Report/Survey_ICSOT-Cybersecurity_Fortinet.pdf

A
mob6anbHa ctatuctuka no OT KopuctyBa4vax Fortinet — 2023 vs 2022

Q: What types of intrusions were experienced? (check all that apply)

56%

44%
39%

39% 37% sgy

CtaTncTtuka BTOPrHeHb
« 3pocTaHHa malware Ta phishing aTtak

32%

a, a,
52% 2% 29% 29%

Malware Phishing Targeted Mobile Ransomware Insider Removable DDoS Insider
attack security breaches: storage breaches:
breach unintentional device/ bad actor
media

m 2022 | 2023

Intrusions Experienced

53% 53%
47% - — a8%
425 44% 44% 14% 44%

43%
40% 4% 40% 40% 40% 9% 30%

BoockoHaneHHA 3axXuUcTty

3%

« BnpoagxeHHa NAC
* PosroptaHHa SOC
.
« 3axucT BigganeHoro gocTyny
MNetwork Security Manage Remote Secura Intarnal MNetwark Internal Advanced Scheduled Role-based Security Threat
access operations and managemeant femaote security operations netwaork, pergistent security access orchestration,  intelligence
control centar monitor of phrysical access training canter sagmentation threat compliance automation,
(soc) securfity sacurity and (MOC] [sandbaox, reviews/ and regponse
events/ education deception) audits (soAR)
event
analysis
m 2022 B 2023
Cybersecurity and Security Features in Place
L)
- © Fortinet Inc. All Rights Reserved. 10
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https://www.fortinet.com/content/dam/fortinet/assets/reports/report-state-ot-cybersecurity.pdf?utm_source=website&utm_medium=pr&utm_campaign=report-state-ot-cybersecurity-2023

3BiT ACC33l 3a 2022 pik

« ATaku Ha eHepreTuky Ta TpaHcnopT

E:-_‘\'. State Service of Special Communications and Information Protection of Wkraine

Energy
sector

Cases: 29

Most actlve Actors: GRU/Sandworm/UAC-0082 (3 cases),
UAC-0133 (1 case),
UAC-0107 (1 case)

Logistics &
Transportation

Cases: 19 (including 7 Transportation cases)

Most active Actors: UAC-0082/Sandworm

Enemy objective: Espionage & Ukraine and places of their storage.
intelligence collection. Monitoring Control over supply chains and military
the ways that Western weapons enter paths.

20

Enemy objective: Limit or disrupt April/May cases, which gives them a )
payments from civilians, focusing on certain advantage. They actively attack (] state service of special Communications and information Protection of Ukraine
payee databases with addresses and civil and critical infrastructure with
Pll data. the hope that it will open the door
for influence operations and further Key targets:
Key targets: negotiations.
o g g RAILWAY They are a key to solid and fast heavy weapon delivery to the bases
R _ _ . . . COMPANIES near the frontline. The enemy’s key interest was in understanding
« Institutions that design and build Gas and electricity companies were supply dependencies, schedules, and specific equipment/machinery.
gas and oil pipelines a primary target as part of russia’s
« Electricity grids general strategy launched in Q3 o e eaIcES 1 Igﬁﬁf‘; E' i g’;'g}g ;'::thﬁ":fﬂggrﬂgfsﬁlﬂﬂgﬁ the frontline, as
+ Public electricity supply companies 2022 to cut down the power supply, LocISTICS —
. R . Interrupt logistics and broadcasting CONTRACTORS organizations who have to support combat units.
The malicious actors in guestion have (including Internet communication for
knowledge about Ukrainian energy government and civil society), and limit _ _ _
infrastructure architecture after the access to news and information. IREIGItEG IHCIdemf IF;CItU:E El'ltaCKﬁ'éﬂn Pﬂlmfv for the Western weapon systems
ocal governments in the Lviv an supply.
Odesa reqgions, which often are entry
r 1 1
- © Fortinet Inc. All Rights Reserved. 11

[bxepeno: Russia’s Cyber Tactics: Lessons Learned 2022, 1CC33I



https://cip.gov.ua/services/cm/api/attachment/download?id=53466

BpudiHr JocniaHnubKoi cnyxou
€BponencoLKOro napriaMmeHTy

« 30% Big aTtak — HauineHo Ha OT

9/5

Poznoginexa ataka «igmosa g oficnyrosysanki» (DDoS-ataka)
3 METOK HINETPALIT TA NEPEHANPARNEHHA IHTEPHET-TPAdIKY

Ha okynoBaHi Pocick Teputapii Yipatin

Ki6epataka Ha Onecoky micbky pany OHOYACHD 3 PAKETHIIM
aficrpingu wprpaeuy kpanzanip (g acy

Kifepataky Ha HALIOHANKHOTD ONEPATOPA NOWTOROTG
3B'A3KY Ykpainn

OTPHMEHHA QOCTYTY A0 MNATIKHAX DaHUX YKPATHCHKIX
TPOMAJIAK 33 1ONOMArOH ONUTYBAHHA YEPES CTOPIHKL

B COLIENEHHY MEpesax

Jloctyn 40 baHKiBCbKMX JaHkX rPOMANAN 33 JONOMOr0H0

Io0apcbEnl nnarnan g

Cnpoba 3asagurd poboTi enekTpoOCTaHLiR

30/3

28/3
2073

1873
1713
16/3

Xakepu BUKpANaINTH 06NIKOBI NaHI KOPHCTYBAYIB ¥ lePHaBHIY
YETAHOBAX T3 MEAIACTRYKTYpaX

Hakepu BUKpanaiTs obAIKOBI AaHI YKPATHCHIMUY Y PAAOBLIB

MarsStealer Bnkpanae o6nikosi DaHi YKPaIHCLKNK TROMAIAH
Ta Opraizauji

KiGeparaky Ha caitu Yiprenexomy Ta WordPress

Bukopucrauus Gexpopy LoadEdge nna scramosnenus
NPOTPaMHOTD 3a623ne4erHA NA CTEMERHA

(iWWHIOB] ENERTPORK] ANCTI HALINEHI HA DEKINLKA OPraHiauin
i iHrOB] eNeKTROKKI AMCTH HALINCHI Ha ypAg | 30poiHi cinn

Inamanni Tenekanan «Ykpaita 240 nepenae dancwmese
nosigomnedts, Hiduto Npesugent Yepaikm B.3enencorui
3dK/IMKJB HACENCHHA J0 Kd I'HT}'.’]HLII.

1473

LWkignwee nporpamse 3abeancucknn CaddyWiper nponukno
B KOMI IOTEPHI CHCTEMA KiNlbKOX YKPATHCL KWK OpIaHi3aLlii

[ /37 Q) Kibepataka Ha NDCTa4anb6HHER TENEKOMYHIKALUMHIX nocnyr |
13 (i HTOB| aT3KK HA TPOMARAH | DepKaBH| Clyxbn
4/3 Fibepataku 3 BUKOPHCTAHHAM WKIANWBO NPOTPAMHOND
3afiesneyeH A Ha HeypAnoBi, Gnaroniini Ta rymaxitapHi
Oprauizaui’
28/2

Arakyt Ha Lndpory indpacTpykrypy Ykpaiku Bnokyiots gocryn

bepesent DDoS-aTaka cnpAmMOEaKa Ha JecTabinizal|in
2014 p. YKPATHCBKIK KOMI IITEH X MEPEK
i KomyHikauiis, wod sinsepuyTh yBary
Bif Ail pociidcekux BIRCK ¥ Kpumy
Tparene [popocificbka rpyna XaKTURICTIE I0IACHIE
2014 p. HM3KY KibepaTaK i3 METOK MaHINYNKBaKHA
TONCCYBAHHAM HA NPE3UABHTCBKHX
BGopax B Ypaili (wkigwee nporpanine
3abe3neyeHksA Gyno Buaanexo, npote
BOAN0CA 3ATPHMATH NiAAXyHOK ronocis)
[pyoent Bin DDaS-araku nocTpasaanin Kon-LeHTpn
2015 p. Ta MEPEKA TPLOX EHEPropoznoinbymx
KOMNAHIR, YHACNIA0K voro nonaa 230 000
CNOKNBAYIB 3aMMunuen Ge3 enekTpoeHepril
Ciues [lepebol Ha KHIBCHKIN NICTAHLIT NPH3BENH
2016 p. A0 TOAWHHOTO NPHNIHEHHA NoAa4I

ENeKTpoeHepril

%HFHP\

7.

WWkignuee nporpamke 3abenevexkn
lotPetya Bpazuno YopHobrnboky aToMiy
ENEKTPOCTAHLIK T2 3P 3HN0 KOMN HTEPH
UHCAEHHMX JEPHKABHIX T3 GIHAHCOBHX
YCTAHOE, NOLUTOBMX CNYxb, raseT, ob'ekTie
TPAHNOPTHOI IHGPACTPYKTYPH

Ta NANPHEMCTE

252 Araka |ssacWiper Ha ypAnosi elcaidTn Ta KibepaTaka Ha MyHKT
NPVKOOOHHOMG KOKTRONK

242 (? Araka Ha oynyTHukoRy Mepesxy KA-SAT cnpuse poditcekon
BTODIHEHHIO

1

232 ¥panosi BeOCART CTanK MILEHHIO 3TaKN, 3 WKIANKEE
nporpamke 3adeaneuenns HermelicWiper epasino oprasizauii
3 dinancoparo, |T 1a asiauiinoro cexTopis

15/2 DDoS-araxa Ha Kinkka rogut 3atnokyeana DocTyn o BebcaiTia
YKPAHCbK X ACPKABKIX YCTAHOR, BaHKIB | pagiocTaHuii

14/2 KAKepu poaMicTIIN NOBIROMNEHHA «HekaiTe Haripworos
Ha 70 ypagosux sebcaiiax

132 Microsoft nosigomnAE Npo BUABNEHHA LWIKIAMMBOTD Mporpavkom

3abieaneue ks, HALINeHoro Ha ypAag Ykpaluu Ta gekinbka
HekoMepLiHu: Ta IT-opraisaii

- © Fortinet Inc. All Rights Reserved.

Ibxepeno; BiiHa Pocii npotu YkpaiHu: XxpoHonoris kibeparak,
HocnigHuupbka cnyx6a €BponencbKoro napnamMeHTy

[xepeno: gawizibpani ACEMN; rpadika: Modns Kinnmaep.

Nunens
2018 p.

Cnpota kibepaTary Ha Aynbcbky
KNOPONEPEMBHY CTAHUIK), NPOJIYKUIA AKAT
BHKOPHCTOBYETLCA Y 23 00nacTax Ypaikn

Mot
2021 p.

Cnpota kibepataky Ha BebeaiiTn (mypexdu
besneku Yepainu

2022



https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/733549/EPRS_BRI(2022)733549_XL.pdf

Cneuiani3oBaHi pilleHHA AnS
oe3nekun OT Big Fortinet



Security Fabric gna OnepaudinHnx TexHonorin

Cloud &
External Zones

MAJOR ENFORCEMENT BOUNDARY

Business &
Enterprise Zones

IT

CONVERGED IT & OT

D g

MAJOR ENFORCEMENT BOUNDARY

Operations &
Control Zones

ICS/OT

MINOR ENFORCEMENT BOUNDARY

Process Control
Zones

MAJOR ENFORCEMENT BOUNDARY

Safety &
Protection Zones

Secure Digital Networks

G

FortiCNP

.é‘. (;g)

SD-WAN/ 5G

FortiGate

X

FortiSwitch

=

Rugged FortiGate
Rugged FortiSwitch
Rugged FortiAP

Secure Remote Access

FortiGate

FortiAuthenticator

u 384629

FortiToken

@

FortiNAC

Secure IT/OT Convergence

Do

FortiSIEM

)

FortiSOAR

&
)

FortiDeceptor

ik

FortiSandbox

) w—

FortiManager /
FortiPolicy

FortiAnalyzer

X

= = =

FortiEDR

Secure Networking Zero Trust Access Security Operations Security Services

@

OT Specialized
FortiGuard Services

2,000+ OT Application
Signatures

500+ OT Threat
Signatures

Fabric Ready
Ecosystem

© Fortinet Inc. All Rights Reserved.
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LLikana 3pirnocTi kibepbe3neku
3 noptdoosio Fortinet

3axuct BusaeneHHsa

PearyBaHHA Ta BigHOBIIEHHSA

A
O, s
2 = &8 @
FortiAuth - ' 2
FortiToken FortiEDR Micro Advanced
— segmentation Access Control
IPS @ *
N & L
Virtual App =l
Patching Control FortiSandbox Fortiweb
- @ X ‘
o PiBeHb 3 -
X FortiNAC FortiSwitch
o OxonneHHA
m = 4P
a!i — PiBeHb 2 —
FortiGate FortiClient PO3LU|/| peH " l7l
3axucT
PiBeHb 1 — Bba3oBa
Oe3neka

_\/\I’\L

FortiMonitor

» X

FortiDeceptor  Fabric Ecosystem

5 % M

FortiXDR FortiSIEM

PiBeHb 4 -
BuaunmicTtb

O & o

FortiSOAR  FortiNDR  FortiGuard MDR

PiBeHb 5 -
KepyBaHHs

lNocTinHe
BOOCKOHANEHHS:

* Pecypcun

* [lpouecwu

e TexHonorii

Based on CMMI, NIST, ARC 3pinicTb kibepbesneku

© Fortinet Inc. All Rights Reserved.
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A
CneuianizoBaHi npuctpoi Fortinet gna ICS/OT g o oo

GERIFED  ((Aabs  (Elabs
EAL4+ & A —4

IEC EIBEU-S% IEEE 1613 l

FortiGate, FortiSwitch, FortiAP & FortiDeceptor Rugged Series

3axuweHumn (rugged) ansaunH KoHconigoBaHa apxiTekTypa MNMpocToTa ynpaBniHHA
BiocyTHicTb BeHTUNATOpa Ta oe3neku [o3Bornse WBNUAKO po3ropTaTtu,
BMKOPUCTaHHS HaAiHUX KOMMOHEHTIB FortiGate 3 KOHCOMiJOBaHOI Ge3neKkoo Fortios BiZICTEXyBaTV CTaH NpUCTPOIO Ta
3abesneuytoTb HadiliHy poboTy B HaZae KpaLLmii 3axUCT i HUKYY BapTICTb 3arposu, Haaarum akTyarnbHi 3BiTK.
arpecuBHUX NPOMUCIIOBUX BOMNO/HHS, HiXX 6araTo TOYKOBUX NPOLYKTIB.

CORSAOSUEIAN FortiGate Rugged Series FortiSwitch, FortiAP & FortiDeceptor Rugged

FLIATINET
'ﬁ. »'_IMW'@_“
R e FSR-112D-POE FortiDeceptor Rugged 100G
T T Fan-less passive cooling with DIN- Fan-less desktop form factor. AC or
rail or wall-mountable. Power over DC powered. 6 x 1GbE RJ-45

FGR-70F FGR-70F 3G/4G FGR-60F FGR-60F 3G/4G Ethernet capable ipcluding PpE+. ports. 1TB SSD storage.

DIN-rail mounted, DIN-rail mounted, S0C-4- SoC4-powered, security SoC-4-powered, security Redundant power input terminals.

SoC4-powered, powered, security and and VPN gatewa and VPN gateway with Mean time between failure greater

security and VPN VPN gateway with 9 Y embedded 3G/4G/LTE than 25 years.

gateway embedded 3G/4AG/LTE

®PyHkioHan FortiGate FortiAP Rugged 234F &
o FortiAP Rugged 432F
«  Security (IPS, FW, OT traffic monitor) *  IPS Service (Virtual Patching) - WK ; External Antennas
«  Encryption (GRE, VXLAN, IPSEC) *  Industrial Security Service for OT g’SSLEIC;SVZZifnSSL VPN \\ EOGQ'FJQSVZ‘:engUtdOOV Use
» Connectivity (Proxy, VLANS, IPv6.) * 0T Detection Service P . 3 Wall- and pole-mountable
. Advance features (SD-WAN)) * Antivirus, Anti-malware, Bonet, CDR, Virus + Packet capture triggered by IPS < Wi-Fi Alliance Certified
. Central authentication (LDAP, RADIUS) Outbreak Protection & Sandbox services +  Virtual Domains (VDOM) NN
€ ’ URL, Web, Video DNS Content Fllterlng . Transparent or Proxy N
r 1 1
- © Fortinet Inc. All Rights Reserved. 16



FortiGate — NGFW ans OT




FortiGate Rugged Series: nOpiBHAHHSA

FGR-60F/-3G4G FGR-70F/-3G4G

Firewall (1518 UDP)
Concurrent Sessions

New Sessions/Sec
IPSec VPN

IPS (Ent. Mix)
NGFW (Ent. Mix)

Threat Protection
(Ent. Mix)
Interfaces

Storage

Others

6 Gbps
600,000

19,000
3.5 Gbps
950 Mbps
550 Mbps

500 Mbps

4 x GE RJ45 Switch ports, 2 x Shared Media pairs (can be
configured with 1 RJ45 Bypass pair)

IP 20 Rated

© Fortinet Inc. All Rights Reserved.

8 Gbps
1 Million

35,000
6.5 Gbps
975 Mbps
950 Mbps

580 Mbps

4x GE RJ45 ports, 1x GE RJ45 bypass port pair (between
PORT3 and PORT4), 2x GE RJ45 WAN ports, 2x SFP slots

IP 40 Rated

18



FortiOS Network Operating System

£ = < <BE

v >
dA> o
Policy Engine Automation Engine Logging & Reporting Monitoring & HA Orchestration API Connectors
(D)
(©) S
()
2 0= T3
) WiFi ==
© L App Securi SSL = =
5 Authentication control AV s Bemer  URL (@ or IPAM Ratingt]y Inspection Z S
S .x Token =
o : SAML
.g Switch
o
s <> T «@»(ﬂ ap |E . W) e
w4l Endpoint g = = a o o o
< 5 Firewall Segmentation PN SSL VPN CAPWAP Switchin Z e
— O O b ST DDoS =8 Routing  CGNAT  Proxy il < S °
Z W [} (VXLAN) =0
=z SD-WAN
NAC Network Processor Accelerated Network Processor Accelerated
Abstraction layer
_ ~ O
: =% = . ‘v’ Q ‘
Branch Campus Data Center Embedded Virtual Machine Cloud Native
AR
- © Fortinet Inc. All Rights Reserved. 19



FortiGuard - 6e3neka nocusieHa WTYYHUM IHTESIeKTOM

Web

URL Filtering

DNS security

Secure Web Gateway
Phishing
Geo-location

In-line CASB
Anti-spam

FortiGuard Labs

Real-Time Security update

Al & Machine Learning models
developments on both local
and large-scale Cloud-driven
data lakes

Zero-Day discovery

Outbreak Alerts

Threat Monitoring and
Communications

Industry Alliances

Device Security (IT| OT | loT)

Exploit Protection

Vulnerability Detection

Virtual Patching

IPS Known and Zero-Days with
Botnet & C2

© Fortinet Inc. All Rights Reserved.

Content

Al Sandbox & EDR Behavior

Polymorphic Anti-Malware | Antivirus

Mobile Malware
Credential-stuffing defense

NOC/SOC

Decoys
IOC Ingestion and Search

Advanced Forensics & Threat Hunting
Al-powered investigation & Automated

Integrative IR

Outbreak Detection services (FAZ, FCT, FOS)
Automated playbooks and remediation

Fabric Rating Proactive Assessments

and Simplified Migration

Application Security

Secure Email Gateway
WAF signatures

DDOS

CASB - SaaS Security
ADC

20



FortiOS 7.2 nianuckKku

Bundles
Service Category Service Ofiening Acla-carte Enterprise Unified Threat Advanced Threat
Protection Protection Protection
FortiGuard IPS Service o o o o
ForneuardAnnMa|Wareprotect|on(A|v|p). ................................. . .......................................... . .......................................... . .....................
Service
URL, DNS and Video Filtering Service . . .
Security Services FortiGuard Anti-Spam Service . .
FortiGuard loT Detection Service o o
FortiGuard Industrial Security Service . .
FortiGuard Al-based Sandbox Service o

Al
H © Fortinet Inc. All Rights Reserved. 21



FortiOS 7.2 nianuckKu

Service Category

FortiCare Essentials °

Hardware and Software
Support

Base Services included with FortiCare Subscription

DDNS (v4/v6) Service

H-H © Fortinet Inc. All Rights Reserved. 22



IPS / Application Control gna npoMmncnoBux NPOTOKONIB

DNP3

DNP3_Abort.File
DNP3_Activate.Config
DNP3_Assign.Class
DNP3_Authenticate.File
DNP3_Authentication.Error
DNP3_Authentication.Request
DNP3_Close.File
DNP3_Cold.Restart
DNP3_Confirm
DNP3_Delay.Measurement
DNP3_Delete.File
DNP3_Direct.Operate
DNP3_Direct.Operate.Without.Ack

DNP3_Disable.Spontaneous.
Messages

DNP3_Enable.Spontaneous.
Messages

DNP3_Freeze.And.Clear

DNP3_Freeze.And.Clear.Without.
Ack

DNP3_Freeze.With.Time

DNP3_Freeze.With.Time.Without.
Ack

DNP3_Get.File.Info
DNP3_Immediate.Freeze

DNP3_Immediate.Freeze.Without.

Ack
DNP3_Initialize.Application

© Fortinet Inc. All Rights Reserved.

DNP3_Initialize.Data
DNP3_Open.File
DNP3_Operate
DNP3_Read
DNP3_Record.Current.Time
DNP3_Response
DNP3_Save.Configuration
DNP3_Select
DNP3_Start.Application
DNP3_Stop.Application
DNP3_Unsolicited.Message
DNP3_Warm.Restart
DNP3_Write
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CurHaTtypum Industrial Security Service IPS

Protecti Added : : :
ndustrial Security Service

Advantech OpenPLC IPS Signatures
Delta IA Rockwell
Eaton Schneider Electric - 617
Moxa Siemens 49+ in 2023
Omron WECON

Entire list: https://www.fortiguard.com/encyclopedia?type=isips
Request a signature: https://www.fortiguard.com/fag/ips-contact

H © Fortinet Inc. All Rights Reserved. 24
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{4, CurHatypwm Industrial Security Service Application Control

Sample Protocols covered, +70

BACnhet

DNP3
Elcom
EtherCAT
EtherNet/IP

FINS

IEC 60870-6
(TASE 2) /ICCP

IEC 60870-5-104
IEC 61850

HART Industrial Security Service
LONTalk Application Control Rules
MELSEC

MMS

OPC 351+ in 2023
Profinet

S7

Entire list: https://www.fortiguard.com/encyclopedia?type=isapp
SafetyNET Request a signature: https://www.fortiguard.com/fag/appctrisubmit

© Fortinet Inc. All Rights Reserved. 25
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FortiGuard Industrial Security Service

Application Control curHaTtypu 3 KOHTPOJSiEM (PYHKLUIX, NnapamMeTpiB | 3HAaYEHb

C)

Industrial
Security

Application
Control

Intrusion
Prevention

IEC 60870-5-104 =

IEC 61850 — MMS

IEC 61850 - R-GOOSE

IEC 62056 — DLMS/COSEM
IEC 60870-6 — TASE.2/ICCP
IEEE C37.118 — Syncrophasor
Modbus TCP =

OPC UA (DA, HDA, AE)

Edit Parameters

« All parameters entered here are grouped together. Traffic must match all

criteria to be flagged.

Parameter 1 TypelD 10:20
Parameter 2 COoT 4,712:15
Parameter3 = COT_Negative 47,12:15
Parameter4  COT _Test 47.12:15
Parameter 5 COA 123,432

Application and Filter Overrides

| # CreateNew | ¢ Edit W Delete
Priority Details
1 IEC.60870.5.104_Information.Transfer.InValidation

GUI

Cancel

Group 1 TypelD=10:20
COT=4,7,12:15
COT_Negative=4,7,12:15
COT _Test=4,7,12:15
COA=123,432

@ Block

— @ @ Additional parameter, logical operations and ranges are supported

© Fortinet Inc. All Rights Reserved.

show application list iec104
config application list
edit "iec104"
set other-application-log enable
set unknown-application-action block
set unknown-application-log enable
config entries
edit 1
set application 49332
config parameters
edit 1
config members
edit 1
set name "TypelD"
set value "10:20"

next
edit 2 CLI
set name "COT"
set value "4,7,12:15"
next
edit 3
set name "COT_Negative"
set value "4,7,12:15"
next
edit 4
set name "COT_Test"
set value "4,7,12:15"
next
edit5
set name "COA"
set value "123,432"
next
end
next
end
next
edit 2
set category 2356 7 8 12 15 17 21 22 23 25 26 28 29 30 31 32
next
end
next
end
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CueHapil BUKOPUCTaHHA

FortiGate

IN-LINE IPS/IDS
VIRTUAL PATCHING

@ N

* OFF-LINE IDS

FortiGate BiacTtexye mepexeBun
CErMeHT (CErMeHTN) | BUSIBNSIE aTaKu,
Bkrtovatoum 0-day ataku.FortiGate
OTPUMYE Konito Tpadiky Big mirror
nopTiB. Yepes HbOro He npoTikae nhfasr.

OFF-LINE IDS FortiGate — mepexeBumn gaTuyuK.
ONE-ARM SNIFFER
(PORT MIRRORING)  IN-LINE IPS/IDS

MepexeBumn Tpadik NpoxoauTb Yepes
FortiGate.MepexeBi atakm MOXYTb OyTH
BusieneHi (IDS) Ta/abo 3abrnokoBaHi
(IPS).Y pexumi IPS Bpasnusi npuctpol
3axuweHi. Lle - virtual patching.

© Fortinet Inc. All Rights Reserved. 27



Virtual Domain (VDOM)

3meHweHHA TCO 3aBAsKU KOHconigauil KinbKox hyHKUiN 3a gonomoror ogHoro npuctporo NGFW

° OT DMZ Level3.5

Level3

Level2

Levell

Zone.function
Zone.function

Zone.function

Zone.function

Jump Hosts m——s——

Zones of Control
RN Zones and Conduits )
{ '/\ Micro Segmentation | "«
1\ [:H[
\ Ny A
MPLS \ ale |~ wmELEHE
\\ 0ge 2t
~’ @ink
\} OT Domain Ul
\ Engineering - Real-time control loop
\\ WorkStation
ISP1 \\ Zones of Control
ﬁ ‘ Zones and Conduit:
iq Micro Segmentatior| ./ N
= I= ::: M-FortiSwitch \‘
IS? Y, IT Domain F°
< FortiSandb
ortiSandbox
/I// (On Prem)
/4
/4 \ o TN '|
/4 Zones of Control N b
Zones and Conduits . . \|
/ Micro Segmentation VPN Domain <
/4
IPsec V/4
@ to HQ/PVC /7
k - -
o LY FortiGate Appliance
R4
amn N -~ 7
1 © Fortinet Inc. All Rights Reserved.

Access
VLANS
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PiBeHb OOCTYyny - cerMeHTauis
Ta MIKpPO-CermMeHTauis



FortiSwitch Rugged Series

Switch Capacity

MAC Address Storage
Network Latency (64b)
VLANs Supported
Power Supply

FEZERTIT;:T @ 8x PoE/PoE+ RJ45
(2)  4x GE SFP slots

FSR-112D-POE
24 Gbps
8K
<2us
4K

Redundant input terminals

© Fortinet Inc. All Rights Reserved.

16x GE RJ45 Ports

®
(2)  4x GE SFP slots
®

8x pairs of Shared Media Interfaces
(RJ45/SFP)

FSR-124D
56 Gbps
8K
<1lps
4K

Redundant input terminals
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FortiSwitch Rugged Series

FIIATINET

Switch Capacity

MAC Address Storage
Network Latency (64b)
VLANSs Supported
Power Supply
Additional Info

12x 1/2.5GE RJ45

12x 1/2.5GE GE SFP slots
4x 10GE SFP+ Slots

2x 40GE QSFP+ Slots

OIBIONIO

FSR-424F-POE
360 Gbps
32k
<1ups
4K
Redundant input terminals
*12 port PoE 802.3bt type 3 with maximum 421W limit.

© Fortinet Inc. All Rights Reserved. 31



FortiAP

FAP-831F
N

FAP-431/433G
FAP-431/433F

TPl FAP-432F
N>

FAP-231/233G

802.11ax FAP-23JF 802.11ax FAP-234F
AN N\ FAP-231F
FAP-221/223E
Wall Plate Outdoor Indoor

r 1 1
—— © Fortinet Inc. All Rights Reserved. 32



FortiOS: KoHTporep KoMyTaTopiB Ta TOYOK AOCTYny

@ Dashboard > Z Refresh
X Security Fabric >
[ FortiView > = FG3HOE3917900712 a
| [ rawenas  FortiGate pna KepyBaHHA
£ System >

bR [N FortiSwitch/FortiAP

& Security Profiles >
© Upgrade Available

o I | e * 3axucT Tpadiky Mix iHTepdencamm (VLAN,

@

: oc SSID, isnyHnmMn)

ssID © port13
FortiAP Profiles © port16 F5108D3W16001781 s PoE - m ° P O rt |eve| Vi S i b i | ity
WIDS Profiles e ‘ Connected = E | Radio | Group
Managed FortiSwitch
EortiswitchiVEARlS $424DN3X16000326 F5108D3W16001782 PoE I FTNT-Corp ( °
: iz npoBaaXeHHA Kpalwnux npakTuk
o N Connected H " % FTNT-Corp {1
FortiSwitch Security Policies % FTNT-Corp (f
Ll Log & Report > @ port23 % FTNT-Corp (f
 voree o Lo = renawiamyres | o £ o « ISA99/IEC-62443
7 1 % FTNT-Corp (f
© port18 Connected == % FTNT-Corp (f
= FTNT-Corp (f ST
Q port13 & FTNT-Corp (I L N I
© port1é & FTNT-Corp (f
&% FTNT-Corp (f
© port14 : .
%5 FTNT-Corp (F °
S FINTCor 0 erense in vep
Q & FTNT-Corp (f
WIDS Profiles RAUIUZ 197 RaUiU £33 AIEW WG E versIun s avanaule rauio 2: B4 FTNT-Corp (f
o g _ N Radio1: 6 Radio1:3 FP320C-v5.6-build0467 Radio 1: &% FTNT-Corp (f -
Managed FortiSwitch AP-03 © 4 19216821221~ & LAN Wired Radio2: 64 Radio2:6 A new firmware versionisavailable Radio2: & FTNT-Corp (f [ I3onﬂ Iﬂ 30 H Ba H H ﬂ
FortiSwitch VLANs . Radio1:11 Radio1:2 FP320C-v5.6-build0467 Radio 1: &% FTNT-Corp (f
ortiSwitch Port. AP-04 © 44 192168.21222- & LANWired p 0 44 Radio2:5 A new hrmware versionis available Radio 2 & FTNT-Corp (F ’
ortiSwitch Ports
. Radio1: 1 Radio1:4 FP320C-v5.6-build0467 Radio 1: &% FTNT-Corp (f 0
FortiSwitch Security Policies AP-08 o 4 192.168.212.26 - & LAN Wired Radio2:52 Radio2:3 Anew firmware versionis available Radio2: & FTNT-Corp (f o ‘ e rM e H Ta L'| I ﬂ
Ll Log & Report > v _ " Radiol: 6 Radio1:3 FP320C-v5.6-build0467 Radio 1: =& FTNT-Corp (f
AP-09 ® +h 19216821227 - @ LANWired poy05. 145 Radio2:5 A new frmware versionis available Radio 2: & FTNT-Corp {
€& Monitor > . .
. Radio1: 1 Radio1:0 FP320C-v5.6-build0467 Radio 1: &% FTNT-Corp (f L M I Kpo- Ce rM e H Ta I_l I ﬂ
AP-10 o 4 192.168.212.28 - & LAN Wired Radio2: 36 Radio2:7 A new firmware versionis available Radio2: & FTNT-Corp (f
. Radiol: 1 Radio1:0 FP320C-v5.6-build0467 Radio 1: #& FTNT-Corp (f
AP-16 ° 19216821234 & LAN.Wired p_y05. 345 Radio2:0 A new firmware versionis available Radio 2: & FTNT-Corp {
. Radio1: 6 Radio1:3 FP320C-v5.6-build0467 Radio 1: &% FTNT-Corp (f
AP-13 © +h 19216821231 - @ LAN Wired Radio2:40 Radio2:1 Anew firmware versionis available Radio 2: & FTNT-Corp (f
Q 1 i [Total: 20]
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KepyBaHHA 4epes FortiLink

FortiGate

FortiSwitch

="= FortiGate 300E Demo-ISFW-PRI

Favorites Q, Search

@ Dashboard

NA Security Fabric

FGTIKEP16900421

Physical Topology
Logical Topology
Security Rating
Automation
Settings
Fabric Connectors
lda FortiView
+ Network
£+ System
B Policy & Objects
@& Security Profiles
0 VPN
& User & Device

= WIFi & Switch Controller

Ll Log & Report

% Monitor

ITACC.SW

@~ L~ ’ demo~
NoAccess Device ~ Device Traffic @ now~ A0 # (5

Sort By: | Bytes (Sent/Received)

m.

S10BEPS716004261

[

FIN ACC W1

oisTBA

W\Q () I

\ (=)

FINAP

(=)
oo

© Fortinet Inc. All Rights Reserved.

\ S108EF 5918000014

\
\
(o)

FPI21ETF 18025895

A4
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FortiOS: NAC

NAC iHTerposaHuu B FortiOS

FortiOS 3 iHTerpoBaHum NAC:

* Monitnkn NAC y FortiOS, wwo BignosigatoTb KOpUCTyBayam

abo npucTposim.
* Pexxum nopty Ha NAC
MiaTpumka AoAaTKOBMX YMOB NOMITUKKU
* EMS tag
* mac_address Wild Card
* IHwWwe
Moxnusi gii noniTukun
* [MepeMicTnTh KiHLEeBY TOUYKY/XOCT A0 KiHLEBOro cermeHTa

* [MNepemMicTnTh KiHUEeBY TOUYKy/KOpMUCTyBa4va [0 KiHLEBOMO
cermMeHTa

» 3actocyBatu nonitukm piBHa nopty (802.1X AUTH ToOLLO)

’E.— FGT_Switch_Controller
Dashboard

Network

Policy & Objects

Security Profiles

User & Authentication

Db DBPMH®EB

WiFi & Switch
Controller

Managed FortiAPs

WiFi 5
WiFi Maps

SSIDs
FortiAP Profiles
WIDS Profiles
FortiLink Interface
Managed FortiSwitches
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch Port Policies
NAC Policies

stem

curity Fabric

Edit NAC Policy

Name Ubuntu
Status (AR © Disabled
FortiSwitches m Specify

Description £0/63

Device Patterns

m User | EMSTag

Category

MAC address >
Hardware vendor (0
Device family @ ]
Type e J
Operatingsystem @ Ubuntu
User e J

Switch Controller Action

Assign VLAN @ | = ubuntu_vlan -

Bounce port (B

Wireless Controller Action

Assign VLAN (B

@ portl

@ port2

@ port3

@ port4

Static

Static

Static

@ Edge Port
@ Spanning Tree Protocol

@ Edge Port
@ Spanning Tree Protocol

@ Edge Port
@ Spanning Tree Protocol

@ Edge Port
@ Spanning Tree Protocol

% onboarding.fortilink {(onboarding)

contractors

* default_10.fortilink (default_10)

f default_10.fortilink (default_10)

%8 quarantine.fortilink (quarantine)

= quarantine.fortilink (quarantine)

=8 quarantine.fortilink (quarantine)

*f quarantine.fortilink (guarantine)

== JOHNLOCUS
@ fe:09:0f:00:29:01
@ fe:ff:ff:00:00:29

A host8
@ fe:0%:0f:00:2d:01
@ fe:ff:ff:00:00:2d

M fe:09:0f:00:00:06

@ fe:09:0f:00:00:07

@ Untrusted

© Untrusted

@ Untrusted

@ Untrusted

© Fortinet Inc. All Rights Reserved.
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Mikpo-cermeHTauifa 3 Access VLAN

* Host i1solation

* Firewall policy to control the L2 communications
L7 Inspection if required

Level 2
Supervisory
Control Network

Engineering i
WorkStation >N \ @ Operator PC
\ N

Level 1
Process Control
Local Area Network

vlan100

Programmable
Logic Controller #1 - 7= :

| Biomterssssssnsanssas’ e "o

W Reer T Programmable

! Logic Controller #3
Programmable ogic Lonfrotier

QP Logic Controller #2

Level 0
Physical Plant Floor
Instrumentation Bus Network

© Fortinet Inc. All Rights Reserved. 36



NAC LAN Segments

BOockoHaneHHs MIKpo-cermeHTauil

» HanawTtyBaHHs VLAN members

GT_Switch_Controller

Dashboard

 CninbHi Layer 3 BnactuBocTi 6aTbkiBcbkoro LAN Segment Network

» OcHoBHUI iHTepdenc - TMN“NAC LAN Segment”

 |P address
« DHCP Server
» Segment VLANs - members

switch_Controller

@ Dashboard

“ Network
Interfaces
Packet Capture
SD-WAN
Static Routes
Policy Routes
RIP
OSPF
BGP

Routing Objects

Multicast

% FortiGate VM6&4-KVM 1 3 5 7 ¢
) ] ] ] (o

1] 5 5 1 ) )

246 810

+ Create New ~ & Edit W Delete ntegrate |
Name &
1 nac_segment.fortilink (nac_segment)
i myonboarding

i segmentl

i segment2

1 -8 3 segment3

nterface Search

Type &

W VLAN

I NAC VLAN Segment
i NAC VLAN Segment
8 MACWLAN Segment
M NAC VLAN Segment

Members ¢

Policy & Objects

Security Profiles

— WIiFi & Switch
Controller

Managed FortiAPs

WiFi Clients

Q
IP/Netmask + Administrative Access %

10.255.14.1/255.255.255.0
Inherited
Inherited
Inherited
Inherited

MNAC Policies

ecurity Fabric

© Fortinet Inc. All Rights Reser

1% Log & Report

Edit MAC Settings

NAC VLAM segmentation
Primary interface €
Onboarding VLAN
Segment VLANs

(+NEN & Disabled

*f nac_segment.fortilink (nac_segme *

= myonboarding -
2 segmentl x
*ff segment2 x

segment3 x

VDOM: € root~  »_

@~ O~ O admin~

M Group By Type ~

DHCP Clients & DHCP Ranges = Virtual Domain Ref. &
10.255.14.2-10.255.14.254 & root 8
& root 4
& root 1
& root 1
& root 1
39




3axuweHnn L2 VPN ana OT/KpUTUYHUX cuctem

Remote Site

VTEP
interface

Production
m traffic

Production

VXLAN

Mirror traffic

Mirror Destination

Switch with
SPAN

capabilities

Mirror Source

|\ traffic

Production
traffic

DAXRIX

NI

[

IK

© Fortinet Inc. All Rights Reserved.

Datacenter
VXLAN VTEP

\ interfac
FGT

“\ DATACENTER

virtua

wire pair
Management traffic

Armis/Claroty/Nozomi
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LLlo o3Hauae «Real time» B OT?
[Onsa IEC 61850-8-1 mepexi (Substation network)

SCADA to IED (Client- Server) 800 ms 400ms
IED to IED (interlock) 12ms 4ms
IED to IED (Block reverse) 12ms ams

Tol= Application recovery Tolerance
T= Time required for recovery of communication

Al
- © Fortinet Inc. All Rights Reserved.
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OT Redundancy L2 protocols

-
=
=
SAN
SCADA [DANP] =}
LANA  § i LAN B
= e
SWITCH SWITCH
o o = c
eeeeeen e : MRP = Media Redundancy Protocols
- = B HSR = High-Availability Seamless Redundancy
e g H IE e e PRP = Parallel Redundancy Protocl
S - pRp, [l H
: E 52 g = offello
HSR1 | |=fg @B =HHE
H : DANP RED BOX SAN
'""""": :' """"" DANH DANH
s 1 i
= % MRP2
LEVEL o .
DANH DANH
Al
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MRP vs RSTP

RSTP
Topology Ring Any (MESH)
Number of switches in ring 50 Max 40
Deterministic reconfiguration Yes (500/200/30/10ms) Not guaranteed
Fail-over time vs number of switches Nearly independent N* number of switches
Configuration Simple (Redundacy Manager) Medium (root, bridge, priority)

MRP Administration guide

https://docs.fortinet.com/document/fortiswitch/7.2.1/administration-quide/222614/media-
redundancy-protocol
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Miarpnmka MRP B FortiSwitch Rugged

FSR-112D-POE - DIN Rail / wall mount
FSR-124D — Rack mount

Highlights

= hean time between failure
greater than 25 years

® Fanless passive cooling
s DIM-rail or wall-mountable

= Power over Ethernet capable
including PoE+

s Redundant power input
terminals

112D-POE FSR-124D 5 1024D, 1048D,
1048E
SPAN d D D oD D oD oD D oD
RSPAN and ERSPAN (IPvd) v o oo — Py P o oo P
(RSPAN)
Flow control — XD XD oD XD LD oD XD oD
MRP — v v — — — — — —
r 1 1
- © Fortinet Inc. All Rights Reserved.

Key Features
Sturdy IP30 Construction

® Built to ingress protection 30
standards, the construction
is designed to perform while
enduring hostile conditions

Passive Cooling

= With no fan and no maving
parts, the mean time between
failure is greater than 25 years

Redundant Power Inputs

= Maximizes network availability
by eliminating the down time
associated with failure of a
power input

Power over Ethernet Capability

® Seamless integration of
peripheral devices such as
cameras, sensors, and wireless
access points into the network
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BapiaHTn BukopuctaHHa FOrtiNAC

Onboarding
Inventory Management « BYOD npuctpoi

» KoHconigoBaHa BUOUMICTb . PI3HI_TVII'II/I KOpUcTyBa4iB
« KomnnekcHe nokputTa / - Captive Portal
_ _ Automated Process
Micro Segmentation :
* BuUKoOHaHHSA NOMITUKK
* [paHynboBaHa
: » CTpMMyBaHHS 3arposu

» [InHamivHa _ _

« 3MiHa go3Bonis

» KoHTEeKcTHa

-
: 7 Command
N/
Complla.nce ‘“ﬁ Center with
© Ouinka e = 39 Party
 Ayoutn

Intel Sharing

Zero Trust gnsa
NPUCTpPOIB

-mw © Fortinet Inc. All Rights Reserved. 47



B3aemoaia FortiNAC 3 npuctpossMmu iHLWWMX BUPOOHUKIB

FortiNAC

Protocols:
SNMP CLI RADIUS Syslog APl LDAP DHCP MDM

Switch Router Access Point Firewall SIEM IDS/IPS

B3aemogpif 3 6inbLwicTio MepexeBoi iHbpacTPYKTypu KOpPNopaTMBHOroO Krnacy

Al
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MoKpUTTA NiATPUMYBaAHOro MepexeBoro obrnagHaHHSA

OxonsieHa NpoayKTiB CTaHOBUTL ~75% MepexxeBoro puHKY

[

Mmeraki

F:=RTINE

\”T" H3C

e /

I= Extreme arubo CiISCO
B a Hewlett Packard
Enterprise company
95 « Networking «  Security 2432 » Switches, APs, Controllers,
e Carrier e Industrial » Data Center, Enterprise, SMB
Modular, 1U, Ruggedized
Vendors Models 9
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ABTOMaTM3aUifA Ta KepyBaHHA 0e3neKoro

= bmce :

servicenow

O

Log to SIEM &
>

FortiGate

Visibility

~

TRUSTED

50
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[MpodpintoBaHHA NPUCTPOIB

LLIBnako, To4HO, 6e3 nepeLwukos i besnepepBHO

20+ meToaiB npodintoBaHHsA (NAaCUBHUX | aKTUBHUX)

[MpaBuna CTBOPOKTLCA HAa OCHOBI MeTOAIB NPOQiNItOBaHHA Ta BUKOPUCTOBYHOTBLCSA A OLIHKU BUSBIEHNX
NPUCTPOIB

[MpaBuna moXkHa paHxyBaTu B NOCNIAOBHOCTI Ta MaTu NepexpecHi NnocuraHHA Ha iHdbopmMaLito Npo NpUCTpIn.
Konwn npucTpol BignosigaTb NpaBunam, To BCTAHOBMNOKTLCA aTpubyTn, Hanpukniag Tun npucTporo, porsb,
rpyna ToLuo.

Passive Methods Action Methods
» DHCP Fingerprinting » Active
» FortiGate > NMAP
» FortiGuard » HTTP/HTTPS
» |IP Range » ONVIF
» Location > Script
» Network Traffic » SNMP
» Passive » SSH
» Persistent Agent » TCP
» RADIUS Request > Telnet
» Vendor OUI » UDP
»  WInRM
»  Windows Profile

© Fortinet Inc. All Rights Reserved. 51



NMpuknag po6otu FortiNAC

be3nepepBHe npodintoBaHHSA

NPUCTPOIB
1. MpuHTtep nigkntodeHnn go 2. MAC natification trap 3. FortiNAC Bu3sHa4ae 4. FortiNAC go3Bonsie WwBuako
MepeXxi BignpasneHo go FortiNAC NPUCTPIN, K NPUHTEpP Ta BCTAHOBUTU NPUHTEP Ta
Ha3Ha4ya€e HanalTyBaHHS HanawTyBaTn 6e3neky B
nopta Fabric

CTpnMyBaHHS PO3MOBCIOKEHHS 3arpo3 Ha piBHI JOCTyny

®

1. FSSO nigknoyeHHs 2. FGT BusaBnse 3arpo3y Ta 3. FortiNAC i3ontoe 4. Bipyc i3onboBaHo Ha
yepes FGT, BUSIBNEHHS Bigcunae noaito Ao NPUCTPIN Ha piBHI piBHI KOMyTaTOpa
3apaXkeHHs FortiNAC AOCTyny

Al
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be3ne4yHa ayTeHTUIKaLIA




FortiAuthenticator . “;:;;;;:."

= YnpaBniHHA igeHTUIKauiero, KOHTPOSb AOCTYNY KOPUCTYBaYiB Ta

\Y 12

[Mpo3opa ineHTudikaLia KopuctyBadis Mepexi
Ta 3aCTOCyBaHHSA NOMITUKN, KEPOBaHOI
ideHTUdIKauieto, y KopnopaTUBHIN Mepexi 3
nigTpumMkoto Fortinet

3o b
L8

BeaneyHa 6araTtodakTopHa/OTP , \
@ ayTeHTUdiKauia B opraHisauii B noegHaHHi 3 l\ 8%23 ~ - J)

FortiToken S Y
=) KepysaHHs cepTudikatamm Ans ==*FortiToken
=) KopnopaTtneHoro 6esgpoTtoBoro 38’s3Ky Ta VPN ‘
. ﬁ . [oCcTbOBeE KepyBaHHA aAnst 6e3nekn poToBOI Ta t“?E:E:EE
A} 6esgportoBoi Mepexi N :

LDAP #=EFortiAuthenticator
@ﬂ [MigTpnmka Single Sign On onga BHYTPILWHIX i User Database
XMapHUX Mepex

Al
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.
Fortinet kepyBaHHSA igeHTUIKaUIE Ta 4OCTYNOM

BcTtaHoBneHHsA ioeHTUIKauil 3a 4ONMOMOro HaginHol ayTeHTUIKauil € BaXKnNMBO YMOBOK eDEKTUBHOI

NONITUKM be3nekun s
21 [

FAC Guest Portal Certificate Server

\/

&

-

salesforce.com’ /A3

ORACLE (54 gle
] Office 365

D

-~
”' “

7

<

Active Directory

E;‘Y"' ! o
L"W i ——A AD Collector Agent

~
P

¢
h

1 -
\‘L,’

FortiAuthenticator FortiToken
Fortinet SSO

FortiClient SSO Mobility Agent
— Kerberos with NTLM Fallback

Cap Portal SSO

* Authentication and Authorization

Two Factor Authentication

— Role based access and control Other Identity Sources
_ _ _ « Certificate Management 9 REST API
* Fortinet Single Sign On w{RADIUS SSO
* Time Based Enabled Authentications == Syslog

« Single Sign On
—via SAML, RADIUS, etc

Self Service Portal

-~ © Fortinet Inc. All Rights Reserved. 55



KoMnoHeHTV IAM

FortiAuthenticator
Appliance Virtual Machine Services

» bescTpokoBa niueHsida. KoaHux
NPUXOBaHUX BUTpAT =

* AnapaTtHuin abo BipTyanbHUN NPUCTPIN

3 Available models 100 — 1M + users FortiCare
100 — 240K users User upgrade SKUs
User upgrade SKUs

FortiToken
* [1pocTa 6e3cTpokoBa niueHsis. XKogHux =
NpuxoBaHUX BUTpAT B A
* AnapaTtHi doopm-dakTopn USB, KpeauTHa KapTa, | ,
. . . . FortiToken
6peJ'IOK FortiToken FortiToken FortiToken FortiToken 400
Mobile 200B/200BCD 220 300

* MobinbHuin gogaTok 3 TexHonorieto PUSH (Passwordless)
One-Time-Passcode (OTP) FIDO Key

- © Fortinet Inc. All Rights Reserved. 56



[MicouyHnua ansa OT




Sandboxing

Reconnaissance Weaponization Delivery Exploitation

FortiSandbox

[MicovyHuus nocuneHa

& : Ao
Oyab-AKoT iCHYHOYOI iIHpacTpyKTypu besrneku Ta
Hagae 3axmcTt 9k B IT, Taki B OT
cepeposuLLax.

AR
- = © Fortinet Inc. All Rights Reserved.

Installation

Command &

Action on
Objectives

FortiSandbox
lf\l Advanced Threat Detection

Fabric Integration:

l | | FortiGate
B FortiMail

FortiWeb
':Ii.u-[j:‘ Connector

27T

O
’ oy (%
\ / b

Appliance

e e el
Vlrtu.al Hosted
Machine

g FortiClient

Y4, FortisiEM
1

G FortiAnalyzer

{:x:} API




EBonouis nicovyHuUUi

3-€ MOKOSIHHSA

YNocKOHaneHum MexaHiam BUsiIBNEeHHSA: nicodHuus Ha ocHosi LU

LLInpoke OXOnmneHHaA: rHy4yke po3ropTaHHs Ta NigTpuMMKa aHanidy 3arpos IT/OT
[TigTpnmka npouecie SOC: NPUCKOPEHHS pearyBaHHA Ta po3crigyBaHHA

2-e MOKOSNIHHA

[TnaTtdpopmHUM Nigxig Ao 13051b0BaHOMO NMPOrpamMHOro cepenoBullia: enemMeHTun
KepyBaHHSA De3rneKkor IHTerpoBaHi 3 MNicoOYHeLEe

1-e NoKoniHHSA
ABTOHOMHA MICOYHMLA: OKpeMa MICOMHUUA ONA KOXXHOIMo BEKTOPa 3arposu

© Fortinet Inc. All Rights Reserved.
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FortiSandbox: Knro4yoBi KOMNOHEHTU CKaHYBaHHA

-
P - > FortiSandbox
I Community
=—= 2 ' Cloud
m Network Shares
Fleet of FortiGate’s (&
s oT
Adapters Companion VM
——— FortiGuard
/ — a E Threat
! -~ Intelligence
1

~\ I

® /

&Y, ,

URL Detection Ve
-~
-— - -

ANER
H .
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SCADA/ICS Sandboxing

A Low Risk Riskware L\) ® Fi 1 _

Overview Tree View Details

*  YHipikoBaHe BUSBIIEHHS 3arpoa3

A WINTX64VM
HynbOBorO IE'IHﬂ ﬂnﬂ CerMeHTiB IT Ta OT Bs:::i-c:l,[(}m(3) Description Attack Technique
Ny SuspiciousURL(17) @ © © © © © © © © © © © © © © © @

« Bkrmovae cumynatop SCADA/ICS y =
npouec nicoYHmUi

Timestomp

« [lig yac aHani3y o6’ekTa MOXHa
BUSIBMATY LUKIONMBE NporpamMmHe
3abe3nevyeHHs, HauineHe Ha OT, gake
OTPUMYE AOCTYN A0 CryXO:

v ModBus
S7CO m m @ MITRE ATT&CK Matrix (3)

File Operations (1263)

@ Memory Operations (9)
SNMP BT

S IPS signature (5)

OO0V OOOOODOOOOOOOOOOO

QOO0 OOOOOODOOOOOOOOOOOO

OO0V OOOOOOOOOOOOOOOOO 3
0000000000000 000OOOOOO -
0000000000000000000000"
QOO0 DOODOOOOOOOOOOOOO

OO0V OOOOODOOOODOOOOOO

OO0V OOIOOOOOOOOOOOOOOO

QOO0 OOOOOOOOOOOOOOOOO

OO0V OOOODOOODOOOD D
QOO0 OOOOOOOOOOOOOOOO Y
D000 00DOODOOOOOOOOOOOD S
OO0V OOVOOOOOOOOOOOOOO

OO0V OOOOOOODOODC
OO0V OOOOOOOOOOOOOOOOO g
Q00000 DVOOOOOOOOOOOOOO g
OO0V OOOOODOOOOOOOOOOO g
OO0V OOOOOOOOOOOOOOOOO g
Q00000 DOOOOOOOOOOOOOOO g
QOO0 OOOODOOOOOOOOOOOO G
OO0V OOOOODOOOOOOOOOOOE
QOO0 DVOOOOOOOOOOOOOO g
OO0V OOOOODOOOODOOOOOO G
QOO0 OOOOOOOOOOOOOOOOE
OO0V OOOOOOOOOOOOOO g
QOO0 OOOOODOOOOOOOOOOOO g
QOO0 OOOOOOOOOOOOOOOOO

QOO0 OOOOOOOOOOOOOOQ

B A C n et Modbus  S7.Protocol_CPU.Function.Read.SZL  S7.Protocol_Setup.Communication =~ Modbus_Report.Slave.lD  Modbus_Encapsulated.Interface.Transport

[ PCAP Infarmation ()

IPMI

Ta iHWuX..

- © Fortinet Inc. All Rights Reserved. 61
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Deception TexHonoria ans
OT




FortiDeceptor

Reconnaissance

Action on
Objectives

FortiDeceptor =)

. FortiDeceptor
BoockoHaneHa cuctema 3axucTy Bif 3arpos, npusHaveHa Advanced Threat Deception
ans , Ta 30BHILLHIX i
BHYTPILLHIX 3arpo3 Ha paHHix eTanax ataku Ta e

apric Integration:

MPOAaKTMBHOIO Br1IoKyBaHHS LMX 3arpo3 Ao Toro, K -
cTaHeTbCcs byAb-AKa 3Ha4yHa LwKoaa. l | l FortiGate

@ FortiNAC

© Fortinet Inc. All Rights Reserved.

\
Y
o

P
Appliance Virtual
Machine

ot f.) FortiSOAR
~* FortiSIEM
< AN

G FortiAnalyzer
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Deception — ue GinbLe, HiXX Honeypot

ABTEHTUYHICTb

MpocToTa
pO3ropTaHHs Ta
ekcnnyartauir

MacwTaboBaHiCTb

B3aemoais

[Mpu3HavYeHnn Ons BUABMAEHHA 30BHILLHIX 3arpos

Jlerko ioeHTUMIKyeTLCA 3NOBMUCHUKAMM

BiocyTHICTb LeHTpani3oBaHol
CUCTEMU PO3ropTaHHA. TPYyOOMICTKI
ONA po3ropTaHHs Ta MacluTabyBaHHS

HemoxnmBo macwitabyBaTtu B KifibKOX/0bMeXeHnx
cepenoBuLLax

Hunsbka B3aemMogist — 0OMeXeHi iIHCTPYMEHTU ans
aHanisy Ta pearyBaHH4

© Fortinet Inc. All Rights Reserved.

CnevuianeHa nnatgopma(decoys, breadcrumbs,
lures, etc.) pospobneHa anst BUABNEHHA Ta
CTPUMYBAHHS aTak BCEPeANHI MepeXi

BucokoayTeHTUYHI npyuMaHKu 3millaHi 3
BUPOBOHMYMM cepeaoBULLEM

LLiBnake posroptaHHa (2-4 rognHun) i npoctoTta
B 0b6cnyroByBaHHi, 85% po3ropTaHHs
aBTOMaTM30BaHO

PosropTaHH4A rrnobanbHo y disnyHOMY,
BipTyanbHOMYy Ta XMapHOMY cepefoBuLLaXx,
IT/OT/IoT

Bucoka B3aemogia — 3abesneyye LWMpPOKNn aHani3
aTtak, po3cnigyBaHHs, aBToMaTm3auito isonauii Ta
YMCNEHHI iHTerpauii, wob 4ONOMOrTU NPUCKOPUTHU
aHani3 3arpos i pearyBaHHs Ha iHUMOEHTHN



Ona vyoro Deception Technology gna OT cepepnoBuLy?

KpuTtnyHi aktuBu He
BUMNPaBnATLCA abo He
KOHTDOMOKThLCA

« Cuctemu ICS He maloTb Oe3neku 3a

CBOE KOHCTPYKLE Ta HECTINKI [0
3MiH

- [epioan TeXHIMHOro 06CNyroByBaHHS

€ JOPOrMMM Ta BUMIPHOHOTHCS
MicausiMu/pokamm

- Pi3HOMaHITHI akTnBM pi3HNX

nocTtadvanbHukiB (3actapini OC,
HecTaHOapTHI NPUCTPOI Ta
MPOTOKONN)

Mexa mix IT Ta OT
3MEHLUYETbLCA

» |CS OinbLue He i30nboBaHi Bif
KOpnopaTUBHUX YN iHLUKX MEpPEX

© Fortinet Inc. All Rights Reserved.

Migpo3ainu 6esnekn
obMmeXxeHi

- Bucokun piseHb XMBHUX NO3UTUBHUX
CrMoBILLeHb, po3cnigyeTbea < 5%.

- MporanuHu B HaBM4YKax Kibepbesneku
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Decoy Ta Lure B FortiDeceptor

AKB pi3HNUA?

Decoy Lure
VM L0 BUKOHYETbLCA B AreHT Ha NpUCTpPOI B
FortiDeceptor NPOaYKTUBI

inet Inc. All Rights Reserved. 66



FortiDeceptor B Ail...

PaHHe BuaABneHHs. CTpuMyBaHHSA KibepaTtak. 3MEHLUEHHS PU3UKY.

ATaka aBTOMaTUYHO

GnokyeTbes
AsTOMatmn3oBaHe/pyyHe : > C
AkTuBHe/nacusHe 03ropTa decop)é . 3N0BMUCHUK B3aeMogie 3 m
BUSABMEHHA aKTUBIB P K ropTanH ys! decoy ABTOMaTU30BaHNN KapaHTUH,
BEmE ecekTUBHA po3Biaka
() -/
@=©® @{@ o ==\ —/ I
ABTOMaTN30BaHe CTBOPEHHs decoys BusBneHHs B peanbHomy vaci
& OnTumisauis po3MilLeHHs & Threat intelligence

KomMmnnekcHe BUSIBNEeHHSA, 3aKpUTTA NporanvH y BUAMMOCTI, BiABONiKaHHSA 3JIOBMUCHMUKIB Bif
YyTNMBUX aKTUBIB, 3MiHa 6anaHCy Ha KOPUCTb 3aXUCHMKA

Al
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Decoys/Lures B FortiDeceptor

Local Windows Decoy
* Windows 7
* Windows 10

Custom Windows Decoy
 Windows 7
 Windows 10
 Windows Server 2016
 Windows Server 2019

Windows Lure / Tokens

« SMB

RDP

TCP Port Listener

SQL (MS-Server)

Cache Credentials

Fake Network Connection
SQL ODBC

SAP Connector

FTP

HoneyDocs

(Office & PDF & Excel )

VPN Decoy
* FortiOS

VPN Lures
* SSLVPN

loT Decoys

» Cisco Router

« |P Camera

» Printers (HP,Lexmark,Brother)
« UPS

Linux Decoy
 Ubuntu 16.0.4
 Ubuntu 18.0.4
 CentOS

Linux Lure / Tokens
« ESXi

« ELK

« MySQL

* Tomcat

VoIP Decoys
- SIP

« XMPP

- MQTT

Application Decoys
« SAP
- ERP
« POS
 GIT

Cloud Decoys
« AWS

« AZURE

- GCP

Medical Decoys
« PACS
 DICOM
* Infusion Pump

© Fortinet Inc. All Rights Reserved.

SCADA Decoy

HTTP

FTP

TFTP

MODBUS

S7COMM (Siemens)
BACNET

IPMI

TRICONEX (Schneider)
GUARDIAN-AST

IEC 60870-5-104
EtherNet/IP (Rockwell)
DNP3

SRTP (GE IP Series 90-30)
MOXA (NPORT)
SCADABR (MGMT)

Schneider S!jEMENS ( Rockwell

Automation

8Electr|c

TRIDIUM
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MigTpumka OT B FortiDeceptor

FortiDeceptor VM

0~ Deployment Wi

What are vou looking for?

&8 Dazhboard

Iﬂ Deception

Customization

Deception O5

Deployment Network

Lure Eesources

Deployment Wizard

Decoy & Lure Status

Deployment Map
Safe List

Incident

Fabric

Integration Devices
Quarantine Status

|2C Export

Q. Deployment Wizard

& Template ® Set Network @

Awailable Deception DS5es:
Awailable Deception Decoys:

Selected Services

Automate Lures

Launch Immediately

Reset Decoy

120-07-1

scadav3 X v

Siemens 57-200 PLC

Rockwell PLC

Siemens 57-300 PLC

IPM | Device

Schneider Power Meter - PM535580
Kamstrup 382

VAV-DD BAChet controller

Schneider EcoStruxure BMS server
Schneider SCADAPack 333E
Guardian AST

Ascent Compass MNG




I[HTerpauifa 3 pillLeHHAMM IHLUNX BUPOOHMUKIB

PigoHa Ta 3ararnbHa iHTerpadis

B6yaoBaHa iHTerpauiss aBTomatusauii
- FGT-REST-API ©

Name: * fgtblocker1 ]
* FGT-WEBHOOK Block severity " low | wedum | bigh | crital |

° PAN-XMLAPI Integrate Method: GEN-WEBHOOK ¥

- WMI-Disable g
* FortiIEDR-Isolation i

+ Cisco-ISE =

* Microsoft-ATP

* CrowdStrike-Isolation T
«  FSM-Watch-List e P
* Checkpoint-FW-Isolation bk - Hackersp v [4] [+

Unblock Action:

3aranbHa iHTerpauis aBTomaTusauii

« GEN-WEBHOOK (generic API call)

IOC Export ::T:;:::r: |whunblockheader |: Hacker-ip . @ [+
* STIX/TAX” HTTP Data: ;uhunblockdata 7' Hacker-iP v e} +

o SyS I 0] g L o) g Stream I n g © Fortinet Inc. All Rights Reserved. 70



SCADA Attack Simulation — FortiDeceptor

= Timeline = Table = Refresh

Jul 19 2020 23:15:54

SNMP Query for stealth Device discovery o © s e
& kali@kali: ~ = @ Attacker Port sa270

© right after (Jul 19 202¢

SNMPV3 request request:

c631b869745747ba2894660762edce0c
File Type pcap

File Size 21Kk8e

Scan Result Clean

& right after (Jul 19 2¢

SNMPV3 response 5.1.2.1.1 1.0 Siemens, SIMATIC. S7-200

@ right after (Jul 19 20

SNMPV3 request

© rightafter (Jul 19

SNMPV3 response:

120208

© rightarter (Jul 19 2

SNMPV3 request

MODBUS RD/WR Query for retrieving and changing the configuration

LI} D 5 Jul 19202023:19:49 Interaction 192.168.146.1 N/A
2}
. - M asaman &= Timeline @8 Table & Refresh
Port: Parity: Display Mode Transaction |3
TCPAP L) _] |E 7 _J ¢ Decimial " Hex Time in ms: Jul 19 2020 23:19:29
Transaction [3
3 g 5 C3 Attacker User: N/A
Communications Wiring: | 4 -J [400001 > I J Time in ms: =
Minimum = Attacker IP: 192.168.146.1
TCP/IP Address or URL: - | 0 Transaction |3 55001
Tester X r Time in ms:
[192.168.146.151
|3 (L Protocol © right after (Jul 19 2020 23:19:29)
Sample Mode: Ma B Vendor Name: Siemens * Modbus Open Port: From 192.168.146.1:55001 To 192.168.146.151:502
Product Code: SIMATIC » U " —
= - - = d Traffic PCAP
A A i 20000 Revision: $7-200 ' B MD! cOb85191016c6136ae3e94e979f71475 %
Timeout in ms: Sampl ,7 File Type pcap
s |0 ile Si 2K
g s, ke
5 o _2s OK i}
[Read Device Identification (R43 [1 _] ¢ @ rightafter (Jul 19 2020 23:19:29)
Slave ID: Siating Hegiie e ID 4 |U Modbus Connection:  New Modbus connection
1 [ [ -
[D =2 I‘ : JD%_J @ rightafter (Jul 192020 23:19:29)
o Modbus Traffic: read holding registers, slave id 1
Automated Error Count: !D > IU
A Y 0 1 @ 5seconds later (Jul 19 2020 23:1
Scheduled Transaction Count: 0 {U > I Exit = s g .
Modbus client Modbus client disconnected

disconnected

L) . i © 20seconds later (Jul 19 2020 23:19:49)
-y © Fortinet Inc. All Righ Close Port From 192168.146.1:55001  To 192.168.146.151:502
[t}




FortiIEDR




FortiEDR

Po3wmnpeHnn aBTomatnoBaHUN 3aXUCT KiHLEBOI TOYKWN,

BUABJIEHHA Ta pearyBaHHA

EHIROHEHNHE

BusiBneHHs, nepeagdbayeHHs,
3anobiraHHsa

BuaBneHHs Ta 3HELLKOOKEHHS B
pearibHoOMy 4aci

Playbook-based pearyBaHHs1 Ha
IHUMOEHTH

Y peanbHOMY 4aci Ta aBTOMaTU4YHO

EdekTnBHI onepauil 6eaneku

MiHiManbHUY BNNKMB Ha Di3HecC

EVENTS

B wowe Bl Markas. v+ [3 export + PrandleEvenc i Delete
- A D DEVICE PROCESS
e5262db186c97bbe533f0a674b08ecdafa3zogea’... (3 events)

¥ NO-AV.exe (7 events)

g 2142851 @ DESKTOP-POKOIMU  NO-AV.exe

S5 User: DESKTOP-POKD1MUNSser Certificate: Unsigned
v P 2142773 @ DESKTOP-POKOIMU  NO-AV.exe
v F 2142755 @ DESKTOP-POKOIMU  NO-AV.exe
v F 2142734 @ DESKTOP-POKOIMU  NO-AV.exe
v F 2142714 @ DESKTOP-POKOIMU  NO-AV.exe
v P 2142696 @ DESKTOP-POKOIMU  NO-AV.exe
L 4 2142682 @ DESKTOP-POKO1MU NO-AV.exe

Pre-Av.exe (1 event)

7682b842ed75b69e23c5 deectD5ad5ee79c723d08C... (2 events)

<> ADVANCED DATA

© Fortinet Inc. All Rights Reserved.

COMMUNICATION CoNTROL v @)

SECURITY SETTINGS Y INVENTORY v

Showing 1-4/4.

@ Forensics 82 Exception Manager

CLASSIFICATION =

DESTINATIONS ~ RECEIVED ™ LAST UPDATED

# malicious 28an-2020, 23:18:24
# malicious 13-Dec-2015, 14:56:24
# walicious Flle Delete Atte..  13-Dec-2019, 14:56:24 13-Dec-2019, 14:56:24
Process path: \Device\HarddiskVolume2\sers\User\Deskiop\NO-AV.exe  Raw data items: 1
# walicious File Write Access  13-Dec-2019, 14:55:50  13-Dec-2019, 14:56:23
# Walicious Madify 05 Settin... 13-Dec-2019, 14:55:50 13-Dec-2019, 14:55:50
# Malicious File Creation  13-Dec-2019, 14:55:50 13-Dec-2019, 14:55:50
# Malicious File Service Acc... 13-Dec-2019, 14:55:44 13-Dec-2019, 14:55:44
# Mmalicious 12destinations  13-Dec-2019, 14:55:42 13-Dec-2015, 14:56:24
# malicious File Write Access  13-Dec-2019, 14:55:42  13-Dec-2019, 14:55:42
# malicious 13.0e¢:2019, 14:50:28
# malicious 12:Now-2015, 20:08:03

aommusTRATION (D)

*Q

(=]

e 806606

CLASSIFICATION DETAILS

Threat name: Win32 Trojan. Gandcrab
Threat family: Gandcrab
Threat type: Trojan

History

# Malicious, by enSilo, on 13-Dec-2019, 14:56:26

Triggered Rules

Retrieve the executable file from the targeted device, based on its
path. Use the Farensics tab to perform deeper analysis. Verify the
origin of the file and its intended use In the organization
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JocnigXeHHA | nepeadbayvYeHHs

3MEHLLEHHS MNOBEPXHI ATAKM

* BunaBneHHs cTOpOHHIX NpucTpoiB Ta loT

« CkaHyBaHHs AodaTKiB, Bpa3nMBoCTEN '

-~

* Risk-based npoaktunsHi nonituku, virtual patching

DISCOVER

& PREDICT

PROACTIVE RISK
MANAGEMENT

p— -

DASHBOARD EVENT VIEWER (ETD) FORENSICS ¥ CoMMUNICATION conTRoL v (D)

APPLICATIONS Showing 1-5/5
Unresalved v fad MarkAs v Deiete  (IbModity Action Y[ Advanced Fiter [} Bxportw
APPLICATION VENDOR REPUTATION WVULNERABILITY FIRST SEEN LAST SEEN
@ Google Chrome Signed Google — [ » Critical 15-0ct-2020 08-Mar-2021
© 56.0.4240.75 _ j @ Critical 15-0ct-2020 16-0ct-2020
® 36.0.4240.183 Unknown @ Critical 03-Now-2020 03-Nov-2020
@ 57.0.4280.66 _ j @ Critical 01-Dec-2020 13-Jan-2021
P 38.04324.104 Unknown @ Critical 01-Feh-2021 03-Feb-2021
@ 57.0.4280.141 — I * C”.".cal 09-Feb-2021 02-Mar-2021 n CLOUD1 ON-PREM'SES OR w LIGHTWEIGHT
® 55.0.4324.150 Unknown @ Critical 11-Feb-2021 22-Feb-2021 HYB R | D MANAG E M E NT u:y AG ENT
P 58.04324.145 Unknown @ Critical 12-Feh-2021 19-Feb-2021
@ Paztebin Desktop Unsigned Unknown Vendor — n_ Unknown 16-0ct-2020 18-Oct-2020
Al
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3AXWUCT B PEANIbHOMY YACI

 MawwuHHe HaB4yaHHSA, kernel-based AV

PREVENT
REAL-TIME PROTECTION

» OHoBntoBaHa 6a3a gaHuMx B Xmapi ;

-~

¢ He3MiHHO HanBULLMN PENTUHT

g -

\
POLICY MAME RULE NAME ACTION STATE
" Execution Prevention FOIRTINET (3
Malicious File Detected @ Block (&) Enabled
Privilege Escalation Exploit Detected - A malicious escalation of privileges was detected @ Block (&) Enabled
Stack Pivot - Stack Pointer is Out of Bounds @ Block (© Enabled
Suspicious Driver Load - Attempt to load a suspicious driver @ Block ® Enabled
Suspicious File Detected @ Block ® Enabled
Suspicious Script Execufion - A script was executed in a suspicious context @ Block ® Enabled
Uncenfirmed File Detected @ Block (&) Enabled
CLOUD, ON-PREMISES OR w LIGHTWEIGHT
HYBRID MANAGEMENT BC>2 AGENT
AR
- © Fortinet Inc. All Rights Reserved. 75



BusaBneHHA Ta 3HELLKOAXXKeHHSA

BUABJIEHHA, SHELWWKOOXEHHA TA AYOAUT
Patent Number US2016149887A1

« TpacyBaHHA Ta aHani3 cteka OC

* bBriokyBaHHA 3namiB y peanbHOMY 4aci - HaBiTb Micns
YCMiLWHOro NPOHUKHEHHS

DETECT &

) ) DEFUSE
» briokyBaHHA kOMYHikauin - Data exfiltration, lateral NO ALERT FATIGUE

NO DWELL TIME

movement, C&C

« 3abopoHa gocTyny oo hannoBol CUCTEM — 3aXUCT Bif
LUMdOpYyBaHHA ransomware, moaundikauin peectpy

E PT Ransomware Prevention

@ Dynamic Code - Malicious Runtime Generated Code Detected

@ Malicious File Detected

@ Process Hollowing - Process Code Was Replaced
Process Hollowing is a technique urn

igimal fr its cod d
righalpress i o and @
MITRE Techni . \ .
e = Vet ¢Z) CLOUD, ON-PREMISES OR w LIGHTWEIGHT
T1083 - Process Hollowing | . X — HYB R'D MANAGEM ENT El:y AGENT
@ e '@ i > '@ ool 'm sose B @
r 1 1
H |

== © Fortinet Inc. All Rights Reserved. 76



PearyBaHHSA | BUnpaBneHHS

PEATYBAHHS HA IHUMIOEHTK
Fortinet Ref.: 19154; FORT-035200

« ABTOMaTM30OBaHa nocTiHa (nepe-)Knacudikauia noain
* HacTtpotoBaHi playbooks Ha oCHOBI rpynu NnpMUCTPOIB |
Krnacudikauii 3arpos |

+ eXtended aBTOMaTN30BaHI pearyBaHHA Ta BUMNpPaBIieHHS

P

-

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS

History
% 8

# Malicious, by FortinetCloudServices, on 26-Nov-2020, 03 ﬁ;,mm,w p——

o  Simustion Process ...10Fix\Win10Fix.exel with PID 908 was ter e : RESPOND & REMEDIATE
device WIN-JILTHD2HEUOD cnce CUSTOMIZED DISINFECTION

# Simulation Device WIN-J3LTHD2ZHEUD was isclated once

PUP. by Fortinet, on 26-Nov-2020. 03:23:17

Triggered Rules

R Exfitiration Prevention CLOUD, ON-PREMISES OR C@’ LIGHTWEIGHT
@ Access to critical system information v HYBRID MANAGEMENT B>~ AGENT
@ Unconfirmed Executable - Executable File Failed Verifi - -
—_ Assign device security 1ag on FGT _fortigate forti - ) v v
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FEDR niaTpuMKa onepauiuHUX CUCTEM

/IU @ E'J

Windows

XP SP2/SP3

7,8,10 and 11

Windows Server

2003 R2 SP2
2008 R1 SP2
2008 R2
2012

2012 R2
2016

2019

2022

Linux Distributions
 Red Hat Enterprise (6.x, 7.X, 8.X)
« CentOS (6.x, 7.X, 8.X)
« Ubuntu (16.04, 18.04, 20.04
« Oracle Linux (7.x , 8.X)
« Amazon Linux AMI 2 (2018)
 Open SUSE Linux
« SUSE Linux Enterprise (11.x, 12.x, 15.x)
« Debian*
 Fedora*

VDI Environment
« VMware Horizons 6
« Citrix XenDesktop/XenApp 7

- CITRIX

vmware XenDesktop

O ITLIIL. Al VYT MCOTIVoU.

Horizon View

MACOS
* Yosemite (10.10)
« El Capitaine (10.11)
« Sierra (10.12)
« High Sierra (10.13)
 Mojave (10.14)
« Catalina (10.15)
* Big Sur (11)
 Monterey (12)
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FEDR BapiaHTu po3rotaHHS

1. Cloud = Yci KOMMNOHEHTN B XMapi

2. Hybrid = On Premise Ta B xmapi

3. On-Premise = Yci KOMMNOHEHTU ONn-prem (Ta
3'’eaHaHHA 3 FCS).

- © Fortinet Inc. All Rights Reserved.



IHTerpauia FortiXDR 3 ¢pabpukotro

eXtended Detection eXtended Response
FortiGate I l I FortiGate
I | I « Telemetry sharing * automatic blocking of malicious destination IP
[ -
@ FortiNAC
L  Isolation actions )
FortiMail <, _ 2
m + Telemetry sharing :: — FortiSIEM
X | Alert and log sharing )
e N
(+ ) FOrtiSOAR
. — *Extended workflow automation
FortiSandbox N /
*Threat Intelligence Sharing (4 . : h
lQ| A7 31 Pparty Ticketing
\( Y <Create cases, pass case information )
/« A

72 31 Party Security Products
= XDR C( Y *Using the REST API + Custom Connectors

H © Fortinet Inc. All Rights Reserved. 80




YnpaBniHHA O0e3neKkolo,
aHaniTukKa Ta aBToMaTU4He
pearyBaHHA ana OT —



FortiManager

RA
K

XX/

Appliance

Virtual
Machine

Hosted

Cloud

EdekTBHE KepyBaHHS iH(ppacTpyKkTyporo 6e3neku Fortinet oyab-

AKOro po3mipy, BiA KifibKOX 40 TUCAY NMPUCTPOIB

[MpocTe ueHTpanisoBaHe
HanawTyBaHHs, YHidikauis noniTuk,
KepyBaHHSA OHOBIIEHHAMU Ta
HaCKPI3HMN MOHITOPUHI MepeXxi

PoagaineHs aamMiHiCTpyBaHHA BENUKNX
iHcTansauin 3 ADOM

LleHTpanizoBaHa naHesb KepyBaHHS
NGFW, IPsec, mapLupytusaduieto,
FortiSwitche, FortiAP Towo

JlokanbHa 6a3a oHoBneHb FDS ans
i30/IbOBaHUX cepeaoBuLL

AsTomaTtunaauis Yyepes JSON/XML API

&-8  Device Manager v

Device & Groups | Firmware

License Provisioning Templates Scripts SD-WAN

@ Add Device ~ @3 Device Group~ & Install Wizard X Tools v [ Table View v

@ Managed Devices

Searc
4+ gotzi (5)
@ & norma (7)
<& nostromo (7)

[# Edit i Delete 3 Impo

O  aDevice Name
0O #gotd

VLAN [NAT]

VWAN [NAT]

& norma

VLAN [NAT]
VOT [NAT]

WPN [NAT]
VWAN [NAT]

& nostromo

root [NAT] (Management)

VPROXY [NAT]

VWAN-L2 [Transparent]

oot [NAT] (Management)

VPROXY [NAT]

VWAN-L2 [Transparent]

19 pevices

& Install v 2 More v

Config Status  Policy Package Status

 Auto-update
+ Auto-update
+ Auto-update
+ Auto-update
+ Auto-update
+ Auto-update
+ Auto-update
+ Synchronized
+ Synchronized
+ Auto-update
+ Auto-update
+ Synchronized
+ Auto-update
+ Synchronized
+ Auto-update

@ gotzi_root
@gotzi_vLAN

@ gotzi_VPROXY
@gotzi VWAN
@gotzi VWAN-12

@norma_root
@rorma_vLAN
@norma_vOT
@norma_vPROXY
@norma_vwPN
@norma_yWAN
@norma_vWAN-12

root [NAT]
vDMZ [NAT]
VLAN [NAT]

WPN [NAT]
VWAN [NAT]

0000000000000 0O0O0D0O0OO0D

VPROXY [NAT]

+ Synchronized
+ Synchronized
+ Auto-update
+ Auto-update
+ Synchronized
+ Auta-update

Q _root
@nostromo_vDMZ
@nostromo_vLAN

@ nostromo_vPROXY
@rostromo_WPN
@nostromo_vWAN

£ Column Settings ~

0 Devices

Connection Down

Firmware Version

FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA)
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA)
FortiGate 6.4.0,build1579 (GA)
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA)
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA)
FortiGate 6.4.0,build1579 (GA)
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA)
FortiGate 6.4.0,build1579 (GA)
FortiGate 6.4.0,build1579 (GA}
FortiGate 6.4.0,build1579 (GA}

—
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FortiManager sik nokanbHun cepBep oHoBMeHb FDS

z * FortiManager sk FortiGuard Distribution
' Server (FDS)
T, * [HocTatHbo BASE license

» CuHXpoHi3ye oHoBreHHa 3 FortiGuard
Distribution Network (FDN)

SN  AnbTepHatuBHO — py4yHe (offline)

3dBaHTa>X€HHA OHOBJ1EHb
OPERATIONS AND

CONTROL

Level 3

« FortiGate HanawToBYOTbLCA
BukopuctoByBatu FortiManager sk local
FDS

 Hapgae Web Filtering database

+ Hagac eci norpi6Hi nakery ovoaners

FortiGates
« FDN anga FGT, FPX, FSA, FCT ToLlo..
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ABTOMaTM3aLISA

{::X:} FortiManager API's 3AJAYA

Fortinet Developer Network +cr * IHTerpauis B icHyto4y ekocuctemy
FortiAnswers » FortiAPl v FortiDemo v FortiGuard Outhreak Alerts v Virtual Tech Expo ° IHTeneKTyaana aBTOMaTM3aU||ﬂ,
iHiLiani3auisa NPUCTPoIB Yy BUAINEHNX
ADOM Touo.

FortiManager ® FortiAPIForum  API Cemparist
Search APIs # Configs FORTIMANAGER - INTRODUCTION
Tutorial |
= Intreduction Welcomae to the FortiManager JSON APII ® R EST AP I

= 1-5etup APluser
The FortiManager JSON API allows you to perform configuration and monitaring operations on a Fortib

= 2-Yourfirst APl request ! ° H
« 3-Exploreihe Fortianager JSON based on JSON-RPC, a remote procedure call protocol encoded in JSON. DeVOpS AnS|b|e’ Terraform etC_
APl To communicate with a FortiManager via the AP, a client program must send HTTP POST request to h
FortiManager 7.0.0 is the IP address or FQDN of the FortiManager. C SDK

+ Database Modules

+ Configuration Datahasev?.0
+ Configuration Datahase v 4
+
+

For an overview of the tutorial, watch the following video to explore the FortiManager JSON API:

NMEPEBAIUA

Configuration Database ve.2
Configuration Databaseve.0
+ Daemon Modules
FortiManager 6.4.5

+ Database Modules

[MioBuLLEHHS onepauinHol

e Exploring the FortiManager edeKTUBHOCTI Ta pe3ynbTaTMBHOCTI
+ Configuration Datahasev6.0 JSON AP'
+ Configuration Datahasev5.6

- © Fortinet Inc. All Rights Reserved. 84



FortiAnalyzer

Security Fabric ynpaeniHHS XXypHanamMmu, aHanituka T1a 3BIiTHICTb

-

=
$ Fabric ~ o ets v 1
onnectors Setection Metho HW OS Distribution ata Source Breakdown
& Subnets . O
= Androi
L rome

e o= , ‘ _
] A Hackpi3He kepyBaHHs1 6e3neKoto + KypHanu

2 Custom View (1) ~ No Data .
be3nekun 3 BUsIBNeHHAM/aHaniTMkow B
peanbHOMY Yaci

Asset wrfﬁ'&wrmths.ml 15, 2020-Jul 15,2021 eﬂ I/I H a rln aT¢O p M a ﬂ'nﬂ B Mﬂ' M M OCTi I T, N O C &
| socC

PosLinpeHnin 3axucT Big 3arpos i3
MOXXINMBOCTAMU aBTOMaTu3auil Security Fabric

Test
#a Identity Center ~
@ Dashboard

Al

TV B T (VR U TR Y
pm———— o -

020-07-1603:00  2020-09-07 0300  2020-10-3003:00  2020-12-2202:00  2021-02-1302:00  2021-04-0703:00 2021

= = SOC and NOC teams can use FortiAnalyzer for IOC, event handling and reporting g5



FortiAnalyzer — noBHa nigTpumMka Security Fabric

Select an ADCM
Targeted ADOMs per device

FortiAuthenticator [2) FortiDeceptor [2) types and/or tenants.
FortiAuthenticator FortiDeceptor

FortiGates [18) FortiProxy (2) FortiSandbox (1)
FortiGate FortiProxy FortiSandbox

FortiWeb (2)
FortiWeb

="= FortiView v FortiView Monitors

epid = 1077

SUMIMary
FortiSandbox Detection End User:

® Threats

Top Threats

+ Create New Threat Map

Compromised Hosts

Last Detected: 202108-19 1710
Host Name: 192, 1.23

05:

£ Applications & Websites > Verdict:
Acknowledge:

Drevice Name: FITE1FTR20080 744
# of Threats:

150109.116.15:6881 Malware CnC Spyware and Malware infected-ip

B Shadow IT >

& VPN >

{¥ Systemn >

IoC’'s, Top Threats, Sandbox
ratings in a Single Pane of

Glass.

Spyware and Malhware infected-ip

Spyware and Malware infected-ip

Spyware and Malware infected-ip

Spyware and Malware

Spyware and Malware infected-ip
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@) 3BiTHicTb AnA OT

F:ERTINET

Operational Technology Report

May 30, 2022 21:00 and Jun 3, 2022 21:00

EXECUTIVE SUMMARY

Operational Technology Report

= AHani3 pun3ukis nporpamu ans 3oHm OT T1a IT

This report provides key findings of application risk analysis that Fortinet conducted for your OT and IT zones. This document begins with a summary of these

findings, followed by details from a security, applications, and utilization standpoint.

= BusiBneHHs crinux 30H i NpuxoBaHMx
pU3NKIB

= BinobpakeHHs akTusiB mogeni Purdue

IT Zone Purdue Model View

OT Zone

Total assets: 15

Total assets: 19 Total assets: 34

Assets in each Level

Schieider Electric
3 Assets

Honeywell , Windows A 5 ®  EntepriseNework | SopemieSmiems | g
8 Assets 10 Assets

Business Planning Site Systems

4 Assets @
& Logistics & Networks

Simulation,

3 e Operations & Control | b \incering Test

":‘% 476 Average Risk Score “ 1450 Average Risk Score

Area Supervisory A
&% 56 application Vulnerabilities oT | 2 o s HMIS, Historians 6

uﬂ 55 Application Vulnerabilities

£ CVE-2012-0236 £, CVE-2020-0001 1G5 1 e mccon | e o

Most Detected Vulnerability Most Detected Vulnerability

Actuators, Sensors

Average Bandwidth Average Bandwidth
£ 1.1GB moes £ 3.3GB o
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N
CS
g Sy

FortiSIEM O bl OO

Appliance Virtual Cloud
Machine

YHichikoBaHa Kopensauis noaivn ta ynpasriHHA pUu3nkamu ans

Cy4YaCHUX Mepex

BuasneHHsa akTuBiB

LLIBngka iHTerpaudiqa ta
MacLuTaboBaHiCTb

ABTOMaTM3aLiga i3 6ibnioTekoto
pearyBaHb

QRN

KOZ LleHTpanizoBaHa KOHCOSb ANd
4 LLIBUWAKOrO BUPILLEHHS Npobrnem

o
%69 Miatpumka Multi-tenancy Ta RBAC

Al
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NOC / SOC

Network Segmentation

Network Microsegmentation

Web Services Security

Secure Remote Access

Threat Protection

Application Control

Endpoint Security

Honeypot

Sandbox

External
Zone

& 6 Internet

Cloud, VPN, IoT, lloT ]

Major Enforcement Boundary

Information Technology (IT) DMZ

Enterprise, Email,
Automation

55
Business &
Zones
4 Business Planning
& Logistics

Site, ERP

Major Enforcement Boundary

: 3.5
Operations &

Operational Technology (OT) DMZ

Control Zones 3 Operations &
Control

DCS, MES, Control Center ]

Minor Enforcement Boundary

NOC/SOC

2.5 Industrial Control System (ICS) DMZ

HMIs, Historians, LAN,
SCADA

PLC, RTU, IED, LAN

Process
Control 2 Area Supervisory
Zones Control
1 Basic Control
Level 0 Process

Actuators, Sensors

© Fortinet Inc. All Rights Reserved.
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Fortinet Security

Fabric

EDR Sandbox SIEM

Cloud Security

= & @ @

OT Specific Capabilities
FortiSIEM Mo)XHa pO3ropHyTH JIOKasibHO,
riopngHo abo B xmapi, BKNovaro4m
crneuianbHi IHCTpyYMeHTn Ta iHTerpauii OT.

HanawTyBaHHS BignoBigHoO 00
KOHKPETHUX BUNaakKiB BukopuctaHHs OT

1
1
1
1
1
1
1
1
1
1 0 . . .
NOC/soC IHTerpauis moHiTopuHry OT i Enterprise
/. ; CkaHyBaHHS NPUCTPOIB Ta AJO4aBaHHSA B
I ﬂ | CMDB FortiSIEM
L\ 1 i .
soar ||| * MoHiTopuHr po60oTy Ta MPOAYKTMBHOCTI
' npucTpoiB
1
I
I | E 1
1
SIEM 4
1
= 1 OT - Incidents in Purdue Levels - Summary
1
: Event Mame Severity Purdue Level Tatal Unigue
i Category Incidents
] : Honeypot Credential Use De.. m Level 4 0|
Ceuellzen g Sudden | In DM5 B Level 1,5 g
Management | L N increase in 0q... L ol . 4
: Large Outbound Transfer Level 2 k|
. : Large Outbound Transfer Level 1.5 o]
C/ : Large Outbound Transfer To.. Level 3.5 o |
B ) I OT Modbus Write Command m Level 1 | I
Centralized ! )
Logglng & : OT Permitted Traffic not fr. Level 3,5, Level 4 1 NN
Reporting 1 Sudden Decrease in Reporte. Level 3.5 |
: Sudden Increase In DNS Reg... Lewvel 2 | I
1
"""""""" ’ I
4 A\:‘-.. \‘:\\
1))
S fé/’”
DMZ: Demilitarized Zone, Security Conduit Zones: Security Zones N 8Y

NGFW: Next-Generation Firewall VPN: Virtual Private Network



OT/ICS

CepeaoBuLla BUCOKOro piBHA HAQINMHOCTI

Headless Collector

| Syslog/OMI YL HTTPS N 3AJ0AYA
Device 7 I > e I
Collector Super/Worker * I'Iim_rgwmxg Cepeﬂ'OBMLU' BMCOKOI
HaLiNHOCTI, AKi BUMararTb
, NPOXOXKEHHSA NOriB Yepe3 MepexXesi
Vol aioav gaHnx
| Syslog/OMI N UDP SYSLOG
Device e I > =17
Collector ,/“ "
e % * HanawrtyBaHHga Collectors Ha
LOW DOMAIN /’ ‘é BigcunaHHga syslog yepes giogu
-------------------------------------- - o) AaHHNX
HIGH DOMAIN
NMEPEBATU
Y. | HTTPS YL
1 ) 1 * [apaHTia Toro, Wo AaHi He MOXYTb
Super/Worker Collector nepeTikaTu 3 BUCOKMX JOMEHIB A0
HU3bKUX

» [apaHTisa yacTto noTpioHa B OT Ta
AepXXaBHUX cepeaoBULLaX
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[MigTpmKa npoAayKTiB IHWNX BUPOOHUKIB

Service Desks = . £ i .
C ooy | Commectwiss Servicenow <hmeciee W Jirg cloere  Egg Mo 0%f aWS iJ Office 365 oktal
securiya T -DINET ‘el WD paloalto weksense (ytenable CYBIR )/ 3] virustotal DRAGO

Intelli N e
ntefiigence fSymantec. @QUALYS 5F|reEye \ AMP for (;JIBEI;IQN @McAfee@l dl\‘ NNECT)\%OORhIiIsI CLARCOTY

CROWDSTRI  Endpoints -

Applications ﬁ VG|t|_ab — My m NGiNX Exchange %ID

SQL Server Apache

Operating B¢ Microsoft ’redhat, &Linux @debian fedc% @ % CentOS

Systems

Infrastructure ===RTINET '::II'S.(':Ic;. ML @ BlueﬂCoat JUﬂIPer \‘% HUAWEI

NETWORKS

gotforms dWS  gg Voot €)alibabaCioud [0 vimmware NUTANDC == Miegsol

F:=RTINET o © Fortinet Inc. All Rights Reserved.




FortiSOAR <O G O

Appliance Virtual Cloud
Machine

YHichbikoBaHa aBTOMaTmn3auia 6e3neKku Ta pearyBaHHA Ans

cy4yacHux SOC/NOC

YHicpikoBaHe ynpasniHHA
pearyBaHHAM Ha iHUMOEHTU

é,/'_ OnTuMmisauis SOC o

ABTOMaTMN3aLisd cCopTyBaHHSA

CMOBIiLLEHb
RA :
I(O)I Cnisnpaus B SOC
o g KopnopartusHa maclutabosaHa

225 apxitextypa Active/Active HA,
Distributed Multi-Tenancy

—— © Fortinet Inc. All Rights Reserved. 92




Ak FortiISOAR moxe gponomorTtu B OT?

HesanexHe Big noctavanbHuKa, 4obpe IHTEerpoBaHe pilleHHs, SsKke 3anoBHIOE Taky HEOBXiaHY NporannHy B opraHisauil 3B’3Ky MK Pi3HUMU PO3Pi3HEHMMMU

CVICTeMaMVI/CepeD,OBVILLI,aMVI

o i

|

IT

INFORMATION

TECHNOLOGY

IT/0T

CONVERGENCE

lNMepeBarun FortiSOAR

o MoHapg 450 ranyseBux iHTErpaLiii, BKAOYaOUM KOMMIEKCHY iHTerpaLito 3 pilueHHAMMU
Fortinet Security Fabric.

. BunpobysaHo B i30/1b0BaHNX cepeoBuLLaxX

. MposiaHa B ranysi, 3anateHToBaHa CMCTeMa OpKecTpaliii/asTomaTu3allii 6e3nexku 3
BOY0BaHO KOHTeKcTyanisauiero MITRE ATT&CK ICS

J AreHT FortiSOAR ans aoctyny/3s’a3Ky B CErMEHTOBaHUX MepesKaXx i
‘ HaraToKopMCTyBaLlbka MOAe/b ANA CLeHapiiB ynpasaiHHA/OpKecTpaLii Ha KiflbKox calTax
P r—1 . .

0 BbyaoBaHe KepyBaHHA akTMBaMMU, KepyBaHHA threat inelligence, kepyBaHHsA

BPa3/IMBOCTAMU, KEPYBaHHA CKaHyBaHHAM Tolwo ana OT/IT

J ABTOMATU3YE YNPaBAiHHA BigNOBIAHICTIO A0 BUMOT B cekTopax OT.
o KopnopatueHe piweHHs RBAC gns 3abe3neyeHHA NOAITUK A0CTYNY 40 AAHUX
'OPERATIONAL
TECHNOLOGY | . . . a
- . O MponoHye roTosi, o6pe gocnigxeHi Solution Packs 4na ckopoYeHHs Yacy Ha CTBOPEHHSA

HOBWX PilleHb 3 HY/IA

. lotosi go OT Solution Packs gns ynpasniHHA Threat Intel 8 OT, ynpaBaiHHA akTMBaM#u
(mopenb Purdue), ouiHKM pU3MKY TOLLLO
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IHTerpauii gna aBromaTu3sauil B CTpykTypi Fortinet i cucrtemax/npoaykrax OT

-

== SCADAfence <

-

\
‘\ » NOZOMI G CLAROTY FORESCOUT everbridge’

CONNECTOR @ CONNECTOR @ CONNECTOR @
CONNECTOR @ CONNECTOR @ CONNECTOR @ CONNECTOR @ CONNECTOR @® CONNECTOR ®
FIATINET
o) g Fortios™
FoATINET FoATINET FoRANNET FOATINET FEATINET
FATINET ATINET
. . . . . . i i i i i iMai Fortinet FortiOS Fortinet FortiSandbox Fortinet FortiSIEM
Fortinet FortiGate Fortinet FortiNDR Fortinet FortiAnalyzer Fortinet FortiEDR Fortinet For!lGuard Fortinet FortiMail
Version: 1.3.0 Threat Intelligence Version: 1.1.0 Version: 3.0.0 Version: 1.0.4 Version: 4.5.0
Version: 5.2.0 version: 1.2.0 version: 3.0.0 i i i i
- . o Published By: Fortinet Published By: Fortinet Published By: Fortinet
Published By: Fortinet Published By: Fortinet Published By: Fortinet Published By: Fortinet Version: 3.0.2 Published By: Fortinet
Published By: Fortinet
y . ) FortiEDR protects endpoints pre and FortiGuard Threat Intelligence is the Fortinet-FortiMail Connecter facilitates FortiOS connector uses rest apis to FartiSandbox utilizes advanced FortiSIEM provides integrations that
Fortinet FortiGate enterprise firewall The FortiNDR is a leading-edge FortiAnalyzer is the NOC-SOC security post infection, stopping data breache. global threat intelligence and researc... automated operation FortiMail email. perform automated operations such a... detection, dynamic antivirus scannin... allow you to query and make changes...
provide high performance,... product which utilizes machine... analysis tool built with operations... :
CONNECTOR @ CONNECTOR ® CONNECTOR @ CONNECTOR e CONNECTOR @ CONNECTOR e
= = D @
FoATINET FortiNAC
FoRANNET
Fortinet Fortinet FortiClient EMS Fortinet FortiCWP Fortinet FortiManager Fortinet FortiMonitor Fortinet FortiNAC
FortiAuthenticator T R Y e
Version: 1.0.0 Published By: Fortinet Published By: Fortinet uiished By: Fortine uilished By: Fartne| ublished By: Fortine

Published By: Fortinet

FortiAuthenticator provides centralized
authentication services for the Fortin...

FortiClient Enterprise Management

Server (FortiClient EMS) is a security...

Fortinet's FortiCWP integrates with
APIs provided by cloud vendors...

The Fortinet FortiManager provides
easy centralized configuration, palicy...

FortiMonitor is a cloud-based
monitoring SAAS service with full-...

FortiNAC is the Fortinet network
access control solution. It enhances...
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L
ABTOMaTM3auia Security Fabric BbygoBaHa B FortiOS

= = FortiGate VM64-KVM FGVMO040000121729

& Dashboard > | New Automation Stitch
I ¥X Security Fabric w
Name

Physical Topology
Status EEEHATNE © Disabled

Logical Topology

Security Rating Trigger

Automation

Settings .

Fabric Connectors A .Ell
i FortiView >

Compromised Security Rating Configuration Reboot License Expiry  HA Failover AV EIPSDB Event Log
% Network >
Host Summary Change Update

& System i’ At least one trigger must be selected.
B Policy & Objects >
& Security Profiles > Action
O vPN >
& User & Device > g &
= WiFi & Switch Controller »
L Log & Report * Ernail FortiExplorer AWSLambda  Webhook
€ Monitor 5 Motification

Minimum interval (seconds) | O

Al
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[lapTHepCcbka eKocucrema




00 Fabric [munboka iHTerpauis, pospobneHa Fortinet,
@ Connector aBTOMaTM3ye onepadii Ta NonNiTMkn 6esnekn

Po3LwmnpeHHs -
Po3pobneHa napTHepamu iHTerpauia 3
nnaTwopMM Fabric BMKOpUCTaHHAM Fabric AP| 3abe3neuye

API LLIMPOKY BUAUMICTb Ta [OMOBHEHHS]

3aBOsiku iHTerpauii 3 chyHKUiOHany

HanOINbLUO rasy3eBoto

e.KOCMCTeMOI-O Fabric CueHapii DevOps, po3pobrieHi CrinbHOTO!0,
Kibe p6e3r|e|<|/| O DevOps aBTOMaTU3YIOTh HaNaLTYBaHHS Mepexi Ta
Z10]0) ity fabri 6esneku, KoHirypaLilo Ta opkecTpalLiio
+ security fabric
IHTerpauin ekocuctemm
N2 Extended _ o
O Fabric IHTerpauist yepe3 o6MiH iHOnKaTopamu Ta
N Ecosystem TEXHOMOrIAMU 3 IHLLIMMU rnocTavaribHMKamu
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Extensive Cybersecurity Ecosystem

450+ Open Ecosystem Integrations

Fabric Connectors (13)
Fortinet-developed deep integrations that automate security operations and policies

! I 1ol l | ( 5 HM Microsoft ORACLE 1 JS T
 Hovlet Pacard C U C 00qgile Clo ) servic mantec.
Erterprise copany CISCC 3 gl Cloud ( ) IBM Cloud | A » ervicenow V!

Fabric APIs (248)
(X) Partner-developed integrations using Fabric APIs that provide broad visibility with end-to-end solutions

DRAGCS j @D @YMegaport 7% rubrik Security| SIEMERS - splunk

EQUINIX

Fabric DevOps (10)
m Community-driven DevOps scripts that automate network and security provisioning, configuration, and orchestration

AWS D GoogleCloud  ()Hashicorp [ Microsoft e gponstack.  ORACLE ftle  [#]refactr  vmware

L, Extended Security Fabric Ecosystem (200+)

any Collaboration with threat sharing organizations and integrations with other vendor products
AL

2, . [ [m| Endpoint
4R 0T k] Firewal X itchi i 9
0 irewalls Switching ® ) ) Wwireless .
} ALLIANCE MITRE @] INTERFOL GSA oo Security
Note: Logos are a representative subset of the Security Fabric Ecosystem Figures as of June 30, 2021
AR
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SCADA/Industrial Control

Fabric APl naptHepcTBO B BepTukani OT

Fabric API

data communications
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NMpuknap iHTerpauil Fortinet - Nozomi Networks

NETWORKS

tﬂfs NOZOMI :ATINET

[MacuBHUN MOHITOPUHTI y peanbHOMY Yaci rapaHTye

BiOCYTHICTb BNNUBY Ha NPOOYKTUBHICTL | 3abe3neyvye Non-lntr_uswe In-line In-line po3aineHHa mix IT Ta OT
BUOMMICTb Ha Pi3HUX PIBHAX MEpPEX KepyBaHHS Ta Pa§S|v_e Protection cepenosuLLamMm
npoLecis Monitoring
rﬂl;gziifooj_?i};Mélg':gACIXBrgg:gazxi Deep SCADA Active Traffic MpoakTrBHa binbTpauis
’ 3AKDUTUX Understanding Control LLKIANMBOro Ta HeaBTOPM30BAHOIO
P MepexXeBoro Tpaquiky
ABTOMAaTU4YHO BMUBY i : : . :
nose,u,i:KyaICS ioBVIFIBJ'Izz Behavioral SR I[N HyuKicTb ANt 3aCTOCYBaHHS NOMITUK
ninoapini aji Analysis Enforcement Ge3nekun 3 pisHUM cTyneHem aeTtanisadlii

Turn—key Internal and Fine Tuning, Control and Proactive SCADA
Perimeter Visibility Monitoring of the Firewall Ruleset Security
=== © Fortinet Inc. All Rights Reserved. 10
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Fortinet iIHTerpauis 3 Nozomi

Edit Fortinet FortiGate

Connected to Fortinet FortiGate 192.168.138.109

Host

192.168.138.109

User

nozomi

Password

Fortinet Confidential

Options

Enable nodes blocking
Control nodes communication in the firewall according to the Environment status

Enable links blocking
Control links communication in the firewall according to the Environment status

Enable session kill
Kill malicious sessions when a new alert of the selected types is raised

L0 VENEW-MAC 2

-] VENEW-SCADA-NODE  ?

[ VENEW-NODE 7

“[J VENEW-PROTOCOL 2

L0 VENEW-LINK 2

- VENEW-FUNC-CODE 2

“[1 VEPROC:NEW-VAR 7

‘[ VEIPROC:NEW-VALUE ?

' SIGN:SCADA-MALFORMED 7
' SIGN:NETWORK-MALFORMED ?
' SIGN:SCADA-INJECTION ?
7 SIGN:INVALID-IP 7

7 SIGN:DHCP-OPERATION ?
PROCCRITICAL-STATE-ON ?

<< N BB NN NN NN RN

) Enable ports check
Insert a policy in the FortiGate firewall only if the source and destination ports are different. This may
be useful to disable if the FortiGate is in transparent mode.

Enable logging
Log violation traffic

© Fortinet Inc. All Rights Reserved.
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IHWI BUPOOHUKNK

Choose firewall  check Point Gateway ~

9] Options

Host Enable nodes blocking

Contraol nodes communication in the firewall according to the Environment status

Enable links blocking
i Control links communication in the firewall according to the Environment status

Enable logging
Log violation traffic
Firewall host

User
Choose firewall  palo Alto Networks NGFW ~
Password
O Options
Host (CA-Emitted TLS Certificate Optional | Required
( ptional | Required ) ~) Enable nodes blocking
Control nodes communication in the firewall according to the Environment status

~) Enable links blocking

Q@ Nozomi Networks recommends the usage of SSL certificates in your environment . o ) ) )
Control links communication in the firewall according to the Environment status

Virtual System name (optional) Enable logging
Log violation traffic

User

Password

. . . © Fortinet Inc. All Rights Reserved. 10
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HapaHHA cnedianbHux piwweHb OT ansa 6e3ne4vyHoro

BUPOOHMLTBA

PiweHb Fortinet matoTb
PEUTUHT
«PekomeHaoBaHO» BIf
NSS Labs!

0 11
1 10
0 1

BucokonpoayktuBHa
nepesipka HeLLNPOBAHOIO
Ta 3aWwundpoBaHOro BMiCTy

SSL/TLS

1 “Independent Validation of Fortinet Solutions,” Fortinet, October 14, 2019.

© Fortinet Inc. All Rights Reserved.

Hanbinblia ekocuctema
napTHepiB i3 6e3nekn OT

OT-cneundiyHa 6a3a threat
Intelligence oTpumaHa 3aBOsKu
15+ pokiB cniBrpadi 3
BUPOOHUKaMK




KuiBeHepro

BuanmicTb | 6e3neka B mepexax ITi OT

3ArAJibHI BIAOMOCTI

* KomnnekcHe pilleHHsa Ans nokpalleHHa 6e3nekn Ta BUAMMOCTI MepeXi
oT
* Bwumora cermeHTyBatK cBoi IT- Ta OT-mepexi ogHa Big ogHoT

PIWEHHSA Bl FORTINET

» Security Fabric — FG rugged, FMG, FAZ, FSW, FCT EMS
* MFA ayteHTUikauia 3 FortiToken ta FAC
* |IPSec VPN LUO[ - niactaHuii.

- © Fortinet Inc. All Rights Reserved. 10



OT 3amMoBHMKM Fortinet
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OCHOBHI nepeBaru pilweHb Fortinet

Security

Integration

» Fabric-ready

KOHEKTOpU
3abesnevyoTb
BOygoBaHy
iHTerpadito 3i
CTOPOHHIMMU
PiLLIEHHAMM

Exocuctema API.
Hackpi3sHa
iHTerpauis 3
O4HUM
nocravasibHUKOM

Monitoring and
Management

* LleHTpanizoBaHa
BUONMICTb

* LleHTpanizoBaHe
KepyBaHHS

Ruggedized
Appliances

* [MpucTpoi

Oe3neku,
po3pobneHi ang
BCiX cepenoBuLy,
PO3ropTaHHs

© Fortinet Inc. All Rights Reserved.

Insider Threat
Protection

* AHaniTuka
noBeaiHKK
KOpPUCTYBauiB i
cyb’ektiB (UEBA).

* CermeHTauida Ha
OCHOBI HaMmipiB Ha
6a3i FortiGate
NGFW

* TexHororiqa
NPUMaHKN
FortiDeceptor

OT-Specific

Threat
Intelligence

« 15+ pokiB

cnisnpadi 3
BUPOOHUKaMU

Ekcneptn 3 30+
pokamMmu gocsigy
poboTn 3
oe3nekoto OT

Hanbinbwa
napTHepCbkKa
ekocuctema OT
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