F:=RTINET.

PilueHHA ANA 3aXMUCTy BiA aTak Ha
BeO-aonatku ta API Bia Fortinet



3MicCT

3axucTt Beb-goaaTkiB 3 pilueHHAMM Big, Fortinet
Fortiweb ta Fortiweb Cloud

FortiADC Ta FortiGSLB

FortiDDOS

FortiDAST

FortiDevSec

N o o bk 0DdRE

FortiRecon




Bbe3neka Beb6-goaartkiB 3 Fortinet

FortiWeb

»(é» FortiADC

Q FortiGSLB
FortiDevSec

ra

FortiDAST

J\/— FortiDDOS
@ FortiRecon




FortiWeb
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Be3neka Beb-gopatkiB Ta API 3 FortiWeb

Application Security @ %
PR

BignoBigHicTb

HOPpMaTnBHNM
sUMoram

3axucT Beb-goaaTkis

Onepauii
! SOC
FortiWeb EEET 3axucT API

Big OOTiB

= © Fortinet Inc. All Rights Reserved. 5



Web Application Security

Internet BuaBneHHs
aHomanin 3
\W(v MaLLUHHUM
HaBYaHHAM
Appli
ppliance 24/7FortiCare
_________ ‘9 IP Reputation
VM
@ Cloud Sandbox
Q Fortiweb .
r@s Antivirus
Cloud
N Credential Stuffing
_ l Fortiweb Security
Container Service
e e ke
Web Application Servers
ANR
H .

D

1. 3axucT Beb6-goaaTtkis

3axucT Big Ton-10 OWASP Ta iHWKX BiAOMKNX 3arpos, a
TaKOX HEBIJOMUX 3arpos.

OnTumisoBaHa 6e3neka b6isHec-goaaTkiB 3 ML

3axuwiae Big 3arpo3 Beb6-goaaTku:
« 3axucT Big BigomMux pusukie, Bkriovaroun OWASP Top 10
* 3axucT Bif HEBIQOMMX 3arpo3 i 3arpo3 HyfbOBOrO AHS

* 3MeHWye aagMiHICTpaTUBHI HaKNagHi BUTPATK 3a paxyHoOK
3MEHLLEHHS MOMUIIKOBMX CrpaLboBYBaHb 3a 4OMOMOIOH
MaLLMHHOIO HaBYaHHS

© Fortinet Inc. All Rights Reserved.




3axucT Big 6oTiB

Internet

@
Appliance @ .

.........

Q Fortiweb

Cloud

Container

Web Application Servers

3axucT Bif

OoTiB BKNoYae:

PenyTauiqa BignpasHuka
Ta 3anuty - IP-reputation

CurHatypu
MNoporu Tpadiky

AHani3 B3aemogii
KnasiaTypu Ta MuLLi
KnieHTa

ObmaH borTiB

MaLwunHHe HaBYaHHA

2. 3axucrT Big 6oTiB

BnokyesaHHs BCi Ail 3noBMmncHoro 6ota (Hanpuknag, ckaHyBaHHSA
BMicTy, DOS, 30ip gaHux, WwaxpancTeo 3 TpaH3akuisiMu).

Po3wunpeHe BuABNeHHA 60TiB Ha 6a3i ML

3axucT goaaTtkiB Big 00TIB:

Briokye wkignuemx 60TiB, HE BIOKYYM KOPUCTYBAYIB | HE
BTPYYalo4MCb Y 3aKOHHY [isnbHICTb OOTIB, Hanpuknag
MOLLYKOBUX CUCTEM

3MeHLye abo BMKMOYAE 3anexXHiCTb Big BUKOPUCTAHHSA
MEeTOAIB NepeBipKU KOpUCTyBaYa, AKi NoripLwyoTb 4OCBIA
KopucTyBauiB, Hanpuknag ReCaptcha

© Fortinet Inc. All Rights Reserved.




BignoBiAHICTb HOPMAaTUBHUM BUMOram

Internet

% BignoBigHicTb
L)

Appliance 3abesneuye BUKOHaHHS
— HOPMaTUBHMUX BUMOT,
Pt 30KpemMa cneumngivyHmnx

@ Bumor sumorn WAF, wo
VM BUKNageHi B cTaHAapTi
0e3nekn gaHunx
Q Fortiweb iHOYCTpIi NNaTiXHUX
Cloud kapTok (PCI-DSS), a
TakoxX GDPR, HIPAA Ta

al iHLLINX

Container
@ = 3a6ezneuye PCI DSS 6.6:
——— IIIi @ “Installing an automated technical solution
that detects and prevents web based
Web Application Servers attacks (for example, a web application

firewall) in front of public facing web
applications, to continually check all traffic.”

AR

H =

3. BignoBigHICTbL 40 HOpMaTUBIB:

3abesnevye BUKOHAHHA HOPMAaTUBHUX BUMOT 4SS
nyoniyHo gocTynHux Beb6-aoaaTtkis

BukoHaHHA HOPMAaTUBHUX BUMOT

Hapae cneuianbHi 3acobu KOHTponto BianoBiAHOCTI AnNA
3axucTy Be6-goaaTKiB:

+ 3axucT Big BiAOMUX PU3KKIB, Yy TOMY YMChi NOWIMPEHNX BED-
3arpos, Takux sk ton-10 OWASP

+ BOGygoBaHuin ckaHep BpasnnBoCTeN
BukoHaHHa Bumor PCI-DSS 6.6

* BwukoHaHHSa PCl DSS oboB’A3koBe AN KOMNaHin , Lo BUaaTb
KpeauTHI KapTKKW, i 3aCTOCOBYETLCS A0 BCIX OpraHisauin, aki

30epiratoTb, 06pobnATL abo nepeaatoTb AaHi BNAaCHUKIB KAPTOK
© Fortinet Inc. All Rights Reserved. 8



3axuct API| pocTtynHux 3 Internet

Appliance

.........

Cloud

Container

Internet

FortiwWeb

b

]

Web Application Servers

3 API
Koz

MepeBipka Schema
CurHatypwu aTak

JlimiTn gna npoTtokoniB

MoxnuBocTi API gateway:

* API| user management
» API key verification

* API access control

* Rate limit

» API call rewriting

* Machine Learning

D

4. 3axucTt API, wo pgocTtynHi 3 IHTepHeT

3axuct API, aki 3abe3nevytoTb cnifnikyBaHHA B2B i
NiATPUMYIOTb MOBINbLHI Nporpamu.

3apiaHHa ML ana 3axucty API, ki niaTpumyoTb

KPUTUYHO BaXnNuBi 6i3HEC MOXIUBOCTI

Po3wunpeHun 3axuct ana API:

€auHa Todka goctyny go API

[MprxoBye BHYTpIiLWHIO CTPYKTYpY API Big NOTEHUINHUX

3NOBMUCHUKIB

3abesneyye nokpalleHy B3aeMOAit0 3 KOpUCTyBa4YamMun Ha
Pi3HOMaHITHUX NPUCTPOsX 6e3 Wwkoam anga 6esnekun

MallunHHe HaBYaHHSA ANsa BUBYEHHA Ta 3axucTy AP

© Fortinet Inc. All Rights Reserved.




Onepauii SOC

Appliance

.........

Cloud

Container

Internet

FortiwWeb

Web Application Servers

= X

B & 2 @

Onepadii SOC

BusaBneHHsa

PoscnigyBaHHs

PearyBaHHs

MoHiTopuHr

5. Onepauii SOC

Threat Analytics koHconigye HeobpobneHi AaHi NPo NoAii B YiTKy
KapTUHY HaBaXNuBILLKMX 3arpo3, wob aHanitukn SOC mornm
BU3HA4YaTK NPIOPUTETHICTb BrIOKYBaHHA HANBINbLL KPUTUYHUX
3arpos.

BukopucrtaHHa Threat Analytics gna BugineHHsA

KPUTUYHUX 3arpo3

HosBonsie komaHai SOC:

» 3MEHLLEHHS BUTPAT Ha agMIHICTPYBaHHS LWISIXOM KOHconigauil
OKpeMUX NOoAIN Y OUCKPETHI 3arpo3un, CKOPOYEHHS 3aBaaHb Ans
PY4YHOro aHanisy

* [NpuckopeHHs poscnigyBaHb Ta 3abe3neyeHHs LWBUAKOro
pearyBaHHs

* BwusHayeHHs 3arpos, ski BUumaratoTb 3MiH NoniTUKK abo
A00aTKOBOrO MOHITOPUHTY

» 3ocepemkeHHA 0bMexeHnx pecypciB Ha BNOKyBaHHSA

HaMBaXKNUBILLNX 3arpo3
© Fortinet Inc. All Rights Reserved. 10




baraTtopiBHeBuMu 3axuct 3 FortiWeb

ATTACKS/THREATS

BOTNETS, MALICIOUS HOSTS, ANONYMOUS
PROXIES, DDOS SOURCES IP REPUTATION

{)6

APPLICATION LEVEL
DDOS ATTACKS DDOS PROTECTION

®

IMPROPER
HTTP REG PROTOCOL VALIDATION

%

KNOWN APPLICATION
ATTACK TYPES ATTACK SIGNATURES

&

BbaratopiBHeBUM 3aXUCT 3
BUKOpUCTaHHAM ML Ta rHyuJKicTb
HanawTyBaHb Haga€ BUCOKUM
piBeHb 6/1OKyBaHHA 3arpos3 3
Marior KinbKictro False Positives

VIRUSES, MALWARE,
LOSS OF DATA ANTIVIRUS/DLP

FORTIGATE AND FORTISANDBOX
ATh DETECTION FABRIC INTEGRATION

D, | 4
CORRELATION

User Threat Scoring

SCANNERS, CRAWLERS,
SCRAPERS, CREDENTIAL STUFFING BOT MANAGEMENT

2,

Lo Lo
S =

API GATEWAY, SCEHMA VALIDATION,
JSON/XML LIMITS, XML ENTITIES APl PROTECTION

3

ZERO DAY
@ ATTACKS WITH MACHINE LEARNING ANOMALY DETECTION

APPLICATION

r 1 1 q o
-nw © Fortinet Inc. All Rights Reserved. | 11



AnapaTtHi FortiWeb

FortiWeb FWB-100E FWB-400E FWB-600E
Throughput 50 Mbps 250 Mbps 750 Mbps

GE RJ45 ports 4 4 2 + 2 Bypass

GE SFP slots - 4 4

10GE SFP+ - - -

Storage capacity 32 GB 480 GB 480 GB

Form Factor Desktop 1RU 1RU
FortiWeb FWB-1000F FWB-2000F FWB-3000F FWB-4000F
Throughput 2.5 Gbps 5 Gbps 10 Gbps 70 Gbps
GE RJ45 ports 4 Bypass 4 Bypass 8 Bypass 8 Bypass
GE SFP slots 4 4 - -
10GE SFP+ 2 4 10 (2 Bypass) 10 (2 Bypass)
Storage capacity 2x 480 GB 2x 480 GB 2x 960 GB 2x 960 GB
Form Factor 2RU 2RU 2RU 2RU

- © Fortinet Inc. All Rights Reserved. 12



Fortiweb VM

Fortiweb-VM FWB-VMO01 FWB-VMO02 FWB-VM04 FWB-VMO08
HTTP Throughput 25 Mbps 100 Mbps 500 Mbps 2 Gbps
Max vCPU Supported 1 2 4 8
Memory required (Min/Max) 1 GB / Unlimited

Storage capacity (Min/Max) 40GB/2TB

Fortiweb Container FWB-VMCO1 FWB-VMCO02 FWB-VMCO04 FWB-VMCO08
HTTP Throughput 25 Mbps 100 Mbps 500 Mbps 2 Gbps
Memory required (Min) 4 GB

Storage capacity (Min/Max) 30 GB /500 GB

- = © Fortinet Inc. All Rights Reserved. 13



MakcumanbHi 3Ha4YeHHA napamMeTpiB B KOHirypauil

https://docs.fortinet.com/document/fortiweb/7.2.2/administration-quide/789367/appendix-b-maximum-configuration-values

Per appliance configuration maximums - ADOMs, server policies, Virtual IPs, server objects, and domains in ML policies

The configuration maxamums for the following items apply at the appliance level, and the maximums vary on each model, as shown in the

following table.

Fortiweb 100D 0 1024 1024 1024 4
Fortiweb 100E 0 32 1024 256 1024 1024 4
FortiWeb 400C 32 64 1024 256 1024 1 []2|4 6
FortiWeb 400D 32 64 1024 256 1024 1024 6
Fortiweb 400E 32 64 1024 256 1024 1024 6
FortiWeb 600D 32 96 1024 384 1024 1024 16

-nw © Fortinet Inc. All Rights Reserved. 14


https://docs.fortinet.com/document/fortiweb/7.2.2/administration-guide/789367/appendix-b-maximum-configuration-values

CepBicu FortiGuard gna FortiWeb

SECURED BY
FortiGuard

WAF Security
Service

Application layer
signatures

* Web application
signature to prevent
any web attack

Machine learning
threat models

Malicious Bots

%

IP
Reputation

* Protection for
automated attacks
and malicious
sources

» DDoS, Phishing,
Botnet, Spam,
anonymous proxies
and infected
sources

Anti-malware
 Scan file uploads

* Regular and
extended AV
databases

» Protect the network
against exploitable
vulnerabilities

STANDARD SUBSCRIPTION

&

FortiSandbox
Cloud

* FortiSandbox
hosted by Fortinet

* Subscription based

* No separate
sandbox required

ADVANCED SUBSCRIPTION

¥

Credential
Stuffing Defense

* |dentifies login
attempts using
stolen credentials
from numerous
sources

» Automatic updates

* Prevents unwanted
access and defends
against data
breaches

&

Threat Analytics

» Al-based threat
analytics

* Identifies common
characteristics
and patterns and
groups them into
meaningful security
incidents

Incident risk
prioritization

© Fortinet Inc. All Rights Reserved.



FortiWeb Threat Analytics

Simplifies Threat Detection and Response

SOC

Mpuwenawye [onomarae aHanitukam Hapae pekomeHpauii 040 KoHueHTpye nogii 3 ycix
po3cninyBaHHA c¢hokycyBaTUCh Ha NocuneHHs 6esnekn Ha BaLUMX riBPUOHNX XMapHUX
iHUMOEHTIB 6e3neku HanBaXXNMBILLMX 3arposax OCHOBI OTPUMaHNX JaHUX cepenoBuLL

m = © Fortinet Inc. All Rights Reserved. 16



7K ue npauroe

Fortiweb Threat Analytics BukopucToBye

arroputMmM MallnMHHOro HaB4YaHHA ONA BUABJITEHHSA Attack
LIJaGJEI)OHiB aTak i arperyBaHHs X B'EilH NOEHTN Attack Source Attack Type Destination

) pery ] ) LA Source Country, HTTP Attack Category, Attack _
Besnekn B A4ns BCix Beb-goaaTkie nignpnemMmcraa. Agent type, Signature URL Count, File Types,

URL Diversity

= Arperauisi ataku B NOCs1i4OBHOCTI

= CTBOpeHHS fingerprints onga nocnigoBHOCTEN aTak

= BukopuctanHa ML ans igeHTudikauii wabnoHis y Attack Sequence Fingerprinting

fingerprints
= ArperyBaHHsi nocrijoBHOCTEN B IHLIMOEHTU :
p_ Y _ A H _ﬂ Attack Pattern Analysis @ﬁ
= OuiHKa pr3unKy iHUMOEHTY. Ha Severity Bnnvsae — Unsupervised Machine Learning

= Severity KOXXHOI aTaku B iHUMOEHTI

= KinbKiCcTb atak B iHUMOEHTI

Incident Risk Evaluation

» Pi3HOMaHITHICTb TMNIB aTak

r 1 1 q o
-nw © Fortinet Inc. All Rights Reserved. | 17



Fortiweb VM

Kopuctysay kynnsie: VM V’ KopuctyBay nignucyetbcea: Bundle
(perpetual) ‘ v (LopiyHi nianmcku)

Fortiweb VM FortiGuard
Bundle

CAPEX
Moaenb

aws :3 A -] orace

All Supported Hypervisor
e

P EREEeE e

© Fortinet Inc. All Rights Reserved.
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Fortiweb VM-S e

FWB VM for ,FREE” V’ KopucTtyBau nignucyeTbcea :
" Bundle

Fortiweb VM FortiGuard
Bundle

OPEX mopenb

All Supported Hypervisor
e

P EREEeE e

aws :3 A -] orace

= © Fortinet Inc. All Rights Reserved. 19



Fortiweb VM-S e

NOPIBHAHHS

Fortiweb VM

e ABaHC: 4OpPOro Ha novartky
» [loBrnmm CTpoK : eKOHOMIA BUTpaT

FortiWeb VM-S

« ABaHC : felleBo Ha no4vaTky
« Jl10BrMn CTpOK : AOpoXx4e

VM-01 Advanced Bundle

15t Year: ~$14 200

2"d Year: ~$5 800 (Advanced Bundle only)
3'd Year: ~$ 5 800 (Advanced Bundle only)
Total Cost: ~$25,800

4" Year: ~$ 5 800 (Advanced Bundle only)
Total Cost: ~$31,600

VMS-01 Advanced Bundle
15t Year: ~$8 200

2"d Year: ~$8 200

3'd Year: ~$8 200

Total Cost: ~$24,400

4t Year: ~$8 200

Total Cost: ~$32,800

20



[Mporpama FortiFlex

[Hy4YKe cnoXXmBaHHA 4N BCiX BNpoBa4XeHb

aws =I Microsoft

Any Size ~— Azure
Any Service £) Google Cloud
Any Environment @ ORACLE
¢ vmware
Portal Managed NUTAND{
Pay for Usage (_) IBM Cloud

-

Alibaba Cloud

Q redhat

Scale and Performance

Public or Hybrid Cloud

Security & Support Services

- © Fortinet Inc. All Rights Reserved. 21



LLloaeHHUM po3paxyHOK onsaTu

Fortiweb VM and Services

» BukopuctaHHa VM Ta capsicis
PO3pPaxoBYETLCA LLOAHS

» KopuctyBay moxe Byab-Komnm 3MiHUTU KiSTbKiCTb
CPU, i HOBUIM po3paxyHOK BCTYNUTb B CUITY

» LlloaeHHa nnata 3a HanbinbLUy KOHAIrypauito
VM Ta services 3a uewn aeHb

* Mpuknag 4-vCPU FortiWeb VM 3
Standard Bundle

» VMO04 3 Standard bundle 6yae cnoxuneaTu
40.74 6aniB Ha OeHb

» VMO4 akun Bukopucrtosye nuwe 2 vCPUSs, Bce
ogHo cnoxusatume 40.74 6aniB Ha AeHb

* [1naHyBaHHA EMHOCTI

» PosroptanHHa 3 VMO04s i 1 VMO02s 3 Standard
web security bundle npotsarom 365 gHiB
kowTye 50,731 6aniB

22



FortiFlex kKanbKynsaTop
Flex-VM calculator

@ PrODUCT TYPE

O FortiGate Virtual Machine - Service Bundle

O FortiGate Virtual Machine - A La Carte Services
® FortiWeb Virtual Machine - Service Bundle

O FortiManager Virtual Machine

Q FortiAnalyzer Virtual Machine

O FortiPortal Virtual Machine

O FortiCate Hardware

@ NUMBERS OF VMs

3 =
POINTS CONSUMPTION
© crpusize
DAILY: 59.37
VM-02 v MONTHLY: 1805.84
e T YEARLY: 21670.05
Advanced Service v
a=n https://fndn.fortinet.net/index.php?/tools/flexvm/

© Fortinet Inc. All Rights Reserved. 23
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PYHKUIOHANbHICTb B PI3HUX peXumax

Reverse Proxy | Offline Protection | True Transparent Transparent
Proxy Inspection
Matches by -Server port -Data Capture Port | *V-zone (bridge) *V-zone (bridge)
*Virtual Server | *Server Farm *Server Farm *Server Farm
Violations *Block *Attempt to block *Block *Attempt to
-Modify by sending TCP -Modify block by
reset sending TCP
reset
SSL *Offloading *Decrypt and Scan | *Decrypt and Scan | Decrypt and
capabilities only only scan only
» Optional re-
encryption
Forwarding *Forwarding to | Pass-through to *Pass-through to *Pass-through
a single server | server farm server farm to server farm
-Load balancing | member member member
to server farm

https://docs.fortinet.com/document/fortiweb/7.2.2/administration-quide/211763/planning-the-network-topology

24
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Pe>XXumMun BUCOKOI AOCTYNHOCTI

Active-Passive (2 npucTtpol)

Private Cloud (VMware/KVM/Hyper-V/OpenStack) ]
Public Cloud (GCP/OCI/Azure/AWS) ’

N
3y

aqu

y

Active-Active (oo 8 npucTpoiB) > |
Private Cloud (VMware/KVM/Hyper-V/OpenStack) ,/ —N—— \\\ >4
] h @ 5
Active-Active-High Volume (a0 8 npucTpoiB) |
Private Cloud (VMware/KVM/Hyper-V/OpenStack) / ”/ , .

Public Cloud (GCP/OCI/Azure/AWS)

Sm® ht‘uos://docs.fortinet.com/document/fortiweb/?.2.2/administration-quide/?)l9533/fortiweb-hiqh-<'§1®\/Fz(;){ifrz‘aflto'ﬂ(ft\/?!rFfiz;glhtS Reserved. | 28



https://docs.fortinet.com/document/fortiweb/7.2.2/administration-guide/319533/fortiweb-high-availability-ha

banaHcyBaHHa HTTP / FTP

 Healthcheck

* EaﬂchyBaHHFI HaBaHTa>XeHHA

@ Dashboard y
+ Network >
Name
£ System 5
“ Relationship)
Nx Security Fabric >
Trigger Polic
& User 5
B Policy 5
IE Server Objects ~
Server v
Virtual Server + Create N
Server Pool
Health Check

@ Dashboard

& Network

£ System

NX Security Fabric
& User

& Palicy

IE Server Objects

Server

Virtual Server

ID auto

Type TCP -]

Interval 10 Seconds (1 - 300)
Timeout 3 Seconds (1-30)

Retry Times | 3 (1-10)

Cancel

== FortiWeb-KVM fwb heck

Edit Serverl-| Create Health Check Rule

= FortiWeb-KVM fwb

Fy
> + Create New~ # Edit ] Clone il Delete | Search
> Create HTTP Server Pool )
Type Protocol Single
> Create FTP Server Pool
b Create ADFS Server Pool
>
>
W
= Fortiweb-KVM  fwb
@& Dashboard » = | MNewServer Pool
Name HTTP_LB
& System »
., Protocol HTTP
XX Security Fabric »
& User >
Single Server/Server Balance  Single Server
B Policy »
Server Health Check | &
|§ Server Objects v . ) -
Load Balancing Algorithm Round Robin - |
S v Persistence Rond Robin -
VirtuallSenver Weighted Roud Robin
Comments Least Connection
Full URI Hash
Health Check Host Hash
Persistence Host Domain Hash an
. Source IP Hash
HTTP Content Routing — — —_— Least Response Time
Protected Hostnames + Create New || ¢ Edit Probabilistic Weighted Least Response Time
Service ID |P/Domain/External Connector Status Port

https://docs.fortinet.com/document/fortiweb/7.2.2/administration-qguide/399384/defining-your-web-servers

© Fortinet Inc. All Rights Reserved.
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3axuct FTP

* @inbtp no src IP list/ GEO IP / IP reputation

 (OOwmexeHHa komaHg FTP

« AV / Sandbox nepesipka dannis

="= FortiWeb-KVM fwb

@ Dashboard b
% Network >
£ System »
NKX Security Fabric >
& User >
|!1 Policy v

Server Policy

Web Protection Profile

FTP Security Profile
Client Management

MNew FTP Security Inline Profile

Name TEST_FTP

FTP Command Restriction

4

FTP File Check

IP List

GEOIP

IP Reputation | @]

4

4

4

A"

New FTP Command Restriction Rule

Name TEST_FTP_CMD| |

Action Alert & Deny -

Block Period 600 Seconds (1 - 3600)

Severity Medium hd
Trigger Action v &

Allowed Commands Blocked Commands

USER - -
PASS ©
ACCT e
CDUP

FEAT

OPTS

SMNT

QuIT

REIN

PORT

PASY

TYPE

STRU

MODE

RETR

STOR

sTOU

APPE

ALLO

REST

RNFR v -

https://docs.fortinet.com/document/fortiweb/7.2.2/administration-quide/621246/configuring-ftp-security

© Fortinet Inc. All Rights Reserved.
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[Myonikauia OWA

38 Exchange

3
« 3axucT Beb Tpadiky 3 WAF @
« bBnokysaHHa malware B ActiveSync \ / ,/ 5 The nfected amal was
never sent 1o change

eliminating the possibility of
sending to other users

2. FortiWeb runs AV scan on
attachment and forwards to
FortiSandbox for ATP
scanning

ActiveSync

*----

1. Mobile device is routed ‘ /

via URL that points to

FortiWeb for Exchange

Becess 4. Exchange client isn't
infected by the attachment in
the original email

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/cdald277-10bb-11ea-9384-
00505692583a/Protecting OWA and ActiveSync with Fortiweb.pdf

AR . .
© Fortinet Inc. All Rights Reserved.
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https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/cda1d277-10bb-11ea-9384-00505692583a/Protecting_OWA_and_ActiveSync_with_FortiWeb.pdf

CKaHyBaHHSAl Bpa3nnBOCTEMN

=" FortiWeb-KVM fwb

@& Dashboard > | ScanProfile | ScanTemplate
+ Network > | New Web Vulnerability Scan Template
£+ System >
34X Security Fabric > Name | Scant
& User ’ B Plugin 1- Audit (0/35)
-~ o B Policy >
y B6yﬂOBaHMM CKaHep Bpa3nMBOCTeM £ Server Objects > setAl =@
c niﬂTpMMKa CTOpOHHiX CKaHepiB: & Jt’l‘;:qjlica\tionE‘)eli\fer\fr > | Blind SQL Injection @ ]
. & Web Protection > | Buffer Overflow Attack >
o ACU netix W FTP Security > | CORSOrigin o ]
i ZTNA > | CSRF >
C I BM Appscan Standard & Bot Mitigation y | WebDAV Module » | Scanner Scanner File Import
1 = API Protecti s | Deserialization Attack »
O Wh Ite H at - rorecten ) Scanner| Scanner Type Acunetix hd
U DosS Protection » | Code Execution > ) Acunetix
¢ H P We b I n S pe Ct & |P Protection > | Unrestricted File Upload @ VploadFiie IBM AppScan Standard
2 Tracking , | Format String Attack ® ] VLT i
° Q u alys o Frontpage > Generate Fortiweb Rules Automatically SP\GVEWHSDECt
Web Vulnerability Scan hd ualys
H Web Vulnerability Scan Generic > AdomName |TE|ef0n-i$ FbAAST
C Te I efo n ICa FAAST Policy Unvalidated Redirects and Forwards () Profile Type ;ngebzcanner
. Scan Profile Apache Misconfigurations > Merge the Report to Existing Rule (e J
° Immunlweb VAl Vsl s G Ao ~ Rule Name
. B |P Protection » Action - Higl D -
* [eHepyBaHHA NpoQifito 3aXUCTY 3a |
H Tracking > Action - Medium Deny A
pesynsraTamMu CKaHyBaHHSA | @ web vutnerabitty scan -« Action-Low Oery -
Web Vulnerability Scan
Palicy
Scan Profile “ Cancel
Web Vulnerability Scan
Schedule
Scan History

https://docs.fortinet.com/document/fortiweb/7.2.2/administration-guide/645669/vulnerability-scans
https://docs.fortinet.com/document/fortiweb/7.2.2/administration-guide/59030/generating-a-protection-profile-using-scanner-reports

-nw © Fortinet Inc. All Rights Reserved. | 29
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ZTNA telemetry, tags, and policy enforcement

FortiClient EMS

 [epeBipka cTaHy KknieHTa 4Yepes 7
FortiCleint ZTNA FNA Tty A
R P ! '1. Sync Device Tags
O6Me>.KeHHFI OOCTYyny 3a pesynsratamu i
nepeBipKku L
L :
‘1. Client Cert Verification W

2, ZTNA rule :
-------------------------- = FortiwWeb oesnssncssas Annlication
Server

https://docs.fortinet.com/document/fortiweb/7.2.2/administration-quide/155485/zero-trust-network-access-ztna

AR 5 .
- = © Fortinet Inc. All Rights Reserved. 30
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Scripting

anm
= .= FortiWeb-KVM FortiWeb

@ Dashboard

+ Network

£ System

NA Security Fabric
& User

B Policy

Edit Scripting

£ Server Objects
I ¢ Application Delivery
URL Rewriting

Authentication

< v v v v v v v

Name HTTP2HTT

Site Publish
Compression

Acceleration

- HTTP t
-- Only u

Caching

Scripting

when (HTTP_REQUEST ] {
if not| H]TP:is_httEsz §| then

local host =|HTTP:header("host")m]
local https_port =

local newhost = host:lgsu .

+ CreateNew ¢ Edit

2 Predefined €®

VOO N A WN e

=
(=]

W Delete

#

pE b(":(¥d)", ™"

@ View [[)Clone | 3 Import

HTTP2HTTPS_REDIRECTION
HTTP2HTTPS_REDIRECTION2
HTTP_GET_COMMANDS
IP_PKG_EXAMPLE
TCPIP_COMMANDS
CONTENT_ROUTING_BY_URL
FULL_SCAN_FOR_XFF
PERSIST_BY_COOKIE
HTTP_REWRITE_HEADERS
HTTP_CUSTOM _REPLY

Name

olicy.https_ports()[1]| -- get the first port in HTTP service ]

3 | [—- remove port from host 1f i1t has ]

if https_port [~=] 443 then

| -- if https port is n

ot 443, add port to host

e oSO BorET)

newhost = newhost 1] ":" [[.] tostring(https_port

end

(HTTP:redirect("https://%s%s", newhost, HTTP:url())|

end

https://docs.fortinet.com/document/fortiweb/7.0.2/script-reference-quide/104452/introduction

© Fortinet Inc. All Rights Reserved.
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Fortiweb Cloud

« HoctynHumn B AWS, Azure, GCP Tta OCI
* [MpnabaHHsa pivHOro KOHTpakTy abo yepes public cloud marketplaces

= Google Cloud Platform Selectaproject v

Fortinet FortiWelii== = Microsoft | Azure Marketplace

amn Fortinet Inc.

(7] [ ] X Search Marketplace
11 Multi-layered protection for

F=RTINET.

Products > Fortinet FortiWeb Cloud WAF as a Service

Fortinet Fortiweb Cloud WAF

SUBSCRIBE TO FORTINET

= 7 aws marketplace

41l R Fortinet
. . {0) Write a revie
umw Overview  Plans + Pricing  Reviews F=RTINET  Fortinet FortiWeb Cloud

WAF-as-a-Service

Sold by: Fortinet, Inc.

GET IT NOW

Categories
Networking

Meter by GB data
consumption

$0.00/month

you use. FortiWeb Plus

Cloud meters by GB Site Number: $0.03 o1
data consumption Traffic: $0.26 gb

and number of

Pay only for what

Fortinet FortiWeb Cloud WAF SaaS defends web-based

v Show more

applications
Help rotected
° (0)

Continue to Subscribe

applications from known and zero-day threats including the

s

A

Miannucka Ha OCHOBI CMOXWUBAHHS | KiNbKOCTI canTiB
MigTpumka CDN

BnokyBaHHA 3arpo3 3 Machine Learning

Layer 7 DDoS 3axuct

FortiGuard antivirus, IP reputation, FortiSandbox
Cloud, Credential Stuffing Defense, Ta WAF
cuUrHaTypm

3axuct HTTP/2 WAF

REST API

PoswunpeHe 3meHelweHHs false positive
BoockoHaneHe BuaBneHHs SQLi

API Discovery

API Protection

© Fortinet Inc. All Rights Reserved. 33



IHTepdenc FortiWeb Clou

:ATINET

Fortiweb Cloud

FortiwebCloud

-*—~ GLOBAL

(e LOGS
= FORTIVIEW
—
o= NETWORK
o=
] URITY RULES
3}  CLIENT SECURIT
~  ACCESS RULES

BOT MITIGATION

DDOS PREVENTION

API PROTECTION

&

APPLICATION

° My Website

Server Status

Active Qut
IP ADDRESS

www.canamvrl.com

(www.canamvrl.com)

Blocked Requests

d WAF-as-a-Service

Requests Data

0 0

Threat Level Last hour Threat Level History
0 Last 24 - Score -
o 1000
Low Medium Hig
of Service Disabled o :
730
STATUS
Threat Category c00
Active
No Thre a 250
0
21:00 113

ALL SERVERS

Throughput

0

Incoming Requests

HTTP HTTPS Last hour =

tharder@fortinetcom (7)~ 3' =

Block Mode ml

95" Percentile Bandwidth

Obps

Threat Level Global Threat Average

09:00 12:00

15:00 18:00 21:00

@ Blocked Allowed

© Fortinet Inc. All Rights Reserved.
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HanawTtyBaHHA DNS pna Fortiweb-Cloud

Manual DNS verification — FQDN-level

$ dig www.domain.com. any

; <<>> DIG 9.10.6 <<>> www.domain.com. any
;; global options: +cmd
;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23067

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

;; QUESTION SECTION:
;www.domain.com. IN

:» ANSWER SECTION:
www.domain.com. 38400 IN

;; Query time: 1 msec

;» SERVER: 192.168.254.7#53(192.168.254.7)
> WHEN: Mon Mar 21 15:52:01 CET 2022

. MSG SIZE rcvd: 97

ANY

CNAME

www.domain.76016.fortiwebcloud.net.

85



Mignucku

Marketplace (Self-Service)

Fortinet FortiWeb Cloud WAF-as-a-Service

aws

Hourly charge per web application protected by FortiWeb Cloud  $0.03 / unit

Total data transferred via FortiWeb Cloud (GB)

Price + payment options

$0.00/one-time payment

Plus:

Traffic: $0.40 gb

Site Number: $0.03 one
web site

Data Transferred

Web Application Protection

Billing term

1-month

UsD 0.40

/gibibyte

usD 0.03

/hour

Annual Subscription SKUs

Fortiweb Cloud WAF-as-a-Service—20Mbps

FC1-10-WBCLD-654-02-DD

average throughput—Annual Subscription.

Select number of sites separately

Fortiweb Cloud WAF-as-a-Service—50Mbps
FC2-10-WBCLD-654-02-DD  average throughput—Annual Subscription.
Select number of sites separately

FC1-10-WBCLD-655-02-DD

Fortiweb Cloud WAF-as-a-Service—Additional

1 web site—Annual Subscription

FC2-10-WBCLD-655-02-DD

Fortiweb Cloud WAF-as-a-Service—Additional

5 web sites—Annual Subscription

aWSAD

ORACLE

Cloud Infrastructure

© Fortinet Inc. All Rights Reserved.

36




FortiIADC

© Fortinet Inc. All Rights Reserved.
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FortiADC

Appliance Virtual Cloud
Machine

PoswupeHun ADC, sikun 3abe3nevyye AOCTYNHICTb A0AATKIB, IX

Oe3neKy Ta onTumisaudito goaaTKiB.

Po3wunpeHe banaHcyBaHHS HABaHTAXXEHHS
aoaaTtkiB Ta rmobanbHun LB

Web Application Protection ans OWASP
Top 10 attacks (WAF)
(&

’ SSL inspection, offloading i BuanmicTs 3 R N
anapaTHUMM piLLeHHSIMM C / Web Application

[?, Servers

, \
ABTOMaTm3auis ta Fabric connectors ansa S
@ iHTerpaujii 3 iHLLIMMW pilLEHHAMM >4 Internet

ABTeHTU(IKaLiA KOpUCTyBadiB Ta

C
18 | c 7
| aBTOpM3aLis gocTyny g

O Bugumictb gogatkiB Ta Tpadiky

r 1 1 q o
-nw © Fortinet Inc. All Rights Reserved. | 39



MacwTtabyBaHHA Ta NOKpaLLeHHA AoaaTKiB

L3 0 2 23 B4 (=) B4

Google Cloud

4%

’
/

4
\

\

1. MacwTabyBaHHSA Ta NOKpaLLleHHs fonaTKiB

BanaHcyBaHHs Tpadiky AoaaTtkiB nokanbHO abo rnobansHo,

AN NiABULWEHHSA NPOAYKTUBHICTI | JOCTYMNHICTI.

[NokpaleHHa [ocBidy KOpUCTYBadiB yepes
3abe3nevyeHHsd AOCTYMHICTIi AoaaTKiB

MpiopuTe3auia Ta onTumisauia Tpadiky :

BbanaHcyBaHHS Ta NPUCKOPEHHSA Tpaguiky

L7 npasuna gna — HTTP, FTP, RDP, RADIUS,
DIAMETER, SIP, SMTP, RTMP, 1ISO8583, RTSP,
MySQL, MSSQL,

ABTOMaTUYHE NEPEMUKAHHS ANsi cepBepiB abo
nokauin npu BigMoBax

PosBaHTa)keHHa SSL

DDoS, WAF, Sandboxing Ta iHWi crnyxou
beaneku

© Fortinet Inc. All Rights Reserved.
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[MpuckopeHHA be3neKku

SLB

GSLB

Health Checks
VDOM-1

DMZ FortiADC
1l 1l 1| oN carow
VPN Gateway
FortiGate-N FortiGate-B FortiGate-A
SLB
— 3| Authentication
SSL Proxy
Employees/ FOrtiADC WAF
Users Health Check
l VDOM-2

\4

Internal Applications

<-J | Hl

Credential Stuffing

High Assurance

2. MpuckopeHHA 6e3nekn

MigBYLLEHHS NPOAYKTUBHICTI | 4OCTYNHicTi FortiGates 3a
[0MOMOroto po3BaHTaKeHHs1 SSL, nonepenHbOI

dinbTpaLii 6esneku Ta 6anaHcyBaHHA HABAHTaXKEHHS.

BanaHcyBaHHS Tpadiky MK IPUCTPOSIMH,

po3BaHTaXeHHd SSL i 6anaHcyBaHHS
HaBaHTaXXEHHS

lNMpuckopeHHsA Kno4voBoro yHKLioHany:
* MacwrabysaHHa FortiGates

+ SSL Offload

* A/AHA ansa FortiGates

+ [JopaTkoBa 6e3neka
- WAF
 DDoS Protection

© Fortinet Inc. All Rights Reserved.




VPN Accelerator

GSLB
Health Checks

Site A - Canada

FortiGSLB

SSL /IPSec
I I I I I I VPN Gateway

FortiGate-B FortiGate-A

FortiADC

l

\4 v

Internal Applications

/ . SSL / IPSec VPN Clients

Site B - London

SSL /IPSec
VPN Gateway

FortiGate-B FortiGate-A

FortiADC

l

l ,,

Internal Applications

3. MacwTtabyBaHHsa VPN Gateways

HanpaensawTe knieHTisB VPN Ha onTMManbHUn W03

VPN, BigcTexytoun npauesaatHicTe FortiGate.

[MokpaluynTe pobOTY KNIEHTIB, rapaHTyouK, Lo

Tpadik VPN crigye 3a Hankpaluum JOCTYNHUM
LLISIAXOM

OnTumisauis npogyktuBHocTi VPN:

+ 36inblweHHs npoaykTnsHocTi VPN

* [lokpaleHHsA JocBigy KopucTyBadis
* 36inblweHHs gocTtynHocTi VPN

* MacwrabysaHHa FortiGates

+  "Always On" VPN

© Fortinet Inc. All Rights Reserved.
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dyHKUioHan 6e3neku B FortiIADC

Credential
Stuffing Geo-IP

Defense Protection

Automation DDo0S

Stiches Protection
SANDBOX
P

Reputation

= © Fortinet Inc. All Rights Reserved. 43



Web Application Firewall

OWASP Top 10 Protection

SQLIi/XSS Protection, Web Scraping, Brute Force, Web
Defacement, CSRF Protection

Web Protocol Input
Attack Validation [j Validation

. . File Restriction,
SI g n at u res HTTP/S, URL Protection Hidden Files

Web
Vulnerability
Scanner

APl Sensitive
Protection Data
Neonamatiae Ml Protection
validation. OpenAPI

validation Cookie Security, DLP

Security
Fabric
Integration

FortiSandbox &
FortiGate

Bot
Detection

© Fortinet Inc. All Rights Reserved.




FortiADC HW

FortiADC

FAD
120F

FAD
220F

FAD
300F

FAD
400F

FAD
1200F

FAD
2200F

L4 Throughput
L7 Throughput
L4 CPS

L4 HTTP RPS

L4 Concurrent
Connection

SSL Bulk
Encryption
Throughput

Total Interfaces

Power Supply

3 Gbps
2.2 Gbps
80,000
230,000
4.5 Million

500 Mbps

6x GE RJ45

Single

5 Gbhps
4 Gbps
160,000
500,000
6 Million

1.2 Gbps

4x GE RJ45
4x GE SFP

Single

8 Gbps

6 Gbps

300,000
1 Million
12 Million

3 Gbps

4x GE RJ45
4x GE SFP

Single

15 Gbps
12 Gbps
400,000
1.5 Million
12 Million

6 Gbps

2x 10 GE
SFP+,

4x GE SFP,

4x GE RJ45

Single
(optional
Dual)

40 Gbps
30 Gbps
1 Million
3 Million
36 Million

20 Gbps

8x 10 GE
SFP+, 8x GE
SFP, 8x GE
RJ45

Dual

60 Gbps
35 Gbps
1.2 Million
4 Million
72 Million

25 Gbps

12x 10 GE
SFP+, 8x GE
SFP

Dual

FAD FAD
4200F 5000F
100 Gbps 250 Gbps
80 Gbps 220 Gbps

1.8 Million 4 Million
5 Million 18 Million
144 Million 160 Million
50 Gbps 120 Gbps
4x 40 GE 4x 100 GE
QSFP+, 8x QSFP28, 8x
10GE SFP+ 40 GE QSFP
Dual Dual

© Fortinet Inc. All Rights Reserved. 45



FortiADC VM

FortiADC

FAD-VMO1 FAD-VMO02 FAD-VMO04

FAD-VMO08

FAD-VM16

FAD-VM32

L4 Throughput

VDOM

vCPU support (Max)

Memory support (Min/Max)

Unlimited Unlimited Unlimited

10 Gbps

10

16 GB/
Unlimited

16 Gbps

15

16

32 GB/
Unlimited

24 Gbps

20

32

64 GB/
Unlimited

© Fortinet Inc. All Rights Reserved.




MakcumanbHI 3Ha4eHHA napamMeTpiB B KOHdirypauil

https://docs.fortinet.com/document/fortiadc/7.2.1/handbook/894761/appendix-d-maximum-configuration-values

Parameters

400D/400F/1000F/
1200F/2000F/2200F

Virtual Servers with alone mode enabled 2048

HW S5L Process Number with QAT SSL 400F: 64

in polling mode

1200F/2200F: 192

HW S5L Process Number with QAT SSL 400F: 16

in epoll mode

HW SSL Process Number with Cavium

SSL

Parameters VMO
System
Administration  Administrative users 300
Access profiles 8
Virtual domains (VDOMs) 10
Certificate Any configuration object 256
Shared Address 512
Resources
Address group 256
Health checks 64
ISP address book 32

1200F/2200F: 48

400D/1000F/2000F: 30720

VMO2

300

16

10

256

1024

256

128

32

Maxamum configuration values - hardware models when HW SSL acceleration is enabled

VMO4

300

64

10

256

2048

256

256

32

4000F/4200F/5000F

4096

4200F/5000F: 192

4200F/5000F: 48

4000F: 61440
VMOS8 VMi16
300 300
64 64
10 15
256 256
4096 4096
256 256
512 512
32 32

VM32

300

20

256

4096

256

12

32

© Fortinet Inc. All Rights Reserved.
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Cepsicu FortiGuard ana FortiIADC SEGURED BY

FORTIGUARD.

& & W W

WAF Security IP Antivirus and IPS FortiSandbox Credential Web
Service Reputation - Scan file uploads Cloud stuffing Defense Filtering
 Application layer * Protection for - Regular and * FortiSandbox * Identifies login * Manage SSL FP
signatures automated attacks extended AV hosted by Fortinet attempts using scanning
* Web Application zggr::neas"c'ous databases * Subscription-based ?rtgrlﬁ?lgrrﬁgg:'sals exceptions
signature to prevent o - Protect the network - No separate Sources - _Enable/_dlsable SSL
any web attack » DDoS, Phishing, against exploitable sandbox required _ inspection by
Botnet, Spam, vulnerabilities * Automatic updates category

Anonymous proxies
and infected
sources

* Prevents unwanted * Automatic updates
access and defends
against data
breaches

STANDARD BUNDLE

ADVANCED BUNDLE

= © Fortinet Inc. All Rights Reserved. 48



FOrtiADC VM-S e

NOPIBHAHHS

FortiIADC VM

e ABaHC: 4OpPOro Ha rno4vaTky
e [1oBrnu CTpoK : eKoOHOMIs BUTpar

FortiIADC VM-S

« ABaHC : JelleBO Ha novartky
« [loBrnu CTpoK : gopoxye

VM-01 Advanced Bundle

15t Year: ~$11 000

2"d Year: ~$3 900 (Advanced Bundle only)
3'd Year: ~$3 900 (Advanced Bundle only)
Total Cost: ~$18,800

4™ Year: ~$3 900 (Advanced Bundle only)
Total Cost: ~$22,700

VMS-01 Advanced Bundle
15t Year: ~$5 900

2"d Year: ~$5 900

3 Year: ~$5 900

Total Cost: ~$17,700

4th Year: ~$5 900

Total Cost: ~$23,600

49



CKaHyBaHHSAl Bpa3nnBOCTEMN

« BOGygoBaHuM ckaHep Bpas3nMBOCTEN

« [liaTpMKa CTOPOHHIX CKaHepIB:

Acunetix

IBM AppScan Standard
WhiteHat

HP Weblnspect

Qualys

Telefonica FAAST
ImmuniWeb

* [eHepyBaHHA NpoQifito 3aXUCTY 3a
pesyrsrataMu cKaHyBaHH4

2.2 FortiADC fad

: Standalone V7.2.1 Build02

Access Protection
CORS Protection

APIPROTECTION

JSON Protection
XML Protection
OpenAPI Validation
AP| Gateway

BOT MITIGATION
Bot Detection

Threshold Based Det
Biometrics Based De

WEB VULNERABILITY 5C

Scan Schedule

Scan History

Scan Integration

Web Anti-Defaceme

WV Profile
Name Required. Specify the name.
Real Server Pool Click to select -
HTTP Login Option Click to select -
Mime Scan O
File Scan C
Meszsage Scan [ @
Apps Scan [ @
ection Context Scan O

£.2 FortiADC fad HA: Standalone  V7.2.1Build0220 ~

Access Protection Scanner File Import

CORS Protection Scanner Type Click to select.

API PROTECTION .
Scan Profile Upload File
JSON Protection

¥ML Protection Generate Policies Automatically b Click to select.

OpenAPI Validation Merge the Report to Existing Profile | Acunetix

AP| Gateway Profile Name IBM AppScan Standard
BOT MITIGATION Action - High Whitehat
Bot Detection Action - Medium HP Weblnspect

Threshold Based Detection Action - Low Qualys

Biometrics Based Detection

WEB VULNERABILITY SCANMER

Scan Schedule m Cancel

Scan Profile

Scan History

Scan Integration

https://docs.fortinet.com/document/fortiadc/7.2.1/handbook/99930/web-vulnerability-scanner

55 https://docs.fortinet.com/document/fortiadc/7.2.1/handbook/397993/scan-integration © Fortinet Inc. All Rights Reserved.
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https://docs.fortinet.com/document/fortiadc/7.2.1/handbook/99930/web-vulnerability-scanner
https://docs.fortinet.com/document/fortiadc/7.2.1/handbook/397993/scan-integration

FurEtirltjgent
» [lepeBipka cTaHy KrieHTa yepes . Al N
FortiCleint ZTNA ZTNA Telemxezt/ri,g::,,f 7 ZTﬁi”t‘;gs xx\t%lr‘ilj*ﬁTEIEmetW
« OOMeXeHHs OocTyny 3a pesynsratamu 7 k certiicates m:::::\\ C1[01

nepeBipKu <A
| Internet PE\] FortiaDC LJ u
Enforce ZTMNA policy |_ J Enforce ZTMA policy | |

2n-net clients
[
Off-net clients !E! !E!
L
Protected servers & resources
https://docs.fortinet.com/document/fortiadc/7.2.1/handbook/155485/zero-trust-network-access-ztna
i © Fortinet Inc. All Rights Reserved. | 51
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FortiGSLB

R
# © Fortinet Inc. All Rights Reserved. 52



FortiGSLB Cloud

Cloud

Jonomarae niaTpuMmyBaTU Bi3HEC KNIEHTIB OHJTaNH, KON JfIOKanbHa Mepexa

3a3Ha€ HeouviKyBaHUX NepeBaHTaXXeHb abo NPocCToIB.

* BiAMOBOCTINKICTb KiflbKOX CauTiB i Oe3nepepBHICTbL cepBiciB
- JocTynHicTb Nocnyru nig vyac ta nicng BigMoBu
* MacwTtabyBaHHS nocnyru, Konu gogatky npauoTb NOBISTbHO

* MNMepeBaru
« Llsmake BigHOBNEHHA (Mirpauisi/HanawTyBaHHA He NOTPiGHI)
« [lpocTe po3ropTaHHsA Ta nepesipeHi BapiaHTU BUKOPUCTAHHSA
* Bugumictb canty
* [lokpaweHHA NpoayKTUBHOCTI CanTy Ta yacy Bignosigi
* [loBHouiHHa cnyxba DNS
* MacwTaboBaHa niyeH3is
» |HTerpauia 3 Fortinet Security Fabric

7\ I
FortiCloud

FortiGSLB Cloud - Application Anywhere

Why FortiGSLB Cloud?

........

© Fortinet Inc. All Rights Reserved.
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7K npautroe

[Mpuknag: 3amoBHKK 3 asoma LIO[
(A/A) Ta XMapHUMK goaaTKaMu.

FQDN: www.fortinet.com

Client2 = APAC DC & AWS
Clientl = EMEA DC & Azure

FQDN: www.support.com

[Clientl = EMEA DC &Azure}

Client2 = APAC DC & AWS

Clients 2 (APAC)

www.fortinet.com ?

© Fortinet Inc. All Rights Reserved. 54




IHTepdeunc FortiGSLB Cloud

3abesneyvye MOHITOPUHT Yy pearibHOMY Yaci Ta iCTOPUYHI AaHi

Tpadgoiky DNS

KepyBaHHS:

»

»

»

»

»

»

»

»

»

LLIBnake gogaBaHHSA canTiB

Multiple Organization - MSP

[MpocTe HanawTyBaHHSA Yepe3 WebUI
MOHITOPUHT i NPOrHO3yBaHHS JiLLEHSIN
>KypHan nogin

Central view

MoHITOpUHI Ta 3BiTK AN canTiB
IcTopia | ctatnctuka DNS
IHTerpoBaHa Geo-IP DB

a;

,,,,,,,,,

End Dy

sssss

© Fortinet Inc. All Rights Reserved.




XXypHanu Faen ¢

Host: www

Domain: zz-fqdn-1.com.

Audit/Event : Pool Select Method: Weight

1FQDN 3 Pool 4 Virtual Server

* OnosiweHHs o— o

: o e00
« OQinbTpu No user/message/type/status o

» Event/audit logs oo 1 poky

« XypHanu no: 5 e [ ¥ narie
« 3MiHa HanawTyBaHb

 Health Check

. . i
« License capacity
o
2020-10-02 16:44 2020-10-07 16:44 2020-10-12 1644 2020-10-17 16:44 2020-10-22 16:44 2020-10-27 15:44 2020-11-0115:44
* License expiration
Time Priority u Type Action Status Message
° >K 1 2020-10-3102:40:06 Nane health check  change  success Server (server3) virtual server (3-1) sup
Hanu no FQDN
yp 2 2020-10-3102:40:05 None health_check change success Server (server3) virtual server (3-1) health check (ping1) is up
1 202010-3102:39:45 [ alert Nane health check  change  failure Server (serverd) virtual server (3-1) isdown
4 2020-10-3102:3%:44 Nane health check  change failure Server (server3) virtual server (3-1] health check (ping1) is down
5 2020-10-3102:34:04 Nane health check  change  success Server (server3) virtual server (3-1) sup
& 2020-10-3102:3404 [ alert Nane health check  change success Server (serverd) virtual server (3-1) health check (ping) is up
7 2020-10-3102:33:44 None health check  change failure Server (server3) virtual server (3-1) is down

- © Fortinet Inc. All Rights Reserved. 56



L
NMpuknap-1: FortiGSLB 3 FortiGate (SSL/IPsec VPN LB)

lNpuknap: Bucoka npoayktuBHicTe SSL/IPsec VPN ans
OVUCTaHUIMHMX NpaLuiBHUKIB | OOCTYMHICTb NOCHyr

Data Center ¢
Primary

BisHec gpanBepu :

e [HyJKICTb | 3HMXKEeHHA TCO
» bes3nepepBHicTb Bi3HECY

« “Always ON” 6esneka

Knto4yoBi nepeBaru ona KNi€HTIB .
» [lokpalwieHa b6e3neka

« [lokpallueHHsa gocsigy KopmucTyBaya
» be3nepepBHICTb cepBicy '

Data Center
Secondary

SSL- UK

© Fortinet Inc. All Rights Reserved. 57




A
Npuknapn-2: FortiGSLB 3 SD-WAN (Inbound Link LB)

Branch-1 = Cloud in case
of a application failure

Clients = ISP1, 2, 3

lNpuknapg: True Multihoming
* |nbound Link LB ans knieHTiB
« [ocTtynHicTb cepsicy ansa Branch office

BisHec ApaiiBepy : Q- |
* [lokpalueHHSa NpoayKTUBHOCTI TN ) ] J
- BesnepepsHicTb BisHecy Y

* [Hy4KIiCTb | 3HMXKEeHHA TCO

Knro4yoBi nepeBaru ona KNi€HTIB:

« [ligBMLWEHHSA €PEKTUBHOCTI

« WAN Optimization

» [lokpalieHHa gocsigy KopuctyBada
« beanepepBHICTL cepsicy

AR . .
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Mpuknaa-3: FortiGSLB with FortiADC/FortiWeb

lNpuknan: banaHcyBaHHA HaBaHTaXXeHHA MK

kinbkoma LIO[ BianoBigHo Ao patg e
3aBaHTaXeHHda/cTaHy cepBepa, Geo-IP i
3aTpPUMKU

Business Drivers:

e [HyJKICTb | 3HMXKEeHHA TCO

» besnepepBHicTb Bi3Hecy (active/active)

Knto4yoBi nepeBaru ona KNi€HTIB .

* FortiIADC "One-Click-GSLB” koHekTop

 [lokpalleHHS JoCBigy KOpUCTyBaya g S Dath Center
: : | 1 APAC

» BesnepepBHicTb cepaicy - N

* Multi-site BUAUMICTb

* LB B 3anexHocTi Big Geo-IP, load, latencyta |, . . jmme o
OOCTYMNHOCTI JoaaTkis o e
o) i
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INMiueH3yBaHHA FortiIGSLB

 LlopiyHi nnatexi no DNS QPS (Query Per Second) ta Health Checks.
« Stackable License

SKU

FortiGSLB Cloud Service - 100 DNS QPS (queries per second) - Annual Subscription. Includes
FC2-10-CGSLB-330-02-DD 24x7 FortiCare. Add Health Checks separately

FortiGSLB Cloud Service - 500 DNS QPS (queries per second) - Annual Subscription. Includes
FC3-10-CGSLB-330-02-DD 24x7 FortiCare. Select Health Checks separately

FortiGSLB Cloud Service — 1,000 DNS QPS (queries per second) - Annual Subscription. Includes
FC4-10-CGSLB-330-02-DD 24x7 FortiCare. Select Health Checks separately

SKU

FC1-10-CGSLB-332-02-DD FortiGSLB Cloud Service - 2 Advanced Health Checks
FC2-10-CGSLB-332-02-DD FortiGSLB Cloud Service - 10 Advanced Health Checks

FC4-10-CGSLB-332-02-DD FortiGSLB Cloud Service - 100 Advanced Health Checks

==RTINET © Fortinet Inc. All Rights Reserved.
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FortiDDOS

R
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A
FortiDDoS

Appliance

—/\/— 3axucT Big DD0S 3 anapaTHUM NPUCKOPEHHAM

(SPU)-based layer 3, 4, Ta 7 3axuct
ASIC Big DDoS

3axucT Big DD0OS Ha ocHOBI NOBEIHKN
6e3 noTpedn B curHatypax | SP Web Hosting

z=z FortiDDoS Center

@ MiHimanbHa KinbkicTb false positives | | 1

3aBasKkv Be3nepepBHili OLiHLi 3arpos '

MoXXnmnBiCTb OAHOYACHOIo : |
v) MOHITOPWUHIY BeNNYE3HOI KiNbKOCTI

napameTpis |S P

@ [lockoHanun 3axucT Bia bulk —_ . .
. volumetric, layer 7 aTtak 2 Leg!t|_mate Trafflc
- = » Malicious Traffic

Firewall

“&- 3axuct Big atak Ha DNS-cepsicu 3a

JOMOMOror criewjianisaoBaHmnx 3acobis
- © Fortinet Inc. All Rights Reserved. 62



baratopiBHeBu#n 3axmuct 3 FortiDDoS

ATTACKS/THREATS

BOTNETS, C2, MALICIOUS HOSTS,
ANONYMOUS PROXIES, DDOS SOURCES

, IP (2232) , L3, Length, L4, L7,
DNS RR, Domain ACLs
BCP38+ Source Address Filtering

Protocols, Unused ICMP Types/Codes
IP, TCP, UDP, HTTP & DNS HEADERS
TCP STATE

256 PROTOCOLS, FRAGMENTS, SOURCES
L3 ACLs

ICMP Types/Codes, 65k TCP/UDP PORTS,
SYN / STATE / CONNECTIONS / SLOW
L4 ACLs

GET, HEAD, OPTIONS, TRACE, POST, DELETE, CONNECT
URL, HOST, USER AGENT, COOKIE
L7 ACLs

DNS / NTP Anomalies, Query/Response Floods,
Response Flood Validation, ACLs
DNS Query Validation
SSL Anomalies, Renegotiation

ZERO-DAY PROTECTIONS

Infrastructure

IP REPUTATION / DOMAIN REPUTATION

ACLs / 3"9-Party 10C lists (millions)

L3-L7 ANOMALIES

L3 FLOODS

L4 FLOODS

L7 FLOODS

ADVANCED Layer 7 DNS (B/E/F-Series)
and NTP (E/F-Series) protection
SSL Anomalies and Renegotiation

BEHAVIORAL VALIDATION
>230,000 parameters monitored

1OV T ‘Afewouy T :ONITdNVS ON

Buniwig ayey ‘bBumyoel] asinos
uonepleA 821n0s ‘spjoysalyl
doip T

© Fortinet Inc. All Rights Reserved.
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FortiDDOS — npocTe HanawTyBaHHA B TPU KPOKMU

WEB
Service Protection Profile

:E Eﬁ - Subnets :

R E T xxxx/m |

Legitimate Traffic DDoS Traffic
Burst mitigated
= Allowed =» Attacks Drops

1000 PPS _, Xx2= 2000 PPS= Minimum Threshold

> / Allow ALL zone

/\C“U\/\:\/\/LJ\

{
>
1. Learning Phase 2. Detection Phase 3. Prevention Phase
_ (alertlng only) (alerting+blocking)
: if ©7? )5 SO0 © NO TUNING « | «




[leTanbHa 3BITHICTb

L] console T Help - SPP: SPP0 -

1 Save As POF 1h 8h 1d 1w 1m 1y Linear Logarithmic

Aggregate Drops

60M  High bps Throughput
o = E « High Small-Packet (60Byte) pps
: Throughput
sk : - 100% packet inspection
2 ! « Parallel Inspection/Mitigation:
g ™ " ! | . 60M-packet Flood Drops
[ : - 400k-packet ACL Drops
5 SQ | - 2-packet Anomaly Drops
| | N s s | ~ | FortiDDoS paxye koxHe OrnokyBaHHS
Jul-22 Jul=27 Aug-01 Aug-06 Aug-11 AuUg-16 Aug-21 | MO)KeMO 68‘-II/ITM | 2’ | 60M
# Flood D ™ # ACL Drops | * Anomaly Drops | L4 Hasn:::k Drops i # Out Of Memory Drops [ B Ll'bOMy anKnaﬂ'i 60M dI’OpS -
T e =0 ~200k pps flood.
= m © Fortinet Inc. All Rights Reserved. 65



Middlebox TCP Reflection Amplification

]

reflected
Qut-of-State
DDoS Flood

Attacker uses loT devices to flood
ISP/Hoster/Large Enterprise
With PSH+GET payload with
blocked URL (porn.com, etc.)
Each packet Source IP is the real
target of the flood

Out-of-State
DDoS Flood
with payload

DPI, firewall web filter sees
payload without understanding
TCP state and reflects amplified
RSTs or web page payload to the
target.

Middlebox Amplified Reflection of Out-of-State Attack

© Fortinet Inc. All Rights Reserved.
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3axucTt Big Middlebox TCP Reflection Amplification

Ha cTtopoHi pednekTopa

[MTakeTr PSH sk TCP Invalid Flag flood i
BSIOKYETHCS 3 NEPLLOro nakeTta.

[TakeTr PSH-ACK mae gossoneHi flags
ane OroKyeTbCs 3 NepLIoro nakera 3
Foreign Packet Validation ockinbku BiH
He € YaCTUHO XOOHOro 3'€HaHHS.

Hema BnnuBy Ha neritumHunin tTpadik.

3axuCT iHWKNX BUPOBHUKIB — BiNbLUICTb
6auntb PSH invalid flag i 6rniokye uen
nakeT 6e3 BNnmBYy Ha iHWW Tpadik.
BinbLwictb He 3BepTae yearn Ha PSH-
ACK. B KPALLLOMY Bunagky MoxyTb
matn ACK Threshold akuin
netektysatume PSH-ACK flood. Takun
threshold 6nokye BClI ACKs, wo mae
3HA4YHUN HeraTUBHUN BMJIUB Ha IHLWWN
TCP Tpadik.

Attacker uses loT devices to flood
ISP/Hoster/Large Enterprise
With PSH+GET payload with
@ T blocked URL (porn.com, etc.)
AT~ = Each packet Source IP is the real
e ke - target of the flood.

Qut-of-State
DDoS Flood
with payload

FortiDDoS blocks all 5
Floods from the DPI,

firewall at ISP/Hoster,
preventing reflection

FortiDDoS Protection at the Reflector (ISP, Hoster, Large Enterprise Firewall)
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3axucTt Big Middlebox TCP Reflection Amplification

Ha cTopoHi XepTBu

Binbutnn tpadik MoXxXe MiCTUTU Pi3HI
naketn RST, RST-ACK, PSH-FIN-ACK 3
payload.

[locnigHWKKU* 3HanLn 12 OCHOBHUX
TUNiB Bignosigen ane OinbLl HiXX 63,000
Pi3HMX Bapiauin Bignosigen!

FortiDDoS pgetekTye BCi out-of-state
naketn yepes Foreign Packet
Validation i 6r10Ky€ 3 nepLioro nakery.

Hema BnnuBYy Ha «KOPUCTHUU» TpadiK.

3axucT Big KOHKYPEHTIB OyBa€ pisHUM. Y
OinbLUOCTI HEMA KOHLUenu,|i|

Foreign Packet Validation. BoHn moxyTb
matn RST, FIN un ACK Thresholds
(aHani3 3aronoskiB Big pedrekTopiB). AK i
B nonepenHboMy npuknagi - ACK
threshold 3HayHO BRMBaE Ha iHWWN
TCP Tpadoik. binbLwictb npoBangepis Ta
PilLEHb IHWMX BUPOBHMKIB B3arari He
nobavartb Takuu TUM aTaku

FortiDDo5 blocks all 5
new Reflected Floods
from the 17 packet,
with no impact on

existing traffic

Attacker uses loT devices to flood
ISP/Hoster/Large Enterprise
With PSH+GET payload with
blocked URL (porn.com, etc.)
Each packet Source IP is the real
target of the flood.

Out-of-State

with payload

Amplified,

DDoS Flood

target.

DPI, firewall web filter sees
reflected payload without understanding
Out-of-State TCP state and reflects amplified
RSTs or web page payload to the

FortiDDoS Protection at the target (School, Gov’t, Finance, Health-Care,

Enterprise, etc.)

* https://geneva.cs.umd.edu/papers/usenix-weaponizing-ddos.pdf
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FortiDDoS HW

FDD-200F

FDD-1500E/-DC

FDD-1500F

FDD-2000E/-DC

FDD-2000F

Throughput (Full Duplex)

Simultaneous Connections

Session Setup/
Teardown

Latency

Interfaces

HW acceleration

8 Gbps

4.2 Mil

375,000 /s

<50 s

8 LAN/WAN
Interfaces
(Copper/SFP)

35 Gbps

12 Mil

>1.5M /s

<50 s

16x LAN & WAN
10GE SFP/+,
4 LAN & WAN
bypass 100GE
QSFP28

3x TP3

30 Gbps

16.7 Mil

700,000 /s

<50 s

4x LAN & WAN

10GE SFP/+,
4 LAN & WAN

bypass 10GE SFP/+

70 Gbps

25 Mil

>3 Mil /s

<50 s

16x LAN & WAN

10GE SFP/+,

4 LAN & WAN

bypass 100GE
QSFP28

6x TP3

© Fortinet Inc. All Rights Reserved.

76 Gbps

33 Mil

920,000 /s

<50 us

4x LAN & WAN
10GE SFP+,

4x LAN & WAN
40GE QSFP+
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FortiDDoS VM

FDD-VM04

FDD-VMO08 FDD-VM16

Hypervisor Support

Throughput (Full Duplex)

Session Setup/
Teardown

Service Protection Profiles

vCPU

Network Interface Support

VMware ESX/ESXi 6.x / 7.x with hardware-assisted virtualization (VT) enabled in the BIOS

3 Gbps

375,000 /s

8 (4 bridged port-pairs)

5 Gbps 10 Gbps
>1.5M /s 700,000 /s
8 16
8 16

. Interface speeds dependent on hardware.

© Fortinet Inc. All Rights Reserved.
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JliueH3yBaHHA

FDD-200F Supports up 1G
- - Supports up to 10G
Dedicated DDoS Appliances FDD-1500F AR
FDD-1500E Supports up to 40G
EDD-2000E Supports up to 100G
- . FDD-VMO04 4 xCPU variant of FortiDDoS VM
DDOS Vlrtual MaCh"‘es (VMS) FDD-VMO08 8 XCPU variant of FortiDDoS VM
FDD-VM16 16 xCPU variant of FortiDDoS VM

Add-ons:

Add on licenses to enhance the FortiDDoS Protection
Solution.

FC-10-FIM04-140-02-DD

IP Reputation Service:

Database of malicious source IP addresses from the FortiGuard
distributed network of threat sensors, which FortiDDoS uploads
daily. (Normally recommended for Hosters/MSSPs/ISPs only)

FC-10-FIM04-191-02-DD

Domain Reputation Service:

Database of known malicious fully qualified domain names from
the FortiGuard network of threat sensors, which FortiDDoS
uploads daily. (Normally recommended for Hosters/MSSPs/ISPs

only)

FDD-CM-BASE/FDD-CM-UL

The FortiDDoS Central Manager VM manages multiple FortiDDoS
E-Series appliances with shared management attributes.

BASE: Manages 1- 10 appliances

UL: Manages 1- Unlimited appliances
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FortiDAST

)
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FOrtiDAST

Black-box ckaHyBaHHS
BPa3fiMBOCTEN

Cloud-based
On-premise
[ 1
L ]
Proxy

AsTomaTtmnsoBaHe Vulnerability Scanning

CurHatypu 3 FortiGuard Labs

Advanced Crawler

[leTanbHa 3BITHICTb




ABTOMaTu3oBaHe CKaHyBaHHA Ha Bpa3nuBOCTI

ABTOMaTM3aLiNA

Posknag ckaHyBaHb
ANS YHUKHEHHS BNnvBYy
Ha Bi3Hec npouecu

* HanawrtyBaHHs
Tpurepis 4ns 3anycky

CKaHyBaHb

[&] FortibAsT = & Services - € Support ~

Dashboard

Dashboard @ FFPENT0000216891
@ Scans Policy
BE Scans Overview License Overview o=~
@y  FFPENT0000216891

2 Serial Number

13/20
In-used / Capacity

-
w

- 2023-05-23 00:00:00 UTC
H Validity

- Active

l;j Status

Threat Level for each IP

IP/FQDN

http://10.36.234.202:6656

http://10.36.234.202:8511/

http://10.36.234.2:9531/examples/cp.html

http://10.36.234.10/xvwa/

Corporate  How toBuy Products Services & Support  Legal & Terms of Service  Privacy

ra
La

Threat Level

@75

® 75

072

6.5

Scans Overview

B Success
I Failure

4

Scan
Status

Top 10 OWASP Risks

Broken Access Control }»

Cryptographic Failures

Identification and Auth ailures
Injection 4
Insecure Design

Security Misconfiguration

and Nata |

Version - v23.1.0-build0005(Interim)

Top Vulnerability

ranjithsingh@fortinet.com

@ QOutbreak Alerts

’

@ High

O Medium
[ Critical
W Low

M Low

O Medium
[ High

M Critical

Copyright ® 2023 Fortinet, Inc. or its affiliates. All rights reserved. 2% n vy O m
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ABTOMaTu3oBaHe CKaHyBaHHA Ha Bpa3nuBOCTI

CKaHyBaHHSA Bpa3niuBoOCTeM

iHWI Bpa3nMBOCTi

* ImiTauig cnpaBXHbOro
Gpaysepa ons imitauii
NoBeAiHKN NMOANHN

* Bwukopucrtosye
AocnigkeHHs Ta 6asy

3HaHb FortiGuard Labs

[® FortiDAST

@& Dashboard
@ scans Policy

[®] FortipasT

& Dashboard

Scans Policy

38 Scans Overview

Corporate  How to Buy  Products

Scans Overview Overview

(@) Services + € Support ~

Injection - Critical

m Select Multiple

Summary Vuln

Scan Status  Stoppi

insufficient input validation.

&) Services € Support ~

' Notifications

f'\‘ Scans Running !f'\‘ Scheduled Scans |
=@\, ﬁ =
\ = 7 1 \:’ O =,
©
IP / FQDN Authorization Status Y  Scan Status Y
14pte3/a | |

e

v  http://10.36.234.10/xvwa/ 80

ff3a23fd-a534-4
L -p 743-a57c-8010c
4d79246 [

Authorized = = o

¥  https://staging.fortirecon.forticloud.com 443

cf8b3871-5590- | 0
L _p 49a6-a455-7151 i
> " Authorized K e
eac518f6 [
v  http://10.36.234.202:8511/ 8517 (i )

7f9d2066-d8bf-

L -p 489a-9792-d00c Authorized
_ Scan Complete o
6453acff [
v httos://oresence fortinet.com/ 443

Services & Support  Legal & Terms of Service  Privacy

Version - v23.1.0-build0005(Interim)  ranjithsingh@fortinet.com

URI http:/, URI: http://182.71.233.36/xvwa/vulnerabilities/sqli/ (CVSS Score: 9.8 )

PORT 80 @ Description : Command injection is an attack in which the goal is execution of arbitrary commands on the host operating system

oG fofadi via a vulnerable application. Command injection attacks are possible when an application passes unsafe user supplied data
4e811 (forms, cookies, HTTP headers etc.) to a system shell. In this attack, the attacker-supplied operating system commands are

usually executed with the privileges of the vulnerable application. Command injection attacks are possible largely due to

Version - v23.1.0-build0005(Interim)  ranjithsingh@fortinet.com ~

Dismiss All

Scan Completed for asset http://10.36.234.10

[xvwa/
7 minutes ago Dismiss
~
Critical level vulnerability discovered for asset
http://182.71.233.36/xvwa/
30 minutes ago Dismiss )%
Critical level vulnerability discovered for asset
http://182.71.233.36/xvwa/
32 minutes ago Dismiss
)%
Critical level vulnerability discovered for asset
http://182.71.233.36/xvwa/
39 minutes ago Dismiss
Critical level vulnerability discovered for asset
http://10.36.234.10/xvwa/ 1%
40 minutes ago Dismiss
Scan Started for asset http://10.36.234.10/xvwa/ |
41 minutes ago Dismiss
v % v

Copyright © 2023 Fortinet, Inc. or its affiliates. All rights reserved. 522 ] % © [




FortiDAST BuaBnsae OWASP Top 10 Tta IHLWI pU3UKN

2021 Top 10 Risks
@ D LLJ H S p A01:2021 Broken Access Control
®

A02:2021 Cryptographic Failures

“The OWASP Top 10 is a standard awareness A03:2021 Injection
document for developers and web application
security. It represents a broad consensus about A04:2021 Insecure Design

the most critical security risks to web applications.”

A05:2021 Security Misconfigurations

« Trusted development resource for current

landscape of known attack vectors. A06:2021 Vulnerable and Outdated Compoinents

o _ . A07:2021 Identification and Authentication Failures
 Listis built from of common vulnerabilities that

result in application insecurities. A08:2021 Software and Data Integrity Failures

https://owasp.org/ A09:2021 Security Logging and Monitoring Failures

A10:2021 Service-Side Request Forgery (SSRF)

FortiDAST Buasnse OWASP Top 10 Ta iHWi TMNn BpasnmMBoCTEN



https://owasp.org/

FortiGuard Labs

500+ FortiGuard Labs Global Threat 480+ Tl, detection, enforcement and
Hunters and Researchers remediation partners

Advanced Services Industry-leading Threat
Intelligence Capabilities
FortiGuard Al-powered

Security Services 10+  vears experience in Al/ML
20 best-of-breed security services integrated
into solutions across the Fortinet Security 6 M +  Solution telemetry

Fabric to deliver coordinated prevention,
detection and response in real-time.

1. 6 PB ofthreat samples

FortiGuard Expert Services

» Incident Response v

» Readiness and Response Services )
_ 1 , 000+ Zero-days discovered

» SOC-as-a-Service

» Managed Detection and Response 1B + Updates per day

| 215B+ o™

Coordinated Real-Time
Protection Against Known
and Unknown Threats

What we process per day

A43.2 B Botnetand C2 attempts thwarted

31.4 B Network intrusion attempts blocked
88.8 B Malware programs neutralized
380 M Malicious website access blocked

538 M Pnishing blocked

© Fortinet Inc. All Rights Reserved.
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BaoockoHaneHuu Crawler

BpnockoHaneHun Crawler

KOMMMNEKCHUI aHani3

Beb6-goaaTky Ha

HasABHICTb

BPas3nuMBOCTEN

* Moxe ckaHyBaTu 30HM
3axuLLeHi

ayTeHTudiKauiero

© Fortinet Inc. All Rights Reserved.
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BuckoedektuBHnm Fuzzer

KoMaHAa ekcrnepriB, AKi
MaloTb BENMUKNNA OOCBIA
HanMcaHHsa Npasun i
TecTiB anga Fuzzer

MigBuye 3aransHy
€(EKTUBHICTb

Injection

Remote Code Execution
Server-Side Template Injection
File inclusion

LDAP Injection

NoSQL Injection

SQL Injection

XPATH Injection

Code Injection

XSS (Cross site scripting)
Insecure file upload and manipulation via WebDAV
Open Redirect

Path Traversal

ORM Injection

Expression Language (EL) / Object Graph Navigation Library (OGNL) Injection
Broken Access Control

Forced Browsing
Server Side Request Forgery
Indirect object referencing (IDOR)

Cryptographic Failures

SSL Tests
Weak Ciphers

Security Misconfiguration

XML external entity (XXE) injection
Information Disclosure

© Fortinet Inc. All Rights Reserved.
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[NeTtanbHa 3BITHICTb

Pe3ynbraTti Ta 3BIiTHICTb

BpasnmBoCTEN
» BigoGpaxeHHs
NOKpaLLEHHS 3 YacoMm
* 3BiTM Anga
AeMOHcCTpauil
BiANOBIOHOCTI A0
perynsTopHUX BUMOr

& Dashboard

@ Scans Policy
IP/FQDN & Scan Name &
Scans Overview

http://111.93135135:9503/xv...  xvwa
hitp://182.71.233.36/xvwa/ xvwa
http://testphp.vulnweb.com/ testphp
https://presence.fortinet.com/  presence

http://10.36.234.202:8511/ 851

© Q, Search

uuD & Auth/Scan Status & Scan Time & Threat level & Severity
004-4 Success 2022-08-3111:39:18 . months ago ~ ® 61 [ 19 | EX
f0f4db42 10 @ Stopped 2023-01-18 11:09:09 ,Today 0.0 “ m “
23396ffe-6783-4828-bd33-1b7aecébelf8  ( Initialization In Prog... 0.0 [ 0 | o] [ o |
b5t Success 2022-10-27 05:25:49 2 months age ~ ® 5.5 [ 0o | o] [ o |
7f9d2066-d8bi-489a-9792-d00c6453act! Success 2023-01-131317:02 5 days ago ®75 [ 13 | 5o | [ 1 |

Version - v23.1.0-build0005(Interim)

@& Dashboard
@ Scans Palicy

Scans Overview Overview rno=-

URI http://10.36.234.10/xvwa/

Summary Vulnerabilities

PORT 80

ff3a23fd-a534-4743-a57c-8010c4d7924
6

uuiD

Scan Status  Scan Complete

Scan Date 2023-01-1811:00 ~

‘ Configure H Rescan ‘ ‘ Generate Report

OWASP Category

Broken Access Control

Cryptographic Failures

Identification and Authentication Failures
Injection

Insecure Design

Security Misconfiguration

Software and Data Integrity Failures

and Outdated

Ports and Services

Corporate  HowtoBuy Products  Services & Support  Legal & Terms of Service  Privacy

Activity

n
‘

Scan Complete-100%

Threat Level

6.5

W Low

O Medium
@ High

B Critical

26 39 53

L]
1]l

@ Outbreak Alerts

~
Scan Status o=~ CVSS Score R

\‘ B Skipped O Medium
B Success @ High

M Failure I Critical

O Not Scanned B Low

66

Total

Technologies found in the server x

n
‘

Operating systems
@) Ubuntu

Web servers
# Apache

Programming languages
phe PHP

Ul frameworks
@ Bootstrap

Exploit Engine n =~

Copyright @ 2023 Fortinet, Inc. or its affiliates. All rights reserved.
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7K ue npauroe
FOrtiDAST (cloud-based)

Crawler

N >
l/
Crawler

URLII;fnd§7 Configuration ' N
: tadat
FortiDAST meadea
Scanner /\ HTTP Request
= — e}
v == V- -
=
A HTTP Response Target Web
. Scan . .
Scheduling result App lication
URLs and URL
Scan Configuration me:ijata R
> >
Scan Results
Fuzzers
== © Fortinet Inc. All Rights Reserved. 81




IliueHsyBaHHA FOrtiDAST

Description

Dynamic Application Security Testing (DAST) subscription
service for detection of critical vulnerabilities in websites / web
applications, including those in OWASP top 10.

Each subscription covers 10 IP/FQDN.

FC-10-FPENT-236-02-DD

-nw © Fortinet Inc. All Rights Reserved. | 82



FortiDevSec




FortiDecSec

BuaBneHHa Nnpobnem pisHMMU TMNamMn CKaHyBaHHS.

SAST SCA/OSS

Static Application Software composition
Security Testing analysis
BusiBnsie BpasnmeocTi y BusiBnsie BpasnmeocTi y
BUXIOHOMY KOZl CTOPOHHIX BibnioTekax i

GibnioTekax 3 BiAKPUTUM
kogoMm, Hanp. log4j

Secrets

Secret scanning
AHanisye Bci Bepcil BUXigHOro
KOZy nporpamu, XXypHarsis i
NoB’si3aHMX hansis Ha
HasIBHICTb CeKpeTiB
(Hanpwuknag, naponis,
obnikoBux gaHux, KntodiB SSH

TOLLO)
n

=

0 E\ |aC (Infrastructure-as-Script scanning)

CkaHyBaHHs ckpunTiB laC, Takmx sk terraform
TOLLO.

Containers

pipeline.

[ eee |
FortiDAST

DAST

Dynamic Application
Security Testing
Cumyroe ekcnsionTn Ha
front-end URL pgopatky 3a
pgonomoroto FortiDAST

CkaHyBaHHS1 KOHTEeUHepiB, sIki BOyJoBaHi B




ApxiTteKktypa FortiDevSec

Cl/CD
(e.g. Jenkins)

FortiDevSec Agent

Docker Images

scanner
scanner
scanner
scanner
scanner

scanner

Scanners

FortiDevSec Web Portal

Shows aggregated scan results

FortiDevSec Cloud

Scan data history
Latest scanner image
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FortiDevSec: cnpolye 6e3neky

Cnpouwye 6e3neky npu
po3pobui cyyacHux aopaTtkis

OpraHi3oBye Ta aBTOMATU3YE
b6e3nepepBHe TECTYBAHHSA
6e3nekn goaaTKiB Ha NaaTtpopmax
Cl/CD 6e3 noTpebu B eKcnepTHUX
3HaHHAX y cdepi besneku

BnpoBapgKye MeToaUKy
DevSecOps “ShiftLeft”

Nerke iHTerpyBaHHA B DevOps

» [loBHa iHTerpauiss B 6arato OCHOBHUX

nnatdopm CI/CD

* [liaTpuMKa BCiXx OCHOBHUX MOB Ta
cdpenmopkiB DevOps

« [NosBonsie AppSec npauroBaTty 3 WBUAKICTIO

DevOps
 EkcnepTtusa B AppSec He noTpibHa

;Build >;Dep|oy >; Run >

JNlerka iHTerpauia B CI/CD nnatcgopmum

SAST scan:
docker login —username $DOCKERHUB_USERNAME —password

$DOCKERHUB_PASSWORD
docker run —-rm —mount type=hind enurca=CDIN tarnat=/esan dane.

registry.fortinet-us.com/ffortidevsecops) ©rdid: your-org-id-here

appid: your-app-id-here
DAST scan:
docker login —username $DOC

# Optional param section starts

$DOCKERHUB_PASSWORD

docker run —rm —mount type=t buildtool: jenkins. # Optional param, values=jenkinslitravis

registry.fortinet-us.com/fortidevsecops| Scaanner: sast,dast,sca # Optional param, default is All

language: python, javascript # Optional param, default is Auto Detect
variables:
DAST_URL: https://your.url.com # Optional param

# Optional param section end

# end of file

AT
O@® 9 & A

Jenkins Harness GitHub Circle CI Bamboo Travis ClI
(with plug in) Cl Action
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Shift-Left Security

[lepexio 0o 3abe3nedeHHs1 6besnekn Ha eTani po3pobku

o

Build

Run

- © Fortinet Inc. All Rights Reserved. 87
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A
https://docs.fortinet.com/document/fortidevsec/23.2.0/user-guide/480750/support-matrix

SAST Scans the source code of an application during development to minimize zero-
day vulnerabilities. The application languages supported for SAST arel Shell,
Java, Ruby on Rails, Python, Golang, PHP, JavaScript/ NodedJs, Cand C++

SCA Scans for vulnerabilities in the open-source libraries/components used by the supported CI/CD Pipeline Tools
application. The programming languages supported by the SCA scanner are
Java, Javascript, Buby, Python, Golang, and PHF.

Support for the following CIYCD tools is

»  AWS CodePipeline

Secret Scans to detect certificates and other secrets committed into Git. » Azure DevOps
: : : = Bamboo
laC Scans your laC configuration files for| Terraform, Cloud Formation, Docker and
Kubernetes,|to detect configuration issues. » CircleCl
* Drone Cl

Container  Scans container components to identify potential vulnerabilities.
» GCP Cloud Build

DAST Scans a deployed application at runtime to detect vulnerabilities. The DAST » GitHub Actions
scanner supports scanning of assets/targets hosted on both the internal e Gilab
network of an organization and the external/public network using FortiDAST . Jenkine
proxy server. See FortiDAST Proxy Server.

= Travis Cl

The DAST scanner allows you to configure a full or a quick scan using the

FortiDAST, for more information seg FortiDAST Scanner.
- = © Fortinet Inc. All Rights Reserved. 88




A
FortiDevSec: kKomnneKkcHe ynpaBniHHA BPa3riuBOCTAMM

= FortiDevSec
. v22.1-bulld0001 (Interim)
KomnnekcHe ynpaBniHHA e Details
BPa3AuBICTAMM ZiipPythonApp - | ——
SCANNER
RISK RATING VULNERABILITIES Python, SECRET, SCA, Nodels, JavaScript
9 1850 o
. SET RATING FACTORS VIEWALL - 2d91ed9b-9116-4860-bb2e-
3axuuwae naHawadT Bpa3MBOCTEN 14
Q Scans-(5) ScanHistory ORGID
LU/IAXOM aBTOMATUYHOIO aHanisy, o sy
- Completed @ Pending @ Running @ Error  43cacd33680d
BMOOPY Ta HAaNALWITYBaHHA KiIbKOX
. . . Python Scan tOOl Last Scan4 Jan SCA LastScan4 Jan 2022-01-04 05:45:23
TUNIB CKaHepiB be3nekn AoaaTKiB st used and sca LASTSCANNED
# of vuln » @ 2022-01-04 05:44:44
detected — | | Suinaraiiies0 £ SCANNER CONFIG
NodeJS Last Scan4 Jan JavaScript Last Scan4 Jan ® DEACTIVATE APP
3axuwae naHawadr 3arpos R ~
Dashboard/Rai ‘Z’ Details
RailsGoatApp - InReview i:;::nmfmue
SCANNER
KomnneKcHe ckaHyBaHHA Ta TeCTyBaHHA g e st SECRET Ry S Node'
. . . SET RATING FACTORS VIEWALL ::Zda 6-128f-4e22-250d-
« ABTOMaTUYHO pO3ropTac BiANOBIAHUN CKaHep Ha =
Scans - (5) Scan History
i i Overall 716a855a-55f3-49fe-9519-
ocum?l aTpubyTiB AopaTky (nnardopmm po3poodku Ta overall IR 7o
MOB) i H WTYBaHb
O ) ana y a JavaScript LastScan4 Jan Ruby LastScan4Jan 202:—01-0405:45:12
+ [ocTiHe TecTyBaHHA AoAaTKiB ANs BUSBMIEHHS HOBUX _ N | worososias
BpPa3fIMBOCTEMU, WO MOXYTb 3’ABUTUCDH
SCA LastScan 4 Jan NodeJS LastScand Jan ® DEACTIVATE APP
- - SCA SAST O DELETEAPP
* YHikanbHe pilleHHs, sike noeaHye ckaHepu SAST, DAST, o | —— =
SCA/OSS i Secrets ana saxucty naHgwadTy

Bpa3niuBocTen
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FortiDevSec:

KoHconipoBaHa
iHbopmauiinHa naHenb

KopenboBaHe ynpasB/iiHHA
PU3MKaMM Ta BU3HAYEHHA
npiopuTeTis

Mpioputesye KPUTUYHI pU3NKK

ANA YCYHEHHSA

MpiopuTtesye Ta arperye pesynbtatu
CKaHyBaHHA

* CniBBigHOCUTb pe3ynbTaTy Mi}K TUNAMM CKaHYBaHHA Ta
3MEeHLUYE Wym

* Pe3ynbTaTh HOPMaNi3yKTbCA A1 TOYHOTO
BCTAHOBJ/IEHHA NpiopuTeTiB i KNacudikauii 3arpos

* OuiHKa pU3MKy BM3HA4aE, AKi Bpa3nMBOCTi NoTpibHO
YCYHYTM B NepLuy yepry
* |HTenekTyanbHa npiopuTesalia Ta Hopmanisauin

pu3suKis, Wo ao3sonae DevOps 30cepesKyBaTUCA Ha
Hal6iNbl KPUTUUHUX PU3UKAX, AKI HEOBXiQHO YCYHYTH

= FortiDevSec

v22.1-bulld0001(Interim)

Summary

4 5

0 0

APPS BY RISK RATING

9 Doto

WITH FINDINGS TO REVIEW

NOT SCANNED THIS WEEK

Overall
severity

risk
level

OVERALLRISK RATING

;Build >;Deploy >; Run >

VHicbikoBaHa iHpopMaLinHa naHesnb

A 0

Applications - (9 results) Search applications,...  Sort Recent Activity v T
Spdlog 115 Static Scan In Review >
LLak
Filters (374 results) CLEARALL Dashboard / RailsGoatApp / Vulnerabilities
RailsGoatApp| ~ CALCULATED RISK RATING, .
€ Critical (13 RailsGoatApp InReview
ik e Filter by
Medi . rls k Vulnerabilities 433 active, 0 closed MARK ALL AS REVIEWED | EXPORT
ium >3)
GoTestBench/ Low (&) ratl n g S
JavaScript v SECRET Ruby ]
SAST SECRET SAST
v STATUS
XVWA-ZAP-I New (433) Vulneralities: Total - 2143, Unique - 395 [ & | Vulneralities: Total - 2, Unique -2 67 Vulneralities: Total - 30, Unique - 17 Ea
SCA a3 NodeJ$ a3
SCA SAST
OWASPBench
Vulneralities: Total - 29, Unigue - 11 = Vulneralities: Total - 8, Unique - 8 (72
Timescaledb Select Multiple Search Vulnerabilities Sort = Recent Activity -
CATEGORY o i _ ) .
Vulnerable dependency: jquery.min.js Nom?f_llllzes app/assets/javascripts/jquery.min.js
FILES multi
ZulipPythonAl DIRECTORY NEW 84 SCA|3weeks ago | 4instances u p e Severity: High

Vulnerable dependency: scan/Gemfile.lock:activerecord

NEW 84 SCA|3weeksago| 1instance

Vulnerable dependency: scan/Gemfile.lock:actionpack

NEW Bl SCA |3 weeks ago | 9instances

scan
results

Gemfile.lock

Risk rating

severity
levels

Severity: Critical

Gemfile.lock

Severity: Critical
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IHTerpoBaHum FortiDAST

v = KnieHTU, 9Ki MaloTb ICHYIO4Y NiLeH3Ito
FortiPenTest/FortiDAST, MOXyTb
: d642d710-29c9-47f1- -10600d9632c0 wes
. a2dccbBb-f760-413d—xxxx_913f4f cbbC23 B/KOpuMCTOBYBaTH Il AN DAST-

CKaHyBaHHSA Nporpamu.

# Optional parameters.

sast = Pes3ynkraty ckaHyBaHHS Oyae
dast iHTerpoBaHo B FortiDevSec.

secret
SCa

python
javascript

: https://your.url.com
#true|false
#true|false

#true|false

m = © Fortinet Inc. All Rights Reserved. 91



JliueH3yBaHHA

License Validity Maximum users Maximum
in assets/apps
years supported for
DAST scanner
FortiDevSec Standard 1 5 5
FortiDevSec FortiDAST Add- 1 n/a 5*

on(Optional)

- © Fortinet Inc. All Rights Reserved.
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FortiIRecon

R
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@ FortiIRecon

Action on Objectives

FortiRecon 3abeane4vyye BUAUMICTb Ta
aHaniTUKy, WO AO03BOSIAIOTb KITIEHTY
BXXMBaATU KOHTPOJIbOBAHUX 3aXOAiB
6e3neKkn Ha OCHOBI PU3UKIB :

Command & Control

|
()

_ o ) Adversary
= [TONOBHIOE iCHYIOYI piLLEeHHSA NS MOBHOI Centric Installation
BMAOMMOCTI MOBEPXHi aTaku. Intelligence -
= Hagae knieHTam ysBneHHsa npo Te, Wo
6ayvartb 3noBMUCHUKKN (EASM) - Mitigation
i e Exploitation g
= Hagae knieHTy 6aveHHs Toro, Wwo poobnAaTh = Cost
3noBMucHuKkM (Brand Protection)
= Hapae knieHTy ysiBneHHs npo Te, Wwo
nnaHyrTb 3noBMUCHUKU (ACI) ﬁ Delivery
BXXuBaHHA ynepa)XyBanbHUX 3axoaiB Woao
GrnokyBaHHs/BUNpaBreHHs, Woo
. . Brand A
nonepe.qmu/smel-u.umu Hacniakuv Big Protection Weaponization
Kibeparak
= 3axucT penyTauii OpeHay opraHisaduii External
Attack Reconnaissance
Surface
Monitoring

L © Fortinet Inc. All Rights Reserved. s Reserved.
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External
Attack
Surface
Management
(EASM)

FortiRecon External Attack Surface
Management (EASM) 3abeanevye
30BHILLHIN NOrnag Ha opraHizadito Ta i
OOMipHI KOMNaHii, Wwob ineHTudikyBaTu
BIOKPWUTI BiAOMI Ta HEBIOOMI aKTUBU
nignpuemcTea Ta NoB’sa3aHi 3 HAMU
Bpa3nmBOCTI, o6 gonomortu
BU3HAYNTU NPIOPUTETHICTb YCYHEHHS.

BusaBneHHA akTuBIB

KomnnekcHe BUSIBNEHHS
aKTUBIB, TaKNX SIK AOMEHM /
IP / ASN / cy6oomenn /
ceptudikatn

BpasznusocrTi / MNomunkum
KOHdpirypauii / BigkpuTi cry»xom

NMpobnemun 6e3nekun

<

3miHa / OenbTa
NOPiBHAHHS
MopiBHSAHHS 3 MonepeaHiMu

pesynbTaTamMmu ckaHyBaHHSA OSis
BUABMNEHHSA OCTaHHIX 3MiH

PekomeHpauii

PekomeHpoBaHi aii gns
YCYHEHHS1 pU3UKIiB
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Brand
Protection
(BP)

FortiRecon Brand Protection (BP)
BUABISE QPILLNMHIOBI aTaku B IHTepHeTI,
nigpobHi canTtu (Typosquatting),
NiapoOOHI Waxpancbki AoaaTkn, BUTIK
0oOnikoBMX AaHuX i iMnepcoHauil
OpeHay B couianbHUX Mepexax -
NoLIMPEHi MeToaMN, SKi BUKOPUCTOBYHOTb
Kibep 3nOBMUCHUKM.

PaHHE BUSIBNEHHS aKTUBHOCTI Ta
BXUTTSA 3axofiB, Hanpuknasa
BuganeHHa (takedown) Beb-canty um
nporpamun, Brand Protection gonomarae
opraHisauisiMm 3aXUCTUTU LiHHICTbL CBOro
OpeHay, AoBIpY, LiNICHICTb i penyTadito.

Credentials
Monitoring

MOHITOpPUHI BUTOKIB
00niKoBUX JaHUX

”»

Social
Media

BigctexxeHHs nigpobHux
aKayHTIiB y coujanbHNX
Mepexax

Brand
Monitoring & Protection

Typosquatting

BigctexxeHHsa cxoxunx
JOMEHHUNX IMEH

K

Phishing
Monitoring

BiactexxeHHa (ilumHrosmnx
KamnaHin npotu 6peHais

Rogue Apps
Monitoring

BigctexxeHHs nigpobHux
MODINbHUX JoaaTKiB

*»

Cloud
Exposure

BuaBneHHss HenpaBuIbHOI
KOHQpirypadii xmapu, sika
po3KpmBae aaHi
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Adversary
Centric
Intelligence
(ACI)

FortiRecon Adversary Centric
Intelligence (ACI) Hagae KOHTEKCTHE
PO3YMiHHSI HEMUHYYMX 3arpo3 ans
opraHisauiv i 4o3BoONsE IM WBMaLLe
pearyBaTu Ha iHUMOEHTU, Kpalle
PO3YMITU 3NOBMWUCHUKIB i 3axuLiaTm
CBOI aKTUBMW.

Monitor & Collect

d b
% Darknet Pastebin / IM O Social Media

@ Forums / Markets @ Domain / Frauds @g Technical I0Cs

4 : :
e Assess N e— Actionable Intelligence =
o
el Executive Strategic
Management Decision Makers
Prioritize Analyze

D

ﬁ g Tactical GRC

Teams Teams

Validate Contextualize

\_ ) \_ Y,

Deliver
HapaHHs Flash reports & Threat Reports yepe3 Customer Portal J
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Adversary Centric Intelligence
[Mpuknag DARKNET Flash Report 3BiTy

« CkomnpomeToBaHi email agpecu
«  ATpubyTtu:

« Darknet

* Flash Report

« High relevancy

« High TLP

* Reliable source

« Confirmed info

« [etani no BkpageHy 6asy naHux

Flash Report - 2022030317330 RV-TaT]

| FortiGuard Threat Research

-
I data breaches

S Feb 28 2022| *Hig!

Threat Summary:
This

Associations

Source : A-Rolablo
Inf ormation +-Confirmed

A total of 7290 unique email addresses affiliated with Acme g3, AN
Demo [acmedemo.com] domain found to be part of various 5 Oyvercrime

Gobal

TIreee All Sactors

report provides data reloting to "Acme Demo emal addresses affiiated to the domain [acmedemo.com]

Data Bracoh

which are found to be part of various dota breaches shared by threot actors on darknet/Cleamet forums. Cybor

threat actors regularly share stolen data on various Darknet/Cleamnet cyber-crime forumes. The breached daota

could be from webate compromise, combo-list, or data belonging to an organizational entity

Threat Detait

Personalint ol
identificatiol

e

Account(s) Compromised

FortiGuard Threat Reseoarch identified a totol of 7,365 email addresses of the acmedemo.com domain present across 44 loaked databases dating

back to 2019, Out of 7,385 emall oddresses, 5630 ore unique. The complete kst of email addrosses con be found in the seperate Excel sheet.

Below are the name of the dotabases and the timeline of breaches, where the 'Acme Demo affilated domain email addresses were identified.

Sr. Database name Breach Comp d Compr d
No. date accounts data
1 UmeTray ('.\'ww. imetray.com| May 1 2021 4000000 Brand user D

Brand 1D,
Created ot
Emailaddross
(wosses
unique emalis)
First non void
ordertime, Frst
order time, First
void ordertime.

Fullname, Last
interaction
time, Loss,
Mobife.
Revenue
Source ID,
Source name.
Total discount
Total fased
orders, Total
loyalty
amount. Total
non void
orders, Total
orders, Total
pre-orders,
Totalvod
orgers

Breach details

OnMay 01 2021, octor datohub
shared the databose claiming
to be of an indian webr
presenco and web- marketing
platform provider, LimeT ray
fwww.metray.com] The
databas
English language cyber-crime
forum ‘Raid

was shared onthe

Numbero
acmeden
emails fo

a8




Threat Alort 205253412 R Associations

Source : A-Relioble

(@)

L] L} I Blog Post Inf ormationc -Confirmed
C 3109 St
Adversary Centric Intelligence s et Soclrmatere |8
'/, distribution using attachment feature of PDF files 0y Oybercrme
. Moy 25,2022 » rreee® & Cobal
[Mpuknag TECHINT Threat Alert 3Bity s
Threat Alerts provide timely information and initial findings about security issues. vuinercbilities. exploits, darknet
odvertisement posts discovered by FortiGuard Threat Research from variety of sources such as Darknet Media (73 Phishing
Articles, Security Blogs. Sociol Media etc. The Threat Alerts contain limited information and could be updated loter
to turn into Threat Reports with dotailed analysis. Matware
Vulnerabiity & Bxploitation
Explood

° I A o s Threat Summary:
HAM KaTOp M I LIJ M H ro BO I Ka M I-Ia HI I FortiGuard Threat Research discovered a blog post in which researchers discovered the distribution of info-stealer maiware using the

Attachment feature of POF files. T his attack technique was discovered previously, but malware of this kind has resurfaced and is being actively
distributed. The ottacker here is deceiving the users by simply tweaking the attachment’'s nome.

«  ATpubyTtu:

Threat Detait
Acrobat Reader has the feature of adding attachments to POF files. Files with extensions such as Jbin/.exe/bat/.chm are blackisted and cannot
be attached because they are considered threats. For other files that do not exist in the defoult blacklist and whitelist, a message box that
° T E C H I N T requires the user's decision appears. The ottacker exploited this aspect of the softwaore.

When the PDF file attached to the e-mail is clicked, an intentionally blurred image is displayed, and a security warning message of ‘Open file
appoars due to Adobe Reader's default setting. This is 0 waming messoge for running the attachment of the PDF, and the filename appears

diroctly on the message box The sentence looks unnatural in the Korean PC environment, but if the user runs the POF fie in an English PC
environment, the user can easily find out the intention of the attacker, as shown in the below figure.

* Treat Alert —

om | QBINGESE| e s | =] |HD| @ 2|6 Toets
« Medium relevancy s N ==

= i) ===
* LowTLP == —e— e

Open Fin

T e D b e e IOF dwg. i, e oy G g A, A, s P
i potersaly S our conguter. Oger S S orfy € you e e £ % e Aokt vou e B¢

 Reliable source —

Never shom cperng fes of e tioe

e Confirmed info =

Source: Ahniab

ma
 |OC gnsa kamnaHil
The file attached to PDF s an Excel file with the filenamae: 'has baen verified. Howaver, POF, jpeg. docx, xisx,’ and ignoring apostrophe that comes

after ‘The fie” inthe message box forms a natural message ke bolow. If the user does not read the file carafully, it is ikely that thay will think of
it as o typical security message. & appears that the attacker wrote this message after considering the possibility that the user may realize
that the file is malware f the filenome s the one that is commonly used in malware distribution (e.g, Quotation.xisx) despite the same
ottachment being used, and promptly block the access to Acrobat Reader’s open file settings. The filename of the attachment inside the PDF
fiie of this type s created to trick users. XLSX files as well as DOCX fies have been confirmed as attachments, and eoch file utilized malicious
elements that are commonly empioyed in Excel and Word type maliwaore.




dversary Centric Intelligence

[TpuKnag HUMINT Threat Report 3BITY

BuTik nepcoHanbHnx gaHmx
ATpunoyTHK:

« HUMINT

* Treat Report

« Medium relevancy

« High TLP

» Fairly reliable source

« Possibly true

» Details about the leak

Screenshots cninkyBaHHS 3i 3NOBMUCHUKOM

Threat Alort - 20 2058000 KU Associations

@ Source :F-Cannot be judged
informatiorn 3-Possibly true

| Exploit Forum, Online Engagement
' ' . a soothsayer
Actor 'soothsayer’ advertises the sale of a database --
> :L; stolen from an American consulting solutions provider Q3 OyverCime
named ‘My Audio Educator’ %8 rorthamorica
fMay 26,2022 * Treee [Ty consunation Services |
frofessionalServices
Threat Alerts provide timely information and intial findings of securlty issues wulnerabiiitios, expioits, and dorknet (75 Wobalt s Comprories

advertisorment posts discoveroed by FortiGuard Threat Research from a varioty of sources such as Darknot, Mecdia
Articles, Security Blogs Social Media etc. These Threat Alerts contain limited information and could be updated Vulnerabiity & ExploRation
loter to tum into Threat Reports with detalled analysis.

Data Breoch
Personal inf o tion
identitication
Threot Summary: mxg::nﬂoﬂ
FortiGuard Threat Research recantly engaged with an actor who operates with the handie, ‘soothsayer, on Wi Y
the Russian language cybercrime forum ‘Exploit’. Our communication was in response to a post regarding Datobose

the sole of o dotabase containing the Parsonally identfiable information (Pll) of 4.9 milion individuals. Upon
engagement, the actor confirmead the targeted organz ation is My Audio Educator and also claimed to have
exploited o remote code exacution vulnerability in the Loravel web appication fraomework to access the stolen data.

Threat Details:

In the forum post, the actor has not mentioned the source of the database and has stated that the records prasent are in it range from 2021to
2022 The actor shared a screenshot displaying sample records from in the database, in which we identified the entiro dotabase contains a
total of 4 887,237 records with the following fieids:

= D

Emoll addross
First Nome

Lost Name
Company name
Country
Creation date

Over private chat, the actor provided additional screenshots showing more records from the database, in which we identified the emoil
addresses offiiated with the domains of several other organizations, such as Nestlo, Aculty Healthcare and Dole pic. These organizations
possibly use the services provided by My Audio Educator, due to which theiremployees’ Pilis present in their database.

Based on the actor's claims, we suspect the vulnerability being exploited is CVE-2021-3128, affecting websites using debug mode with Laravel
before 84.2

gnition before 252 os used in Laravel and other products, allows unauthenticated remote attackers to execute arbitrary code because of
insocuro usage of filegotcontents() ond filoputcontonts(). This is explotable on sitas using dobug modae with Laravel bafora 8.4.2

About actor.

Actor ‘soothsayer is o new member of ‘Exploft’, joinod on Aprll 13, 2022, by paying registration fees, and holds 0 reputation points on the forum
The octor has made a total of nine posts on the forum mostly related to cryptocurrency, cracked accounts, ond selling databases

About Forum Registrotion:

Explot is o private cyber-crime forum and can be joined only using paid registration or other requirements. due to which actors having low
count positive reputation points can be considered as fairly rellable. For registering on 'Exploit’ without poying registration fees, users need tofit
In at least one of the balow-listed criteria:




JliueH3yBaHHSA

FortiRecon Ordering Guide (fortinet.com)

* JliueHsia PopMYyeTbCA 3 2 YACTUH:

 KinbKicTb akTuBIB
* B pianasoHi
* He cymyeTbeA

« feature bundle
« EASM
« EASM + BP
« EASM + BP + ACI

« Takedown niyueH3yeTLCA OKPEMO
o 2 credits BkNo4YeHo o niueHsii BP

« [opaTkoBi credits MOXHa OOKYNMUTU
 OauH takedown — oguH credit

ORDERING GUIDE ey ==RTINET

FortiRecon

Product Offerings
.

FortiRecon is a Digital Risk Protection (DRP) service that allows customers to gain visibility of
their digital attack surface, receive targeted threat intelligence, and reduce organizational risk.
The solution consists of three main components:

s External Attack Surface Management (EASM) — Provides an adversary's view of the organization digital attack surface

and prioritizes risks and exposures, enabling customers to mitigate threats in a controlled manner before they become a
problem.

+ Brand Protection (BP) — Continually monitors the organization’s public-facing brand, to detect web-based phishing attacks,
typosquatting, rogue applications, credential leaks, and brand impersonation in social media, which may impact brand value,
integrity, and trust.

« Adversary Centric Intelligence (ACI) — Leverages FortiGuard Threat Analysis to provide comprehensive coverage of dark
web, open source, and technical threat intelligence, including threat actor insights, to enable organizations to respond
proactively, assess risks, respond faster to incidents, better understand their attackers, and guard assets.

The following shows a summary of FortiRecon product offerings. For details, see the FortiRecon datasheet.

loC Reputation Lookup (IP/fDomain/Hash/CVE)
Dark Web Marketplace Monitoring (Stealer Logs)

OSINT Cyber Threats
Executive Reporting (&)

OO

24x7 Portal Access (@]

Delivery Anal,
R
Orchestration/Inte

SOLUTION FEATURE FORTIRECON FORTIRECON FORTIRECON
BUNDLES EASM EASM AND BP EASM, BP, AND ACI
Asset Discovery (&) &) (@]
Seewyiomes g g o
EASM AssetReports @ & : 8
On-demand Seans (Two per Year) R N
Third-party Credential Leaks (@] &) ©
Source Code Sensitive Leaks @ @
Open Cloud Storage Buckets @ @
Domain Typosquatting @ @
BP
Rogue Mobile Apps &) ©
Phishing Monitarin Watermarking e B -
(@]
DarkWebMonitoring )
ACl @
@
@
©
@
@

erved.
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@ IliueH3yBaHHA FortiRecon

NUMBER OF ASSETS EASM EASM & BP EASM, BP & ACI
Up to 500 FC2-10-RNSVC-533-02-DD FC2-10-RNSVC-534-02-DD FC2-10-RNSVC-535-02-DD

-nw © Fortinet Inc. All Rights Reserved. | 102



KinbKicTb aTUBIB B niueH3il

e TakCOHOMISI- AK BU3HAYNTU aKTUB .
 ASN — BGP Autonomous System Number
IP address
IP block
Domain

Subdomain

« EASM - Dashboard
* Live asset (457)
 Total of asset scan (1930)

 [loTpiOHa niueHsia Ha 457 akTueiB? Ak
nopaxysaTtun?

OVERALL ASSETS

457 ...

Total 1.93K

. rl.'

4. Appeared w Disappeared

© Fortinet Inc. All Rights Reserved.
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KinbKicTb aTuUBIB B niueH3il

* B ubomy npuknagi EASM dashboard nokasye:
* Total number of live assets: 457

e Total number of scanned assets: 1930

* JliueHsia po3paxoByeETbCA AK CyMa 3aranbHOI KiSIbKOCTI
XunBux aktueiB (457) i 10 % pewTM CkKaHOBAHUX aKTUBIB
* 10% npu3HayeHi AnA NOKPUTTA NOTEHLIMHOIo 3POCTaHHA
» Total number of live assets: 457
« Total number of assets scanned: 1930

* Remaining assets scanned: 1930 — 457 = 1473 non-live
assets

* (10% of 1473) + 457 = 605

OVERALL ASSETS

457...

Total 193K

4. Appeared w Disappeared

Last refreshed on: Mar 31,2022

AN A
W% Domain: acmedemol.com

Licensed Assets

© Fortinet Inc. All Rights Reserved.
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